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Provider Provider means the shared infrastructure, such as ESXi and vSAN.
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The World of Metrics

Part 3 Chapter 1

VMware Cloud Foundation ships with many metrics and properties. If we take object by object, and
document metrics by metrics, it will be both dry and theoretical. You will be disappointed as it does not
explain how yourread 2 NY R LINR 0 f S Y & ndt NBe bugnes® & eotectingamesteic.
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IVICLIICO INUaliCco

Our Inspiration

Space, the final frontier

Our Endeavour

Metrics, the final frontier

These are the voyages of the Starship Enterprise These are the voyages of The Book

Its five-year mission

Its 10-year mission

To explore strange new worlds To explore strange new systems

To seek out new life
And new civilizations

To seek out new observability
And new proactive operations

To boldly go where no man has gone before To beldly go where no IT Architect has gone before

Metric is essentially an accounting of system in operatidro understand the countgaroperlyhence

requires a knowledge of how thentire system works. Without internalizing the mechanics, you will have

to rely on memorizingin my case, memorizing is only good for getting a certificate.

Take time to truly understand the reasons behind the metrics. You will appreciate the threshold better

when you know how iis calculated.

Complexity

It isuseful to know the subtle differences in the behaviour of metrics. By knowing their difiessene
can pick the correct metrics for the tasks at hand

Naming Complexity

Same object, same
metric, different name

Same name, same
object, different
formula

Same namesame
purpose different
formula

Chapter: PART 3

OpenTelemetry usedJsagé T 2 NJaDilizZiord dzt anbidéad of
simplydUa | 3 S Fdeexaripte, fokubernetesPodmemory, the metrics
are called Memory Usage (GB) and Memory Utilization (%).

The metrics have the same name, belong to the same object, yet they h
different formula depending on where in the object you measure it.

Example: VM CPU Used in vCPU level does not include System time bt
the VM level it does. The reason is that System time does not exist at v(
level since the accounting is charged at the VM level.

Metricswith the same name do not always have the same formula in
different vSphere objects.

Memory Usagein VM this is mapped to Active, while in EB¥stthisis
mapped to Consumedn Cluster, this is Consumed + Overhead

Technically speaking, mapping usage to active for VM and consumed fc
ESXi makes sense, due to thkewel memory hierarchy in virtualization. At
the VM level, we use active as it shows what the VM is physically consu

Section The World of Metrics Page6
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Same name, different
meaning

Same name, different
behaviour

Same purpose,
different name

Chapter:PART 3

(related to performance). At the host and cluster levels, we use consumt
because it is related to what the VM claimed (related to capacity
management). This confusion has resulted in customers buying more R.
than what they need. VCF Operations uses GO&tlata for Usage, and
Frtfa o011 G2 ' 0GAGS AT AGQa y2i

Memory Consumedn ESXi this includes memory consumed by ESXi, wi
in Cluster it only includes memory consumed by WWW/M this does not
include overhead, while in Cluster it does.

VM Used includeblyper Threadingput penalty is 37.5%. ESXi Usedlso
aware of Hbut the penalty is 50%

Virtual Disk: in VM includes RDM, but in Datastore it does not. Technica
this makes sense as they have different vantage points.

Steal Time in Linux only includes CPU Ready, it time in VM(CPU
Latency)include many other factors including CPU frequency.

Metricswith identicalname, yet different meaning. Be caretfl
misinterpretation.

VM CPU Usage (%) shows 62.5% when ESXi CPU Usage (%) shows 11
happensdue to different perspectives. When both threads are runnia§Xi
CPU Usage does not.

Disk Latency and Memory Latency indicate a performance problem. The
in fact the primary counter for how well the VM is being served by the
underlying laaS. But CPU Latency doesaivahysindicate a performance
problem. Its value is affected by CPU Frequency, which can go up or do
Sure, the VM is running at a higher or lower CPU speed, but it is hot wal
G2 0S aSNBSR® LiQa GKS SldaAgdltSy
VM CPU Usage (MHz) is not capped at 100%, while ESXi CPU Usage (
¢KS fFGSN) g2y Qi SEOSSR GKS d2dl
Memory Reservation and CPU Reservation have different behaviors froi
monitoring viewpoint.

In Microsoft Windows, theCPU queuincludes only counts the queue size,
while thedisk gueueexcludes the IO commands being processed.

You would expect if the purposareidentical then the labelor names will
be identical.

Ydzo SNy SiSa dzasSa dKS dSNY awSljdsSa
GwSaSNBIGA2Yyéd ¢KS SEOdzAS FTNRBRY D
developer is requesting a reservation.

Swapped Memory in VM is called Swapped, while in ESXi is called Swa
Used.

Static frequency CPU utilization in VM is called Run, while ESXi calls it
Utilization.Different names make sense as they reflect different vantage
points.

What vCenter calls Logical Proced$otthe client Uljs what ESXi calls
Physical CP(in esxtop panel). | think the word logical is confusing. Easie
use virtual vs physical.

Section The World of Metrics Page7
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Confusing name

Incorrect name

Mixing terminology

Chapter: PART 3

vCenter uses Consumed (%) and Usage (%) for the same ESXi CPU uti

Microsoft Windows has 3 counters to measure CPU consumption.
1 Performance Monitor uses the name Processor Time.
1 Task Manager uses the name CPU Utilization.
1 Resource Monitor uses the name CPU Usage

The name of the counter may not be clear

OpenTelemetry uses the following definition:
ousage- an instrument that measures an amount used out of a known tor
(limit) amount should be called entity.usage.

cautilization - an instrument that measurese fraction of usageut of its
limit should be called entity.utilizatio@.

VM CPU Wait counter includaie time. Since many VMs do not run at
MnE:YX &2dz gAtft asSS /t! 2FAdG O2dzy
F2N) 42YSUKAY3 06Sdad 5 Altwe sed idmah8 Y 2
viewpoint of kernel schedule, that vCPU is waiting to be used. So the na
technically correct

The term virtual disincludesw5 a ® LG Qa y20 2dzaid =+
appears as virtual disk when you browse the directory in the datastore, ¢
though the RDM file is just a pointer to an external LUN.

Task Manager in Windows is not correct as the kernel does not have su
concept. The terminology that Windows hagadledJoh A job is a group of
processes that can be managed as one. Do you want it to be called Job
Manager?
L GKAY]l] tNRrOS&a alyl3ISNI A& o6SGGS
Allocation and reservation are 2 different concepts.
2 KSy @2dz Fff20F0S az2YSGKAy3 G2 a
If you want a guarantee, then dovreserv,ation. Allocation is a maximum (3
OlFyQu 32 GSéQYR,AgggAQKAfS w§é$N
can be below reservation but¢gaQu SEOSSR It f 20 0A
,2dz Olyy2i 20SNO2YYAG NBASNBI GA2
allocation as it is not a guarantee.
Avoid using metric names like these:

1 AllocationReservation This makes no sense.

1 MaximumReservatio. Simply use Allocation instead.

1 Minimum Allocation Simply use Reservation instead.
The word device, disk and LUN are used interchangebly. They are actu:
not identical.

Device is actually generic. It does not have to be storage device. It can t
network device or security device.

Disk tends to be phsyical, something you can hold in your hands. It is
typically part of a disk group called RAID.

Advanced storage array takes the concept further. It can create a logica
volume spanning multiple RAID groups. The lazy name LUN was chose
prefer to call it Logical Voluméut will stick to LUN in this book. LUN is wl

Section The World of Metrics Page8



PART 3 OF 4: Counters

ESXi host mounts and then format it with VMFS filesystem.

Architecture Complexity

The 4 basic elements of infrastructure have been around ghuizenbuilt the first data center for Eve.
Humankind has not invented tH#' Hement yet. However, each of these 4 has their own unique nature.
¢KSe KI @S d&allSSR THidin tarhdre@t€siconiRlaxitySnybBsanr2alyildy ©

The following table shows how the 4 elements of infrastructure relate to these 2 dimensions.

Speed Space Analysis

CPU Yes N/A Speed is measured in Hertz.
Space isneasured in vCPU or physical thread.

Memory Limited Yes Speed is practically not applicable as the latency is in
nanosecondslt only matters m application that needs low
latency such as GenAl.

Memory read/write is speed, but since the latency
negligible, it is generally not used in performance
management.

Storage Yes Yes 2 metrics for peed Bytes per second and 10 per second.
Saceis measured in bytes.

Network Dependsonthenature ! yf A1 S &ASNIWSNJ I yR ai2N) 3S:
a line and a dot. Theetwork cables are the lines, the switcl
is the dot.

CPU The speed of CPU is far higher than the speed of the observability code
results in values that is not 100% correct.
For example, if you count the number of threads per thread state in
Windows or Linux, you may get 5% variation. Your code operates in
miliseconds while CPU runs in nanoseconds.

The primary speed metric (GHz) is not comparable across different hard
ASYSNI GA2Y 2N F NOKAGSOUAzZNE® m DI
in older CPU. You get more work done.

Different variants of CPU models in the same generation from the same
vendor.

Memory Its function is caching, so its counters tend to be near 100%, and that is
you expect as cache is typically much smaller than the actual source.
Anything less than 100% is not maximizing your money.

CPU and memory metrics have different nature. 95% utilization for mem
could be low, while 85% for CPU could be high already

LiQa | F2N¥Y &ad2Nr3ISs a2 Ada YSON
There is VM CPU Demand, but not VM Memory Demand. Demand does

Chapter:PART 3 Section The World of Metrics Page9
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Storage

Network

FLILX & G2 YSY2NE +a AdQa | F2NY 2
Demand metric for your laptop disk space.

It has 2 sides (speed and space), but both learesumptionmetrics.
The speed has 2 components tmmsumption IOPS and Throughput

The throughput depends on the block size. It is also measured in
08iSakaSO2yRT y2i o0AlGkaSO2yR® ¢K
disk space being read or written from the storage. Unlike network
throughput, which focuses on the cable or wireettlisk throughput focuses
on the node.

There is limit for disk IOPS, but not for disk throughput. The latter is not
practical to implement due to varying block size.

While server and storage are nodes, network is interconnect. This make
more challengingWe will cover this irdepth in the System Architecture
section

Their complexity results in difference in type of metrics applicable:

CPU
Memory
Disk

Network

Utilization Reservation Allocation
Yes, but 3 different units for ESXi (thread, Hertz, vCPL
Yes Yes Yes
Yes Not Applicable Yes
Yes Yes Yes

And lastly, beyond metrics there are also further complications such as:

VM vs ESXi

ESXi vs vCenter

ESXi VMs +Kernel
M:N relationship

Chapter: PART 3

The CPU metrics from a VM viewpoint differs to the CPU metrics from E
viewpoint. A VM is a consumer. Multiple VMs can share the same physi
core, albeit at the price of performance. So metrics such as Ready does
apply to ESXi. The core and thegthd are always ready.

While ESXi is the source of metrics, vCenter may add its own metrics at
F2NNdzE I R2yQl Fftglea YIFGOK mnm:

ESXi provides Run (ms), Used (ms), Demand (MHz) for VM CPU. vCen
adds Usage (MHz) and Usage. (%)

ESXi shows Used (%), while vCenter shows Used (ms). The first one af
by CPU frequency and can go beyond 100%.

The metrics at ESXi is more complex than the sum of its e kernel.

A VM with multiple virtual disks can span across multiple datastores, an
even RDMs. On the other hand, a datastore typically hosts many VMs. /
ESXi may mount multiple LUNs and a LUN is typically presented into m
ESXi or even multiple clusters. $hanany to many relationships make the
metrics across VM, datastore, ESXi, Cluster, Data Center inconsistent v
viewed overall. Each of them is correct as each has to look from their ov
vantage point.

Section The World of Metrics Pagel0
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Other Nuances

Time

Roll up

Unit

Formula

Sampling

Some metrics reflect what happened inthe pastK I 1 Q&4 ¢ Ke
past tense.

Memory ballooned does not mean there is an active ballooning happenil
The process could have happened days ago, and the page was simply i
never been asked by Guest OS.

vCenter measures every 20000 ms, but the maximum value for a compl
idle thread is 10000. The reason is 20000 is the value set at the core lev
Since a core has 2 threads when HT enabled, each was allocated 1000(

VM CPU Readyan beabove 100%lf you look at esxtop, many VM level
metricsare >100%T his is due to summation as opposed to average matt

Why are CPU metrics expressed in milliseconds instead of percentage ¢
GHz? How can a time counter (milliseconds in this case) account for CP
Frequency?

For CPU, 1 GHz = 1000 MHz.
For memory and disk space, 1 GiB = 1024 KiB and 1 GB = 1000 KB.

Esxtop and vSphere Client use different units for the same metric. For
example, esxtop use megabit while vCenter Ul use kilobyte for networkit
counter.

ESXi CPU Core Utilization reports 100% when 1 thread is running. But il
reports 100% when both threads are runnifigg know which one is the
case, you need to check ESXi CPU Thread Utilization.

ESXi CPU Idle (ms) includes low activities. It also considers CPU freque
and not simply whether CPU is running or now.

Gounters are sampled, so you should expect small rounding/timing drift,
a perfect mathematical 100.0008ft every sample

Sampling can also drift in a busy system.

For example, you want to sample every 20 second. If the sample takes ¢
aS02yRa 0SOldzaS @2dzQNB al YLX Ay 3
busy, your final numbers will drift over time against wall clock. To overcc
this, your collection logic ost consider the time taken to collect and
process.

In addition to all the above nuances, there are complexity created by choices and scale.

Choices

Volumes of Metric

Chapter:PART 3

When you have 2 watches showing different times, you become unsure
which watch is the correct one.

There ares metricsT 2 NJ + aconsutnptiogayY wdzyz | aSRZ
MHz, and Demand.

There are7 metricsT 2 NJ 9 {codsumbtiof Ya/ 2 NB | G AT A
Used, Usage, Usage in Mi@onsumedand Demand.

The sheer number of metrics make analysis difficult.

Section The World of Metrics Pagell
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Take for example, vCenter has 17 CPU metrics available at the VM leve
12 of them are available at a vCPU level too. In addition, each VM come
with 28 memory metrics. That means a VM with 4 vCPUs will have 93
metrics (17 + 4 x 12 + 28). A vSphereiramment with 1,000 VMs with 4
VCPUs as the average VM size will have process 93K metrics each time
collects. If you do that every minute, you will collect almost 134 million
metrics per day. Since many customers like to keep for at least 6 month:
thatQa Hnb O0AffA2Y YSGNROa®D

With so many metrics, the amount of business value received becomes
valid concern. At the end of the day, you are not in the business of collet
metrics.

Interpretation Challenge

At the end of the day, you care about the interpretation of the value. What is considered good? As you

OFy 3dzSaas>x GKS IyagSNI Aa aAld RSLISYyRaédd S5AFTFSNBYyd | L
software has variable tolerance, depending on tlse case. Even on identical user case, the end users

have different tolerances.

The above makes it challenging to set up out of the box thresholds, which are universal for all cases. Set
too low, and you see red too often when there is no actual complaint, and set too high, and you miss the
actual problem.

la |y SEFYLX S tSGQa (GF1S RAa|l flGSydeolyRihTi&aarON
used in many production environments. The following is a guidance Ntmrosoft

If these waits exceed 10-15 milliseconds consistently, I/O is considered a bottleneck

(T Note

To provide context and perspective, in the world of troubleshooting SOL Server, Microsoft C55 has observed cases
where an /0 request took over one second and as high as 15 secaonds per transter-such /0 systems need
optimization. Conversely, Microsoft €55 has seen systems where the throughput'is below one millisecond,/transfer
With today's S50/NVMe technology, advertised throughput rates range in tens of microseconds per transfer
Therefore, the 10-15 millisecond/transfer figure is a very approximate threshold we selected based on collective
experience between Windows and SQL Server engineers over the years, Usually, when numbers go beyond this
approximate threshold, SOL Server users start seeing latency in their workloads and report them. Ultimately, the

expected throughput of an I/C subsystem is defined by the manufacturer, medel, configuration, workload, and
potentially multiple other factars.

ltsays1gmp YAffAASO2yRaA® . dzi GKFGQa 4G a{ {v[ flFI&8SN® ¢
lower, to account for processing latency and queue in the stack. This also means at vSphere VM layer, it

needs to be even lower. So what should we &t value at VM levelPlow about read &rsuswrite? It is

indeed a challenge to set.

Li &adnastentd @ { AYyOS Lh YSFada2NB LISN dSO02y RTIhathigéhss Al YSH
300x, which is definitely consiste@.NB Y ¢ K | {if youd& & 5 miBufey, You are likely to get a lot

of alerts but little complaint.

Chapter: PART 3 Section The World of Metrics Pagel2
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You can read more dtroubleshoot slow SQL Server performance caused by I/O issues

Documentation Challenge

To master metrics, you need to be able to see them from 3 different perspectives:

Technology

Pillars of Operations

Product

Computer architecture has not fundamentally changed since the first day «
the mainframe. You have CPU, memory, disk and network. Documenting
this route is useful for infrastructure.

There are variants such as GPU and APU, and components become distr
and virtual. You need to be able to see how the metrics behaviour change
Each pillar brings their own set of metrics.
For examples:

1 Capacity creates new metrics such as Time Remaining and

Recommended Size

9 Cost creates new metrics such as MotkDate Cost

1 Performance creates new metric such as KPI (%)

1 Compliance creates new metric such asPE$ Compliance Score (9

Product such as vSphere, NSX, and Kubernetes bring their own set of obj

Each type of object (e.g. VM, K8 Pod, AWS S3, Oracle DB) has their own
metrics. Since objects typically have relationship with other objects and ar
grouped under a parent (e.g. a K8 Cluster has multiple nodes, which in tu
can have multiple podsyou end up with multiple parallel hierarchies or
overlapping hierarchies.

As a book has a simple and fixed structivg] Qa A ¥ ddgum@m id 3 different ways: K I (1 Q&
this book blends the approach.

g K

1 It starts with the raw metrics, followed by derived metrics. Raw metrics tend to be simple and
narrow in scope. Derived metrics combine multiple raw metrics. It tends to cover multiple areas.

1 For raw metrics, it follows the technology route. For each of the 4 infrastructure elements, it
covers contention first, then consumption.

1 For derived metrics, it follows the product or object approach. Within each object, it follows the
pillar of operations.

Ideally, we use an interactive website where you can browse from different perspectranaybe we
simply use Generative Adssuming we can augment it with logic instead of 100% relying on English and

Maths.

Chapter:PART 3
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Virtualization Impact

vSphere counters are more complex than physical machine counters because there are many
components as well as inconsistencies that are caused by virtualization. When virtualized, the 4 elements
of infrastructure (CPU, RAM, Disk, Network) behdifferently.

Virtualization splits the IT stack into Provider and Consumer. The providers have 2 types of counters:

f Provider metric. This metric does not exist at consumer. For example, the physical network in
ESXi.

1 Sum of Consumer metric. This metric aggregates the metric of consumers. For example, the sum
of VM network in the ESXi.

The confusion comes because the metric name does not tell what type of metriEatr isxample, is ESXi
CPU Demand a consumer or provider metric?

Not allVMwarespecific characteristics are well understood by management tools that are not purpose
built for it. Partial understanding can lead to misunderstanding as wrong interpretatioetsicscan
result in wrong action taken.

The complexity is created by a new layer because it impacts the adjacent layers below and above it. So
the net effect is you need to learn all 3 layers (Guest OS layer, virtualization layer and physical layer).
CKIFIGQa sKeé TNRBY I Y ang wevgoMi KGlEernétes RubitadidroxthiioBgy K 2 2
require an even deeper knowledge as the boundary is even less strict. Think ofbbiemsyou have

with vSphere Resource Pool performance troubleshooting, and now make it granular at process level.

. 2dzZONB Kl @GAy3 | FighwR GAYS YIFaGSNAy3a VYy

Since VMKkernel is technically an operating system, it has kernel space and usefSgpageounters
AyOf dzZRS 020KX gKAES 20KSNAR R2y Qi o

What, exactly, is a VM?

hyS NBIF&az2y ¢Ké +a 3ISGa YAESR dzJ 6AGK DdzS&ad h{ Aa GK
think of a complete entity. Your mental model is other machines in real life, like washing machine, ATM
YIOKAYyS> O02FFSS YI OKA y Shing but afflat piéceéiof oif@uitiboddPWtiLJt S Sd LG Q4
electronics mounted on.

Think virtual motherboard, not virtual machine.

From observability viewpoint, a VMrist what most of us think it is. It changes the fundamental of
operations management. It introduces a whole set of metrics and properties, and relegates many known
concepts as irrelevant.
For example, you generally talk about these types of sydéx@l metrics in Windows or Linux
1 Processes
1 Threads
1 System Calls/sec
.dzi 6KSY Al O2YSa (2 +a >evelhezicRazeyi@ ielevant iKkcadsBa\avRe y (1 KS a
is not an OS.

Chapter: PART 3 Section The World of Metrics Pagel4
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To master vSphere metrics, you need to krie8Xkernel. The kernel is a different type of OS as its
purpose is to run multiple virtualized motherboard (I personally prefer to call VM as virtual
motherboard). As aesult,its metrics are different to typical OS such as Windows and Linux.

Fromthe kerneRa @I y il 3S LRAYy(Gi>X | +a Aa 2dzaid | 02fft SO
process is called/orld. So there is a world for each vCPU of a VM, as each can be scheduled
AYRSLISYRSyi(ifed ¢KS F2ft26Ay3 aONBSyakK2id akKz2ga
marked the kernel modules witted dot. You can spot familiar process like vpxa and hostd running
alongside VM (marked with thg:iiow line).

HWLD YUSED HRIN e =] SWAIT IVMWAIT SRDY

Visibility

Guest OS and VM are 2 closely related due to their 1:1 relationship. They are adjacent layers in SDDC
stacks. However, the two layers are distinct, each provide unique visibility that the other layer may not be
able to give. Resource consumed by Guests@Btithe same as resource consumed by the underlying

VM. Other factors such as power management and CPU SMT also contribute to the differences.

The different vantage points result in different metrics. This creates complexity as you size based on whg
happens inside the VM, but reclaim based on what happens outside the VM (specifically, the footprint on
the ESXi). In other words, you size the G@S and you reclaim the VM.

The following diagram uséke Englishwordsdemand and usage to explain the concept, where demand
consists of usage and unmet demand. It does not mean the demand and usage metrics in vSphere and
VCF Operatio's YSIF yAy3 R2y Q0 | &a dzy ShisiThéy &vSe cxededfahada | Ol
different purpose.

Guest OS view VM view
i A |
Mot visible o Hy e rvisor
GUESt DS Demand —==
& VM Usape — B
o llsage
~ Demand

ESXi e

Mot visible to Guest OF D
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| tried adding application into the above diagram, but that complicated the whole picture that | removed
it. So just take note that some applications such as Java VM and database manage their own resources.
Another virtualization layer such as Containertaimly takes the complexity to another level.

We can see from the above that area A is not visible to the hypervisor.

Layer A Queue inside the GueQS(CPU Run Queue, RAM Page File, Disk Queue Length,
Queue network card ring buffgr These queues are not visible to the underlying
hypervisor as they have not been sent down to the kernel. For example, if Oracle
Lh NBljdzSaida G2 2AyR264 YR 2AYyR24a
to the hypervisor. As a result, thést IOPS counter at VM level will under report as
has not received this 10 request yet.

Layer B What the Guest used his is visible to the hypervisor as a VM is basically a-multi
process application. The Guest OS CPU utilization somehow translates into VM C
wdzy @ L | RRSRehdiék S & 20N&RS ali g2 YSGONR Oa |1
each other, and likely taken at different sampling time and use different roll up
technique.

Layer C Hypervisor overhead (CPU System, CPU MKS, CPU VMX, RAM Overhead, Disk
Snapshot)This overhead is obviouslptwvisible tothe Guest OSYou can get some
visibility by installing Tools, as it will add new metrics into Windows/Linux. Tools d
not modify existing Windows/Linux metrics, meaning they are still unaware of
virtualization.

Fromthe kernelviewpoint, a VM is group of processes or user worlds that ruhen
kernel There are 3 main types of groups:

1 VM Executable (VMX) processesponsible for handling I/O to devices that are
not critical to performance. The VMX is also responsible for communicating wi
user interfaces, snapshot managers, and remote console.

1 VM Monitor (VMM) processsresponsible for virtualizing the guest OS
instructions, and managg memorymapping The VMM passes storage and
network I/O requests tahe kernel and passes all other requests to the VMX
process. There is a VMM for each virtual CPU assignetlkb a

1 Mouse Keyboard Screen (MKB SVGArocesgsareresponsible for rendering
the guest video and handling guegdsuser input.When you console into the VM
via vCenter client, the work done is charged to this process. This in turn is che
to the VM, and not specific vCPU.

If you want to see example of errors in the above process, rethieaKB article

Layer D Unmet Demand (CPU Ready, CPtsp,CPU Overlap, CPU VM WRAM
Contention,VM Outstanding 1Q)
¢KS DdzSai h{ SELISNASYyOSa I FNRI Sy (A

OFyQil | 002dzyi F2NJ Aldod

LQBS O20SNBR (GKS RAFFSNBYOS Ay &aAYLIES GdSN¥az | yR
read a scientific paper, | recommetids paperby Benjamin Serebriand Daniel Hecht

Resource Management

vSphere uses the following to manage the shared resources:

Chapter: PART 3 Section The World of Metrics Pagel6
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1 Reservation
f Limit

1 Share

1 Entitlement

Reservation and Limit are absolute. Share is relative to the value of other VMs on the same cluster.

Unlike a physical server, you can configure a Limit and a Reservation on a VM. This is done outside the
Guest OS, so Windows or Linux does not know. You should minimize the use of Limit and Reservation a
makes SDDC operations more complex.

Edit Settings = ARC P

Wirtual Hardware Wi Dptions

Share
R

1ardwars virtliahzalion

Perfarmance Counters

WSASNBIGA2Yy NBLINBa&ASydGa F 3Ida NryaGdSSe LG AYLI Oda
takes place. However, it works differently on CPU vs RAM.

CPU CPU Reservation is on demaitithe VM does not use the resource, then it does not
come into play as far as the VM is concerriHok reservation is basically not applied.

Accounting wiseit does not impact CPU utilizationetrics Run, Used, Demand, Usage
do not include it. Their value will be 0 or near 0 if the Guest OS is not running.

RAM Memory Reservation is permanent, hence impacts memory utilization metric. The
Memory Consumed counter includes it even though the page is not actually consum
yet. If you power on a 16 GB RAM VM into a BIOS state, and it has 10 GB Memory
Reservation, th&M Consumed memory counter will jump to 10 GB. It has not actuall
consumed the 10 GB, but since ESXi has reserved the space, it is not available to o
VMs.

L¥ AGQAa y2( 880 dasSRs G(KSy Al R28a y2
physical RAM to the VM. However, once a VM asks for memory and it is served, the
physical RAM is reserved. From then on, ESXi continues reserving the physicaleRAN
though the VM is no longer using it. In a sense, the page is locked despite the VM b
idle for days.
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worse performance problem than reducing the VM configuration. For CPU, it impacts the CPU Ready
counter. For RAM, in the VMX file, thisitshed.mem.max

Entitlement

Entitlement means what the VM is entitled to. It's a dynamic value determined by the hypervisor. It
varies every secondetermined by LimitSharesand Reservation of the VM itself and any shared
allocation with other VMs running on the same hdabr Shares, it certainly must consider shares of
20KSN) +ad NMzyyAy3d 2y (GKS alryS K2ade ! +a OF yQi

Obviously, a VM can only use what it is entitled to at any given point of time, so the Usage counter
cannot go higher than the Entitlement counter.

In a healthy environment, the ESXi host has enough resources to meet the demands of all the VMs on it
with sufficient overhead. In this case, you will see that the Entitlement and Usatfeswill be similar
to one another when the VM is highly utilized.

The numerical value may not be identical because of reporting technique. vCenter reports Usage in
percentage, and it is amveragevalue of the sample period. vCenter reports Entitlement in MHz and it
takes thelatestvalue in the sample period. This also explains why you may see Usage a bit higher than
Entitlement in highlyutilized vCPU. If the VM has low utilization, you will see the Entitlement counter is
much higher than Usage.

Overhead vs Not Overhead

Be careful not to lump every additional load as overhead.

iKS

T h@SNKSIFR YSIya AGQa YIFIyRFEG2NE o0OFyy2i 06S | @2ARSF

performance or more resource required).

T b2d hOSNKSIR YSIya AGQa 2LIA2YyIEd _2dz R2 y2i

capabilities that is often not possible to achieve without virtualization.
[ SGoa tAal a2YyS SEI YLX Sav
Overhead 9{-A 1 SNYySto 2KAfS AU RSt AOBSNRB O f dzS
your usable capacity too.

IO processing by hypervisor. There is an additional processing done by the kerne
which could result in 10 blender effetétowever, this does not reduce the resource
allocated to Guest OS.

VM CPU and Memory overhead for the VM Monitor layer. This is a small amount
operationally negligible.

ESXi memory consumed and CPU used by vSAN processes.
VM log files. VM is a layer on its own and the log provides necessary observabilit

Not Overhead VM snapshot. Snapshot is optional and it delivers new functionalities not availabl
Guest OS.

VM memory snapshot. This does not have the same purpose with hibernation file
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inside Windows or Linux. This feature enables memory overcommit at ESXi level
vSphere HA. The extra ESXi hosts provides availability protection.

VSAN Failurem-Tolerate policy. They provide availability protection since vSAN d
not use hardwardevel redundancy. For workloads where the VM is transient and
have the master template, you can set this to 0 (no protection).

In addition, there is buffer. There are at least 3 types of buffers:

1 Capacity buffer. This reduces the Usable Capacity.

1 Cost buffer. This reduces the Sellable Capacity. This is typically on top of the Usable Capacity.
9 Disaster Recovery buffer
9 Security Attack buffer. This is sometimes call the clean room

vMotion

Is it an overhead? It is not an overhead to the VM, but there can be impact to the VM metrics.

For example, unshared swap pdgeahe sourceESXimay become a regular memory page on the
destination. This will increaghe Consumed metriof the VM on the destination.

Similarly, sometimeshe version of ESXi running saurceanddestinationis different and may use
different compression algorithms for memory compression. In that case, a compressed page may becom
a regular page in thdestinationincreasing consumption.

IVICLIIU IViadolCl y

There are thousands of metrics across a diverse architecture. How do you master them?

One way is to see the commonality. | studidtk USE Methoby Brendan Gregd,;heRECMethod by
Weave Works, and th€olden Signdly Google. Based on their strengtiind weaknesss, | came up
with The TripleSeeMethod, which is designed specifically for Broadcom VCF.

Triple SeeMethod

There are 3 types of metrics you need to see and vastfyintegrated setbefore you make your final
conclusion Thesel riple Seemetric-type are peers, and they have their own purpo3éey map well with
the Pillar of Operations.

Chapter:PART 3 Section The World of Metrics Pagel9


https://www.brendangregg.com/usemethod.html
https://www.weaveworks.com/blog/the-red-method-key-metrics-for-microservices-architecture/
https://sre.google/sre-book/monitoring-distributed-systems/

PART 3 OF 4: Counters

Type of Metrics

Primary Application

Contention Performance Management

Consumption Capacity Management
Cost Management
Sustainability

Context Configuration Management

Compliance Management
Inventory Management

[ SG§Qa SELX FAY ¥FdzNIKSNY

Contention

Consumption

Context

Chapter: PART 3

They measure somethirizpd. They can be further dividiby their impact

1 Performance Metrics such asontention, latencyand queue,impact
the performance of the system. The system is not down, meaning
nothing is dropped, but the overall throughput is reduced.

1 Availability Metrics such as errors and dropped impact the availabili
Most system can recover from soft errors byagempting the
operations (e.g. retransmit the dropped packet, recalculate the cact
resend the SCSI command). There is lack of observabilgydor
automaticrecovery, and the even the logs may not reveal.

They measure somethirgpod A high number is good for the business, if the
load is useful (e.g. not a DDOS attatlence, make sure bothe patterns and
values match your expectation

There are 3 types obnsumption Deploy all 3 techniques above accordingly

Utilization Measures the actual consumption. There is on standarc
naming convention in the industry, so after a while you
have a wide variety of names. Examples are IOPS,
throughput, active, usage and workload. It is the main
input for the capacity family of metric€apacity
Remaining, Time Remaining, Recommended Size).

Allocation Used in capacity when utilization is not useful as value i
too low.

Reservation Used in capacity to prevent contention from happening.
Think of it as seat reservation in a restaurant. It can
overlap with utilization because an object can have lowe
or higher reservation relative to its utilization at different
times

TheyLINE @A RS | yixlépSNég § & & K §2 Tccouyitig oS NI
something (e.g. inventoryconfiguration and provide context.

The context is obviously only useful to someone who can derive insight fro
that context, else there is no meaning to it. FExample a high number of
GaziAz2y RSLISYRa 2y &2dz2NJ SELISOG!I G A
after office hours, you expect the number to match the theoretical limit.
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utilization. Take a parallel database. As you add more nodes, the overall throughput drops as the nodes
spend more time maintaining overall integrity among them. The CPU utilization of each node gets higher,
only to ke spent on overhead activities. In this case, what you should do is measures the overhead and
GKS YSGNRO peamaNB®SNI20 3/ 21ia deasS GKS /t! dziAt AT

There is a tendency to monitor utilization as if it is a pillar of operations. Just like contention, utilization is
not something you managé’es, you monitor utilization, but you monitor it for a reason. By itself,
utilization has no meaning. The meaning depends on the purpose.

Primary | Secondary Metrics

Metrics can be grouped into. 2

Primary Secondary

¢CKS a2 KIFQG¢e CKS d2Keé

It defines the situation. It explains. It covers the possible causes behind the ve
of the primary metric.

Typically only 1 metric per us@se Typically many metrics to explain that single primary
metric.

Typically can be color coded {2YS OFy 0SS 02t2NJ O2RSRZ

The unit is normally percentage, where 0 Unit varies. Examples are GB, MHz, packets/seconds,

is bad and 100% is good milliseconds.

Used in Monitoring Used in Troubleshooting

Example: Capacity Remaining (%) Supporting secondary metrics:

9 CPU Utilisation
1  Memory Usable Capacity
1 CPU Allocation
Example: VM Performance (%) Supporting secondary metrics:
1 VM peak vCPU Ready among all the VM vCPL

1 VM peak Read/Write latency among all the VM
virtual disks

1 VM CPU Context Switch

Collection

Before we cover the metrics, you need to know how they get collected within a collection period (e.g. 20
second), and what units are used.
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Interval

When you collect anetric,you have a choice on what to collect:

1. Collect the data at that point in time.
Example: collect the value at 00:00:00.

2. Collect the average of all the data within the collection cycle.
Example: collect the average of all values from 00:00:00 to 00:05:00.

3. Collect the maximum (or minimum) of all the data within the collection cycle.

The ® choice is the least ideal, as you will miss majority of the metric. For example, if you collect every 5
minutes, that means you collect the data of the 3G@&cond, and miss 299 seconds worth of data points.
hy (GKS 20KSNJ KFIYyRX AGQa 3JI22R ¢6KSy Gan8fretemdmbri 0 RIF G A

The 29 choice gives you the complete picture, as no data is missing. The limitation is your collection
AYGSNIBEE OFyQld o6S (22 t2y3 F2NJ GKS dzaS Ol &aS &2 dzQNB

Comparing the 2 choices, thé& ¢hoice will result in wider fluctuations. You will havlighemaximum
and lower minimum over time. Telegraf chooses théchoice, while Tools choose thé& ¢hoice. You can
see below the resulOverall their pattern will be similar, especially for something relatively stable such
as memory consumption and disk space consumption.

\. Liniic C5 am wite-spp-aisi-1-Fio

H: 152,75

1 wde-spp-web-T-FHd)

<H: 124.9

P
MMH'W—-—KI/\HFMMJILW#JI

L 74.58

The ¥ choice complements the"2choice by picking the worst. That means you need 2 number per
metrics for certain use case.

As you collect regularly, you also need to decide if you reset to 0, or you continue from previous cycle.
Most metrics reset to 0 as accumulation is less useful in operations.

[ SGQa §atWhat ydu sde at&Genter Ul, when you open the performance dialog box. What do the
columnsRollupsand Stat Typanean?
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Stat Typeexplains the nature of the metrics. There are 3 types:

Delta The value is derived from a running counter that perpetually accumulates over time
What you see is difference between 2 points in time. As a result, all the units in
milliseconds are of delta type.

Rate The value measures the rate of change, such as throughput per second. Rate is al
the average across the 20 second period.
b20iSY GKSNB INB YSGNRO&A 6A0GK LISNOSyl
Absolute The value is a standalone number, not relative to other numbers.

Absolute can be latest value at"28econd or the average value across the 20 secon
period.

Some common units are milliseconds, MHz, percent, KBps, and KB.

Metricsin MHzis more complex agou need tocompare with theESXi physical CBtaticfrequency. In
large environments, this can be operationally difficult as you have different ESXi hosts from different
generationsor sport a different GHz. Thisase ofthe reasorswhy | see vSpherelusteras the smallest
logical building block. If your cluster has ESXi hosts with different frequencies, thedeakdimetrics
can be difficult to use, as the VMs get vMotied by DRS.

Whv Milliseconds as Unit?

vSphere uses 3 types of units for CPU: millisecond, MHz and %.

Of the 3, the millisecond is the source. Time is the raw unit, meaning both the percentage unit and the
MHz unit are derived from it, because they are expressed as the average/minimum/maximum over time.
When we see the CPU demand is 2 GHz at 9:00:00 atrvBphere likely means is it the average from
previous collection. It is not a point in time.

Time as a unit to measure CPU utilization does not seem logibake does it come from and why?
Hint: the stat type i$elia

To answer that, we need teee from theESXkernelschedulemoint of view Think in terms of the

passage of time and the amount of CPU cycles that get completed during that time. A CPU core running
at 2 GHz will get 2x CPU cycles completed compared with a core running ath&lame goes with

Hyper Threading. You get less cycles completed when there is a peer thread competing at the same time

What you think as utilization or usage or demand or used, it will be easier if you see them as cycles, once
you make that small paradigm shift.
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[ SiQa

GF 1S Thafollowing is tak8r fiard E8XisH command. It shows that the original,

raw counter is actually a running number. To calculate the CPU ready of a given time yweriogkd to
subtract the last number from the first number. To convert to percentage, we divide over the collection,

which is 20000 ms in the screenshot.

~] waish -e

a8l

B525%6030%3809 usec

used-time 1 BE453266215 u=mec

ready—time {I373607L0 usec
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In the above, thelghtly different valuesre due to different time irsample interval starand end.
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/sched/groups/169890525/stats/cpuStatsDir/> cat /sched/groups/169890525/stats/cpuStatsDir/cpuStats

group CpusStats {
number of vsmps:7
size:19
used - time:905379300543 usec
latency - stats:latency - stats {
cpu - latency: 798578245914 usec
memory- latency:memory - latency {
swap- fault - time:0 usec
swap- fault - count:0
compress - fault - time:0 usec
compress - fault - count:0
merm fault - time:17939139 usec
mer fault - count:3834600

network - latency:0 usec
storage - latency:0 usec

Ly @{LKSNBE !
true unit is microseconds.

L FYyR !1tLZ
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Because of the above, when collection is running late or the source is busy, the sum may exceed 20000
ms by a bit. In that case, you may see something like this.

L1VMkernel Syem Information Shell It is a hidden, interactive commardihe utility used to view and manipulate
the internal state of the ESXi VMkernel. Think of it like the /proc or /sys filesystem in Linux; it exposes a hierarchical
tree of nodes representing hardware, drivers, networksg &irtual machine
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Advanced Perfonmance
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Rollup Type

The Rollupscolumntells you how the data is rolled up to longer time petidtie types of roll up are

Thismeanstaking theaverage othe collectedvalues. vCenter may average 20

Average values and report it every 20 seconds as a single value.
Maximum This means taking the highest value. Useful when you want to catch the outlier.
Minimum The opposite of above. Usefulsituationssuch as free memory.
It is actually average for thoseetricswhere accumulation makes more senker
Summation example CPU Ready Time gets accumulated over the sampling period. vCenter
reportsmetricsevery 20 seconds, which is 20000 millisecofitiés is whytie
numberkeepsgoing up as you roll ufp bigger object.
Latest This is the most recent value. This is usefelasessuch as disk space, where you

care more about the present value.

VCF Operationadds percentile, which is useful when you want to ignore outlier.

The following table shows a VM has different CPU Ready Time on each secos€00 hes CPU Ready
on the 8" and 8" second, but halower number on the remaining 18 seconds.
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Over a period of 20 seconds, a VM may accumulate different CPU Ready Time for each second. vCenter
sums all these numbers, then divides it by 20,000. This is actually an average, as you lose whithipeak
the period.

Latest on the other hand, is different. It takes the last value of the sampling period. For example, in the
20-second sampling, it takes the value betweeff' 88d 20" seconds. This value can be lower or higher
than the average of the entire 20 seconds peribatest is less popular compared with average as you
miss 95% of the data.

Rolling up from 20 seconds to 5 minutes or higher results in further averagaeydless ofhe rollup
techniques Gummation or average This is the reason why it is better to W€F Operationthan
vCenter for data older than 1 day, as vCenter averages the data further, into a 0.5 hour average.

Because the source data is based ors206ond, and/CF Operationsy default averages these data, the

amnrz:¢é 2F Fye YAfftAaSO2yR RIGlF A& wnZnnn Yaz y24G on
GKIFGdQa FOhdatte mp: YR y2i M:0

By default,VCF Operationskes data every 5 minutes. This means itdssuitable to troubleshoot

performance that does not last for 5 minutes. In fact, if the performance issue only lasts for 5 minutes,

you may not get any alert, because the collection could happen exactly in the middle of those 5 minutes.

For example, let'sssume the CPU is idle from 08:00:00 to 08:02:30, spikes from 08:02:30 to 08:07:30,

and then again is idle from 08:07:30 to 08:10:00/@f~ Operationis collecting at exactly 08:00, 08:05,

and 08:10, you will not see the spike as it is spread over two data points. This meafSFf@perations

to pick up the spike in itsntirety without any idle data, the spikerayhave to last for 10 minutes.

VCF Operationis capable of storing the individual-2@conds data. But that would result in 15x more
data. In most cases, what you want is the peak among the 15 data points.

TheCaollection Leveah vCenter, shown in the following tabléoesnot apply toVCF OperationsChanging
the collection level does not impact whitetricsget collected by CF Operationdt collectamajority of
metricsfrom vCenter using its own filter, which you can customiaepolicy.

Statistics Metrics
Levels

Cluster Services (VMware Distributed Resource Scheduddirinetrics
Level 1 CPlcentitlement, totalMHz, usage (average), usdgéiz
Diskg capacity, maxX otalLatency, provisioned, unshared, usage (average), used
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Memory ¢ consumed, menentitlement, overhead, swajm Rate, swaput Rate,
swapused, totalMB, usage (average), balloon, totsindwidth (DRAM or PMem)

Network¢ usage (average), IPv6

Systeny, heartbeat, uptime

VM Operationsg num Changelatastore numChangeHost, numChangeHost
datastore

Level 1 metricsplus the following:

CPLlk idle, reservedCapacity

Diskg All metrics, excluding numb&ead and numbeWrite.

Memory ¢ All metrics, excluding Used, maximum and minimum rollup values, re¢
write latency (DRAM or PMem).

VM Operations; All metrics

Level 2

Level2 metrics plus the following:
Level 3 Metrics for allmetrics excluding minimum and maximum rollup values.
Device metrics

Level 4 All metrics, including minimum and maximum rollup values.

Take notevSAN ARjivesyou thelastdata, not the average or peak of the entire period. SMCH
Operationscollect every 5 minutes, you get the ddta the 300" second.

Real Time Collection

Do we really need redime collection and analysis for every single metrics, on every single objects, 24 x
7?

We collect the metrics for a reason, such as performance and capacity. The reasons dictate the frequenc
for each type of metrics.

Take note that how frequent you collect is not the same with how granular the data points. For example,
VCF Operationsollect every 5 minutes by default from vCenter, but it grabs 15 data points in 1 collection
cycle. For majority of the data, it averages these 15 data points and store as 1 number.

Use Case Collection Point Collection Frequency
Performance: 1 ¢ 20 seconds for all counters 1¢ 20 seconds
Profiling
Performance: 1 - 20 seconds for raw contention, 5 minutes for 5 minutes for both

Troubleshooting  everything else. More explanation after this table.

Performance: SLA 5 minutes. 5 minutes

Why SLA differs to troubleshooting and whynfhute
is the sweet spot is coverad the book VMware
Operations Transformation™edition.

Capacity 15 minutes for all. Value is the average over 15 minutes, not the peak.
Cost Functionally, you do not need 26A y dzi § 3ANI ydzf + NA (& @
Compliance do 15 minutes. If there is collection failure, either due to collector or target
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Sustainability system, you only lose 15 A Yy dziio8haofdata.

Inventory

Performance Troubleshootine

For troubleshooting, you want pesecond data. Who does not want sharper visibility? However, there
are potential problems:

1. LG YIre y2G 0SS Ll2aaroftSd ¢KS aeaidSY @2dz2ONB Y2y Az

comes with capacity or performance penalty.

2. Li0a SELISyaA@dSe | 2dz2NJ Y2YAG2NAyYy 3 aéadsSy YAIKID
You could be better off spending the money on buying more hardware, preventing the problem
to begin with.

3. You get diminishing return. The first data point is the most valuable. Subsequent data points are
less valuable if they are not providing new information.

4. The remediation action is likely the same as there are only a handful of things you can do to fix
the problem. The number of problems outweigh the actual solution.

So what can you do instead?

Begin with the end in mind. Look at the solution (e.g. add hardware, change some settings) and ask what
metrics are required. For each required metrics, ask what granularity is required.

| find that 1¢ 20 second is only required for the contentitype of metrics. For utilizatiotype and
contextuattype, | think 5 minute is enough. You need higher resolution when the contetymn

metrics do not exist. For example, there is no meicrfetwork latency and packet retransmit at VM

level. All you have is packet dropped. To address the missing metrics, use utilization metric such as packet
per second and network throughput.

Units

No thanks to lack of consistent implementation among vendors, there is a common confusion on units.

1000 vs 1024

There is confusion between 1024 and 1000.
1 Is 1 gigabyte = 1024 megabyte or 1000 megabyte?
f Is 1 Gigabit = 1000 Mb or 1024 Mbit?

The answefrom Googleis 1000for both.

Google does not distinguish network throughput and storage throughput
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Digital Storage

1000

-
I

Gigabyte - Megakyte

multiply the digital storage value by 1000

As expected, Google uses 1 byte = 8 bits

Data Transfer Rate

1 = 8000

Gigabyte per second - Megabit per second

Formula  multiply the data transfer rate value by 8000

Storage Vendors

However, many products from many vendors use the binary conversion instead of decimal. This is one o
those issues, wherg K I (1 Q& LJ2 LJdié diffddenk tgwhatINShaDId Be 3heory.

To add further confusion, there is consistency among storage and network veRdorexample, gu get
shortchanged when you bigtoragehardware.

Guess how many GB do you actually get from this 128 GB? This screenshot is from the vendor official
website. | think many hardware vendors do the same.

"2 Wsbgun Digital Pradutll ST TET g g

PP Epwsy Suanzan Renlirs [Raciraines

SanDisk Ultra Fit USB 3.2 Flash
Drive
froen SanDisk

ety

1668 3268

Cermpide B Fas s Daele

The answer is 116 GB.

The following is the above actual disk in Windows 11.
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Geneal Toals Hardware Sharing ‘Customize

r— SanDisk

Type: LISE Drive
File system:  exFAT

B Used space: 2,621,440 brtes 2.50 MB
B Free space: 125,074,407 424 brytes 116 c8
Capadity. 125,077,028,664 bytos 11668

O

Dirfwe Dz

You lost 9%!

Microsoft Windows use 1024 for storage.

VCF Operations

[ietails

VCF Operationgse 1024 for storage, 1024 for network, 1024 for memory, but 1000 for CPU.

Here is the proof for storage. Yes, | validated network and memory too.

Wirtual Diskscsl0:0lConligured Size (KB)

8 52428800

s 52428800

VCF Operationgse 1000 for CPU

51 Resiliency-Certifier-IT-do

CPU[Usage (MHz)

e 1193
e 527
Q00 PM Q900 P
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Virtual Disk:scsi0QiConfigured Size (GB)

® 50

e 50

51 Resiliency-Certifier-|T-de
CPUUsage (Hz)

® 11933333 4

A A Uiy

® 5,266,666.41

Ca 00 P Q900 PM
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Kilo vs Kibi

To address the confusiothe committee atinternational System of Quantitiemme up with a new set of
namesfor the binary units. Instead of kilo, mega, giga, they use kibi, jgéhj tebi, and pebi.

It isconfusing to drop familiar terms like kilo, mega and gigaefer kilobiinstead of kibas it shows the
relationship to the commonly known units. Or if you want to emphasize the binary nature, perhaps
kilo2byte, mega2byte, giga2byte as the name.
[ Sidoa GF1S Fy SEIFYLXS

7 1 Kibibyte = 1024 bytes. That means 1 Kibibyte = 1.024 KB.

1 1 Gibibyte = 1024 Mebibytesl;073 741,824 bytes
The abbreviation is also changed from K, M, G to Ki, Mi, Gi, where thei listenall caselhis confuses
0KS LR2LJz I GA2Y FdzNHKSNI Fa YA OFy YSEYyiLYAf2 2N
VCF Operations still uses the traditional (KB, MB, GB) as shown in the following screenshot.

uration| Hardware|Memoary (KB)

8,388,608 & Close Other
Create an Alert Definition
.
a Save pst
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Note the conversion from byte to bit remains. 1 byte = 8 bit.

Bit vs Bvte

Do you use Byte/second or bit/second?

To me, it depends on the context. If you talk about disk space, you should use byte. You measure the
amount of disk space read or written per second. If you talk about network line, you should use bit. You
measure the amount d8CSlI blocksavelling insidesthernet or FC cablé@earsoruses 1024 for disk

space, and 1000 for transmission speed, in their certificalibwere are other references, such as

gbmb.org NIST andLyberty. In short, there is really no standard.

CKS F2tfft2gAy3 Aad ySlo2N] (UNIyavYAGd LUGQa aAK2GAY:
consumption or network speed.
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20
s m..n_-' g —, mf\hm

What would it show if you convert into KBps?

30810, if it uses 1000.

H: 31.553.12

||| fk 20K
L:W—ﬁm

Since vRealize treats 1 Mega = 1024 Kilo, the above is what you get.
{AYyOS AilQa ySig2N] 3z tSiQa O2yOSNII AydG2 oAGO
What do you expect you get in Mbps?

H: 248,51

'.1 200
L3 — 0

You get 31 x 553.13 x 8 bits / 1024 = 246./ 51

Aggregation
We discussed irarlier part of the boolaboutdatacollecton. After collecting lots of datacross objects

and across timghow do you summarizgo you get meaningful insight

Aggregating to a highdevel object is complex as thereris lossless solution. You are represegta
wide range of values by picking up 1 value among them, sdogmsomedetails. The choices of
techniques are mean, median, maximum, minimum, percentile, sum and count of.

The Problem with Average

The default technique usday many observabilityoolsisthe average() functioas that represents every
valueto be aggregatedAverage is great across time, but not across members of a group.

The problem is it will mask out thautlier unless they are widespread. By the time the average
performance of 1000 VMs is bad, you likely have a hundred VMs in bad shape.
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[ SiQa GF1S Fy SEFYLEtSd ¢KS F2ft2Ay3a GloftS aKz,
ms. Is that a bad number?

Blafie Lofes Co=stop -+ Ready (Y]
10.73_ 36 Cores TBITEI0 - = s

10.73 36 Ciores 483273 ms 128,608.73 ms 45
avn-l 12 Cores 2667 ms 18.2 ms

10.26 3 LOTes 233 ms 738,53 ms

It is hard to conclude. It depends on the number of running vCPU, not the number of physical cores.

That host has 67 running VMs, and each of those VMs can have multiple m@étdl there are 195
vCPU. Each vCPU could potentially experience CPU Ready of 20,000 ms (which is the worst possible
scenario).

If you sum the CPU Ready of the 67 VM, what number would you get?

Running VMs in the ESKi Host
Neme  Ready 4 Co-Stap vePy
APP. 21086 ms 2 yCPL:
vRO_ 19556 ms 2 wCPUs
fueh.. 19154 ms ) M 4 vCPLUs
DND_ 1,899 me 213 ms
WEB L7978 ms .87 ms 2 wOPlis
Shar_. 175987 ms 38 ms 2 wCPU=
NSX. 161427 ms 513 ms 4 vEPUS
DHD_  1556.07 ms 0,93 ms 4 vCPUs
Sum  pSSSas (TEITEIME 195 wCPUs
,2dzONB NRAIKGE &2dz 384G GKS &FYS ydzyo SNJ NBLRZ NI SR
This means the ESXi CPU Ready = Sum (VM CPU Ready), and the VM CPU Ready = Sum (VM vCPU F
. S0l dzaS AGQa | adzyYlidAazy 2F GKS zaadazx (2 02y @SN]
running VM vCPU.
ESXi CPU Ready (%) = ESXi CPU Ready (ms) / Sum (VCPU of running VMs)
Are the CPU Readwluesequally distributed among the VMs? What do you think?
It depends on many settings, so there is a good chance you get something like the following. This heat

map shows the 67 VMs on the above host, colored by CPU Ready and sized by VM CPU configuration.
can see that the larger VMs tend to have higher G#dy, as they have more vCPU.
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Lagging vs Leading Indicators

When it comes to performance management, you needeethe LINR 6 f SY KAt S AdGQa adAftf
a small percentage of users or applications are affected. For that, you need a leading indicator, not a

lagging indicator (after the fact)eading indicators complement the lagging indicator by giving the early

warning so you have more time to react.

Performance use the contention metric as its primary infiite problem with contention metrics is it
drops (or spike, depending on how you see it) sudddgpically at the point of overcommitt differs to
consumptionmetrics which goes upwards 100%

9 5th

100

0

As a result, average is not suitable for rolling up performance metrics to higher level parents. For
example, a VDI system that was designed for 1000 s$ersld serve the first 1@well, andt should
struggle after the capacity is exceeded.

Average is a lagging indicator. The average of a large group tends to be low, so you need to complement
it with the peak. On the other hand, the absolute peak can be too extreme, containing outliers.

The following chart shows where Maximum() picks up the extreme (outlier) while average fails to detect
the problem. This is where the worst Hercentile or the worst 3 percentile makes more sense.
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Max{) is suitable when there are <20
members in the group. It's too
sensitive if there are hundreds of data
points. If the data point takes turn to
be bad, Max() will always be bad

95'h percentile is a good balance when
there are >20 members in the group.

....... Average is too late. It may not even
HENEEREEEE  ooscometingamis
o

100

These are the techniqeto complement average(). Depending on the situation, you apply the
appropriate technique.

Worst()

Percentile()

Average of
Worsts

Chapter: PART 3

This returns the worst value of a group.

LGQa adzAdl ofS ¢ KSyislovksGeh a6 EIXD BN inZaElustErDlY
containers in a Kubernetes pod.ii Q& I f 82 adzAldlo6ftS F2NJ
data points.

If you want to ignore outlier, then use Percentile function.

It is similar to the Worst() function, but it returns the number after eliminating a
percentage of the worst. See thigndy calculatofi 2 f S N} G KS LISN
summarized the most common scenarios, showing the wdtgtéscentile works well
the number of memberssless than 100. If the number of membésHHp nZ L C
97" percentile (3 standard deviations).

Count Worst 3" Percentile  Exclusion
10 9.50 0.50
20 19.00 1.00
40 38.00 2.00
50 47.50 2.50

100 95.00 5.00
200 190.00 10.00
500 475.00 25.00

The problem with percentile is it picks a single member. It cannot tell if there is a
population problem.

This solves the percentile by averaging all the numbers above the percentile. If yo
the average from 95 percentile to 108 percentile, you represent all these numbers.
This results in a number that is more conservative thah @&rcentile.
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This is superior to percentile as the band betweerg9®0 may vary. By not
hardcoding at a single point, you pick a better representation.

The limitation of this technique is when you have outlier. It can skew the number. |
you suspect that, choose a lower percentile, such &®®2.5" percentile.

Count() This is different to the Worst() or Percentile(), as you need to define the threshold
For example, if you do Count of VM that suffers from bad performance, you need 1
RSTAYS 6KIFG 60FR A&dd ¢KI Q& gKe red2rdayd
yeliow andgreen. You can then track the number of objects in the band, as you
expect this number to be 0 at all times. Waiting until an object reachesetthband
can be too late in some cases, so consider complimenting it with a count of the
members in band.

qunt() works better than averagefhenthe number ofmembers is very large. For
SEIFYLX S Ay | 5L SY@ANRBYYSYild G6AGK wm.
to monitor using count as you can see how it translates into real life.

Sum() Sum works well when the threshold fgreenis 0. Even better, the threshold fgeiiow
is 0.With this, you just need to watch when the total is above 0.
The main limitation of Sum() is setting the threshold. You need to adjust the threst
0lFlaSR 2y (GKS ydzYoSNI 2F YSYOoSNR® LT
are all in thegreen but the parent is in theed.

Disparity()  When members are uniformed and meant to share the load equally, you can also-

the disparity among them. This reveals when part of the group is suffering when tr
average is still good.

In some situations, you may need multiple metricsrfare completevisibility. For example, you may
need\Worstfor the depth and”ercentilefor the breadth. In this case, pick one of them as the primary
and the rest as secondary metrid%u can alsoseworst andworst 5" percentilenumbers together for
better insight. If the numbers are far apart, that indicates the Worst number is likely an outlier. If the
numbers are similar, you have a problem

“Peak” Utilization

One common requirement is the need to monitor for peak. Be careful in defiring as by default,
averageget in the way.

How do you define peak utilization or contention without being overly conservative or aggressive?
There are two dimensions of peaks.

1. Peakacross timeof the same metric.
2. Peak amongnembers of the grouat the same time

Let's take a cluster with 8 ESXi hosts as an example. The following chart shows the 8 ESXi utilizations.
2 KIFGQa (GKS OftdzadG SN LISH] dziAfAT I GA2y 2y (GKFG RI&K

The problem with this question is there are 1440 minutes in a day, so each ESXi Host has at least 288
metrics (based on the-Binute reporting period). So this cluster has 288 x 8 = 2304 metrics on that day.
A true peak has to be the highest metric amohgge 2304 metrics.
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A S-minute average at 9:05 am A B-minute average at 11:05 pm

Time
|

ESXi Hosts Utilisation ESXi Hosts Utilisation

To get this true peak, you need to measure across members of the group. For each sample data, take th
utilization from the host with the highest utilization. In our cluster example, at 9:05 am, host number 1
has the highest utilization among all hosts{il@ & & 99%. We thenKakdliit that the clusteeak

utilization at 9:05 am is alse9%.

You repeat this process for each sample period (e.g. 9:10 am, 9:15 am). You may get different hosts at
different times. You will not know which host provides the peak value as that varies from time to time.
2 KIFGQa GKS LINRPoO6fSY 2F (GKA&a GNHS LISI 1K

Yup, it might be too sensitive. All it takes is 1 number out of 2304 metrics. If you want to ignore the
outlier, you need to use percentile. For example, if you db @&centile, it will remove the highest ~23
datapoints.

Take note that the most common approach is to take dlverageutilization among all the 8 ESXi hosts in

the cluster. So you lose the true peak, as each data point becomes an average. For the cluster to hit 80%
average utilization, at least 1 ESXi host must have hit over 80%. That means you can't rule out the
possibiity that one host might hit near 100%.

The same logic applies to a VM. If a VM with 64 vCPUs hits 90% utilization, some cores probably hit 100
This method results inund&B LI2 NI Ay 3 a Ad oenpSE +y FPENAHBSES
then take the peak across time (e.g. last 24 hours).

¢ Kigkragngissee SEAaGA olFaArlOlfte SOSNBSKSNB Ay Y2yAl
up. For a more hdepth reading, look athis analysis bylyler Treat

There is another nuance of peak.

Depth vs Breadth

There are 2 dimensions of problem:
1 How deep or acute is the problem?
1 How widespread is the problem?

Both measure the severity of the problem.
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Il RSSL)I LINPofSY Aa adaAaidloftS F2NI I aAay3atsS SydGdAaAdeod C2N
looking into.

A broad problem is suitable for the population. For example, if many VMs experience a moderate CPU
NEFResX A0Qa ¢2NIK f221Ay3 Ayliz2e ,2dz R2 y20 ¢l yid G2
use a lower threshold.

What do you notice from the following screenshd@tf?ere are 2 metrics, the maroon line shows the worst
among all the VMs in the cluster, the pale blue shows the cluster wise average.

Fikhay i 37 O LR 30 P
& gasi-mgrmt - CRUICPU Conbention (%) 054811 ]
& aasi-mgrt - Suoer Meinc|Ops. Max WM CPU Cordention (%) - 8.83

— gast-mgmi - CPUICPU Cantention (%) — paal-mgmi - Super Mefric|Cpa. Max Vi CPL Cantenlion (%)

Notice the Maximum is >10x higher than the average. The average is also very stable relative to the

maximum. It did not move even though the maximum became worse. Once the Cluster is unable to cope,
€2dzQR aSS I LI GGSNY f A eS8 bui Rwarenot sérvé@véelli The mdximamaist OF y 0
KAIK 060SOFdzaS GKSNB Aa lFfglrea 2yS +a GKIG olayQid &SN
Be carefuivhen you look at metrics at parent object such as cluster and datastore, as average is the

default counter used in aggregation. Here is another example. This shows a cluster wise average. What

do you think of the value?

e ——— L e

CKFIQa NAIKIDP b2 LISNF2NXNIYyOS A&aadsS +ad Ftt Ay OGKS €I
hundreds of VMs. What you see above is the average experience of all these VMs, aggregated at cluster
level. If there is only a few VMs having a pesb] but the majority are not, the above fails to show it.

Now look at the pattern. You can see there are changes in that 1 week period.

What do you expect when you take the worst of any VM? Would you get the same pattern?

Bt 13900

In,p.wmwmwm 'l’"’im l,P"ﬂ
e BN | i

Answer is possible (not always!), if every VM is given the same treatment. They will take turn to be hit.

b2iA0S (K A0FfSd LGQA cnE g2NESO
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The following diagramexplainshow such thing camappen.

Disk Group Latency (ms)

— Dhsk Group 1
— Disk Group 2
Disk Group 3
— sk l‘i'irnup 4
[hsk Group 3
Disk Group 6

The above charts show 6 objects that have varying disk latency. Thedtiiagke shows that the worst
latency among the 6 objects varies over time.

Plotting the maximum among all the 6 objects, and taking the average, giveusifferent results as
shown below:

25 It your SLA 15 22 mis then it's good
20
15 If your SLA Is 15 ms then it's bad
Ll i B ol e Al S i A o il
Max among all VMs
10 Average among all VMs
5
Motice the average is relatively steady and much lower
0

9:00 9:05 9:10 9:15 9:20 9:25 9:30 9:35

LF¥ @2dz R2y Qi KI @S GKS { [ 'bufferyolifave?K2¢ R2 &2dz {y2.
Proactivemonitoring requires insights frommore than oneangle. When you hear that a VM is hit by a
performance problem, your next questions araturally.

1 Howbad is it? You want to gauge the depth of the problem. The severity also may provide a clue
to the root cause.

How long did the problem last? Is there any pattern?

Howmany VMs are affected®ho else are affected?ou want to gauge the breadth of the

problem.
b2GA0OS @2 dz RARQaveid < oaancée ® hodAr2dzateées | gSNIF IS A
The answer to th&™ question impacts the course of troubleshooting. Is the incident isolated or
GARSALINBIFRK LT A0Qa Aaz2ftlGdSRY (GKSy @2dz gAtf f 2:
LINPOtSY (GKSy e2dztt €221 G O2c¢podlyhost) & aréishavef @3 ©
among the affected VMs.

How do you calculate the breadth of a problem?
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There are 2 methods:

1 Threshold based. You determine the percentage of the populatimve a certain threshold. The

limitation is defining the threshold is hard as it depend on the metric.

T Percentile basedrou determine the number at certain percentile. | recomment] pércentile
I £ SIFRAY3 Ay

Fa @SN 3IAS Aa
percentage of the population.

22

f1ds

by R

| recommend the percentilased as it can be consistently applied to any metric.

The following table uses théresholdbased.

Example Metrica

W VM with CPU Ready >1%

How Broad? 9% Vi with RAaM Contention =1%
¥V with Disk Latency >10 ms
Max VM CPU Ready

How Deep? Max WA RAM Contention

Max VM Disk Latency

Green Yellow
0=2.5% 25=5
0-2.5% 25-5
0-2.5% 2.5-5

0-2% -4
0-0.5% 0.5%- 1%
0~-10ms 10-20

1%-2%

20-40

82dz 6y

The following shows an example where bbtieadth and deptonfirm youhave a CPU Reagyoblem.

% VMs with CPU Ready

Usage Disparity

Worst WM CPU Ready (%)

281 1%y -

Imbalance among utilization can reveal a problem, as there are many examples where you expect

balance utilization:
A1 3S y2y13
the last 16 are not used.

]

+a

Usage among ESXi in a cluster
Usage among RDS Hosts in a farm

=A =4 =4 =4

1 Usage among web server in a farm

We define imbalance as highestowest.

Chapter: PART 3
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Usage among disk in a vSAN disk group

® LT | =*xa

Usage among Horizon Connection Server in a pod
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It is expressed in percentage, meaning we need to divide over someffiage are 2 options:
9 Divide over total. This is a fixed number, as the total is a constant number.
1 Divide over maxhighest) This is a dynamic number, as the max is fluctuatingifibalanceis
relative, as it depends on the value of the Max metric.

Both use cases have their purpose. We are taking the first use for these reasons:
1. ¢KFGQa GKS Yz2ald 02YY2y 2ySd ¢KS aSO2yR dza S
tuning, not general laaS operations.
2.LGQa Ff&az2 SFaASNI 2 dzyRSNREGEFYRO®
3. It does not result in high number whémbalances low in absolute terms. See the charts below

Scenario 1: High imbalance Scenario 2: Low imbalance
CPUD CPU1 CPU 2 CPU3 CPUD CPU1 CPU 2 CPU 3
100% ' 100%
a0% a9
BO0% 80%
70% T0%
60% B0%
50% 50%
40% 400
0% 30%
20% 20%
10% 10%

The following calculation shows that using the relativelpalanceresults in a high number, which can
be misleading as the actuahbalances only 10%

VM Utilization

CPU1 10%

CPU 2 1%

CPU 3 150 Highest amang VM vCPU 10%
CPU 4 1% Lowest among VM wCPU 1%
CPU 5 1% Imbalance 9%
CPU & 1% Imbalance over Highest 0%
CPUT 1% Imbalance over Total 0%
CPU 8 1%

CPU9 1%

CPU 10 1%

VM Average 2%
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IVIUUCHIITIS

There are3 mainreasons why we need to model performance of a system or object into a sihigiesr
levelset of metrics.

Persona Monitoring is first performed by Level 1 operatofs first line of defence, they
YySSR (G2 O2@SNJ 6ARS y23G RSSLI® LGQa
thousands of objects. In addition, some of the raw metrexpuire specialist
knowledge.

Scale A single metric enables monitoring at scale. For example, if you have a single
metric representing a VM, you can do aggregation on these VMs.

Reporting Senior IT management prefer to sekigherlevelY SGNRA O | & A G Q2
the business. They understand VM Performance (%) but may not appreciate
CoStop (ms).

vdzl yiGATFe@Ay3 a2YSGKAy3 O02YLX SE 6AGK Ylye O02YLRySyia
AYyFELGA2Yy NI OGS 27F | O2CaysinkERtice IndeRad properly igpieseitdtieS (2 K| @
economy as different individuals have different baskets of goods. Even if we could develop the basket for

each individual, that basket changes each year, rendering comparison with previous year invalid.

On the other handa country needs the number in order to manage its economy. The approximation is
certainly much better than nothing.

[ SGQa GF1S Fy2idKSNI SEtodmiictSsthallér Kcape. ApersgrSyouaifiee 32 R2 6 Y
take annual health check, performing all sort of tests, and the results will be a series of metrics (e.g. your

bad cholesterol level). Are they 100% accurate for you from young until you are old? Are the guidelines

100% accurate for everyone in youwuntry?

Beside the absolute value, the relative movement of the value over time also provides insight. The

patterns and trends over time are useful for management.

b2é (KIG 65SQ8S aSSy NBIf tAFS SEI YL Sazs Oty 65 I LILX
define the performance of a large system such as vSphere, NSX, Horizon or Kubernetes?

Actual | Potential

The challenge is there are many components that makes up this metric. There is a need to consolidate all
the performance metrics into singleKPI so you can manage at scale.

Say you have 1000 AWS H@&ancedo be monitored. You have a bunch of metrics, and you then

consolidate them into 2 KPIs instead of 1. How would you know which EC2 has issues? You need to show

2 sets of heat map or table. That means you need to manoaiiatedt KS FANRG Gl ot S ALK
not scalableoperationally.

Having >1 metric also presents challenge as you roll up to higher level object. How do you show a trend
chart of performance over time at vSphere data center levels when you have >1 metric?
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We can define system performance as a metric. This means you can have the performance metric for an
object, such as vSphere Cluster Performance (%) and Kubernetes Node Performance (%).
Since the goal is to be proactive, we need 2 metrics:

f 1 measures reality. It quantifies the actual. A low value is bad.

1 1 measures risk. It quantifies the potential. A low value is good.

Performance (%) Risk (%)
Purpose Quantify actual slowness. It is essentia Quantify potential slowness. It is essential 1
to know reality. know what may come your way.
Metric Contention Consumption
Type 1 Actual 1 Allocation
{1 Saturation (zipped, swapped) 1 Utilization and imbalance

1 Reservation

Since the goal is proactive, this include Count of Monster VM, as they increase risk
saturation signs.

Assumption Configuration (settings) is already optimizead all availability issues have been deal
with separately. This enables the metrics to focus on contention and consumption.

Combining into a single value unlocks trend analysis as pattern may emerge that mimic business cycles
security attack.

Calculation

Performancas defined as @ 100%

100% It means best possible performance, not absolute theoretical figure.

This means a perfect score of 100.00% is not possible as certain contention s
disk latency cannot be 0.

0% LG YSIya AdGQa i &2dzNJ 62NAG SELISOGI

For example, if you expect 40 ms as the least you can tolerate, then the value
turn to 0% when disk latency hits 40 ms. The value 400 ms will not make it
negative.

This means a value of 50% is likely acceptable cost is far more important

52 y20 02y FdzaS LISNF2NXIyOS A0GK {[LP LYy { [5%=
is actually pretty good.

(0Z

We use 4 colors, so we can divide 100% into 4 equal partsresmis simply 75% 100% andRedis
simply 0% 25%. This is more natural than dividing into 3, where you end up with odd numbers such as
33.33% and 66.67%.

The other advantage is it gives you leading indicator (showsiasv).

Chapter:PART 3 Section The World of Metrics Page43



PART 3 OF 4: Counters

Green Yellow Orange

100% 75% 50% 25

—
2 K@ R2Y Qlyreen$%Y1I00pS 75% fayreensounds rather bad or low.
My answer is if you create an unequal distribution, some bands will have to be narrower than others.

With uneven bands, you also need to be extra careful when definingtheholdfor each metric that
make up the KPI. | made the 4 bands equal, so the thresholds are easier to set.

Making the threshold easy to set is critical. As you design your KPI, you will vrealize that the threshold is
the hardest part. In fact,dxcludemetricwhenl do not feel comfortable witlits threshold.

The following KPI uses 4 metrics as its input. Each metric has a set of threshgldsfpyeiiow, orange
andred.

Green Yelow Oranae Red
Consumed RAM (%) B0% 85% ':'iD'.’aT | | 95‘5 HJ’!-.
Active RAM (%) 0% 40% ama—‘ |_5uﬁ 70%
Dropped Packet (%) 0% 1%_| i_i‘ﬁ‘-- 3%
Disk Latency (ms) 0 ms | 10 ms | 20ms | | 30 ms | 10ms

The values In greyed coll i special, They are nok 0, not $00%, not infinity, ar thaey are hlank

Now that we have the threshold for each metric, we can convert each metrigiaton ¢ red. The model
is also able to handle when the entire range is defined by a single number. This is useful when you want
to definegreen= 0. That means a single packet loss will put the metric intgdhew range already.

What if anything above 0 i®d?

You simply set 0 fayreen yeliow andorange Within thered zone, you can set1, or 0 to something.

Translation

Since the metrics have different units, we need translate to a common unit so we can aggregate.
How do we translate a row?

[ SG§Q&a dzasS +y SEFYLES® ¢ 1S GKS 5Aa1 [FiSyoe
0 ¢ 100% using the following mapping table.

S
>
EFE)
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VM Disk Latency (ms)

Start End Range
Green 0 10 75 - 100%
Yellow 10 20 50 -75%
Orange 20 30 25 -50%
Red 30 40 0-25%
Actual value 9 ms
relative value 77.5 %
Actual value 11 ms
relative value 72.5 %
Actual value 21 ms
relative value 47.5 %
Actual value 42 ms
relative value 0%

With the above mapping, we can be precise in assigning the value. For examples:

1 9 millisecond disk latency translates into KPI value of 77.5%, whichds The reason igreen
ranges from 75% to 100%, where 0 ms equals to 100% and 10 ms equals to 75%. So each
millisecond is around 2.5%.

1 42 millisecond disk latency translates into 0%. It is above the upper threshold of 40 millisecond.
Since we do not showegatives, anything above the limit is shown as 0%

Threshold

The threshold is designed to supporbpctive, not alertbasedoperations. Hence, theed rangedoes
not mean emergencgnd you must drop everythindt means you need to take a lowlthin the next 24
hours. This also gives you time to evaluate how many times it falls int@theone and the overall
trend.

The threshold ould be argued from 2 ways

1 Scientifically

 OPractical @ €
{OASYGATFTAOLftE&Y + +a R2Sa y20 OI-$td ordietrlap e Guest 2 LJ
OS does not know. Using this logic, you should set all the threshold the sam@®mviéne other hand, you

can follow what happens in production, in healthy environment. Tmasticsdo not follow the same
scale.

| take the lowest of the two, as the requirement is proactive monitoring.

If you have many metrics that make up the KPI, and one of theed tsut the remaining is alireen the
overall KPI value may not reveal that there is problem. That siagléoes not have enough weight to
bring down the rest.
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Progressive Weightage

We assign weightage so thgtiiow is 2xgreen, orangeis 2xyeilow andredis 2xorange Mathematically,
a singlered has equal weightage with@een The following table shows that 1 perfeetd and 8 perfect
greenwill result in the score of 50.

Score Weightage Adjusted Score

1 100 1 100
2 100 1 100
3 100 1 100
4 100 1 100
5 100 1 100
6 100 1 100
7 100 1 100
8 100 1 100
9 0 8 0

Total 16 50.00

That also means that if you have 1 perfemt, and yourgreenare not perfect, you can expect your value
to be in theorangecategory.

This relative weightage plays a key role in determining the threshold. Try to match the actual value so
they also correspond to 1x 2x 4x 8x. For example, set the VM disk latency so it goes up frody 20 ms
msA 80 msA 160 ms. Notice they always double.

75% - 100% 50%-75% 25%-50% 0% -25%

Platric Green Yellow Orange Red .
PkaPumanngthpum:Pu a-1 1-32 -2 -l.—s -
T L:nrh|cuun| T T P — un_"!'[ i
PuckWovwork TX Oroppecpacket (5} 0W-02%% . DaS-08m  0%-d% H _i“-.,-j '
CPU Run = CPU Overlap [%6) 0-85% 85 -9TH T -0% 29 - .

VM Memory Compressed + Swapped {5%) 0% - 0.25% 0,25 = 0.5% 05-1%

= i
il Memony Ballooned {%) 0=2% 1=4% 4= g% B= :I.IK.
- 1r I&--
Weightage: 11X 2X 4X 8X

KPI (%)

Note that this method does not replace assigning different weightage to each metric. You can still do
that.

Optional Features

The above model is capable of handling many cases. To handle more complex requirements, apply any of
these optional techniques. They can also be used togathardividually.
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Important Metrics

What if some metrics are relatively more important than others?

Give it a higher weightage. If metric A is 2x more important than metric B, then ensure metric A
weightage is 2x of metric B.

If both are equally important, but the chance of metric B hitting bad is 2x higher, then give it 2x the
weightage if you want an earlier warning.

The sum of all weightages is 100%. In the following example, the CPU is given highest weightage. Notice
they sum to exactly 100%

Metric Weightage
CPU Usage 40%
Memory Usage 20%
Disk Usage 20%
Network Usage 20%

Multi-table KPI

What if you have a long list of metrics and they are equally important? For example, if you have 21
metrics, and one of them i®d while others areyreen that singlered will not be able to pull the overall

KPI down low. If you want the KPI to be low because the issue is severe, you need to split the large table
into smaller table. Ensure the grouping is logical.

For example, a Kubernetes cluster can be affected by either infrastructure problem or application
(workload) problem. If we combine all the metrics, each metric has a relatively low weightage, as their
sum is 100%. We solve this by combining them into & thén take the lowest of the 2 sthPI metrics.

Creating a ? table is also useful faverride.

How do you deal with aeriousproblem thatrarely happens? What weightage do you give it? Take for
example, error packet in Kubernetes. Say you give it 40%, because it is a serious hit on performance. Bu
since it rarely happens, then this 40% is basically a given. If you want to avoid taking 40% fiatal the
weightage, you take this metric from the row, and place it on a separate table. ThébR overrides

the first table with its value if it produces a lower value.

For example, if there is any error packet, you want to set the KPI vahael to reflect that there is a
severe problem happening.
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Validation

Once you design the KPI for a specific object, always do a validation. This helps you validates if the
thresholds, weightage, metrics actually deliver the score that matches your expectation. Write down the
common scenarios along with the expected value.

| got a surprise on the result, that | thought there was a bug in the formula. Rememberrhéhas the
weight of 8greer? So when | seer@dsand 9greers, | expect the value to be in thied, which is below
25. But | got a love

{2 tSGQa R2 a2YS QItARFGA2yY®d® L FAYR GSaday3a GKS
have 9 perfecgreenand 3 worstred. What value do you expect?

A simple, norweighted average will give a value of 75. This is right in the bordgeefor yeilow.

What color does the weightage score give us?

Score Welghtage Adjusted Score
1 100 1 100
2 100 1 100
3 100 1 100
4 100 1 100
5 100 1 100
6 100 1 100
7 100 1 100
8 100 1 100
g 100 1 100
10 0 8 ]
11 0 B 0
12 0 B 0

Summary i3 500 2127
It gives us a low : It is notred, but close enough to be=d. This is why the score is important too,

not just the color.

What if yourred is not the worst, but barelyed? How many borderlinezd (near 25%) required before a
perfectgreen(100%) is showinged?

The following table shows 1 perfegteenscore and 11 barelyed scores. What color do you get at the
end?

Score Weightage Adjusted Score

1 100 1 100
2 24.9 B 189.2
3 24.9 8 1949.2
4 24.9 8 189.2
5 24.9 8 199,2
5] 24.9 8 199.2
i 24.9 B 1992
a 24.9 8 199.2
9 24.9 8 199.2
10 24.9 8 199.2
11 24.9 8 1949.2
12 24.9 a 199.2

Summary 31.16 B9 2291.2 25.74
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Yup, you gebrangg notred. It takes manyed scores, which makes it practically impossible to getca
ifeachredA & o0 NBf & ( KS Nitiwpeshivld heéd® t be2K your & @-thrghold. If you
make it too big, you will get bareled in most cases.

In actual environment, you certainly do not want to seé, even in development environment. Each VM
will have their own score, but overall you want to see majayityen Use heatmap to show, as it will
automatically order them by the value.
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ANCIiecclurc

What used to be Windows or Linux running on a server has transformed into GuAsMBB, ESXi.
There 3 distinct layers resulted in complexity documented in Part 2 Chapter 1. This is not as complex as
memory, where you have 4 layers as process running inside a Guest OS represents another layer.

The following infographic shows how the nature of CPU methesgesas a result of virtualization.

When mastering CPU metrics, It helps to consider
the big picture.

First, there are Guest 0% and WM, While one s on
o top the other, they are independently calculated by
e 2 different OS (Guest OS5 and VMkernal)

Second, there is VM and VM vCPU. Some CPU
cycles in MKS, WMX and VMM world are not charged

f.;; to each vCPU.
X Third, there could be other VM competing on the
= same ESXI physical thread.
_&.h-__,l

& 2

Specifically for CPU, we need to be aware of dynamic metric. This means their values fluctuates
depending on CPU clock speed and HT effect. As a result, the values are hégileetoutdue to lack

of observability on the fluctuation. This is not an issue if the range is negligible. It is not. For exéimple,
can increase¢he valueof CPU Latency anywhere from 0% to 37.5%.

2LF @2dz 4dzaLISOG GKIFG L OFyQild ONBFGS LINPABhSESGogkgely f 3 NI
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Guest OS vs VM

CPU metricsfor aVM differgreatly fromthose inthe Guest OS. For example, vCenter providesefics
to account for the utilization of VM CPYykt none directly maps to Windows/Linux CPU utilization.

The following diagram shows some of the differences.

Context Switch  Run Queue Mot
nter level visible to
EEREEER ST Utilization 10 Wait VM
Counters at VIV level, Run Idle
that are typically “caused” by
the VM
> Mot
visible to
System Overlap Guest 05
Counters at VIV level,
that are typically “caused” Ready Co-Stop
by the Hypervisor
VMX Other Wait

-

Whenthe kernelde-schedules a VM to process something else (e.g. other VM, kernel interrupt) on the

same physical thread or core, ti@uest OSloes not know why it is interrupted. In fact, it experiences

FNRT Sy GAYS F2NJ GKFG LI NIGAOdZ NI @/ t! NHzyyAy3d 2y (KS
Seethis paperfor the explanation.

Microsoft Windows and Linux handle this freeze differently when running on vSphere.

1 For Windows, the frozen partis natcounte® NXB adzf GAy3 Ay KAIKSNI Gt dzS o
take an example

A 0c¢1 second: CPU runs 100%
A 1c¢2 second: CPU halted. Windows unaware.
A If Windows reports every 2 seconds, then it reports 100% while vSphere reports 50%.

T Linux accounts via the metrteal TimeThe value is accurate so long you pagavirtualized
systemclock

On the other handESXi cannotsee hawe DdzS&a4 G h{ &dOKSRdz Sa Ada LINRPOS&aaSada
being sent out by the Guest.

.S801FdzaS 2F GKAazX AGQa AYLRNIIYydG G2 dzasS GKS

(@
N
pd
&
O
[N

N

Difference in the CPU Utilization metrics:

Guest OS Depending on the version of Guest OS, some may not be aware of CPU scali
¢KS NBIFf GAYS FTNBljdzSyOe KFa G422 oS
unsure how frequent this gets updated by ESXi to the VM, as it varies per cor
over time.

LiQa dzyl ¢ NBeading, bec&USe this Bnfod@ation is not being suppli
by ESXi VMM module.

VM When the vCPU shares a physical core, the CPU Usage will drop by 37.5%.

Includes 10 processing done on behalf of the hypervisor. In heavy databases
NSX Edge, this is significant. This increases VM CPU Usage.
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20K t1Fr@8SNB ySSR (2 0SS Y2yAd2NBR= a SIOK YSIa

imperative to install VMware ToolR.reportsthe statistics aboutGuestOSto the ESXi host every 20
seconds by default

The following example summarizes that mapping between Guest and VM is not possible.

Type MSWindows Metric VM Metric
Contention Run Queue None.
DPC Time All these are internal operations of Windows or Linux.

Context Switch

C1 Time None. ESXi does not break down per VM as it focuses on 1
C2 Time physical core.
C3 Time
None CPU Ready
CPU C&top
CPU System
Utilization Usage Rung Overlapg VMX¢ System.

In Linux, the usage counters shown by the commaaogs
htop, or vmstatmeasures the time spent. It does not include
the speed during the run.

| put Linux separately as Windows and Linux have different approaches. The foetkicgixare:

User This means non kernéhpplications typically run here.

System This is the kernel or privileged ring, where core operating systems function ru

Idle Not running. This should correlate with the CPU run queue.

Wait The time spent waiting for 10 (disk or network)

Steal L KAyl dGKAa Aa 2yte FLIWXAOLFIO6ES Ay
frozen because underlying hypervisor does not have physical thread to run th
vCPU.

The following diagram shows the difference between Guest OS and VM.

CPU[D] Guest 05: Run Guest 05 not run
Guest 05 Run Run Run Wait Idle
VM Run Ready Co-5top Run Wait Idle

[Guest 05 1O VM 1O
Remarks vCPU running vCPU paused Double 10 Processing

We will explain the above diagram after we cover the counters.
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ESXi | Kamdl +

[ SiQa dzasS |y SEIFYLX S (2 RNAGS (KS LRAYyGO®

Review the diagram. What do you notice?

150

Tussday. Jan 9, 030 "
& wilc-10-r13esn s are carm - CPUNWM CPU wsage (GHE) | 159.08

i W mware, com - CPU| Tatal Capacity (GHZ! ;11,74

25

Yes, the sum of VM CPU Usage is greater than the ESXi total capacity! How could it be?
The answer is different perspective.

Just like Guest OS and VM have different vantage points, the same complexity happens between VM and
ESXi.

The complexity comes from the different vantage pointse Tetrics at ESXnd VM level measure
different things.As a result,ie counter at ESXi levednnot bethe sum of its VMs kernel

ViV ABC
Virtual viewpoint Memory Consumed counter
vepu-0 mks does not measures this
realm. Granted does.
v v
Thread 1 Thread 2
Physical viewpoint CPU Demand tn}mter does
not measures this realm.
Core 1l Usage does,

VM takes theconsumeiview, meaning it sees the virtual layer. It sees 2 virtualC@haware of HT. A
VM may compete with other VMs, bthey arealways unaware of one another.

ESXi takes theroviderview, meaning it sees the physical layer. It sees 1 core with 2 threads, fully aware
of HT. Concepuch as Ready alait are not applicablas acoreiseither runs or idleThe kernel
practically does not experience contentias it has the highest priority.
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The passage of time. Reported every 20000 millisecond in wCanter Ul

VM vCPU perspective  Co-stop Ready = Wait Run
. —
Thread perspective Idle : . Thread Utilisation

2 physical threads sharing a
core. They run in parallel.
Each adds up to 100%, but

" = —
the core only adds up to Thread Utilisation Idle
100%, causing confusion. {

Run Wait Ready Co-stop

Core perspective Core Utilisation Idle Core Utilisation

The preceeding diagram shows that there are actualy 3 levels of measurements:
VM vCPU Since a vCPU is a consumer, when it does not get what it wants, it needs to
account for it. This is why you see counters such as ready and co stop.
ESXi Thread Since a thread is consumer, it never experiences contention. It either runs or

Since each thread runs in parallel, each gets their own 100%. Now, do not tot
them and conclude the core can run at 200%. Yes, | know esxtop shows that.
not wrong, but there is a simpler way. Simply look at it from core perspective.

ESXi Core The core is the one doing the actual work, not the thread. So the one that is
NHzy yAy3a A& FOldzrftfte GKS O2NBo ¢KI i
not 50% when it only runs one of its threads.

Now, there is a complication.
When a core is running, it can run at different frequency and efficiency.
This is where the Usage (MHz) counter comes in.

If the word Usage is confusing, think of the word throughput or cycles completed.
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VM vCPU perspective

Thread perspective

2 physical threads sharing a

core, They run in parallel.

Each adds up to 100%, but

the core only adds up to
100%, causing confusion.

Core perspective

[ SGQa | LJLJx &
1 performance
1 capacity

Ready + Co Stop + Wait Usage
dle . Usage
m Liage . Ready + CoStop + Wait
Usage Hﬁl Usage \dle

LIAE €I

Review the following infographic. Go through it vertically, then horizontally.

2 KIGQa

82dzNJ GF1S8 2y

Capacity Management

Running + cannot run + idling = 100%

Run + Ready + Co-stop + Swap Wait + Other
Wait + Idle

20000 ms = 100%. It is per vCPLL
A 2-vCPU VM sums to 40000

0KS YSUNROaK

Performance Management

Linit is GHz, not %%, 100% can’t be defined as
it's volatile,

Mominal Speed is far too low as 100%,

Complement with contention.

NA 27T

Physical Core

Physical Socket

fc1 ez fiea fes fes e

Chapter: PART 3

Utilized + not utilized = 100%

Utilization {%) for thread.

It reports 200% when 2 threads are utilized.

Core Utilization (%) for core.
It reports 100% regardless 1 or 2 thread,

ESXi Utilization (%) = Average (thread
utilization)

Section CPU

Mot applicabie,

at ESXi level, which is average of all cores.

Unit is GHz, not %. 100% can't be defined as
it's volatile,

Mominal Speed s too low as 100%.
ESXi Usage (GHz) = Average (thread Usage)

Complement with contention.

Pageb6

Do not manage at physical core level, Manage
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/LI OAde Aa ltgleéeda oFraSR 2y | adriAo O2dzy i SN
9 C2NJ zax Ad0Qa lo2dzi O2yadzYAy3a GKS 3IABSy O/t
T C2NJ 9{-AZX AlGQa lo2dzi GKS dziAft ATl dGA2Y 2F G(KS
¢KS /t! FTNBljdSyOe A& Fo2dzi LISNF2NXIyOST y2G OF
are not used in capacity.
Performance is about speedot spac® ¢ K| 4 Q& 6oKeé /t! FNBIljdsSyodeszx | |
included.
T ¢KS OFLIoAfAGE 2F G2RF-&Qa /t! YSlIya GKS /1t
As such, there is no 100% as the upper limit cannot be determined. Even if it is possible, there is
no API to access this information.

¢tKA&a YSIya 6S OlFyQi dzaS LISNOSydGl3IsS a dzyiaido
Since the upper limit is not known, we need to complement with contention counters (e.g. ready
and overlap) so we can proactively manage.

CPU vs vCPU

One maijor difference is there is no hyperthreading at vCPU level. vSphere only expose vSocket and vCo
Within a vCore, there is no hyperthreading.

Wirtidal Hardwari Y Oplions advanced Paramelers

ADD NEW DEVICE

Cores per Socket

CPU Hot Plug Enak CPL I A

Resarvation a M
Lirnit Undimnited ¥ MMz
Shares

Hardware virtualzation
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System on a Chip

As CPU architecture moves towadigstemonaChiRSaA 3y > A G Qa AYLRNIF Yy

y 2

socket is a simple and linear collection of cores. T&hé@reAMD EPYE 2 NJ SEF YLX S LG Q&

of 8 Core Complex Didsach CCD has their own L3 catiighin a CCD, there are 8 Z&gores, each
having their own L2 cache.

The following diagram (taken from page 5 on the AMD link absiva)s there its locality effect within a
single socket. ghreadis closer to another thread on the sar@&D. You can see an example of the
performance impacbon this bloghere by Todd Muirhead

A multichip module (MCM) package means
a single socket actually consists of multiple
Core Complex Dies (CCD). The picture
here shows 8 dies sharing an 10 fabric.

A CCD in turn contains multiple cores. The picture
below shows B cores sharing an L3 cache. Each
core has their own L2 cache

NUMA

NUMANode =Socket / Packageas 1 socket can have >1 package (if you er@higteron-Diefeature of
Intel Xeon).

The whitepaper from AMD oBPYC 9005 Series processti@ws that the sockas best dividednto 4
NUMA domais. This setting is called NPSheTollowing diagranshows NPS4vhere each domain has 6
memory DIMMS and 3 memory controllers.
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Review the NUMA effect ithis KB

From workload perspective, the situation is similar in Intel GPid.paper from SAP belashows that
SAP recommendstel ub-NUMAduster (SNCip be enabled:

The suppart far SNC-2 in SAF HANA takes into account the increasing density of processors, memaory controllers, processor
interconnects, and supporting infrastructure within a single chip, as the size of the CPU decreases. Increasing the number of
CPU cores and, canseguently, CPU performance is advantageous for users, However, this increased density is associated with

a longer data transfer time between different paits of the GPU chip.

The process of accessing the memory within a CPU is facilitated by a uniform memory access (LIMA) domain, which offersa
unified and contiguous address space that is interleaved among all the memory controllers. UA lacks a mechanism for
optimizing the flow of data from the closest available resources. Processor affinity is typically employed to specify the
processor(s) that a particular software thread utilizes. Conseguently, in a Uniform Memory Access (UMA) system, all cores
possess equal access ta both the last level cache and memaory. In this scenario, there is a possibility of 8 processor accessing
a memaody controller or 8 portion of the last level cache located on the opposite side of the CPU chip compared to the nearest.

However, when running several SAP HANA VYMs on a CPU socket, there are more fluctuations. Because of these fluctuations,
half-socket vSphere VM deployments for Sapphire Rapids CPUS requires to leverage Intel SNC.

In terms of latency, this site showdide test resultof Xeon 6 cache. The latency went up from 33 ns for
local L3 cache to 80 ms to an L3 that is further away.

State of a VM vCPU

ESXi Scheduler keeps in mind the following goals:
1 To balance loadcross physicalores.
1 To preserve cache state, minimize migration cost

1 To avoid contention from hardwaréyperthreadingJow level cachgetc.) and sibling vCPUs
(from the same W).
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1 To keep VMs or threads that have frequent communications close to each other
With the above understanding, now look at the life of a single vCPU of a VM.

At the most basic level, a VM CPU is either being utilized or not being utilized by the Gussa®S.
AAGSY Y2YSyldz Al SAGKSNIaMbzyzai 20N dk i R2Sa y2i3X (GKSNEB

Being used The hypervisor must scheduthe vCPUA multi vCPU VM has multiple schedule
1 for each vCPU. For each vCPU:

1 Ifthe kernelhas the physical CPUs to run it, then the vCPU gdRsito
The Run counter is increased to track this.

1 Ifthe kernelhas no physicalPUdo run it, then the vCPU is placed into
ReadyState. The VM is ready, but the hypervisor is not. The Ready
counter tracks this.

9 If the kernel has resource, but other vCPU of the VM is far behind, the
the vCPUis placed infoo Stogstate.

Not being used  There are 2 possible reasopsK @ A (1 Q& dza SR
f ¢KS /t! Aa UGNz & ARf RloWaitdoOrier vy 2
accounts for it.
1 The CPU is waiting for 10. CPU, being faster than RAM, waits for 10 tc
brought in. There ar8 sub cases her@Castop, VM Wait and memory
wait), andthey will be covered later.

2AlGK GKS 10208 dzyRSNEUGEYRAY3IZ 4S5 QNSTheldagraneshaive SEF YA Y
I aAy3afS a0OKSRdzAZ S o6m @/t! s y2i GKS gK2fS xavd LGQaA
Guest OS):
Zombie —— femove |-Bie————————————— Run R
"
& ' \‘“\
: W
l R
: S
! ™
s i |
Rl L Ir ! Waketpg e Wait
| a
l
¥

s costap  *

ESXi places each vCPU of the VM in one of the 4 above states. A vCPU cannot be iat2istatesie
time. This is fundamental in understanding the formula behind @etlics

1 Run does not check how fast it runs (frequermyhow efficient it runs (hyperthreadingiRun
measures how long it runs, hence the counter is in milliseconds, not GHz.

3 Thanks, Valentin Bondzifmr permission to modify the original diagram. Taken from one of his many talks!
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1 Ready ancCostop.
They are mutually exclusivas they have opposite reason.
Coali2L) Ad &aOlFdzaSR o0@&é¢ (KS =+ aybucankedicSCstopdy Re A a
NERdzOAYy3 (KS +a aAil Sz SallSOAalrtte NBtIFGAGS
Ready.

f Wait handles both Idle and Wait. The reason is the hypervisor cannot tell whether the Guest OS i
gFrAGAY3 F2NI Lh 2N AREfS® 1a FFENI& GKS KeéLISN
the state where the wait is due to hypervisor I10.

Regardless of the cause of the pause, a freeze is a freeze. The impact to Windows or Linux is the same.

Back tathe kernel4 possible states, you can conclude that
1 Run + Ready @ostop+ Wait = 100%
f VM 2 canrun when VM 1 is @ostop state, Ready state, or Wait state. This is because the
physical threadecomesavailable.

Ready, Catop, Wait are unaware of contention due to hyperthreading. The vCPU is not placed in ready
state because both threads can execute at the same time. The contention for shared resources happens
at low level hardware and essentially transparen&®Xi scheduler. If you are concerned about this

certain degradation in throughput when two worlds execute at the same time on the same core, what
counter should you use?

,2dzOQNBE NAIKGd® LGQa /t! [FiSyOed S5AFFSNBY G LIdzNLJ

OS Comparison

Those of you familiar with Operating Systérkarnelwill notice that the diagram is similar with a physical
h{ &O0KSRdzZ SNJ & il HudweRdRrmahNOSAD | LyQ YS Ei-aedhy$3 I ¥ RA G A D 3
designed for a range of devite

Init
T
. Ready v
&~ : F Y
Pending |« Running
k4
Zombies
Init The process is being created.
Maps to New irthe kernel
Ready The process is in the ready list and waits for being scheduled by the CPU.

Maps to Ready ithe kernel

4 Understanding how an OS works is paramount and well worth it. Her8.&eour lectureoy Mike Murphy.
5 Designing an OS for multiple hardware classes is hard. Notice Apple MacOS, iPhone OS, and iPad OS. Google h:
Android and ChromeOS.
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Running Maps to Run ithe kernel

Pending The process is blocked and suspended. When all threads in a process are blocked,
process is blocked and suspended.

Maps to Wait irthe kernel Notice they also include Idle here in their Wait state.
Zombies Maps to Zombies ithe kernel

dy 2y S OurCestop is unique as VM is a myftiocess scheduled entity

Fair Share Scheduler

The preceding state diagram is only for 1 vCPU. ESXi schedules multiple VMs, and each can have multiple
vCPU. How do you ensure fairness since cores in a single socket can run at different speed? How do you
account for hyperthreading? How do you account¥ doing heavy 10 processing?

Enter the Fair Share Scheduler.

It gives each vCPU a slice of time. Since the quality can vary, ESXi extends the time for a particular vCPU
to maintain relative fairnesdt uses a CPU counter called Used (ms), which adjusts the simple runtime
(CPU Run) by:

1 Increasing the run time if the vCPU runs on a shared physical core.

f Adjusting the run time to account for CPU frequency.

1 Decreasing the run time to account for 10 work performed by the hypervisor on behalf of the
vCPU.

BTW, if you need a comparison, this is a good reading on the latestE EVDFcBeduler. ThisEarliest
Eligible Virtual Deadline Filsas completey replaced the Completely Fair Scheduler (CFS) in Linux 6.12.
The main limitation of CFS is how it handles short burst tasks that need to be scheduled immediately.
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State Across Time

The above is at any given moment. To measure over time and report it (say every 20 seconds), we need
to addatime dimension. The following example shows the above state diagram repeated over time,
where each blocks 1 secondIn reality, the scheduler checksery 2 30 milliseconds

—_—

W00 ms  1000ms 1000 ms 1000 ms

How millisecond is converted into %
I the 4 second reporting period:
Total value = 4000 ms

This equals 100%.

Run accumulates 787 ms in the 4 second window.
In percentage, that means 787 / 4000 = 19.7%.

The above is an example. vCenter uses 20 seconds,

| don't have the energy to draw 20 biocks.

vCenter happens tase20000 milliseconds as the reporting cycle, hence 20000 milliseconds = 100%.

The above visually shows why Ready (%)-3t@m(%) needs to be seen in context of Run. Ready at 5% is
low when Run is at 95%. Ready at 2% is very high when Run is only 10%, because 20% of the time whel
0KS +*a glyGiSR (2 NYzy AlG O2dzZ RyQio

The above iper vCPUA VM with 24 vCPU will have 480,000 as the ttttahatters not if the VM is
configured with 1 vCPU 24 vCores or 24 vCPU with 1 vCore each.

You can prove the above by stacking up the 4 metrics over time. In this VM, the total is exactly 80000 ms
Fa A0 Kra n @/t) ® LF &2dz 92yRSNI gKe& /t! wSIFRe& .
limit.
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= YROALES CisTop MM FInn ma o %0 283 B 3368 &
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The formula for the millisecond metrics in VCF Operations are also not normalized by the number of
vCPU. The following shows the total adds up to 80000 as the VM has 4 vCPU.

OPLlda (i) (1L ABLTD
FUNCo- W (i - L ASL8

O HiG 13080

e e e e e e &

This is why you should avoid using the millisecond counter. Use the % version instead. They have been
normalized.

State Across Multiple vCPU

Ready and Co Stop can impact one another.

The following shows a 2 vCPU VM.

A B C DE F G

i - S |
vCPU 1 | Run | ; Ready [ !{un | Idle Ready |
I |
vCPU 2 I Run ' ' C.U-Stnp;l : Run . Idle Ready I
! ! ! ;
A | Run & Run Both vCPU are running.
B Ready & Run CPU 1 hit Ready (for whatever reason).

CPU 2 still run as ESXi has available CPU thread to run it

C | Ready & Co-Stop CPU 1 still on Ready as ESXi does not have physical thread to run it.
CPU 2 must be placed in Co-5top as it's too far ahead (system clock not in-synced).

D | Aun & Co-Stop CPU 1 run as ESKi has CPL.
CPU 2 is still on Co-5top as its time is still too far ahead.,

E Aun & Run CPU 2 run as its clock is now the same. So, both run at the same time
F | !dle & idle Both are idle or waiting for 10. So, they are either in Wait or ldle state,
Ready & Ready Both want to run, but no available physical CPU Thread to run either.

2 Metrics Not 1

When you order a taxi, you expect 2 numbers on your mobile phone.
1 The first number shows time. It tells you how long you have to wait.
1 The second number show distance. It tells you how far the car is.
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The progress is 78%. A relative metric like this has no purpose as the 100% is undeterministic. The car
may experience traffic japtiversion, orsimplymakes a wrong turn.

¢KS alY$S (GKAy3 Ay /t!3 IfiK2dAK AGQa y204 2060A2

The following table provides the comparison.

A car is travelling... A CPU is running...

In the last 10 minutes, it drove for 9 In the last 10 minutes, it ran for 9 minutes

minutes and stopped for 1 minute. So it and idle for 1 minute, So it was running io CPU Run (%)

Was mD'ﬁ"il'IE for- T} nf the time LaTi it hie tirme.

‘When it was moving, its speed average 60 When it was running, its specd average 3

km/hour, Speed varies due to traffic. GHz. CPU Throughput (MHz)
Speed varies due to power management,

Review the following diagram. What do you observe?

RS : R 1-Core Turbo Speed
..................................... oo e A||-Cores Turbo Speed
... Base Clock Speed

MHz

Idia Run Idla Run
Time (seconds)

There are 2 metrics:
Run Time ! AAYLES YSUNRO Ia Al0Qa OAYINEBOD® /2
measures duration or time.

How much the CPU runs in a time period. E.qg. if it runs 60% of the time in the
100 seconds, that means it runs for 60 seconds accumulatively in that period.
¢CKIF0Qa ¢ Ke metosin rails&cond. [Thep track theonsumptionover
time.

Use it for capacity management.

Run Quality A complex rtric.
,Sasx GKS Fyzdyad 2F /t! OeotftsSa 02yl
is not 0. It measures intensity of work. This is the equivalent of distance trave

Use it for performancenanagement.
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Frequency | Efficiency| Efficacy

There are3 factorsthat get mixed into a single counter that measure the amount of work completed.
Unfortunately, this accounting simplification creates confusion as the factors are technically different.

Frequency impacted by clock speed All else being equal, a 2 GHz CPU does 2x more cycl
than 1 GHz CRU

Throughput impacts utilization. The faster it can
O2YLX SGS | Gralz GKS aKz
you see somenetricsin MHz.

Efficiency impacted by All else being equal, a core running 2 threads comple

Hyperthreadng 1.25x more cycles at the expense of each thread gets
only 0.625xThis efficiency is then translated into MHz

Note these numbers are hardcoded for ease of

reporting.
Efficacy Feature of core It is not part of the accounting.
architecture See below.

Efficacy is one reason why upgrading to a new generation CPU with lower clock speed result in faster
performance.

Unlike memory, storage and network, there is another capability of CPU that makes the same application
get more done despite running on the same frequency. Yes, this means that 1 GHmod-aew Intel

Xeon is probably 30% faster than 1 GHz &ryaarold Intel Xeon. Same company, same CPU famiy,

same clock speed.

Why your application can get 30% more work done is due to design change. The CPU has both more L2
cache and more L3 cache per core, so even a single thread process gets more work done despite running
at the same speed. Other design improvements such asrsaglar, better branch prediction, better

pipeline, and higher pipes all contribute to it.

CPU Frequency

What is your CPU Speed?

There are 3 main numbers that defines the speed:

Base This is what vSphere uses as the total capacity. It is the nominal frequency ar
most commonly shown.

The CPU rarely rgmt this speedlt runs above it, giving you extra performance

for free.
SingleCore This is what marketing will show you. Benchmarking of single thread app is d
Turbo with this frequency.

This is typically much higher. Using AMD EPYC 9000 series family, it ranges
7%- 64% additional speed gain. Using IrKelon Platinum 8593Qhe gain is 77%.

All Cores Turbo  This is what you should pay attention to.
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AMD shares the All Core Boost speed, while Intel no longer does that. Since |
R2Sa y2i LINRGARS (GKS 1fft /2NB .22a
Using AMD EPYC 9000 series family, the gain ranges froh82%0

Intel has a page calletfhat is CPU Clock Spe@klow is an extract, with relevant highlight from me:

Intel Turbo Boost Technology enhances clock speed dynaniicalal with heavy workloadsdt
works without requiring any installation or configuration by the user. The technology judges the
amount of heat the system can tolerate, as well as the number of cores in use, and then boosts
clock speed to the maximum safe level.

Base Processor FrequenaydMax Turbo Frequencgre two core performance metrics that

refer to different usage scenarios. Raghintensitygaming,the turbo frequency is the more
important metric Given adequate cooling, this is the speed your CPU will operate at when
dealing with heavy gaming workloads such as traveling through a highly detailed environment, or
calculating Al behavior on an enemy turn in a strategy game in the mosin@Rigivetitles.

Recent features like the Intel Thread Director allow the latest gen Intel processors to intelligently
RAAGNAROGdzIS 62NJf2FRa& G2 YdAf GALX S O2NBad ¢KI
outperform older ones on benchmark tests even when they have sigldak speeds.

Each core can have its own frequency. This makes rolling up the number to ESXi level more complex. Yc
Ol y Qi Rtfrdighp & coaneiSrom the other. Each has to be calculated independently at core
level.

Total Canacitv

The above brings an interesting question: what is your CPU Total Capacity?

The higher the frequency (GHz), the faster the CPUQGateris paribusa CPU that run at 1 GHz is 50%
slower than when it runs at 2 GHz. On the other hand, Turbo Mode can kick in and the CPU clock speed
becomesdhigher than stated frequency. Turbo Boost normally happens together with power saving on the
same CPU socket. Some cores are put to sleep mode, and the power saving is used to turbo mode othel
cores. The overall power envelope within the socket remmtie same.

How high is the gap?

The gap between the base clock speed and the highest turbo is around 2x. The gap started to appear in
the year 2008, when Intel Nehalem was introduced. &ady Turbo versions could turn cores off or on,
they generally forced all active cores to run at the same frequeimcg014 |ntel introduced PecCore P

States (PCPS) with the Hasviel (Xeon EB600 v3). This allowed each individual core to reside in its

own power state and frequency independenthMD achieved a similar, even more granular level of
control with the first Zen (EPYC/Ryzen) processors in 2017, using a network of hundreds of sensors to
adjust clock speeds in 25MHz increments per core

2006 2026
Examples Intel Xeon 5160 / AMD Opteron 22z Intel Xeon 6 / AMD EPYC 90
Typical Base Cloc 3.0 GHz 2.0¢2.3GHz
Max Turbo Clock N/A (Locked at Base) 3.9¢5.0 GHz
Core Count 2 Cores 128¢ 192 Cores
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Turbo/Base Ratio 1.0x (No variance) ~1.7x to 2.2x

Power States

There are 2 types of power states as defined\@Pktandard.

| Turbo Mode

Running, but progressively at

slower speed
o i EJ

CO State (all components turned on) Cc1 c2 Cn

GState C here means CPU.

When acoreis idle, ESXi appkdeep halt states, also known asstates. The
deeper the Gstate, the less power the CPU uses, thatlongerit takesfor the
CPU to start running again. ESXi prediot idle state duration and chooses an
appropriate Gstate to enter.

There are 3 possible stdtates in Gstate:

Co Fully runningWithin this CO state, there is a further dimension
called PState
An idle CPU can be in CO.

C1 Ashallow state where the clock is gated (switched aff)l the main

internal clock is stoppedHowever, all the modules remain active,
and the processor can go back to the active CO state

instantaneously
In power management policies that do not use deegtales, ESXi
stops at C1.

C2 Stops the external bus clock. Saves more power than C1.

C3 The CPU flushes its L1 and L2 caches and stops all internal cloc

CG4-Cn  Varying degrees of CPU sectiomshed off. The higher the C state,
the deeper the sleep.

P-State P here means Performance.

There are 14 grades of CPU performance, measured by its frequency. You ca
all the frequencies in esxtop if your hardware supports it.

PO statewhere Turbo Booshappens.
P1 is where it runs at Nominal Frequency (NF).
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P13 is the lowest CPU frequency

Where is the above implemented?

z A

LGiQa R2yS Ay W tS@gStaod LG ySSRa G2 oS Sylof SR

BIOS Level

{AYyOS A0Qa GKS t26SNIfIFI@SNE Al OFy 2@SNNARS
BIOS caalsoset the power management to BIOS controlled (not OS controlled) in whicle&&enas no
say.

To see the setting, use the following vsish command.

/power/> cat /power/platformFeatures
Platform Power Management Features
{

Deep C - states Available:1

Deep P - states Available:1

CPPC Capability Available:1

CPPC Enabled by BIOS:0

Turbo Boost Enabled:1

}

ESXi Level

Wdza Gt 0SOldzaS .Lh{ LI}aasa (GKS O2yiaNRf (2 9{ AZX

In the vSphere Client Ul, go to the ESXi Advanced Settings. You will see these entries:

Powai UsaCStaban 1 I Custorm polcy, use AP C-states when Drocessor sk

i LIsaPStatbes 1 CLstm policy, use ADP] P-siates or CPPC o tave powes when Brocesso

Use C Statesse deep ACPLsTates (C2 or below) when the processodis. Frequency will go lower
than base clock speebisabling does not mean disabling Turblee Tirmware's thermal management
decide on the individual frequency of each core.

Use P Statesdse ACPI-Btates or CPPC to save power when the processorsis When deactivated,
the ESX configures to use the highest available frequency.

Collaborative Processor Performance Conf@®C¥is partof the ACPI 5.0+ specificatiofss the name
implies,the OS and the CPU hardware collaboratetead of frequencies, the OS hands down a set of
abstract performance capabilities and targets to the CPU-diemicrocontroller

C State P State ESXCPU Frequencgontrol

1 1 Full Dynamic Range: Cores can drop below Base Nominal to save power, g
Hz (sleep) when idle, and scale up to All Core or Single Core Turbo when he
workloads demand it.

0 Rigid Base / Sleep Only: While executing tasks, cores are pinned strictly to |
Nominal (no Turbo expansion, no powsaving dowrthrottling). Cores only
drop power when completely idle viagtate sleep.

0 1 Throttled Range: Cores can scd®vnbelow Base Nominal to save power, but
they can never go higher into Turbo because the lack of core sleep states
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destroys the thermal budget.

0 Flatline: The CPU runs flatit at its Base Nominal frequency 24/7 across all
cores. No power saving, no sleep, and zero Turbo capabilities.

For details on fState and 6State, see/alentin Bondzi@and Mark AchtemichukVMworld 2017, Extreme
Performance Serie®\lso readhis pageof VCF official manual

Turbo

How high can Turbo/Boost go?
It turns out that it is high enough that both performance and capacity need to account for it.

Because speed is the primary attribute for performance, and an important contributor to capacity, the
upper limit of CPU performance and capacity become harder to manage.

1 Within a core, it impossible to predict the core frequency. Itdafpends orthe instructions and
what other cores are doing. Likely, there is no pattern at all.

T 2AGKAY | a201S6Gx AdQa AYLRaaAroftS (2 LINBRAOG 6KAC
socket with 20 cores will run at >1 frequency in real world.

¢KS F2ff26Ay 3 RAL INI YstRaveribrp@yentTIN@WarehdpEeS£70H 2 F 4
whitepaper byRanjan Hebbaand Praveen Yedlapallit shows thatntel Xeon Platinum 826€an

increase its speed by 1.29x (from 2.4 GHz to 3.1 GHz). If it only needs to increase 1 core, that single core
can go up by 1.62x. This will be noticeable by application that is CPU intensive. Consider this benefit

before you decide to disable power magement. The high performance is static, it runs at the same
frequency throughout.
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1-Core Max Turbo
Frequency

All Core Max Turbo
Frequency

Mominal Frequency

Mormmal Operating Range
{Non Turba)

Lowest Operating
Frequency

|}

165W || PO

165W || P1

2.30 154W || P2

2.20 146 W || P3
“ 57W || P15

‘— Boost range

0OS Visible

At 2.4 GHz (Base): The CPU uses less than 165W for standard math, but might hit 165W for heavy math

At 3.1 GHz (AfCore Turbo): The CPU uses its full 1§@Werbudget to maintain that higher speed
across all cores. If the workload becomes too intense (like92X the CPU cannot maintain 3.1 GHz
within 165W, so it will automatically drop the frequency to stay under the limit.

Y2 NB NB OS yXeonSB0PN dalh rEndat 3¢4(GHz, Whithi i 42% A V

[SiQa G4F1S

higher than the base speed.

CPU Specifications

Total Cores @

Total Threads 3@

Max Turbo Frequency @

All Core Turbo Frequency 3

Processor Base Frequency 3

4
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Thanks taSushil Kayil learned Turbo can still kick in despite the BIOS setting to static high power

management. We verified that the value of %A/MPERF in esxtop showing all cores running at 129%.

All Cores Turbo
Reviewthis articleby IOFLOOD

Done?

D22R® LQ@®S KAIKEAIKGSR Ay 3INBSYy | 1Se& LRAYID

In routine use, unless you make unusual changes to your BIOS settings, the
gll-cores-turbo is the real speed that the CPLU will function al, whenever all of
the CPU cores are actively processing data. This speed is no longer actively
advertised by Intel or AMD, to the point that you have to jump through hoops to
learn what the All Cores Turbo speeds are for any given processor. Because

S REESEESSSRIMEERE and therefore very important to know when
comparing CPUs, this lack of documentation is a big problem that we hope 1o
resolve in this post.

A0 GAy 3
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the CPLAPI.

Impacts on ESXi

The following table shows the difference in value if All Core Turbo is 20%.

Core Utilization Usage (%) ' My Recommendation Analysis
25% 30% 2055
5!]%: Eﬂ%: 40% Mo performance impact to VM
67% 80% 54% as no HT pair running. Gap is
75% 80% 60% due to turbo boost.
100% 120% 80%|
125% 150% 100% performance impact fram HT

Usage (%) is what vSphere Client Ul shows.

High Performance vs Balance

Shouldyoualways set power management to maximum?

No. ESXi uses power management to save power without impacting performance. A VM running on lower
clock speed does not mean it gets less done. You only set it to high performance on latency sensitive

applications, where subeconds performance matters. \VIMolIR video callingTelco NFV are some

examples thaare best experienced witlow latency.

“z

Review thevSphere 9 performance best practices paper L Q@S O2 LA SR (KS

Chapter: PART 3 Section CPU Page72

NI &2dz y


https://www.linkedin.com/in/sushil-kavi-a3231480/
https://ioflood.com/blog/what-is-all-cores-turbo-base-clock-max-turbo-and-all-cores-turbo-explained/
https://ioflood.com/about-ioflood.php
https://www.vmware.com/docs/vsphere-esxi-vcenter-server-90-performance-best-practices

PART 3 OF 4: Counters

Power Policy Options in ESX
ESX offers the following power policy options:

®  High Performance
This power policy uses no power saving features, thus maximizing performance for a system where all or
most cores are fully loaded.

This setting is designed to provide the highest performance when a system is heavily loaded. However,
if a significant percentage of the cores are unused or lightly used, this setting might not result in the best
performance. Although this has always been the case, it's more pronounced with some recent CPUs.

®  Balanced
This power policy (the default) is designed to reduce host power consumption while maintaining power
usage flexibility, thus typically incurring little or no reduction in performance. On a system where some
CPUs are idle part of the time, this policy might actually increase performance by allowing active
(non-idle) CPUs to enter faster Turbo Boost states than are available in the High Performance policy.

In mission critical cluster, the overcommit ratio is lower and the VMs tend to bepreersioned. Or you
have 2 hosts for HA as you worry about availability. The end result is your ESXi actual core utilization is
not high.

Impact on Oversized VM

One downside of an oversized VM is higher risk of some vCPU becomiighdlethe VM becomes idle,
the power enters C1 State, but does not go deeper to C2. This enables the VM to quickly spike, which is
evident on the spikes at the end.

¢CKS F2ff26Ay 3 RAL AN MstRaveribrpd@yentTIN@WarehdpEeS£7an 2 F
whitepaper byRanjan Hebbaand Praveen Yedlapalli

160 T .
| — High Performance — Halanced |

o IM |
120 |
|

100 I
[

B0 |

3 4

| cut out the chart so we can explain how balanced power management delivers higher performance thar
high performance setting.

The vertical axis is the CPU Frequency, where the 100 is the nominal frequency. Yes, at the start the CP
was running well above the nominal frequenBlancedvas running higher than High Performance.

Theredline is the VM CPU frequency when ESXi power management was-§ght@erformanceThe
blueline isBalanced

¢KS K2NAT2yiGFf FEA&E A& y2id GAYSO® LGQ& K26 odzaeé
to 0, meaning the VM was idl&éhe VM wasot powered off at the end.

Thered line is fairly constant until the VM becomes idle. This makes sense as the entire CPU socket is
kept on high, so all the cores are equal. As the result, the CPU boost only goes to 130% mark.
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Theblueline starts at much higher throughput. This makes sense as the CPU has flexibility. It can boost
the running cores to 151% as other cores are idle. This is why balanced performance can deliver higher
performance on low to medium load ESXi.

As the core gets less busy, the CPU reduces its clock speed. Notice it is still higher than 100 until it
became idle. When the VM is idle, the CPU entered the deep C2 State. Notice there was no spike and the
frequency dropped deeper.

CPU Efficiency

CPUSMT(Hyper Threading as Intel callsiitjpacts CPU accounting asl@livers higheroverall
throughput It increases the overdllPU cycles completed the core, but at the expense of individual
threadthroughput The increase varies depending on the load.

Accounting wiseif isexpensiveao measure as the core speedist affected. It is still running at the
same frequencyESXi records this overall boost at 1.25x regardless of the actual incvd@ish may be
less or more than 1.25¥ our application may experience 2.x or 1.x, the counter will simply report 1.25x.

If both threads are running at the same time, the cogeords1.25x overall throughput but each thread

only gets 62.5% of the shared physical core. This is a significant drop from the perspective of each VM.
From the perspective of each VM, it is betteat the second thread isot being used, because the VM
couldthen get 100% performance instead of 62.5%. Because theatnald besignificant, enabling the
latency sensitivity setting will result in a full core reservation. The CPU scheduler will not run any task on
the second HT.

The following diagram shows 2 VMs sharing a single physical core. Each run on a thread of the shared
core. There are 4 possible combinations of Run and Idle that can happen:

< Time (100%) >

VM A on HT #1 Idle

9+ OK +a Nizya F2NIKFEEF GKS GAYSd® ¢KS /t! wdzy O2dzyiSN
really what each VM gets, since they have to fight for the same core?

The answer is obviously no. Hence the need for another counter that accounts for this. The diagram
below shows what VM A actually gets. The allocatidixésl.

A I
{\I Time [100%) b>
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The CPU Used counter takes this into account. In the first part, VM A only gets 62.5% as VM B is also
running. In the second part, VM A gets the full 100%. The total for the entire duradOr6@3%. CPU
Used will report this number, while CPU Run will rea®%

If both threads are running all the time, guest what CPU Used and CPU Run will report?
62.5% and 100% respectively.

CPU Throughput

The CPU efficiency and frequencywathe same final effecBoth impacts he number of CPigroductive

cycles processed attributed to a particular thread of vCPU. This is why | prefer to call the metric CPU
Throughput instead oEPU Usage and CPU USBae wordusageandusedl NB O2 y FdzA Ay 3 | &
English word.

A CPU is always runnirg CPU could be running many cycles while waiting for data from memory or a
disk, and those cycles are effectively "wasted" from the perspective of completing the texle the
Englishword throughputconveys that it refers to the useful cycles, and not idle loop.

Impacts on VM

[ SGdQa GF1S |y tReBnpactal th GRU fr§qdeingy antl ERU efficiency on a VM vCPU.

CPU: 20 cores, 40 threads
The CPU can run all its 20 cores at 30% hig

1 speed. When only a single core is used, it
1.7 GHz |3inele Core Boost Frequency runs upto 70% faster. An example of CPU
capable of such performance boostisID
EPYC 9634

All Cores Boost Frequency

1.2 GHz

For ease of calculation, this sample CPU hz¢

Mominal Frequency ] nominal clock speed of 1 GHz. This is what
you see in vSphere Client Ul, and what you
consider ad.00% The number is shown in
red as using this number as total capacity
leaves money on the table.

1 GHz

0
b2g fSiQa t221 Id 6KIGd GKS SELISNASYOS GKIFdG 2 Ay

You will see that a VM can run 100% flat out for hours yet the amount of work completed wadigdy
the second. This is why VM performance feels unpredictable.

We consider 2 extreme scenarios. In typidala centeE & 2 dzZQNB Ff dzOGdzZt G Ay 3 o6Si
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VWhen only 1 core runs When all cores run
rF 3 F 3
1 vCPU 2 wCPU 1 vCPU 2 vCPU
1.7 GHz? }—
1.3 GHz: ——
1.06 GHz
1GHz — —

812 MHz

|1.I.'.h: uniti 1.25% unit 1.0x unit 1.25-I unit |

| :_1 ﬁ

One 1 extreme, the entire CPU only runs 1 core out of 20 cores. If a vCPU runs at 100% and has 0%

contention, it will get 1.7 GHz cycles. This is 70% higher than the nominal speed. VM CPU counter such as
5SYFYR gAff NBLRNI ™t wlthdink kot neéd2nin@ XIPU. yhzhis caSd, adfiig dzf > & 2 d.
more vCPU will make the situation worse.

[ SGQa ale e2dz FRR | aS0O2yR @/ t! ® C2NJ aAYLX AOAiGex S
hyperthreading penalty kicks in. Each only gets 62.5%. So now both vCPU gets 1.06 GHz. So instead of

getting 3.4 GHz total, you get 2.12 GHz.

bz¢g fSGQa t221 4 GKS 2GKSNJ SEGNBYSo 1ff GKS O2NBa
run at 1.3 GHz. Again, since VM CPU Demand is based on 1 GHz, it will report 130%. You then add

another vCPU. Now, since all the cores are busy, theregal chance that the VM 2 vCPU will end up on

the same core. In this case, each will run at 812 GHz. You will now be confused, as both runs at 81% yet it
seems to have maxed out.

The flowover time in the preceding example is 1.7 @H4.3 GHZA 1.06 GH#A 0.81 GHzas ESXi CPU
scheduler will maximize throughput. The problem is CPU Usage (%) metric mask degthdation.

Couple with the fact that it happens over time as VMs get added into the clusters, it becomes complex to
figure out.
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1.7 GH:EE]E Core Boost Fregue-m:*
I
1.3 GHz |All Cores Boost Frequency
1.0 GHz |Neminal Frequency l
v
b
Run: 100% Run: 100% Run: 100%
Usage: 1.7 GHz Usage: 1.3 GHz Usage: 0.8 GHz
: =

Time (millisecond)

Vivi

Take note that some metrics are fibre kernelinternal consumption, and not for vSphere administrators.
Wdza i 06SOFdzaS GKSeé& IINB @rAftlofS Ay GKS !'L FyR |
operations. Their name is written from CPU scheduler viewpoint.

| will use the vSphere Client as the source of metrics in the following screenshots.

vSphere provides 6 metrics to track contention.

Hodbupa Urnla S Type Dhricr gpbiors

You get 9 metrics for consumption.

Conaiwrs

| group\Wait metrics separately as it mixes both contention and consumption.
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Counters Rollups Units Stat Type Description
Swap wait Summaticn s Celta CPU time spent waiting for swap-in
Idle summatiol ms Delta Total time that the CPU spent in anidle state

AT ; : b 1 ; .l .
vwalt Sumimation ms Delta lTotal CRPU tume spent in wait state

Contention Metrics

[ SG§Qa RAGS Ayid2 SIOK O2dzyiSNX ! & dzadz X 6S adlk NI gA
Contention has to be judged within the context of consumption. A 2% CPU Riatilye toa 10% CPU

wdzy nokgoodtz GKAES w: wStoRR P23 Klpy:s > L wadF I & Ka G(GKS | LILIK A«
the later, as 98% Run means the application gets a lot of work done. On the other hand, if you have an

oversized VM, and it only needs 10% CPU power because business is bad, a 2% CPU Ready means 20% of

that business transactions were delayed.

The main 2 counters are Ready andsBap. The other 2 counters (Overlap and Other Wait) tend to show
much lower value, hence less important operationally. The following shows a typical observation, where
both arevery high, yeCPU Overlafs near 0

The preceding showed the Z&cond peak metric, taken at vCPU level. Taking at the VM level (it has 8
vCPU) shows a similar pattern.

Guest OS isot awareof bothCostopt YR wS I R& @ ¢ K\8hat@dppehs tcFydNB&dn e o
frozerK €is a great way to put it. As far as the Guest OS is concerned, time is frozen when it is not
d0KSRdzf SR® ¢AYS 2dz¥Lla ¢gKSy AGQa aOKSRdz SR | 3ALAYy®

6 Asked to me byalentin Bondzidn one of the VMworld events where we got to meet. Those were the days!
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The time it spends undeéZostop or Ready should be included in the Guest OS CPU sizing formula as the
vCPU wants to run actually.

If VM utilization is not high, reduce its vCPU while following NUMA best practice.

High CPU Ready can happen at low CREtd@0nThis means everytime the VM vCPU wants to run, there
Ad Sy2dzaK LKeaAorft /t! GKNBFR&a G2 Ndzy Ittt GKS

The following shows an 8 vCPU VM with ready hit 7.5% multiple times, whskCemains near 0% for
days.

! N
f M’nu' r.rhh.'f'vwa% Lﬂh J '|L4 M anh“ M .\WLMM}MP@LEM

vy, § 4, 0F40 PMOTAS P
J‘J & n_glgnl_core-se-mpcus - CPUIPeak vCPU Ready Within collection cycle (%) : 77,57

F_eieil_cora-se-mpeus - CPUPeak vCPL Co-Stap within colleclion cycle (%) | 0.14

Ready

Ready tracks the time when a VM vCPU wants to run, but ESXi does not have a physicahoheaed)
to run it. This could be due to the VM itself (e.qg. it has insufficient shares relative to other VMs, it was
vMotion) or the ESXi (e.qg. it is highly utilized. A sign of ESXi struggling is other VMs are affected too).

When the above happens, ESXi CPU Scheplalezs the VM vCPU into Ready state.

Ready also accounts when Limit is applied, as the impact to the vCPU is the same (albeit for a different
reason altogether). When a VM is unable to run due to Limit, it accumulates limbo time when sitting in
the limbo queue. Be careful when using a Reselrool, as it can unintentionally cause limits.

Take a look at the high spikes on CPU Ready value. It hits 40%!
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sH: 40.69

25

L: 0.032 A . Ao

H: 3.895

H: 6.6

s .LLA h LM -

|II : - ) ey | .'II

— S o Laa ol A

Notice the overall pattern of the line chart correlates very well with CPU Usage and CPU Demand. The
CPU Usage hit 3.95 GHz but the Demand shot to 6.6 GHz. This is a 4 vCPU VM running on a 2.7 GHz CPU,
so its total capacity is 10.77 GHz. Why did Usageait8®5 GHz?

2 KFGQa OFrdzaAaAy3d AGK
If your guess is Limit you are right. This VM had a limit set at 4 GHz.

Ready also includes the CPU scheduling cost (normally completed in microseconds), hence the value is
not a flat 0 on idle VM. You will notice a very small number. Ready goes down when Guest OS is
continually busy, versus when a process keeps waking ugaingd to sleep, causing the total scheduling
overhead to be higher. The following shows Ready is below 0.2% on an idle VM (running at only 0.8%).
Notice Cestop is basically flat O.

SR S _ S S S AL GG SR VR Y RS

L A e S —
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CPU Ready tends to be highesteris paribusin larger VMsThe reason is the chance of running more
vCPU at the same time is lower in a busy ESXi host.

Instead of thinking of CPU ready in 2D (as shown in the first chart below), think in 3D where each vCPU
moves across timeEach needs to be scheduled, and ideally they run togeffier 2 chart below shows
how the 8 vCPUs move across time bétter

m -
20 |
25
FL |
& 30
= # 20
E 1= £
o = 18 |
£ =
& -
o g |
10
: |
5
a
o i 9 3 2 5 [ 7 g a o |
Sample o
EWCPUD EVEPLT BRCpU EYCROd @ vepiet BvepuS eyopul Bvopu? Sample

Best Practice

| sample 3937 VMs from production environment. For each of them, | took tse@nd peak and not
the 5minute peak.

Why do | take the 2@econd?

Unless the performance issue is chronic, CPU Ready tends to last in seconds instead of minutes. The
following is one such example.

Miorlay, Jul 26, DA TA3 P
o VIMi-C52 - CPUPeak wCPU Ready within collsction cycle (%) ' T7.17
= yIMo-CS2 - CPUReady (%) 3.63

The following shows a different behaviour. Notice initially both metrics are bad, indicating severe CPU
ready. However, the gap is not even 2x. | think partly because the value is already very high. Going
beyond 50% CPU Ready when CPU Usage is highsulillinepoor performance. This VM has 16 vCPU.

" Source is one of many Valentin Bondzio presentations
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H, Cr5 a7 B
| ekl ] - CPUPess vCPL Regdy with collection cyche (%) 1 47.69
Tl WAL ATRY" . el - CPUIRBay (%) 36.84 2l

30

20

| VI &

Subsequently, the performance improved, and both values became very similar and remained in a
healthy range.

AAAAA

L 02ttt SOGSR n Y2y (iK&aQ KmetieSigerVMF RI GFX a2 AGQa F NRdzyR

The following screenshot was my result. What do you expect to get in your environment?

MName 20-second: YWarst 20-second: 29th Percentie vCPU

~
HS5-P. 40,24 % .06 -
RPA-P 33.32 % 4

GPRT-.. 29.75% 0.4

RPA-P_. 29.08%

RPA-P. 2596 %

]

RPA-P_ 2466 %

fud

RPA-P 24,26 %

cp-mic 22.8 % 14,33 %

RPA-P. 2232%

control 17.44 % 881 % a

Average 0.97% 0.37 % 537 o

—_

The first column takes the highest value from ~35K data points. The table is sorted by this column, so you

can see the absolute worst from 35040 x 3937 = 137 million data points. Unsurprisingly, the number is

0FR® D2AYy3 R2¢y (K Ssingids thd vist 10 aiebad. | £ a2 y 20 & dzZNLINR

. dzii y23A0S GKSvorkt@&iNE @SLE@BaB&AS adPpTiiE gKAOK Aa | 3
The 29 column complements the first one. | eliminate the worst 1% of the data, then took the highest. So

| took out 350 datapoints. Since VCF Operations collects every 5 minutes, that eliminates the worst 29

hours in 4 months. As you can expect, for most VMsvtilees improve dramatically. Th&2olumn is
mostlygreen

Chapter: PART 3 Section CPU Page82



PART 3 OF 4: Counters

Readv | Readiness

There are 2 metrics provided: Ready (ms) and Readiness (%).

| plotted both of them. They show identical pattern. This is a 4 W¥aUhence the total is 80000 ms.

The Readiness (%) has been normalized, taking into account the number of vCPU. Notice 80000 ms
matches with 100%. If it is not normalized, you will see 80000 as 400%.

Co-stop

Costop is a different state than Ready because the cause is différbateffect to the VM is the samA.
pause is a pause. The Guest OS is unaware of the cause and experience the same contention.

Costop only happens oBimultaneous Multi Process@MP) VMs. SMP means that the OS kernel
executes parallel threads. This meansstip does not apply to 1 vCPU VMs, as there is only 1 active
process at any given time. It is always 0 on single vCPU VM.

In a VM with multiple vCPUs, E&inelis intelligent enough to run some of the VM vCPUs when it does
not have all physical threads to satisfy all the vCPU. At some point, it needs to stop the running vCPU, as
AlQa G22 FINIIFIKSIR 2F AGa &aAof Ay 3redlydtate). ohis KA OK
prevents the Guest OS from crashing. Thestdp metrics track the time when the vCPU is paused due to
this reason. This explains why-&top tends to be higher on a VM with more vCPUs.

Sayone VCPUkin ready state The remaininggCPUwill eventuallybe costopped, until all the vCPUs are
co-started. The following diagram show vCPU 0 hit a ready state first. Subsequently, the remaining 7
vCPU hit a cstop, even though there were actually physical thread to run them.
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One reason for Gstop is snapshot. Refer this KB articldor details.

Best Practice

The value of Gstop should be ¥% inhigh performing environmentThis is based oénillion
datapoints, as shown on the following pie chart.

1.48%

Sample taken from 2429
Production Vi

For each Wi, we take the
® 0-05(%) highest CoStop vatue in

] 0.5-1(%) the last 3 maonths.
That means 2ach Vi has
®1-10 (%) 26298 datapoints, We

take the max of these

0.82% —

0.5 -1 (%)
0.82%
{20/2429)

Almaost 35% of this Max
[262098 |I'.=r.'|:' falls under

0.5%

97.69%

The value ofCostoptends tobe smaller than Ready, as shown below. Ready@mstop may or may not
corelate with Usageln the following chart you can séeth the correlation and lack of correlation.

— (R PR - PSRy TR - WG VL Ha [N o - AT - PO (W)
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Overlap

When ESXi is running a VM, this activity might get interrupted with 10 processing (e.g. incoming network
packets). If there is no other available cores in EBXkernelhas to schedule the work on a busy core. If
that core happens to be running VM, the work on that VM is interrupted. The counter Overlap accounts
F2N) KA&a>S KSyOS AGQa aestépEalmiter. YSGNRAO 2dzald tA1S w

The interrupt is to run a system service, and it couldbédbehalf ofthe interrupted VMitself or other
VM.

Notice the wordsystem servicga process that is part ¢fie kernel This means it is not for nesystem
services, suchasvCPUwolldK | 1 Qa o Keé (GKS @I fdzS Ay 3ISySHdpf A4
The value is generally affected by disk or network 10.

Some documentation in VMware may refer to Overlap as Stolen. Linux Guest OS tracks this as Stolen
time.

Whena vCPU in ¥M was interruptedthe vCPUWRun counter is unaware of this and continues tracking.
To the Guest OS, it experiendes=ze Time stops for this vCPU, as everything is paused. The clock on
motherboard does not tick for this vCPU. Used and Demand do account for this interruption, making
them useful in accounting the actual demand on the hypervisor. When the VM runs againdbeds
experiences a time jump.

Review the following charts. It shows CPU Usage, CPU Overlap and CPU RuryrSegfttghlights and
yeilow highlights. What do you notice?
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(57 UAG-167

1 UAG-167

i UAG-167

FA.|

The above prove that Run is not awareootrlap Notice when overlap went up, Run did not go lower.
/[t 1&ar3s8S K26SOSNE RAR 32 R2g4y a A0Qa 6 NB 2F 208

The correlation is not perfect as Usage is also aware of hyperthreading and CPU frequency.

The Overlap counter is useful to troubleshoot performance problem, complementing Réasipp,
Other Waitand Swap Wait. Ready does not include Overlap as the VM remains on the Run State (see the
CPU State Diagram).

The witis milliseconE YR A0Qa (KS &adzYYl (VERQperatidrs/érdgSov8y G4 A NB H n
300 seconds. So the amount at 300 seconds is max 20000 (this is 100%), and must be multiplied by 15 if
we want to see the actual average in the 300 second period.

The amount is the sum of all vCPU, so you need to divide by the number of running y@iPakre
converting into a percentag®ivide over 20000 ms x 100%. When | did that, and plot the highest 5
among ~3K production VMs, | get this.

Overlap (ms) vCPU Overlap (%)

6,169 30 1.03%
284 2 0.71%
509 4 0.64%
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484 4 0.61%
237 2 0.59%

The above indicates the VMs only experienced minimal interrupticihdékernel

[ SGQ& RAGS Xhébwihg is@ 58 ERUS/M tuanibg Splunk. In the last 7 days, it
experienced a low but sizeable CPU overlap. 10K is relatively low for a 68 vCPU VM, but it still represent
half a vCPU worth of interruption.

]

g L e s - TP BCroen [P b ia Wil - OOt Dapdy 1m0

Overlap should be included (Buest OS sizinas the Guest OS wants to run actudllige effect is the
same withan unmet Demand.

A high overlap indicates the ESXi host is doing heavy |0 (Storage or Network). Look at your NSX Edge
clusters, and you will see the host has relatively higher Overlap vahseis non Iéntensive VM.

Contention

¢tKA&a A& | @lIfdzS FRR 6@ ! NAIF hLISNIi{GA2ya Ay Wwdz &
The formula is.
Contention (%) = Overlap + CoStop + Ready + Other Wait (if less than 1%)

Contention means the vCPU is not getting the CPU time. Using this logic, the CPU frequency is not even
applicable as the vCPU is not even running.

[ Othel

Time

R T Ts T

Cost Wa Idie
Overla Ready
\ v ’part of
art o
CPU "Contention”™
Memory
Contention
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In most situations, the value will be mostly coming from CPU Ready. The following screenshot shows the
CPU Contention is basically identical to CPU Ready

Frday, Oct 4, D42213 PM

& Secondary-AppS0-06 - CPUIPeak vwCPU Ready within collection Cycle (%) - 23,19 » s

s Secondary-AppS0-06 - CPUIContention (%) : 6.341 e
& Secondary-Apps0-06 - CPUIReady (%) 636

20

7.3

15

2.5

L

K

75

15

:"'\.

O8:00-AM 10:00 AM 200 PM C2:00 PM 000 P Oa5:0:0 P DEL00 P

Why does the counter include Ready by Limit?

Because we need to separdtes whatandthe why. The fact is the VM faces contentidthether that is
because of VM Limit, insufficient VM Shares, or high ESXi utilization is a different issue.

What is the limitation for including Ready by Limit?

You cannot use the counter to define ESXi or cluster performance. The limit has nothing to do with the
cluster.

Latency

[ t) [ F Sy O#olell NdE(| &0 KIAKOSK aY S| adzNBa GKS /t! 0e0ftsS GKIF
VM in ideal scenario. thaps to%d_AT_C countéan esxtop.

D

The diagrarhishows what it included.atencyexcludes Max Limited in Ready, but it inclu@esstop even
if the Costopwas the result of Limitt also excludes Other Wait.

Notice that HT and CPU Frequency are effect and not me¥fizscan see the impact of CPU Frequency
in esxtop%A/MPERF counter.

8 Modified from one of many Valentin Bondzio diagrams
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Time

REEERRAEE Il.-.-l..-. .h
Swap.
w:ltl (die ]

Latency also includes 37.5% impact from Hyper Threathri§SXi CPU accounting, Hyper Threading is
recorded as giving 1.25x throughpuggardless of actual outcom&hat means when both threads are
running, each thread is recorded as only getting 62.5%. This will increa€@théatency value 37.5%.

All else being equal, VM CPU Contention will be 37.5% when the other HT is running. This is done so Us
+ Latency = 100%, as Used will report 62.5% when the vCPU has a competing thread running.

Ly GKS 106203S a0SYINA2I ¢gKIFGiQa GKS @l fdsS 2F /t!
dzLJz A dQa m:>r o

5

CPULatencyalso accounts for power manageme¥thenthe clock speed falls below nomirfaéquency
CPU Latency goes up accordingly.

Because of these 2 factors, its value is more volatile, making it less suitable as a formal Performance SL.
Use CPU Ready for Performance SLA, andXRéhtion for performance troubleshooting

The following table only shows 5 VM out of 2500 than&lyzel. These Znetricsdo not have good
correlation as they are created for different purpose.

Mak Corlention Ready (al CPU|Contentlon {3) maximum) Max Ready Contenthon (&t CPU|Ready (3:) maximum)

2y E oy
=i 3 4,
o E St bl O

49 2975 % 0.54 % 5.92 %
a2 2702% (91 % 12 %
e 37.56 % 0,783 3,97 3376 %

-al

In many cases, the impact of both threads running is not felt by the application running on each thread. If
you use CPUatencyas formal SLA, you may be spending time troubleshooting when the business does
not even notice the performance degradation.

The following screenshot shows CPalencywent down when both Ready ar@ostopwent up.
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How about another scenario, whetatencyis near 0% but Ready is very high? Take a lbtksaweb
server. Both CPU Demand and CPU Usage are similar identical. At around 1:40 am mark, both Demand
YR a4l 3S A4K2¢gSR TtTHO®ppm:X /2y0SyidAaz2y G nodudg>> odzi w

CTTRE

LG : " e

wnte, vkl

L8 2]

HE TR

.
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The answerisimitd ' Yyt A1S /t! wSIRe&X Al R2Sa y2i4 F002dzyid ¥F2N
intentional constraint placed upon the VM. The VM is not contending with other VMsvare Cloud

Directorsets limit on VM so this counter will not be appropriate if you aim to track VM performance
using Contention (%) metric.

Here is a clearer example showing latency consistently lower than Ready due to limit.
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T odm-test-app-a3-Lda
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+oodm-lest-app-ad-Lvd &
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A better and more stable metric to track the contention that a VM experience is Readgtop +
Overlap +VM Wait+ Swap Wait. Note that the raw metric for all these are millisecond, not GHz.

Where do you use CPU Contention then?
Performance troubleshooting for CRgnsitive VM.

LT GKS @I ftdzS Aa f2¢63 GKS yCostdh®weraWiagemahtSaBdFCPW 2 OK
overcommit. The reason is they are all accounted for in CPU Contention.

If the value is high ( > 37.5%), then follow these steps:
T / KSO1 /t! wdzy vdzSdzSs /t! [/ 2yGSEG { 6ACGCHBKE 4D
Ensure all the CPidetricst NB 322R® LT (KS& FINB Fft 2632
are not low, check VM CPU Limit and CPU Share.

1 Check ESXi power management. If they are set to Maximum correctly, then Frequency Scaling is
out (you are left with HT as the factor), else HT could be at play. A simple solutappfmations
who are sensitive to frequency scaling is to set power management to max.

1 Check CPU Overcommit at the time of issue. If there is more vCPU than pCore on that ESXi, ther
HT could be impacting, else HT not impacting. IMHO, it is rare that an application does not
G2t SN GS 1 ¢ Fa AdGQa NI yaLIHNERJudes the2CPW im® by{ A Y L.
37.5%, a CPU that is 37.5% faster will logically make up for it.

There is a corner case accounting issue in %LAT_C that was resolvedi®BE@Xs with Latency
{SyaArAitA@dS I I A3IK 2y 9{-A codp 2NJ 2f RSNE gAff &aK:
the counter should not be relied on. This is a corner case because majority of VM should not be set with
this, as it impacts performrece of other VMs.

Wait Metrics

| put the wait metrics separately as it includes both the contention and consumption type of metrics.

9Both 6.5 and 6.7 haviéend of General Suppoon 15 October 2022nd Ed of Technical Guidan@m 15 November
2023
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CPU is the fastest component among infrastructure resources, so there are times it must wait for data.
The data comes from memory, disk or network.

There are also times when there is nothing to do, so the CPU iFfdiehypervisor did schedule the VM
vCPU to run, but there was nothing to ridthether theupper layer{Guest OS vCPU) is truly idle or
blocked by pending 1@he kerneldoesnot have the visibility. It can only see that Windows or Linux is not
doing any work.
There are 3 sumetricsthat make up Wai

1 Idle.Waiting for work.

1 Swap WaitWaiting for memory.

1 OtherWait. Waiting for other things.

CPUIWait (%) CPUlIdle (%) CPU|Other Wait (%) CPUISwap wait (%)
99.99 % 93.78 % 6.21 % 0%
99.99 % 93.79 % 6.2 % 0%
99.93 % 95.88 % 4.05 % 0%
99.85 % 96.68 % 3.16 % 0%
99.79 % 97.21% 2.58 % 0%
99.83 % 97.66 % 217 % 0%
99.85 % 97.71% 214 % 0%
98.88 % 96.75 % 213% 0%
98.59 % 96.79 % 1.81% 0%
98.56 % 96.77 % 1.79 % 0%

DdzSaid h{ A ay Qtlier Wagadnd\SvapVRitlust2iké Ether type of contentiort, @éxperiences
freeze. The time it spends undé&ther Waitand Swap Wait should be included in the Guest OS CPU
sizing formula as the VM wants to run actually.

Idle It tracks when VM is not running. Regardless of the reason in the upper
layer, VM Idle should not be included in both VM sizing, and definitely n
Ddz§&aid h{ &ATAy3ad ¢KS NBFazy Aa i
what the usage would be. Yahould address the 10 and memory
bottleneck in Guest OS level, using Windows and Linus metrics.

Swap Wait It tracks the time CPU is waiting for Memory page to come in from ESXi
swap.Addingmore RAMor faster RAMnay result inower CPU Wait, hence
higher CPU Run. This metric was superseded by Memory Contention m
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Other Wait

It tracks the time CPU is being blocked by thioidger than memory. This can be disk 10, network 10, or
vMotiond C2NJ SEIF YLX ST G(KS +aa f I &SNJ AThe ningrbfyeRsornis 2 R
gFNE YR AGQ&a KIFENR (2 LAYLRAY(d SEFOGfteée sKAOK 2
A0KSRGNF OSasz FyR 0dzad2Y QOLINROGSad® | Sugshbisad S G SNJ
common reason hefd, that it was mistakenly named & Wait

The formula is:

Other Wait = Wait o0 Idle & Swap Wait

The above is a formula at VCF Operations.

Actions you can do to reducether Wait
1 vMotion the VM.
1 Remove Snapshot
1 Update to the latest build of ESXi (incl. physical device drivers), virtual HW and VMware Tools
(virtual device drivers).

If this happens to multiple VMs, find commonality. If the above is not helping in your case, file a Support
Request with VMware GSS and tag me. Please mention that you get it from here, so | have a context.

| plotted Other Wait for 4000 production VMs. Surprisingly, the valuetisow.

SR ® 0-05(%
® 05-1(%)
L ®1-2%)
632 e ®2-3(%
ey ®3.5%)
5- 7.5 (%)
e ® 7.5-10(%)
® 10-100 (%)

20, 25%

| was curious if the value corelates with CPU Ready -@tdpo From around 4000 production VM in the
last 1 month, the answer is a no.

OBased orthisKB articl® ayl LJAK2G AyONBlFasSa (GKS NBIFIR 2LISNIiGA2Ya
fetching the correct data. Write is not impacted as you simply write a new block and not updating existing one.
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{AyOS

What do you expect?

MName

RP.

RP.

RP..

HSS.

GP

RP.

RP.

Worst Ready

2783 %

24.04 %

2384 %

2085 %

19.4 4

17.08 %

10.14 %

9.4 %

D07 %

ayl LakKkzi

Name  95p VM Wait

Ep,

SCr

har_.

ATL..

mig

edd..

cm...

mig

darr

cm...

Again, negative corelation. None of the VMs with high VM Wait is experiencing latency. Notice | fut a 99
percentile, as | wanted to rule outaofieA YS 2 dzif ASNXY LQY LJ 20 dssyely (GKS

2002 %

19.59 %

17.83 %

1659 %

1469 %

12.75%

Waorst VM Wait

2N13%

2345%

19.06 %

79 %

16.62 %

18.08 %

15.71 %

Worst Co-stop

29.26 %

16879 %

21.04 %

7a7T %

2158 %

151%

.62 %

10.05%

f.r2%

Ad FYy20KSNI LRGSYGALl ¢

Worst Outstanding 10

0.4 OKDs

O CIOs

087 Di0s

048 CHOs

0 QI0s

1.55 QI0s

0.02 DI0s

O Q0

D.0005 OI0s

LEROIRS, (8

near to the max, indicating sustained problem.
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Worst VM Wait

663 %

10.4 %

4N %

076 ms

887 ms

.14 ms

.67 ms

oms

Section CPU

S8R VM Wait

04 %

C.OT %

.06 %

Worst Read Latency

Worst Winite Latency

6.67 ms

3287 ms

1B.53 ms

15,47 ms

633 ms

Oms

5.36 ms

Odzf LINA G =

Page94

t

[atN

T A NI



PART 3 OF 4: Counters

LRI

R L e AL

Likg?

It turned out to be true. It has sustained VM Wait value around 15% (above is zoomed into 1 week so yol
can see the pattern).

LQY OdzNA2dza ¢oKeé A0Qa 42 KAIKD® CANRG GKAy3I Aa 0
all low.

.,LHJ:JI-IL 11[1 | l IJ.L l.\li

Using VCF Operations correlation feature, | checked if it correlates with any other metric. The only metric
it founds is Idle, which is logical they basically add up to 100% when Run is low.

Take note of &nownaccounting issuéhat wrongly inflates the value of Other Wait and esxtop
%VMWait

Consumption Metrics

Consumption metric covers only utilization. Reservation and Allocation are properties, not metrics.

The following table shows the 5 VM utilizatioretrics

Counter Unit Source Observability
Run Millisecond  ESXi VvCPU level
Used Millisecond  ESXi vCPU level
VM level
Usage MHz vCenter vCPU level
VM level
Usage % vCenter VM level
Demand MHz ESXi VM level

Note: CPU Useand Usagat the VM level includes thgystem time and other charges that is not
associated with a particular vCPU. If you sum up the vCPU amounts, you will notice a small gap to the
amount at VM levelYou can verify by comparing the values show on the vCenter performance chart
legend.
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Performance Charl Legend

Run | Net Run

Run is when the Guest OS gets to run and process instruction. It is the most basic counter among the CPU
consumptionmetricsp L Uo@¥couiités Sot affected by CPU frequency scaling and hyper threading. It
does not check how fast it runs (frequenoy)how efficient it runs (SMT).

Run at VM level = Sum of Run at vCPU levels

Since the unit is millisecondhis means the value of CPU Run at VM leaakexceed 20000 ms in

vCenter.

The following screenshot shows CPU Run higher@Rid Usett 2 S OF y Qi GStf AT GKS
by power management or hyperthreading, or mix of both.

Advanced Performance
CPLU, O3/08, 2021, D000 PM - 337082031, 20340 PM Porod Real-ime T Qpie o &

il ) | | . ! |
AN by Y '*-.-'f‘r"l EAR Y add T g "»,-ll I\.-H—"v-»-" l-'\-""'r"'i..if\.f M N M) I-..-w‘c,-ﬂ._?

Parformance Chart Legend

Vay Ol Mo i rw e

CPU Run does not account for the following
1 Interrupt
1 System timelO performed by hypervisor has to be chargpetkto the VM.
1 Power Management or CPU Frequency Scaling
f Simultaneous Multithreadin¢Hyper Threading as Intel calls it)

Because CPU Runedmot take into account this external work, and not aware of CPU speed andi$iT, it
suitableas input to size the Guest @8d not the VMThe portion that needs to be removed is Overlap.
VCF Operations added a new counter in July 2024 called Net Run

The formula is:

Net Run=Run 3 Overlap

As you can guess, Net Run cannot hit 100%.
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Used | Usage
¢KS 2021 2F /t! wdzyy YSGNRO YSIya At OFyQid Fya,

How fast is thexung?  All else being equal, a 5 GHz CPU is 5x faster than a 1 GHz CPU.
¢KS FFradsSNI AG OFy O2YLX SGS | G a
see somanetricsin MHz because they account for this speed.

How efficient is the If there is competing thread running in the same core, the 2 threads hav

orung? share the core resourc&oth threads do not drop their CPU frequency, b
GKS O0eoftSa GKFG SFOK GKNBIR NBOS
think in terms of cycles and not frequency

This is wher&SXi introduces the CRIded(ms) counter

vCenter then adds Usage (MHzgtrics so you can see the total footprint of the VM in terms of CPU
cycles.

BTW, if the English worgsageconfusesyou, think of CPU Cycles Completed or CPU Throughput instead.

By covering the above &PU Usedovers uses cases th@PU Rudoes not.
1 Amount of work done.

1 VM Migration. Moving VM to another ESXi requires that you know the actual footprint of the VM,
0S0ldzaS GKIGQa oKIG GKS RSadGAylrdAzy 9{-A yS

9 *a / KIFENBSOIFIO|l® ,2dz aK2dzf R OKINAS (KS FdzZ t O
the VM. In fairness, you should also chargeadhaialutilization, and not rated clock speed.

Used

Here is how Used differs to Run

Used Used [consider HT & Frequency Scaling)
VM1 CPUO
v Run (fixed clock time) System
| Run continues to accumulate.
Over ap But Cwerlap acoouwnts for it
VM 2 CPU O Rumn

Based on the above, you can work out the formula for VM level Used, which is:

VM level Used =Run - Overlap+/ - E +System+VMX + MKS + Helper
VM vCPU level Used = Run - Overlap+/ - E

WhereEis the combination of

1 efficiency gained from CPU Turbo Bodsiis is significant, could be 50% more when other
physical cores in the socket are idle.

Chapter:PART 3 Section CPU Page97



PART 3 OF 4: Counters

1 efficiency loss from power savingghis is also significant.the frequency is dropped to 40% of
the nominal frequency, we consider 60% of the CPU time was stolen.

1 37.5% efficiency loss from CPU SE3Xi accounting recorti as 1.25x overall gain, hence each
thread drops to 62.5% only. This is a significant drop that should be accounted.

MKSis typically negligiblelhis thread is dedicated strictly to processing the video frame buffer, mouse
coordination, and console graphic renderitigaccounts for CPU cycles spenk A f S cansbolilz@tthl B
the VM, where you use mouse and keyboard on the virtual screen.

VMXhandles VM power states, configuration alterations, and Héykel virtual hardware emulation
outside the execution enginén esxtop, System time is charged to the VM VMX world.

Helper covers thesynchronous Bf O helper worlds, virtual storage controllers, and background kernel
threads specific to that VM instanc€&his metric imegligible

Because Used accounts for the actual frequency, you may expect it to be measured in GHz and not

millisecond. TB a O2y @SNB A2y ¢ FNRBY DIT (G2 YACLEkhowd ®ddigeyR o1 a 0l
bit of mental mathematics
Quiz:

1 2Keé R2Sa (KS T2N¥dzZ | adGlrdiS +a tS@StzX YR y20G AYF
Answer.CPU Used has a different formula at VM level and vCPU level. At vCPU level, it does not
include System Time. At VM level, it includes the work dortadkernelthat is charged at VM
level, such as System and other worlds.

T 126 gAff !'aSR O2YLI NB 6AGK wdzy Ay 3ISYySNIfK 52 @32
what can cause it?

For example, a physical chip comes with 2 GHz as its standard speed. ESXi may increase or decrease this
speed dynamically, resulting iorbo boost or power saving. If ESXi increases the clock speed to 3 GHz,
Used counter will be 50% higher than the Run cour®derGuest OS (e.g. Windows or Linugjsion

was not aware of this performance boost. It repedta value based on the standard clock speed, just like

Run does. On the other hand, if ESXi decreases the clock speed to 1.5 GHz, then Used will report a value
that is 25% lower than what Run reports.

I/saoce

Usage is Used + work done by kernel on behalf of the VM. This is why you see a gap on VM that processes
a lot of network packets or storage commands.
There are two metrics:

1 Usage (MHz)

1 Usage (%)
Usage (%) is only available at VM level. Usage (MHz) is available at both vCPU and VM level.
Usage (%) = ( Usage MHz for each vCPU + VM level load ) / VM Static CPU Speed
These 2netricsdo not exist in ESXmeaning theyonly exist in vCenter.
The reason is Usage (%) is not available on a per vCPU basis, while Usage MHz is. The 2 charts are also
verysimilar butnot 100% identical. Notice in the following screenshot there is time where they are 100%
ARSY(GAOItSX YR GKSNB Aa (GAYS GKSeé NP y2i0 aé& 3IdsSaa
a per vCPU basis.
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Usage (MHz)

CdzNb2 .22a0Qa AYLI OG 2y !al3aS Aa NBlIfe Ly GKS
by a sizable amount.

Monday, Mar 17, 095832 PM
esx-01a-CEJR - CPU|Usage (MHz) : 20,435.4 20K
esx-01a-CEJR - CPU|Total Capacity (MHz) : 16,800

1?.55
15K
125K
/10K
75K

5K
12:00 PM 02:00 PM 04:00 PM 06:00 PM 08:00 BM 10-00 PM
[ SGQa R2 | OFftOdzZ | GA2y a2 &2dz Oly |ljdZ yaaATe GKS
Review the following example. This is a single VM occupying an entire ESXi.

The ESXi has 12 cores wittmtinalfrequencyof 2.4 GHzThe number o$ocketsdoes not matter in this
case.

Since HT is enabled, the biggest VM you can run is a 24 vCPU. The 24 vCPU will certainly have to share
O2NB&as odzi GKIF(GQa y2d 6KIG SQNBE AyuSNBaliSR KS|
What do you expect the VM CPU Usage (GHz) when you run the VM at basically 100%?
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Turbo Boost

Hyper-Threading

M

Well, that depends on the atlore turbo boost of the CPU.

The result above is slightly less than 39 GHz.

If there is no turbo boost, the answer will be 36 GHz.

2 Keg y20 ptdc DIT X 0S0FdzdaS AGQ& wn @/ t! E won DITK

Because HT does not yield 2x. It yields 1.25x only. At the end of the day, the one that does the
computation is the core not the thread.

12 cores x 2.4 GHz 1.25 HT = 36 GHz total capacity with hyperthreading enabled.

In the preceding example, power management was enabled. Naturally Turbo Boost kicked in, albeit not
so dramatic as all the physical cores were turbo at the same time.

You got around 39 GHz, a small increase over 36 GHz. For2dlasislz x 12 cores x 1.25 HT x 1.08x
Turbo Bogt.

What happens when we disable turbo boo$tK I 1 Q&4 ¢gKI &G ¢S RAR 0 LRAY(d m Ay
CPU Usage drops to slightly below 36 GHz.
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Usage (%)

The following is a single vCPU production Windows Server. Both CPU Usage (MHz) and Demand jump t
over100%. Their values are identical for almost 30 days. The VM had near 0% Contention (hot shown in
chart), hence the 2 values are identical.

L= W =

i

May 12 iy 14 iy |8 Felay May X My 2 May 14 Rliry M Bay Lo T it | ILF

— pulraaraaswgl - CPUIDemMand (MHT) slsrargrweregey - CPUIURage (MHT)

Around 12 May,K S +a SELISNASYOSR a2Y$8 O02yiSyidAazyo ¢KI G

Usage vs Net Run

What do you notice on the following chat?

Saturday. Mar 29, 060833 P

# CentosB-DontTouch - CPUIUsage (%) 144.1
l] & CentosB-DomTouch - CPUIMNet Run (%) - 99,665
il i ey - qu——u--p—v——-.._-.f—m-—w—w-

Yes, Net Run was basically flat out at 100% for 24 hours. The value did not exceed 100%. Usage on the
other hand, was wildly fluctuating. By now you should know why

What do you notice on the following chart?
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45

L '|.|-'l,l|'|l. LAl X
I ‘I|1[ M;U "||‘V _

35

s
D500 P 0900 P hfar 18 0300 AM DED0 A D200 &M 12200 P 0300 PM 600 P

— S3G0-Trial-UAT - CRU|Usage (%) — 5360-Trlal-UAT - CPU|Net Run (%) x
CPU Usage is both higher and lower than CPU Net Run. Why is that so?
'al3S A&a INBlLGte FFSOGSR o0& /t) aLISSR IFyR LR2gSNI Y
Run.
Generally speaking,uding high utilization, Usage (%) will osreport due to CPU turbo boast

10

a0

rie

Saturdisy, May 26 10448:02 Pl
® 307, 1_GEa_tor _ELC_upgrade_node_1 - CPUINaT Run %) : 83.01 B0
® B.T_GA_for_ELRC_upgrade_node 1 - CPUIUsage (%) 79.593

During low utilization, Usage (%) will under report due to power savings

&0
40
Sunday, May 26, 053050 PM
8 VC-8.10.3.23503023-YIDE-Primafy - CPLINat Run {%) - 12158
8 VC-8.03.23503003-vIDE-Primary - CPUILIsage (%) . 10.1 2

Overall

| plotted 1102 VM with Usage (GHz) > 2 and Usage (%) > 50%.
The rectangle is VMs that likely get upsized when there is no need. Usage > 90% but Run is < 90%.
The red line shows that Usage tends to be 25% higher.
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CPU Net Run (%) vs CPU Usage (%)
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CPU Usage Disparity

This metric is required to convince the owners of the VM to downsizelthgiex a 8 ® L G Qa @S NI
for owners to refuse sizing it down even though utilization is low, because they have already paid for it or
cost is not an issue.

[ SG4Qa Iy SEFYLES® ¢KAA +a Kla mnn @/t! o Ly GKS
(%) counter never touch 40%. Demand is only marginally higher. Idle (%) is consistently ~20%.

STRITRETTITTEITY ruTRNTHERPTm i bbb TSP i APt o uwull_hvlw

All the keyperformancemetricssuch as Guest OS CPU Run Queue are low.

Obviously the VM does not need 104 vCPU. How to convince the owner if he is not interested in refund?
¢KS 2yfte Fy3aftS tSTG Aa LISNF2NXIyOSo . dzi GKSy g
1. CPU Run Queue inside the Guest OS is low. Decreasing CPU will in fact increase it, which is wor
for performance.
2. CPU Context Switch is high from time to time.
3. CPU Cevtop is very low (max of 0.006% in the last 90 days). Decreasing CPU may or may not
YE1S A0 2SN wS3k NRf Sal Waitarid Qwiap WAEINS t SO y i @
4. CPU Ready is very low (max of 0.14% in the last 90 days).

The only hope we have here to convince VM owner is to give insight on how the 104 vCPU are used.
There are Zndsof the spectrum:

At oneend, all 104 All are running at that low 20%. This triggers an interesting discussion on wt

are balanced the application is unable to even consume a single vCPU. Is this inefficiency
reason why theapplicationvendor is asking for so many vCPU? Commercially
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AGQa gslraldAay3a | t2G 2F az2FaG6l NB f A(
Imbalance Some are saturated, while others are not.
1 The Peak among vCPU metric will capture if any of them is saturatec
This is good insight.
I The Min among vCPU is not useful as there is bound to be 1 vCPU ¢
104 that is running near 0%.

I The delta between Max and Min will provide insight on the degree of
usage disparity. Does it fluctuate over time? This type of analysis he
the application team. Without it they have to plot 104 vCPU one by o

In reality, there could be many combinations in between the 2 extremes. Other insights into the
behaviour of the 104 vCPU are:

1. Jumping process. Each vCPU takes turn to be extreme high and low, as if they are taking turn to
run. This could indicate process ping pong, where processes either do frequent start/stop, or they
jump around from one vCPU to another. Each jump will cestairdate context switch, like the
cache needs to be warm up. If the target CPU is busy, then the running process was interrupted.

2. CPU affinity. For example, the first 10 vCPU is always much busier than the last 10 vCPU. This
YI18a @2dz KAY] 6KeX +ta AGQa y20 y2NXIf

Naming wise, vCPU Usage Disparity is a better name than Imbalance vCPU Usage. Imbalance implies that
0KSe& aKz2dzZ R 6S o0FflyOSRYI gKAOK A& y20 GKS OFraSo LGQ
OS because VCF Operations lacks the necedséniity inside the guest OS

Ouiz!

Review the following. How can the average utilization is only 12.% yet the Usage Disparity is >100%

B e S e

Gunday, Dec 8, 015321 FM
# WRNI--6.14--Platfarm - CPUIWCPU Usage Disparity (%) : 131,829
wvRNI—-6.14--Platform - CPLUINet Pun (%) : 12.49562 &0

P A F2e00 AM 100 AM 1200 P 0100 PM 1200 P 300 P D2 PM

To answer, we need to plot each vCPU one by one.

Below is what we get.
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2500
sunday, De SARTE P
& 'WwyRN|--6.14—-Platfarm - CPUOIUSage (MHz) | 2,636.4 o
wiRMI-6,14—Platfarm - CRUTIUsage (MHzZ) © 2,000
wiRNI-6.14—Plattorm - C Lisage (MHz} : O
wiRMNI—-G. M—-Platfarm - CPLLZIUSAge (MHZ) 0
® wvRNI--§.14--Platform Usage (MHz) - O
Wy RN, 14 -—-Platfanm = (MHZ} O LS50
& wRMI—§ 14—-Platform Usage (MHz) O
& wiyRMNI--614—-Platlor (s lsane (MHZ) 0
1,000
500
Q500 P 0510 P D520 FM 15:30 PM D540 PM 0550 FM

Why only the first vCPU?

My take is uniprocessor kernel. It was compiled without SMP support.

Why did it go above 100%?

CKFdQa /t! CNBljdSSyOed ¢daNb2 KFa (AO0O1SR Ayo

Demand

5SYFYR A& aAYAfFNI G2 !'al3Se LG RAFFSNEBR G2 ! al 3
what the VM utilization would be had it not experienced @sue including hypethreading.

Demandis not what Usage would be had the VM got everything it demanddds metric is for the kernel
resource scheduler. Ignore it.

Just to assure you, get a VM with high CPU Ready aisiopdhat was intentionally caused. Set a limit. |
did that, and here is what | got:

Co- Stop: 8.78%
Ready: 15.91%
Wait:  13.16%
Run: 62.15%

Total of the 4 = 100%.
This is expected. So far so good

But then here is what | got for Demand (%) and Usage (%):
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sunge el ——

— e u
L fi .
1 o \\\

Demand is identical to Usage, despite Contention (%) being near 0%.

The reason is Demand is a kernel internal metric. From the kernel perspective, the VM did not demand as
limit is intentionally set.

In the event the VM vCPU is running on a core where both threads are busy, the value of Usage will be
37.5% lower, reflecting the fact that the VM only gets 62.5% of the core. This makes sense as the HT
throughput benefit is fixed at 1.25x.

If there is no competition for resource, Demand and Usage will be similar.
¢S I t221 G GKS F2ftf2gAy 3Dama@icyid ktldsagfN® Y @/ Sy G S
)

What do you notice?
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CPU, 01/27/2023, 1:58:40 PM - O1/27/2023, 2:5... Penod, Real-time Chart Options View: Custom Iy

Kay Measuremant Blaximum MiFIFmum Averacps

Demand
. Lisage in MHz 1.501 L B772933

How can Usage be higher than Demand at some of the point?

The reason is Demand is averaged over a longer, ffiveng it ssteadiervalue.¢ KI 4 Q&4 ¢gKeé GKS
shorter but wider. Notice the average over 1 hour is higher for Demand.

Due to Turbo Boost, Demand (MHz) and Usage (MHz) can exceed 100%. The followingZBd 32

Hadoop worker node. Notice it exceeds the total capacity multiple times, as total capacity is based on
oFasS Oft201 aLISSR® 5SYI yR only RV riniihgZu@l thedstBas mdkeS y (G A O
than 32 cores, hence there isssue

[ L=d i TR 2 K] =
g { ki 104, CAG:13 2| fl i o
i . 1+ P wachy (MHzl- B 0748 | | i o
A i & w s I - « [ Y 4 k i1 I A \ A i
| [ |I I\ I .|I| h: ;i |: || ! 1 " II | -
1 | | 7} [ ' 1| ITIIY B | il
[l 11 | | | NIy I 11 1
| | | | | | | | | ] | 11 11 | | | [ ] "
| ] | | | | | | | 5 P ¥
| | | | | [ 1011 , | 1 i
L[] ] (1 | | || 11 1] . . L 11 o
| (| | | | | | | [ | | : i | '] | -
| | | 1 1 | | | |
URWEEEN | 1) | ERAVANLIRYENRRR "l","l
| # 1 f | B | | B | | I | i |
\ f Lt f !-\. | I 1 b ;-,‘:I /Y N | f d J I_|l Ll I o rL_I

hiteész y2¢ G(KFiG &82dz K9S &2YS 1y26f SR3IST tSiQa

Quiz TimeLooking at the chart below, what could be causing it?
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Why didDemand jump while Usage dropp2dM CPU Contention (%) jumped even mak#at is going
on?

And why is that Contention is much more than Demagrhdsage?
The reason whpemandmetricjumpsA @ (G KS za ¢l yiSR Y2NB @/ t! & ¢KIGQa
Usage dropbecause theadditionaldemand could not be met.

The VM experiences contention, which includes hyperthreading sharing. | did not include CPU Ready, Co
stop, Overlap, VM Wait and Swap Wait, as they do not matter in this case.

From the chart you can see that the formula ¥dv CPU Contentiom Demandg Usage. Contention (%)

is around 20% when Demand is 25% and Usage is 15%. The reason is Contention accounts for both CPU
frequency and hyper threading, while the difference between Demand and Usage is only hyper

threading.

VCF Operations provides a percentage metric for Demand. The formula is

Demand (%) = Demand (MHz) / Total Capacity (MHz) x 100

Source wise, the metric in VCF Operations simply map€énter countecpu.demand.average

System
A VM may execute a privilege instruction, or issued@mands These 2 activities are performed by the
hypervisor, on behalf of the VM.

|O processing differstondnh LIN2 OSaaAy3 | & Al KIF-a G2 0S8 SESOdzi SR
Guest OS, and then in the hypervisor storage subsystbetause each OS has their own storage
subsystem. For ESXi, fiistwork stack alsdasti 2 R2 LINE O SbBasell sfadageh ¥ A G Qa | Lt
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.....................................}.

1%t Processing 2" Processing

Guest OSvCPU 1 Utilization

Guest O5 processes 10

VM 1vCPU 1 Run Other Wait

Corresponding CPU at WM level
Waiting for 10

VM 1

Charged at VM level, not at vCPU 1

System

Vhikernel processes 10

|0 is processed 2x. First by the Guest OS, then by the Hypervisor

ESXi typically uses another core for this work instead of the VM, \e@iut that that VM vCPU in wait
state. This work has to be accounted for and then charged back to the associated VM. The System
counter tracks this. System counter is part of ViMbtld of the VM

DdzSaid h{ A ay"piocdssing. NIBinks the diskisSslower as it has to wait longer.
If there is snapshot, thethe kernelhas to do even more work as it has to traverse the snapshot.

The work has to be charged back to the ¥Mce CPU Run does not account for it. Since this work is not
performed by any of the VM CPU, this is charged to the VM CPU 0. The system services are accounted 1
CPU 0. You may see higher Used on CPU 0 than others, although the CPU Run are baldinbed for a
£/tlad {2 GKA&a Aa y20 | LINZ othe&efneldodsNie CRPU accaudtiids R dz

The System counter is not available per vCPU. Reason is the underlying physical core that does the 10
work on behalf of the VM may be doing it for more than 1 vCPU. There is no way to break it down for
each vCPULhe following vCenter screenshot shows the individual vCPU is not shown when System
metric is selected.
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Chart Options  arc *
5 -=Gefec] ophom-- Eave Cptions As
Ehart Mmiicy Eafnc? coontors for thes chart
_ [— [ Linita riminad b S Ty [r——

s i M T M e U 4 e W e

el time Select oinjact for this chart

# . B terge osjets

Type  Lire Oraph

ESXi is also performing 10s on behalf of all Weisare issuing 10s on that same timm®ot just VM 1The
kernelmay serialize multiple random 10 into sequential for higher efficiency.

Note that | wrote to CPU accounting, not Storage accounting. For example, vSphere 6.5 no longer charges
the Storage vMotion effort to the VM being vMotiad.

Majority of VMs will have System value less than 0.5 vCPU most of the time. The following is the result
from 2431 VMs.

Sample taken from 2431

099% —  __— Production VM.
1.97% 3 ® 0-5(Second(s)) For each WM, we take the
) highest System time value
® 5-10 (Second(s)) in the last 4 months.
® 10 - 20 (Second(s)) That means each VM has
0 - 5 (Second(s})) @ 20- 40 (Second(s)) 535000 datapoints. We
95 8%, take the max of these.
(2331/2431) ® 40 -1.000 (Second(s)) Almast 98% of this Max
¥ falls under 10 seconds,

which is half a vCPU
95.89%

On IO intensive VM like NSX Edge, the System time wibhtieeable as reported byhis KB articleln

this case, adding more vCRI make performance worse. The counter inside Linux will differ to the
counter in vSphere. The following table shows high system time.
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Provisioned CPUisystem (ms) 4
32 wCPLis 74124 27 ms
32 vCPUs 68,0048 ms
4 vCPUs 3964513 ms
4 vCPU 35,389.27 ms

Reservation

CPU Topology Assigned at power on (T)

Reservation 888 4 MHz
Limit Unlimited b GHz
Shares MNorma

The number is only available in MHz or GHz, not in vCPU. That means when you move the VM to an ES
of different frequency, you need to adjust the number manually.

Quiz!

@ Y26 L K2LIS e2dz @NBilo& A VSINKIOR AKS (RISNK2 dz5ed 2
and Cluster) varies. Each has their own unique behaviour. Because of this, you are right to assume that
GKSe R2 y20 YI L yAG&tydurkndave@yé a GKS adalk ol e [ SdQa

VM vs ESXi

Review the following chart carefully. Zoom in if necessary.
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The vCenter chattaboveshowsa VM utilizatiormetricsfrom a single VMThe VM isa large VM with 24
vCPUWrunning controlled CPU test. The power management is fixed sodtaturominal clock speed.
This eliminates CPU frequency scaling factor.

The ESXi only has 12 cores. Hyper threading is enabled, so it has 24 threads.

The VMstartsl i pumidzatioe = A GK SIFOK @/t! LAYYSR (2 I RATFSNBY
ramps up over time until it reaes100%.

Why do the three metricsmoved up differently? What do they measure?

b2¢g tSGQa 221 +G GKS AYLIOG 2y GKS LINByd 9{-Ad LI
9{ - A LIKeaAOlIf O2NBAUMPIKEIIiKSyaat &S| NI WibJ>dztd 2 GSNI
100%.

11 Provided byvalentin Bondzio
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Why does CPWsage moves in tandem with Core Utilization, but Utilizatrmved up differently? What
do they measure?

[ 8608 ONBI] Al R26YX

At the start of the test

The VM runs 12 vCPU, but each vCPU was pinned to each ESXi core. So all cores are 100% utilized, bu
each running 1 thread.

VM CPU Run (ms) is 24@Kliseconds which is 20K misecondsk 12 (half of its 24 vCPU).

VM CPU Used (ms) is also at 24t@iiseconds There is no loss from overlap, the VM does not do much
10, and no efficiency loss/gain due to.HT

VM CPU Usage is 50%.
So at this point, all etricsof VM CPU are 50%.

The counter at ESXi tells a different story. The ESXi Core Utilization (%) immediately went up to 100%
while Utilization went up to only 50%. The reason is Core Utilization measures whether the core is used
or not. It takes a different perspective.

Usage (%) is identical to Core Utilization in this cheeause CPU frequency is static.

On the other hand, ESXi Utilization (%) looks at if each thread HT is running or not. It does not care abou
the fact that the 2 threads share a core, and simply roll up to ESXi level directly from thread level. This is
gKe AlGQa aKz2 g A ysivhethetathiead is fufinin@oy fio at &y pdibt in time.

Chapter:PART 3 Section CPU Pagel13



PART 3 OF 4: Counters

Durine Ramp Ubp neriod

VM is being ramped up steadily. You can see miéBicswent up in steps.

VM CPU Run (ms) ramps up from 240K to 480K. All 24 vCPU has 20K ms value, which equals to 100%.

+a /t) 1aSR oYao ol NBfte& Y2@8SR® CNRY HnnanY (G2 onnYd ¢
HT only delivers 1.25x throughput

VM CPU Usage (%) ramp up from 50% to 62.5%, also demonstrating awareness of contention due to HT.

Used (ms) = Usage (%)

ESXi CPU Usage (%) counter stayed flat at 100%. The reason is all 12 cores were alread\tmisy
metric is capped at 100% hat means VM CPU Usage (%) is aware of HT, but ESXi CPU Usage (%) is not.

ESXi CPU Core Utilization (%) matches VM Run. Both went 2x

Towards the end of the run

VM CPU Run is at 480K ms. This counter is suitable for VM Capacity sizing, as it correctly accounts that
each vCPU is used by Guest OS.

VM CPU Used is at 300Klliseconds, which is 62.5%.

VM CPU Usage (%) is at 62.5%. On aveeagbpf the VM vCPU only gets 62.5%. If you use this for your
VM capacity, you will getthe wrong concluslord A G Qa | f NBl Ré& NHzyyAy3d wmn x>

ESXi CPU Usage (%) is at 100%. This makes it suitable from Capacity viewpoint, albeit too conservative. It
is not suitable from Performance, as you cannot tell if there is still room.

ESXi CPU Utilization (%) is at 100%. Because it tracks the ramp correctly, it can be used from
Performance. You can use it f@pacity, but take note that 100% means you get performance hit from.
In fact, at 50% the HT effect will kick in

When Run is lower than Used

¢F1S  t221 F 4 0KAa-stepdshothppliosble.l aAiAy3ItsS @/t! 3z a2 02
The ESXi clock speed is 2.095 GHz, so the VM has a capacity of 2.095mdHz.imposed at 2 GHz.
2 KFGQa @2dz2NJ 02y Ot dzaAz2zy 2y (KS 5SYFIYR FyR !alF3asS O2dzy

They are basically identical, hovering around 1.96 GHz. If you use the 2.095 GHz as the 100%, basically
both countersare flat around 94%.

2 K& INB GKS& aAYAflINK {K2dzZ RyQlid 5SYlIYyR 06S KAIKSNX
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| Ssturday, Jan 8, a2 by KW
|- avl-poc-dops-NTeY - CPUITotal Capacity (GHI) 21

21

| @ avl-poc-dopst-MTeV - CPUIEH=Ctive tmit (GHZ); 2 il
| wavipoc-dopsi-N ey - CPUILIsage (GHr) | 19574
| mayl-pes-deost-NTey - CPUIDemand (GHe) 1,985603
| = - - - 2
WWW%WWWW 1495
10
OX00 P O 00 P8 0500 Fré Jar g DE00 AM OB D AM OG0 AM 12200 P 0300 Fra
b2g tSGQa asSS GKS | AaSR o6Yauv YSINROO
LGQa Ftftaz2 FElL4X FNRBdzyR mycnn Yad !aixy3a G§KS wnn.
think Usage (MHZz) contains non vCPU worlds (e.g. MKS)
b2¢ tSGQa LX20G wdzyy oYao Fft2y3JaiRSe 2Ka Aa Ad Y
=R WAl i — e = £ S . e RV AL SR CRt =
Saharday, Jan B 0F0E4AT AM
o &vl-poc-dopsl-NTEV < CPU(Used (ma) - 18,621.27
| ® avl-poc-dopsl-NRY - EPUIRUN (me) - 13,2174 Tk
HK
P VS —— -, SR '\l--—-—ﬂip-_.-_-_—-ﬂ-_-
12K
=3:00 PM (= Rl D5t Pt dam & O30 AR O AR 0200 AW 12:00 P4 O30 P
Why is Used consistently 41% higher than Run?
Answer is CPU Ready.
If you sum up Run + Ready + Overlap + Idle, it will be 20000.
Bt 20K
—-— - = 15K
Saturday. Jan 6, 03:38:00 PM
® avi-poc-dopsl-N7eV - CPUIRuN {ms) : 13,196.6
& avl-poc-dopsl-N7ey - CPUIReady (ms) : 6,802.4T7
® avi-poc-dopsT-N7eV - CPUlOverlap (ms) - 2.87 0K
® avi-poc-dopsl-N7ey - CPU|Idle (ms) ; 013
=14
o
G100 P 0200 P 03:00 P - 0400 B 05:00 PM 0600 PM
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When Run is higher than Used

b2¢g fSGQa t221 4G GKS 2L122aAidS A0Syl NA2O®

This VM is &4-bit Ubuntu running 4 vCPU. Used (ms) is around 44% of Run (ms). The VM had minimal
System Time (ms) and Overlap (ms), so Used is basically lowered by both power savings and CPU SMT.

T Y W ST e e

In this example, if Run is far from 100% and the application team want faster performance, yoer answ
isnot to add vCPU. You should check the power management and CPU SMT, assugontgtiten
metricsare low.

COAI

Throughout this book, | always cover the contention metrics first, then consumption. Why is it that | swap
the order for ESXi Host?

Because in the provider layer there is no contention. The one that faces contention is the consumer (VM).

Consumption Metrics

G{LIKSNBE /tASYyd | L LINRGABRSamptogO 2 dfyRi SANEI 20 A1 NI NI O INBR{S N&

Counters Rollups units Stat Type Description

Core Utilization Average i Rate CPU utllization of the corresponding core {If hyper-threading Is enable

Demand Average MHz Absolute The amount of CPU resources a virtual machine would use if there we

Usage Averace Rate CPU usage as a percentage during the interval

Usage In MHz Average MHz Rate CPU usage In megahertz during the Interval

Used Summation ms Della Tatal CPLU usage

Utilization .rinx.“._'l.,|'\_|:_- Rate CPU utilization as a percentage clur ing the interval (CPLU usage and C}
Why 67
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[ 8GQ8 RAQOS Ayi2 G(KS dzaiAtATFiA2ZY YSGNROE SAGK |

Quiz: 50% or 75% or 100%?

Hope you like the tour of VM CRidcounting.Now apply that knowledge into ESXi and explain the
following:

The above is an ESXi host, showing 3 types of utilizat&irics
One shows-50%, indicating you have capacity.

The second one shows 100%, indicating you do not have capB@ny, this was the old version,
where the metric was capped at 100%.

T The 39shows~70%.
WhichmetricsR2 @ 2dz G 1S FNmmaidES OKSYyAK / t ! a

They also do not move in tandem. Towards the end, both the black line and green line fluctuate, but the
blue one was flat at 100%. Why?

{AyO0S (KS 3IANILK A& | oAlG avyltftzr tSiQa 122Y AyY
Performance Chart Legend
Ky Lropect Maazuremeani T Rollu
=

=

Notice they have similar pattern, but theiensitivitydiffers.
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1  Why is Usage (%) = 100% when Utilization (%) is around 47%? The gap is more than double. What
could be causing it?

f  Why is Utilization (%) fluctuating yet Usage (%) remains constant? Notice both Utilization varies
between 45% and 55% while Usage remains flat at 100%

9 WKé A& /2NB ! Grxbldd KGARYG SRDPSA YAl KSOGdz £ €& YSI &dzN

Hish Load Example
LGQa SIF&aASNI G2 GKAYy] GKS YSGNRO !'GAtAT I GAR2Y &30 | &
., 2dzOQNB St 02YS o

The preceding example shohread! G At AT | GA2y &2 0 Yzahate o06St26 pmrd [
where at least half the threads are utilized.

What do you expect the value of Usage (%) and Core Utilization (%6)?

Notice the Utilization (%) metric went up from ~80% to 90%.

At around 80%, not all cores are running all thediffhis means a few cores were idle, despite most
cores running both threads. Yes, that indicaitebalance.

As Utilization (%) reach 90%, the Core Utilization got closer to 100%, whiclaistietelimit.

Lak3asS &:0 gla O2yadlydate Fo20S mnm:x Fa AGQa O2YLIE N
was constantly running above the nomimal speed. Notice the pattern of Usage is not as volatile as

Utilization (%). The reason is hyperthreading only gaifsx.

Core vs Thread

If Core Utilization (%) is < 2x of Thread Utilization (%), you have imbalanced. Some cores are running 2
threads, while others are idle.

HT and power management is done at core level, not thread. This creates complexity in rolling up the
counters at thread level to core level.

[ SGQ& &aGFINId ¢KS o0laA0 dzyAld A& GAYSE SELINB&aaSR Ay H
20000 ms = 100% at the core level. This means the value remains 20000 if you disable HT.

Since there are 2 threads, what happens when both are idle?
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You assigned Idle = 10000 ms for each.

When one of the threads is running hot, the highest the Used value of the thread can go is 20000. This
means the CPU frequency doubles. What happens to the paired thread then? Does it show 0 ms? | amy
to test here.

At thread level, 100% Used = 20000 ms, while 100% Idle = 10000 ms. This creates confusion when you
work at thread level.

Thread Utilization

Atathreadlevel ¢ KA& A& GKS Y2ad olaAiro O2dzyGSNX» LG
It tracks at a single physical thregdﬂlevvel. At any given moment, a thr(?ag i§ eit
NHzy yAy3 o6dzyKIf SR0OU 2Nl y20 OoKIFIfUSRO-
Using a human analogy, think of it as a person who is eithe( running or standi
FYR YSOSNI gl f 1 Ay3Id LUuQa y2u0 O2yairR.
(v)verAa time perigd, theAvaIue is aV(,eraged. So when you see theAnumber as'51
R2Sa y2u YSIYy AUQa sNHEFAYEH WIbELA | A
time, which is why the original counter is in millisecond and not percentage.
This metrids onlyrelevantwhen hyperthreading is enabled

At a core level Core Utilization, as the name implies, rollsaifthe core level
It is a simple metric.

If one of the threadis running, then tis metrics reportd00%.This is logical as
the core is indeed running.

If both are running, this metrics also reports 100%. | agree that reporting the <
number on 2 different scenarios will certainly cause confusion.

[ SGQa L e G(KS | 62 @S aisigiezoref gphySieakoekelf ThetsockeBay & G | NJ
have many coresve are just interested on 1 core onlijhe corehas 2 threads as it supports CPU SMT.

In a time period of sag0 second&?, this core had the following consumption:

Total elapsed time

A

Ths is the view from a single physical core,
What loads running on it, be it VM or
VMkermed, is irelevant,

HT O Running

AL @ point in time, Runnimg is LIIIIdS'p'. Esther
the thread runs or it does not run. Another
word, it does not “walk”™

HT 1
Across time window, millisecond is
comwerted into % as the thread does not
always run

Core runs 100% Care runs 100% Core runs 0% Core funs. 10056

2] dzaS wn &SO2yR & AGQA | FIFYAfAIN ydzYoSN® ¢KI GQa
ms is often used as the 100% when converting millisecond unit to percentage.
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Going back to our example, here are metrics reported
1 ThreadUtilization(%) for HT 0 £0 seconds / 20 second$56%

1 ThreadUtilization(%) for HT 1 £0 seconds / 20 second$56%
1 Core Utilization (%) for entire corels seconds 20 secondss 75%
Grox @&2dz OFyQi a

.23 AY Q{LKSNB /tASyld LISNF2NX¥YIyOS
PCPU, which is a thread. So what happens on the Core Utilization counter at thread level?

Does it get split into half?
As you can see below, no. The value is duplicated.

f
fl h | if 1 fl i A |
Ao A f I\ A I it |"l'| I I III |f'- i rl' I'I \ i A A ‘-'Ilu
: I\ | ! N i \ \
| 'II.I',.*, [1.7% |"|, I.||||. A - Al | [ [ A Y I| hoA I Wiy \ ||I'| ||. (111 -'||
! Wl ¥ W W L] ". Ll ..I by | '|| il 1 al nry | Iy U r-. TRTT "RIBYR R
RIRIBAY (T AR VA M WY VA PR A B L B VT AT AR IR YA A R
L) L] Wy u P [l | ¥y ¥ ¥ 1 LY N1y L LI
¥ J i | | U L | \ | 1l LI !
I LA | |
f I |
(] (] 123 LE 5 1 Foai 1 |
50 M [ I's I'h '™
terformance Chart Legens]
Ky Ot T o s L v vt o | L Linits Lates Flaximm MirsEmaim Mg
B Care LH#zatian Aumrage 4 68 O =15 N 1 42379
B core Ltseanon AL 68 96 =N 047 64.279

Notice in the above chart, the 2 have identical value.
Thread Utilization (%), on the other hand, will be different. Each thread has different value.

erformance Chart Legend
Kr:,l l:lr|||- 1 T Meahursmand sallup 1131 Latesf Maximum Mt LAymrage
. Lt Jtihzatiar fverage 42 3 321 44 TG
. 1 Ll raia Average A 49 12 .4 5 457
L¥ @2dz aAYLX & adzy GKSY dzZLJr @2dz 3SO Y2NB GKIYy wmMnE: 3
Section CPU Pagel20
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[} A0
(U1 P

erformance Chart Legend

Ky Ctpect
1] o
[ 1} 1

b2¢ fSiQa
2 threads.

PCPUD

PCPUM

( I G i (5 i 3T 12400 T} 12 50 04 1 X 5500 (IR
Y] "M M M L] it i 1 Rt '™

Mmangirerment Roitlip Lnlts Latmai Marimiim Blinimirm Avmrage
LItSEancSn Averngs % 35 77 72 .48 2215 A4 746
Linsization ST T 3546 6197 12.4 36937

NRff GKAA dzLJ UsatinyBESKi weh{2 cokes, vt Sachdrore HasS

Total elapsed time
A
r bl
Running Running PCPU O Utilisation (%) = 50%
PCPU 1 Utilisation (%) = 50%
Running Running Core 0 Utilization (%) = 75%
RunAing PCPU 0 Utilisation (%) = 100%
PCPU 1 Utilisation (%) = 0%
Core O Utilization (%] = 100%

The metrics at ESXi level is
1 CPUThreadUtilization (%) ¥50% + 50% + 100% + 0% ) /50%.
f  CPU Core Utilization (%]#%+ 100% ) / 2 = 87.5%

ThreadUtilization = 50% because each thread is counted independently. There are 4 threads in the

preceding ESXi, each runs 50%, so the average at ESXi level is 50%. This counter basically disregards t
HT does not deliver 2x the throughput.

This is why the Core Utilization (%) will tend to be consistently higherithesadUtilization (%). The
following chart demonstrate that.
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A AN AN

i ik P T 7] T}

Agrformance Chart Legend

b2g SGQa 3I2 0 @4rlieriChn ydundw expkaiinkeadUtiZat®s (%) and Core
Utilization (%)?

DNBIGH [SiQa Y208 G2 (GKS ySEG 2ySo
In the following example, this ESXi has no hythegading. What do you notice?

Advanced Perfarmance

TP, OEMS RIZL 060 P - DINS2020, FhG00 P Parcd Heal-lime

Ferformance Chart Legend

sy =T Wie worRimis ¥ Eslkp L Latest Wha T Wi AyErage

Yup, the Core Utilization is identical withreadUtilization.

Peak Core CPU Usage

An ESXi with 72 CPU cores will havethdgads You will not be able to seehen a singleore peak at
9{ - A | 240 faS@dd 144 metridsiilfQdu aré &oBcerned that any of them is running hot,
you need to track the peak among them.
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Imbalance among the cores happen becausemva VM runs, it runs orsdéew coreas possiblenot
ALINBFR 2dzi G2 Fftf 9/{ schedu2hhtBaydas willir€ydiresYedsNdt switdhdsA O A

The following shows an ESXi where 3 of the threads hit >90%

Parlarmance Chart Legend

Koy T DObject T Moosuiement ¥ Ralllip T Lty T Latast ¥ Maximinm T Mindrmiim T Bvprago

38 Utilizatian Sveragi & 7oz 9996 44 22,468

43 Utilizatien Bugrage ] 310G L= TAL e 19.26

50 Utilizetlon AvErage E .51 oG ana 557
2] 37 Utiirzation Avarage } 29.48 823 056 27,999
. 31 Liilization Byemige 943 | 115 28518

d6 Litiliration Avarane ' BE &Y fEaH (vl #1.85=

The average, however, is low. The total usage can hit 5600% as there are 56 threads, hence the total is
only hovering 1100%, which translates into 20%.

i " A

Peak CPU Core Usage (#gks the highest CPU Usage among the CPW.obmonstantly high number
indicates that one or more of the physical cores has high utilization. So long the highest among any core:
at any given time is low, it does not matter which one at a specific point in time. They can take turn to be
hot, it doesnot change the conclusion of troubleshooting. Max() is used insteadqfe96entileas both

result in the same remediation action, and Max() can give better early warning.

The imbalancealueamong the cores is not needed becaiisis expected when utilization is not high.

Used | Usage

You arenow ready to tackle the nexhetrics which areUsed (ms), Used (%), Usage (%) and Usage (MHz).
Used (%) is used in esxtop, while vSphere Client Ul uses the other 3 metrics.

vSphere Client uses the name Used instead of Usage. But in the metrics chart page, it uses Usage. As a
NBadzZ 6 LQY 32Ay3a G2 lFaadzyS GKFG ' aSR o6alilo T
interchangeably? KAt S LQ@S F2dzyR RAFFSNBYyOSa Ay NI NB OF
| only see the use case for Usage (MHkg other 2 units (second and percentage) are not needed. Using
millisecond is hard td O O 2 dzyhdiv fEEIZNIL@ | yoR effécient you rud. With MHz, we gain an
additional dimension, which is speed. We can plot the speed across time.

If you have a specific neeth Used (ms), Used (%) and Usage (@ach out to me with the reason and
happy to provide the documentation on these 3 metrics.

Usage (MHzjelatesto Utilization in a similar way that VMsagemetric relatesto VM Run metric. The
RAFTFSNBYOS A& I LKe&aAOlIf GKNBFR R2S4& vy 2rinindhe LIS NJ
kernel
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Here is how Utilization andsageare related at PCPU level:

CPU Used = Utilization (%) + Efficiency

Fiariror Soecerd

Halted Execution { Halted

q— CPU Utilization (%) —}
Time

Used icalculated based on a hardware counter calmh-Halted Core Cycle (NHCC). Logically, the

higher the CPU clock spegdK S Y2 NB 0e Of Sa @&2dz O2YLJ) Siéro ¢KIF 1 Qa oK:¢
boost.

From the diagram above, you can see thiatageaccounts for 2 factors that Utilization does not:

1 A physicathread is either executing (running) or halted (idl&y.execution will be less efficient if
its paired thread is also running at the same time.

9 2KAES AGQa NHzyyAy3sS Al Ol yue NimiveriméanagerBentS Nk KA I3 K SNJ /

Usage
vCenter adds this counter, meaning it does not exist at ESXi level.

You see both the Capacity of 35.18 GHz and Used of 11.3 GHz. There is no canseptof apaciin
vSphere, so the Free amount is basically Capatitsed.

4 192.168.233.149 ACTIONS ¥

Summary Monitor Configure Permissions Whs Datastores Metworks Updates

CPU E5-2660 O 8 2 2006H2

B0 alays

D&ALENIC

The Used CPUdsmmary.quickStats.overallCpuUsage

The value above is likely some average of say 5 minutes as it remains static for a while, and it does not
exactly match the number below as the roll up period is not the same.
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Usage and 100%

Usageno longercapped at 100%f total capacity at the nominal frequencyhis was fixed in Aria
Operations 8.18In a highly utilized host, you will see Usage exceed it. This is indeed a desirable situation
as you bought the host to be used as much as possible.

- L= CELLage LT
. v L= CPAC s Lnkatesn (%) 9700

Consumed

When vSphere Ul lists ESXi Hosts, it typically includes the present utilization. It lists the metrics as
Consumed CPU (%) and Consumed Memory (%).

2 sc2cn
Hosty A
¥
- i srrard lemery & ¢ S8 Sivia
| ]
" —
|

Consumed CPU maps to CPU Usage (%). Consumed Memory (%) maps to Memory Consumed (KB).
To confirm it, simply plot CPU Usage value. The last value is what you see at the table.

CPU, 09/30/2021, T:3%:00 AM - 09/30/2021, B38:40 AM |peaitme  ~ Chart Opticas wiew! [ custom - Th

Performance Chart Legend
Kl Oyt " Wi e Ralkip v Latwal Maximiim 7 Wi 7 Ayerage

s b2 -b161E engammaiara.com (NETS Semrans 183 o 45 1874 14013

You also see them in vSphere Host Client.
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vmware ESXi

v
[ -

| Performance | Hardware Events Tasks Logs Motifications

CPuU v Default colors ’ Last hoiw -- ﬁ
= 1 Virtual Machines
- [ WLP_VMO1 100
hanitar E 0
=
More ViMs... o
S g
[ storage E
€3 Networking ‘i 40
S
Q
0 I U W N — U S— 1
15:35 15:38 1546 15:55 16

As a bonus, you get the breakdown by CPU package.

Demand

Sedect counters for this chart:
[0 tcounters Ralhsps Units Irtemal Name Siat Type Description
[0 Cosop Simimation ms COSION [etta Time the viriual machine is ready 1
[0 Caore Uilizaion Averafe % corelitiization Rae CPLU wnlization of the comespondin,,
B Demand Aorerage MHz desmanid Absoliute The amaunt of CPU resoonces a vir,
D ledle LiEtrarion i |l D=l lotal hrie that the CPU sl I &
D Latery Bl e % lateney Hatis Parcend of tme e dirtual mackhing
D Readiness ,ﬁm‘mgv % Pediness Hate F’El-jn:"ul-_‘rgl_- of Time that e elmuad
[0 Ready Sumimation I nzgchy [heltan [l thad the virtual inachig was @
[ Reserviad capacity Aot MH: leservedCTapocity Abeodube Total CPU capacity resened by wint,
[ Swap wail Surmmution mis swagnwalt [hzhta CPU time spent walting for swap-in
[0 Total capacity Bpeerage MHz lotalCapacity Abmolule latal CPU capacity reserved by an

Timespan iﬁea]-tlrne w Sedect object for this chart

@ Lanut . | eaimis # Target Ohjects
From 12730720239  10:5297 B sc2-hs2-b1613engvmware.com

12/3/ 2023 O Waa2a7

CKAA A& Iy AYOGSNYylLt O2dzyGiSNX®» LGQa F2NJ GKS 1SNySt /t
aware that hypeithreading has performance impads a result, demand looks at differertintextthan
Utilization/Used.The value you see at ESXi is the summation of all the VMs, not physical threads.
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Demand is consumeriew, while Usage is provider vielow you know why Demand is not available on
a percore or thread basis.

If a host has no VM, Demand Miillely show flat 0. Usage will not show 0 as it includes the kernel. The
following ESXi has no VM, but run kernel such as vSAN and NSX.

Advanced Performance
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Demandincludes the reservatioby runningVM or kernel.
Usage includethe actualutilizationof running VM and kernel.

The following shows Demand remains perfectly flat at 10.21% for weeks. The ESXi has 0 running VM. Tt
only explanation is the kernel reservation.

Friday, Aug 30, G700 PM
® 10.78. 206172 - CPU|Demand (%) : 10.21
s 10,78.206.172 - CPU|Usage (%) | 1.559
8 10.78 206172 - CPU|Contention {%) : O
10.78.206.172 - CPUWCPUs Allacated an all Powerad On Consumers -0 2

dieg 30 SEp Sep d 28R =]

The following chart shows the same ESXi, where the Demand (MHz) = Overhead (MHz). Overhead track
the kernel reservation.
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3K

Friday, Sep 6, 02:00 AM
e 10.78.206172 - CPU|Demand (MHz) : 3,257.99 2K
10.78.206.172 - CPUIOverhead (MHz) : 3,257.99
e 10.78.206.172 - CPU|Contention (%) : O
10.78.206.172 - CPU|Reserved Capacity (MHz) : O
e 10.78.206.172 - CPU|IvCPUs Allocated on all Powerad On Consumers : 0

&— 0

Aug24  Aug26  Aug28  Aug 30 Sep 1 Sep 3 Sep 5 Sep 7

If the kernel reservation is lower than the kernel utilization, then Demand could be lower than Usage.
following example shows that.
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Once there is enough utilization, defined as some VMs are sharing the same cores, Demand will be higher
than Usage. The following screenshot shows Demand being consistently. higher

i
il

Sagbui ey, b 35, 000 1S T
@ 2 2-hES 0T 24 e ng s O - CPUDemdnd (W) &840
® 5C3-hES DT 24 ang e e oo - CPULsags (W) 56.45
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Summary

“Time Taken”
CPU run time in the sampling period

WA vCPL Run (%)
ESXi Thread Utilization (%)

“Distance Travelled”
CPU eycles processed during the run

VM vCPU Usage (MHz)
ESXi Thread Usage {MHz)

The Usage metric has 3 tactors:
=

* Running time

» Efficiency of the run

ESXi Core-Utilization (%) ESXi Core Usage [MHz) * Speed of the run
_—
The 3 metrics maps to the 3 layers.
AWM wCPU maps to a physical thread, Efﬂdenw

which in turn runs on a shared core.

Account for Hyper Threading impact

VM wCPU 1  Usage 2 625MHz  In this example, the CPU

VM vCPU2 Usage > 625MHz Dasespeedis1GHzforease
E of calculation.

ESKi Thread 1 Usage 2 B25MHI  \otice the sum of both

ESKi Thread 1 Usage =2 B25MH:z threads equal the core,

ESXl Core Usage = 1250 MHz

Frequency

Account for CPU Speed impact

All the 5 counters are volatile,
typically upwards 15% - 40% due to
Turbo Boost.

Comparison
[ SGQa S@FtdzrGS FHfft (GKS Ll2aarofsS aoOSylFNxRz2a az2 @&:
use a simple ESXi with 2 cores. Each core has 2 threads. In each of the scenario, a thread is either runni
or not running. Thereis no partialruniK Ay I+ GKNBIFIR Fa (KFiQa YIFGiKSY
L gAftft faz2 dzaS wnnnn Ya Fa GKFGIQa Y2NB FF YA A
6 possible permutations in their utilization.
Utilizatian Used
Scenario Core 1 Core 2 Core 1 Core 2 Core 1 Core 2 Core 1 Core 2
HT1 ‘ HTZ2 | HT1 l HT2 | HT1 HT2 | HT1 | HT2 HT1 ‘ HT2 | HT1 ‘ HT2  HT1 ‘ HT2 | HT1 | HT 2

1) 20000 20000 20000 20000 lﬂMﬁ_ 100%. 100%  100% 10000 1l'_'lut.'-:.'|. 10000 mﬂon. 50%: 50996. SD‘%; S0

2 20000 20000 20000 0] 100% 100% 100% 0% 10000 10000 20000 i} 50% 50%  100% O

3 20000 0 20000 0| 100% 0% 100% 0% 20000 0 20000 o 100% o 100% Lt

{-. 20000 20000 Q 0| 100% 100% i3 0% LODO0. 10000 o a Hh 50% i o

5 20000 il a 0 100% 0% 0% 0% 20000 i} i} 0 1D0% [ 0% L

E|: 0 o a o 0% 0% 0 0% o i 6} i} 0% 0 0% O

The table shows clearly thatsedsplits the Utilization into 2 when both threads are running.
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Look at scenario 1. While Utilization charges 20000 ms to each thread, Used charges 10000. This is not
intuitive as ESXi considers HT to deliver 1.25x. Personally | find 12500 easier to understand. The good
news is this number is normalized back when iblked up to the ESXi host level.

How will those scenarios roll up at the ESXi level?

The following table shows the 4 metrics (Utilization, Used, Core Utilization, Usage). | have expressed each
Ay 72 a2 Ai0Qa SFraASNI G2 O2YLI NBO

There are 6 different scenarios, so logically there should be 6 different values. But they are not, so |
FRRSR Y& LISNam2ylf GF1S 2y 6KFG L tA1S GKSY (2 &aKz2g¢ao

Scenario Utilization Core Utilization Usage My Recommendation
1 100% 100% 100% =(125%+125)f2 125.0%
2 75% 100% 100% = (125%+100) /2 112.5%
3 50% 100% 100% = (100%+100) /2 100.0%
4 50% 50% 50% =(125%+0) /2 62.5%
5 25% 50% 50% =(100+0)/2 50.0%
6 0% 0% 0% = (0%+0%) /2 0.0%

¢

2 Kl GQa OFdzaAaAy3a GKS ATFSNBYOSK
Yup. Hyper Threading.
Why do | choose 125% instead of 100%?
¢2 YSI (KS MOHpPE o02ydza FIFOG2NI KIa (2 0SS aK2geyod 2AGK
1.25x overall throughput, each thread pays an expensive price, as each suffers 37.5% penalty.
Scenario Analysis

1 Do you notice something strange with the value of Usage (%)?
.Sasx AGQa y2 t2y3ISNI prErd® LUQA mMam:d
The reason is :[he accounting does not count each thread as ZOOOQ. Each core has
FYR Y2404 nannnnd® L¥ é&2dz alé O0KIFIUO Aa aaia’

3 Utilization is only showing 50% when both coresiarfact alreadyutilized. | preferthis
to show 80% as HT only delivers 1,28t 2x

5 Utilization is again showing too low a value.
b2¢g fSGQa FRR /t! Of201 &aLISSRe 2KIF{G KFLIWISya gKSy (K
LOR F20dza 2y 2dzad ! &SR FyR 'al3asS (2 KAIKEAIKEG GKS R

What do you notice from the table below?
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Frequency Usage E1 Frequency Usage El
0.6x 605 75% 1.3x 100% 163%
0.6x 60% BE% 1.3x 100% 146%:
0.6x 60% 60% 1.3x 100% 130%
0.6x 30% 38% 1.3x 65% B1%
0.6x 3% 30% 1.3x 65% 65%
0.6x 0% 0% 1.3x 0% 0%

Usageis capped at 100%.preferthis not to be cappedso you know its actual value. The good part is
Demand metric is not.

For comparison, | put forth what | think the value should be.

Recommendation

The answer depends on the purpose: performance -@évitric) or capacity (ESeéntric)? Performance
is about giving VM the highest quality resource (no HT), but capacity is about using all the resources
(including HT).

Here is how the counters stack up in terms of sensitivity:
Metric Analysis

Utilization The value shows 50% when it should report 80%

Core Utilization  The value goes up to 100% when it should report 80%

Usage These 3 metrics are essentially the same.

Used The value is affected by CPU frequency. During low utilization it tnegerts due
to power savings, while during high utilization it oveports due to turbeboost.

Consumed

Demand The value is even higher than Usage.

LQR dzaS /2NB ! GAfATFGAR2Y &20 FYR ¢KNBFR ! GAf AT
LOQR O2YLX SYSyil 6AGK !'al3asS oall o F2NJ LISNF2NXYI yO:
If Core Utilization is not yet 100% or Thread Utilization is not yet 50% then there is still physical cores
available. You can go ahead deploy new VMs.

If Core Utilization = 100% (meaning Thread Utilization is at least 50%) then review Thread Utilization anc
SyadzNE AdGQa y2i LI adaiy3ad & 200eMped BFSKiBredaind thie develatxRistey S
level will be lower as we have HA hosis@ check contention.

Regardless of what counters you ussMark Achtemichulsaidit best:d RNA @S o6& O2y (i Sy
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Real World Samples

How dothese valuegompare in production environment? The following table shows 297 ESXi hosts. It
shows the various possibilities covered earlier.

Marme CPUDemand (%) CPUlsage (%) CPUICore Utilization (%) CPUILtilization (%) « CPU|Used (Second{s)) Configured {Ci
wdc-08-r0 5188 % 54.81% 42.25% 24,43 % 4385 Seconcl{s) 40 Cores
wile-10-r13 3d.£3 K Far =T 4113 9 4.4 % 222,03 Second(s) a8 LOres
wdc-0B-rD,, 6577 % 60.63 % 46.04 % 24.31% 485 08 Second(s) 40 Cores
wlc-08-r0 BE7.098 % 55.60 % A2 774 243 % 445 6 Second(sy 40 Cores
wdc-08-r0., 5337 % 5368 % 4166 % 24 % 42951 Second(s) A0 Cores
wde-08-r0, 6214 % 56,68 % 43.25 % 23.91% 453,48 Second(s) 40 Cores
wdc-10-r13 3922 % 2342 % 4061 % 23,84 % 262 32 Sacand(s) 56 Cores
wdc-10-r13 41,45 % 2493 % 4025 % 237 % 279,22 Second(s) LE Cores
Average 33.39 % 28.64 % 23.96 % 13.54 % 260.39 Second(s) 47.57 Corel

[ SGQa T22Y 2y |y 9{-A SAGK I @GSNEB KAIK dziAft ATl iA2y D

Take a look at the 4 numbers below. Demand is consistently around 130%.

A z

2 A0K adzOK + KA3IK RSYFYR @l fdzS> A0Qa y2 adzNLINAaS (KL
Do we have a performance problem? What can you deduce from the other 3 numbers?

andiay, Dec 31, 063010 Py
o wac-08-r03esx23 ocvmware.com - CRUIDemand (%) | 134.76
® Wdc-08-rO3esx23 oc vmware.oom - CPLY e (6] [ 100
® wdc-08-r03esx2 3 oc vmware com - CPU|Core Wtilization (%) . B5.55

140
 wiolc-08-r03asx2 3. oc vmware.com - CPUJUtHIZatlon (%) : 62.66
¥
ﬁ\\—h-.._d—-m- S— T
e e e

120
100

'—'_“-\—._._,_____,_,—'—"‘——\___.—\_\_u_\—\_'_,_ e S —
S m— Bo
60
40
1300 P 2010 PP OS5 G0 P 0600 Fi o700 P &0 P 900 PM

Core Utilization at 85% is not very high. The box still has 15% of the cores not running. The box has 40
cores 80 threads. Unless there is limit, there are still 6 cores available.

Utilization at 62% is moderate. This means ~38% x 80 threads, or 30 threads are available.

Based on the raw utilization above, | expect the CPU ready to be low.

Chapter: PART 3 Section CPU Pagel32



PART 3 OF 4: Counters

[ SGQa OKSO1l® 2KIFGQa @2dzNJ O2y Of dzaA2y FTNRBY 0SSt 24

| wele-DB-rO3es 23 oo viwar e tom

200

The value peaks at 128 seconds.

dzii GKFGQa FT2N) GKS SyGiANB 62E® ¢KSNB FINB upn @
SBAGARAY3I (KS @GlFftdzSz AdQa 2yte pmn Ya LISN @/t! o
[ SGQa @FfARIGS GKAA FTdzZNHKSN)I o6& 3IA2Ay3 Ayidz2 SI OK

| took the average of the entire 7 hour period, and got around 2% for Ready and less than 0.19% for Co
Stop. This is pretty good considering these VMs are large. They are 15.29 vCPU on average. Some of th
also have limit, which could contribute to the CRdd.

Name Ready T Co-stop Limit vCPU
gel-1-5C7s 1.69 % 0.0014 % 33 GHzZ 16
esx-hex-setup-1-151V 1.94 % 0.12 % 72 GHZ 36
ubuntu-groovy-20.1 2.07 % 0.0003 % 8 GHz 4
esxmgmt-02a-Uailo 2.8 % 0.02 %% 36 GHz B
ubuntu-22.04-2023. 0.07 % 32 GHZ 16
ubuntu-22.04-2023 0.07 % 32 GHZ 16
ubuntu-22.04-2023. 0.26 % 32 GHzZ 16
ubuntu-22.04-2023 0.26 % 32 GHz 16
Highest 4.79 % 0.26 % 72 GHzZ 36
Average 1.98 % 0.06 % 30.57 GHz 15.29
summary - - - 214

b2¢ tSGQa LAO|l GKS 2L1LRaAGS SEFYLX So

The following chart shows an ESXi with low utilization. What do you notice?
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Suncay, Dee 31, O7:03:35 PM ——
8 Wwdc-10-r13esx0loc vmware. com = CRUIDemand (%) - 50.4937 40

® wWic-10-r13e5K010C vImware. com are Utilization (%) ;. 4813
® wic-10-r13esx 00 oc vmware. com - CPUIUsage (%) : 31.72

widc-10-r13esx01.0c vmware.com - CPULHRIlization (%) | 28.56 35
MW\—/\JJ\ .
25
20

300 PM e 00 P D500 P 200 P O7:00 PM

This time around, Usage is lower than Core Utilization.

This ESXi is not even 50% utilized, as the core utilization show3d8%ernetecides that it could
complete the job with less power, and clocks down the core.

Reservation
There is only 1 metric provided, which is Reserved Capacity (MHz). Compare this with memory, which
provides 3 counters. Why is that so?

Review the System Architecture section. In short, it is not applicable to CPU as due to its highly transient
nature. When the VM is not running, the reserved capacity can be used by other VM. This differs to
YSY2NRS gKAOK Aa GaapaOleé Fa A0Qa | F2N¥Y 2F adz2N

The metric does not include hypervisor reservation.

Advanced Performance
CPY, 02603024, B19:00 PM - DR/26/2024, 1001840 P Doy oo, Raaldimes TR AL A1) W Cuslam

wi-hsZ-40309.eng vmmare.com
BE2R) 2004, Diah 20 M

Tastal CPIF capacivy s i by wlivaal aacibies ©

e

Parfarmance Chart Legend
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Metrics to Avoid

Do not use the following metrics. Use the recommended metric instead.

CPU Utilization for Resources

' YRSNJ GKS {2adSY YSGNRO 3INRAzLIE @& 2 dzP\g WifiztiondS S

Resources &

Chart Options

Here is the full list.

Name in VCF Operations
CPU Utilization for Resources|CPU Active (1 min. average)
CPU Utilization for Resources|CPU Active (5 min. average)
CPU Utilization for Resources|CPU Active (15 min. average;
CPU Utilization for Resources|CPU Active (1 min. peak)
CPU Utilization for Resources|CPU Active (5 min. peak)
CPU Utilization for Resources|CPU Active (15 min. peak)
CPU Utilization for Resources|CPU Running (1 min. average
CPU Utilization for Resources|CPU Running (5 min. average
CPU Utilization for Resources|CPU Running (15 min. averag
CPU Utilization for Resources|CPU Running (1 min. peak)
CPU Utilization for Resources|CPU Running (5 min. peak)
CPU Utilization for Resources|CPU Running (15 min. peak)
CPU Utilization for Resources|CPU Throttled (1 min. averag
CPU Utilization for Resources|CPU Throttled (5 min. averag

Chapter:PART 3 Section CPU

Name in vSphere Client
rescpu.actavl.latest
rescpu.actavb.latest
rescpu.actavls.latest
rescpu.actpkl.latest
rescpu.actpkb.latest
rescpu.actpk15.latest
rescpu.runavl.latest
rescpu.runav5.latest
rescpu.runavlb.latest
rescpu.runpkl.latest
rescpu.runpk5.latest
rescpu.runpkl5.latest
rescpu.maxLimitedl.latest

rescpu.maxLimited5.latest

Pagel35
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CPU Utilization for Resources|CPU Throttled (15 min. avera rescpu.maxLimited15.latest
CPU Utilization for Resources|Group CPU Sample Count  rescpu.sampleCount.latest

CPU Utilization for Resources|Group CPU Sample Period rescpu.samplePeriod.latest

When the hypervisor say$dt resourceg' it means "from the perspective of the Resource Scheduler's
allocation buckets." To the ESXi kernel (VMkernel), a "resource" isn't just a virtual ntaitlsir@ay node
in the allocation hierarchy that can have Shares, Reservations, or Limits apptied to i

Do not use them. They are legacy metrics.
Instead, use the following:

1 For CPU Active, use CPU Demand as they are the samemihete average results in the same
value as the 2@econd metric and th&-minute metric, asvVCFOperations averages all of them
into a 5minute value (or whatever default interval you set). So there is no need for a separate 1

minute. The 185minute does not have a use case as you already have-thimte and can
always roll up.

For CPU Running, use CPU Usage.
1 For CPU Throttled, use Effective Limit.

Wait Metric

. 2dz Oy A3Jy2NB Al +a AGQa GKS adzy 2F (KS za 2FA(GS ¢

The following ESXi host has 2 VM. You can see the Wait metric is the sum of the 2 VM wait metrics.

Advanced Perfarmance

EFU, DAL, e - RN s eawid - B e e
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Idle

Before we cover more advance consumption metrics, we need to cover Idle. The reason is idle + non idle
should add up to 100%. Knowing what defines 100% is crucial.

If HT is enabled, Idle is capped at 10000 ms at a thread level. The following example shows an ESXi witt
64 threads that is basically idle. Notice none of the threads passes 10000 ms. The table shows maximun
value of 9998, not exactly 10000. | suppose 2has is the kernel just humming along.

P, F f P i F [
Performance Chart Legend
Key Okt Weagiremesnt Reilum Linits Al=st Wagimum .| Minimum
. 1 mation Sl
. il TImSTHI 1 ] o SOE
= | : s "
. i N - T - 1T i A - -1 3 I
i} i natia 1 B

The above translates that the total per core should be 20000, since there are 2 threads per core.

You can confirm the above ESXi is idle by plotting idle at the host level. The sum is near 640000 ms.

(T e ! Ph g e PR it e it
Performance Chart Legend
Hay ] | Mg asuramant mollup Urits Latast Mammmeem PSR

] wishad-307 eng vimwaregom el Summation 637,631 638,205 631,128

If HT is not available, then there is no counter at thread level. The counter at the core level adds up to
20000 ms.
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Contention Metrics

The nature of average is also one reason @Hy -cdnsucnptiod R2Sa y23G O2NNBf I
écontentiord @ ¢ KS n KAIKE AIKGSR | NBF I NB SEIYLX Sa ¢
opposite way in some of them. Can you guess why?

| |

i “-J.l"q' h'.'-',_ Mg |_||.-:.-".--"t""I WA !'l".,iln'.'-‘l{'-l”'- TR -'p'.ﬂfl.'t.'uh]:"u_r“"' P el T A & s

| oo T o o P

1

--:.'1- e WTTTRPU TRyray e e el W e |
i
g — - e - e e mrp—

: | - -

E F :L_._,..u#’l!lu !"I"':-'I-'l-'JJ-'LU-l-'n -
F s PPU PR PRULTTL WU LTI R VR UTT | SRR PPT WUy WD, SRR 1TSS N ---uﬁ'*“"r’“.: | =

B2 s e e P b — S——— =

The above picture is a little too small. The following ESXi has total capacity of 111 GHz. So Demand hit
315%! Sum of VM CPU Usage also unbelievably high at 143%. Sure, Ready + CoStopawénathigh
moment, but how do you explain these 2 exceed Total Capacity?
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. | i |
TRl bl ks y , : ' N | | O | T4 Tkl
| YT T .J.-'.l-_l ol -Ii_h '.~.<-_t_|| bk i ) "#'J.-' L AL b l. A -ll: "Jlal T

Theseareth®dlB | a2y a ¢gKe& GKS& R2y Qi YI (0K
1 One looks at physical CPU, the other the virtual CPU. One looks at ESXi, while the other looks at
VM.

1 Hyperthreading and Power Management.
1 Imbalanceutilization. There are many VMs in this host. Their experience will not be identical.
{1 Limit may impact the VM, either directly or via resource pool
1 CPU pinning, although thiarely happens
So what metrics should you use?

Here are the latency metrics provided by vSphere Client.

CiifiLE Refigi T Units Dt i il

For Cestop and Ready, the counter does not include contention faced by non VM wWorlds

,2dzNJ 2LISNI GA2ya OFyQild ¢ Al dzfinimefrics hidmdedivall theS O2 Y
NHzyyAy3a zaad {2 o6& G(KS GAYS (KSe& | NB KAIKI AlQ:

LOR LINPGARS | aSi 2F tSIRAYy3I AYyRAOFG2NEBE (2 NBLI
0Sai R2yS K2fAadAO0Fffer LQR O2@0SNJAG & F gK2f !

typically part of a cluster.

B ThankKristiyanfor the confirmation
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Memory

Part 3 Chapter 3
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MICITHILCTOULUIC

The purpose of memory is to act as disk cache. So you want to utilize all the cache given to you. 100%
usage results in faster performance than 99%, all else being equal.

Let's now take a trip down memory langun intended

Memory differs from CPU as it is a form of storage.

1 CPU s transient in nature. Instructions enter and leave the execution pipelines in less than a
nanosecond¢ KI 1 Q&4 ogKe& /t! NBASNDIGAZ2Y 06S02YSa y2i

1 Memory behaves more like disk space. Memory reservation could remain in place even if the VM
has not read or written the page in days.

As a storage, emory is basically a collection of blocks in physical DIMM. Information is stored in
memory in standard block sizes, typically 4 KB or 2 MB. Each block is called a page. At the lowest level,
the memory pages are just a series of zeroes and ones. MS Wimltalges its pages with 0, hence

there isa zeropage counter in ESXi.

Keeping this concept in minddsticalas you review the memonyetrics The storage nature of memory
is the reason why memory monitoring is more challenging than CPU monitoring. Unlike CPU, memory ha
2 dimensions:

Speed Nanoseconds Speed matters in CPU, whereas in RAM we can generally ignore
DDR5 RAM is faster than DDR4 but for general monitoring reasc
can be ignoredThis becomes more important in memory tiering, ¢
AGQa dzaAy3d b+taS RAaAl FYyR y2i

The only counter ESXi has is Memory Latency. This counter incr
when the time to read from the RAM is longer than usual. The
counter tracks thepercentage2 ¥ YSY2NE & LJ OS

A 4 A x

This is the opposite of Disk, where we track the actual latency, b
not the percentageof amount of space that is facing latency.

. 20K ' NB  &Hdn2rNdodd I sioRamicnaoplé Y S|
them differently

Space Bytes This is the bulk of thmetrics
l'a ad2NX3ASs AGQa NBflFGAOStE & 3
map that plots all your Guest OS or VMs memory consumption. *

want it near 100% while making sure the page in and page out r¢
within normal expectation.
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The 4 Layers

With virtualization there are 2 additional layers addethis brings the total to #om Proces#, Guest
OSA VMA ESXi.

No, a container does not have its own memory management system. Because a container shares the host
OS kernel, it relies entirely on the parent OS kernel to allocate, track, and manage physical memory.

However, the parent OS uses specific kernel features to make the container think it is isolated and to

strictly limit how much memory it can use.

CKS 2yte fFreSNIGKIG YIylr3sSa GKS | Oldz t cAus@ aAOFt YSY
physicalmemoy A& Aff23A0FTt @

Each layer has their own viewpoint. Understanding the vantage point is required to make sense of the

metrics. It will prevent you from comparing metrics that are not comparable (e.g. granted vs consumed)
as they have different context.

9FOK 2F G(GKSasS fFreSNaA KI@S GKSANI 246y I RRNBSaa aLl OSo
troubleshooting begins

Virtual Memory

Virtual memoryis an integral part of memory management. The followfrehows how Windows or Linux
masks the underlying physical memory from processes running on the OS.

Process O (5 256 TA
Cocces 2 I 0
| Process 1 gy % 256 6 gy

CNRY (KS LINRPOS&aaQ LRAYyU 2F OASs> GKAA GSOKYAIl dzS LINE
YSY2NE YIylF3SYSyd SFAASNW® LG faz2 LINRPOARSa Aazftl Az
process B. This isolation providesmelevel of securityThe isolation is not as good as isolation by

container, which in turn is inferior to isolation by VM.

Virtualmemory abstraction provides the possibility to overcomrvicrosoft Windowanayonly have 16

GB of physical RAM, by using pagefile the total memory available to its processes can exceed 16 GB.

The process is unaware what is backing its virtual address. It does not know whether a page is backed by
Physical Memory or Swap Filef f Al SELISNASyOSa Aa atz2¢ySaazr odzi Al
at process level that can differentiate the memory source.

14 For details, | recommend one of Valentin Bondzio talks
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On the other hand, some applications manage its own memory and do not expose to the operating
system. Example of such applications as are database and Ja@égMlyanovshared in thiglog SQL
Server has its own operating system called SQLOS. It handles memory and buffer management without
communicating back to underlying operating system.

e EXE g S

From the VMs point of view, it provides a contiguous address spacisalation (which is securityT.he
dzy RSNI éAy3a LIKeaAOlf LI 3AS& Fd 9{ -A fl&SNIYleé& y2)

VM memory  Metrics tracks the VM Pages. There are 2 sets, one for each VM, and one a sumi
at ESXi level for all running VMs. Do not confuse the summation with ESXi memc
metrics.

ExamplesGranted or Memory Shared

ESXi memory Metrics tracks the ESXi Pages. There are also 2 sets, but the summation at ESXi
containsthe kernelown memory and VM overhead
ExamplesConsumed or Memory Shared Common

ESXi uses 3 levels to managemory.

TPS Transparent Page Sharing (TR&ppens automatically even if ESXi has plenty
w!la Fa Ad YI1Sa asSyasS (2 R2 az2o L
the same page is the right thing to do, and not something that should be star
only when physical pages are running low

See moréhere.

Tiered Memaory This also happens transparently to the VM.
ESXi moves inactives pages to the NVMe device.

Balloon The first sign of unmet demand. It happens proactively, before ESXi is unabl
meet Demand. Ballooning reduces cache. It does not mean ESXi unable to 1
Demand. Demand is not met when Contention happen. @hthe only time it is
not met.

Compress/Swap  This happens proactively too.
It does not mean VMs were contending for RAM. It merely means ESXi Con:
is very high. That Consumed can contain a lot of cache

If there is a host cache, ESXi usesftiss
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This abstraction provides the possibility to overcommit, because the VM is unaware what is backing the
physical address. It could Iphysicalmemoryon DIMM, swapfile, Copyon-Write, zipped, or ballooned.

The following is taken frordMware vSphere 6.5 Host Resources Deep'Bivhave highlighted igreen

the part you need to pay attention.

The VMkernel manages the physical memory of an ESXi host. A small
part of the system's memory is used to run the VMkernel and its
processes. The remaining memory is available to the VMs. To run YMs
the WMkernel abstracts the physical memory to dynamically allocate
memory to the active VMs. The VMkernel manages physical memory
_1he knowledge of the guest 0S, In turn, the guest 0% manages its
own memory space WItRBUTInforming the VMkernel.

To be aware of this UIUAIGISEORREEHE!lows you to further understand

the impact of each memeory reclamation technigue. In turn this helps you
with designing a proper consolidation ratio for your environment.
Memaory reclamation techniques are covered in the next chapter.

Read further and you will see thtite kernellarge page setting contributes more to ESXi capacity and the
VM performance.

Relationship

[ SGQa Lizi GKS % shéwing KNA padeyhaps acR$s ltha Alhyafs.
Whatdo younotice?

Active  Passive

g

EN 0 EmE

Process (e.g. Chrome.exe)

Guest OS (e.g. Windows)

ball-:run\“‘\
VM IF mEEran -!I
¥ R Sa
_ oMM HEEEEEEEER . |
ESXi Host Vidkernel VM overhead compressed

Disk HENENEEEEEEEEEE
Swapped to host cache or disk
Yup, a few things:
T Balloon did not map to physical layer. Notice there is no arrow on the yellow blocks
9 ¢KS LIKe&aAOlIf YSY2NER Aa dakKlFINBR¢ 0SGoSSy +a | yR
to manage them as one. Sum their utilization to form the total consumption.

15 Chapter 11 VMkernel Memory Management, page 243. Bodkragk Dennemaand Niels Hagoort
16 Modified from yetanother diagram of Valentin Bondzio
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1 At the physical layer, there can be host cache and tiered memory, and not just Ditv. use
memory tiering, be on guard when active memory metric crosses 50%. The NVMe latency should
be low also.

1 Just to be completehe mapping may not be to the closest DIMM. You can have NUMA effect.
TheVM Monitor for eachVM mapsthe VM pages to the ESXi patje3his page mapping is not always
1:1. Multiple VM pages may point to the same ESXi pages due to transparent page sharing. On the othet

hand, VM page may not map to ESXi page due to balloon and swapped. The net effect is the VM pages
and ESXi pages (forahVM) will not be the same, hence we need two sets of metrics.

[ SGQa T22Y Ayid2 (GKS 1S& YSOUNROa GKIFG F2N¥Y | &aAi

Guest OS View In-Use Cache Free

Perspective from Windows or Linux

Virtual View Grapted ZipPed SwaEped BaIIDAoned
Al f Al

Ut AT
e LW L

Consumed Swapped

¥

Take note the difference between the VM perspective and the ESXi perspective.
T ¢KS +a f2igu@zl AKAKS @ {cuthutéfd® 2C128NJ ISE | (yE S&&  + a
report 3 pages being shared, while ESXi will report 1 page of the result shared page.
T .Ltt22y R2S& y2G SEAaG G LKeaAldOlt @oASs | a
block in the ESXi memory address space.

Further readingySphere Resource Manageméechnical paper.

17 Other documents use the term Guest Physical Page and Machine Page. | find it unneaes¥asilyg so | just
call it VM pages and ESXi pages.
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Guest OS vs VM

20K 02YS 6AGK R21Sya 2F YSONRO&A® / 2YLI NBR 6AGK DdzS
YAdadAy3d YR gKIFIiQa | RRSRK

The following diagram compares the memory metrics between VM and Guest OS,

What Hypervisor sees What Guest 05 sees

A [}

8 GB
Harchware Resaryed
LETS
Targat
Guest Free -
Shared Saved
Compressed Saved Guest Cache/Buffers
 Cnenpressed Windows Modified Bsliann
Tis Unzip ."I 3ok
i Granted
Consurmed ‘Winidiws
“Campranmd®
R PR Windaws "in Lise” Vimhcii e
Raservation
Active 0 GB
Cverhead

Guest OS and VM metrics do not map to each other. Nettieekernelnor the Guest OS have full
visibility into each other.

Right off the bat, you will notice that popular metrics such as Consumed, Shared, and Reservation do not
even exist in Windows.

Type Guest OS Metric VM Metrics
Contention Paging None
None Latency
Utilization In Use None
Cache None
Free None
Compressed None
None Swappedr Compressed

ESXi Host cannot see how the Guest OS manages its memory pages, how it classifies the pages as Use,
Modified, Cache and Free. ESXi also cannot see the virtual memory (page file).
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9{ A

basically what is active recently and what has been active. The first one is called Active, the second is

Counters

Oy 2yfteée aS8SS ¢6KSy (G(KS DdzSaid h{ LISNF2N)a

called Consumed. All other metrics are about ESfhory management, and not about VM memory
utilization. VM memory utilization impacts ESXi memory management, but they are clearly not the same

thing.

Example: Guest OS More Accurate

[ SiQa

GF1S Iy SEFYLXS 6AGK | aAYLXS aAONRaz27i
YSY2NE |a AdQa 2dzaAad aSNWAy3 | &Yl lfobkat yhevloniny) 2 F

table, where | compared the counter from inside the Guest OS and the VM memory active counter.

M B“C-D.-_;.

b~ al.\.n-r.r.w,".xq_h_l."ll.". A

¢ KSNB

Period
A

1_

1| . “r' |~. ™ el ||
’W mlmmn\m ™! m, I-V—wwf
.

.l;wL"'....‘“l

NJ

FNB F2dz2NJ LISNA2Ra | 020S 6KSNBE L YIRS OKIy:

What happened

Microsoft AD server in normal running condition. vCenter is reporting low utilization, ar
15-20%. Note vCenter users the Active metric, not Consumed.

| installed the VCF Operations agent, which is based on the open daleggaf This gives

the Guest OS metric, which is showrbine. The agent collects data every 5 minutes, her
the regular spike. So far so good.

b2GA0OS GKS @IftdzS TNRY +a ! OGABS YSGUNRO
MnmE: F2NJ Y2NB GKFYy wmMuH K2dz2NBR® !'ff L RAR

| actually got an alarm in vCenter, even though the VM does not need the RAM obviou
What happened here prove that the Active counter is based on sampling, and that sarr
could be wrong.

The next morning, | decided to generate some load as the pattern does not change at
Since Windows has not been patched for a long time, | started Windows. Jétetentire
process is mstly downloadingand installing, which last for several hours.

The two metrics show no correlation at all.

After several hours, the entire Windows update process is completed
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Example: VM More Accurate

[ SGQa y2¢ t221 AYyaAiRSsS

iKS

+tad

L

gAtt

dza S

'y 2dKSNJ

take an idle VM so we can see how the metrics behave. An idle VM will have minimal or O activity.

You can see that this Windows Server 2016 VM has 16 GB, but 0 GB is active. It is expected as we know

iKS DdzSald h{ Aa ARtS Ia y20KAy3 Aa
B WindowsTest E B © ACTIONS v
Summary Monitor Configure Permissions Datastores

Guest O5

Compatibility

DNS Mame:

IP Addresses.

Host:

Launch Web Consol

Launch Remote Console == E:‘}f’

VMware Tools;

VM Hardware ~ Nof
CPU 8 CPU(s) Ed
Memory [] 16 cB. 0 GB memory active ol
Hard disk 1 40 GB s
Network adapter 1 VM MNet (connected)
What do you think you will see inside Windows?
Will the Windowsin UseO2 dzy 1 SNJ aK2¢ GKI G AGQa dza
62y Qi aK2¢g n D. |a AGQa AYLIRaaaofs

number will theln Usecounter show?
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o

Eile Options  View

~

CPU
16% 3.13 GHz

A
e T )

Memory
1 7.4/15.9 GB (47%)

Disk O (C:)

3%

Ethernet
50 R: 0 Kbps

Ethernet

Mot connected

Fthernet
50 R 0Kbps

Ethernet
50 R: 0 Kbps

W

Processes Performance App history Startup Users Details Services

Memory 16.0 GB

Memaory usage 15.9 GB

&0 seconds 0

Memary compasition

In use (Compressed) Available  Speed: 186...
Slots used:

72 GB(1.5GB) 85GB =tuet 2of2
Form factor Chip

Committed Cached Hardware reserved: 133 MB

13.5/23.6 GB 53 GB

Paged pool Mon-paged pool

480 MB 461 MB

LiQa aAK2gAy3d 71 OH

D.H ¢KI{iQa y286KSNB yStI

Look at the chart. What do you notice?

Ld LIR2NINIe&a GKIG
because ESXi is the one doing the actual reading and writing. The other proof that it is idle is Windows

Al KlFa 0S8Sy

actually compressed 1.5 GB of this 7.2 GB.

One possible reason why Windows is showing high usage when there is none is applications that manag
their own memory. These applications will ask for the memory upfront in 1 contiguous block. You can see

in the example below:

Chapter:PART 3

Section Memory

Oz2yadl yit

NJ £z @

2 NJ

Pagel49



PART 3 OF 4: Counters

Q\Hinduws Task Manager M=] E3

File Options Wiew Help You can see that java.exe takes up

..ﬁ.pplicatiuns Processes |Services | Performance | Mebworking I Users I 26 GB.

JVM (Java Virtual Machine) manag
Fmage [arne | User Mame | Cf':l | 2[“1;;11?6 g;ﬂ ’ | E)eg = 0K G YS$vy2NR I y R
jawa exe LR ) 576, A . . .
PowerCurve..... - o 309,272 K |n3|.de this block. Windows sees_ the
tomcat7.oxe  EaamEESEEEE o0 588,696 K Cam entire block as used and committec
java,exe mnw o0 327,906 K law regardless ofhe application actually
swchost exe SYSTEM a0 140,640k Hosl uses it or not.
mcshield exe SYSTEM o0 52,385 K Mca .
MonitoringHos.., SYSTEM 00 43,516 K Syst BTW, the above is taken from old
WIIPrYSE. exe  NETWORK SERVICE 0D 41,820 K Wi blog article of Manny Sidhu. The bl
ComExec.exe  S¥STEM 0a 40,732 K Hosl no longer available, hence | could
HealthService, ... SY¥STEM an 36,356 K Micr not provide the link.
explarer.exe an 32,400 K Wine
WmiPrv3sE.exe SYSTEM oo 30,936 K WM
lzass, exe S¥STEM aa 25,605k  Loce
perfmon.exe LB e aa 22,072FK Rex
sxichust.exe LOCAL SERVICE | o0 18,284 K Hosl ™
4 *
¥ Show processes from all users End Process |
|F'ru:u:esses: 71 |CF'LI Usage: 16% |Ph';.fsical Memory: 2% i

i;h'ﬁnduws Task Manager M=l
File Options Yiew Help

-.ﬁ.pplicatinns I Processes I services Perfarmance |Netwurkjng I Uzers I

rCPU Usage — [ CPU Usage Hiskory

~ Phewsical Memory Usage History

—Physical Memory (MB) ——— Syskem
Tatal 3ETET Handles 38503
Cached 2486 Threads 1670
Areailable 2708 Processes A4
Free 252 Up Time 115:16:29:16

Commit (GE) 37 | 63

—kernel Memoty (MB)
Paged zl8
Monpaged 133 Resource Monitar, ..

|F‘ru:u:esses: G |CF‘LI Usage: 32% |Physica| Mernory': 91 % i

I hope the above simple experiments shows that you should use the right counter for the right purpose.
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VM

Just like the case for CPU, some metrics ar¢ghieikernelconsumption, not your operations.

Overview

For performance use case, the only counter tracking actual performance iddrdigieatency.

Counters Redlups Units Description

Cwerhead reseny,, Average KB Host physical memorny reserved by ESX, for s data stroctures, Tor runnimg the vitual ma
Page-fault lakency Average % Percentage of time the virtual machine spent walilng D swap In or decomgress guest ph
Shared fverage KB

A Percentage of time the virtual machine spent walting to swap in or decompress guest |
ez in Ausnrnna vo And Physical memoty

A N

bSEGTZ OKSO] F2NJ agl LIAyYy3a +a AdQa at26SNI Ky O:

Counters Rodlups Uinits Description

Swap in Auerane KB Amount aof guest physical memary that Is swapped in from the swap space since th
Swap In rate Average KBps  Ratie at which guest physical memoiy 18 swapped in from the swap space

Swap out Averans KB Amaount of guest physical memory that is swapped out from the virteal machine to il
Swap oLt rate AvcTage ¥Bps Rate #t which Quest physical memory 15 swapped ot 10 the swap space

Swap target Average KB Amount of memaorny that E5X needs to reclaim by swapping

Swapped Averaone KB Amount of guest physical memory that s swapped oul (o the swap space

Next is compressed

Coimpressed Awdrage KH Luest physical memory pages thal have undergone memoy compression
Compressed Latest KB Amaunt of guest physical memory pages compressed by ESX]

Compressian raie Average KHps  Rate of guest physical memary page compression by ESX

Compressian saved Laest KB Haost physical memory, reclalmed from a vinual machine. by memory compresskon,
Decompression rate Pverage KB Rate of guest physical memonry decompresston

Host Cache should be faster than disk (at least | assume you designed it with faster SSD), so you check
last.

Hosl cache comsumed Average KB Storage space consumed on the host swap cache lor storing swapped guest physk
Host cache swap in rate Average KBps  Rate atwhich guest physical memary is swapped in from the host swap cache
Host cache swap oul rale P e KEps  Rate at which guest pivsical memiony s swapped oul to the st swap cache

Lastly, there is the balloon.

Balloon farget Huerane KB Absolue Desied amount of guest physical memony the balloon diver needs 10 reclai

Ballponed memony Suerage KB Absolne Amount of quest physical memary redlaimed fraom the virtual machine by the
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Wait! Where is the Intel Optane memory metrics?

4

LG R2Sa y204 SEAadG &Sidiz la GKIFIGQ&a &adzldk2aSR G2 oS 4N
Performance is essentially the only use case you have at VM level. For Capacity, you should look at Guest

OS. The VM capacity metrics serve as input to the host capacity and are used in determining the VM
memory footprint (e.g. when migrating to anotherXyp

,2dzQ@S 320G p YSGNROAX gAGK O2yadzyS 0SAy3a GKS YIAy 2

Consumed Average KE  Amourt of hast physical memory consumed for backing up guest physical memory
Hosl consumed 3 Average o Percentage of host physical memary that has been consumed

Entitlemsen FUE R Ta KH Amount of host physical memony e sirual machine deserves, as determined by E
Granted Aaoracge KH  Amount of host physical memony or phwysical memany that s maggsed for a virsal m
Chared Averane KB Amount of guest phwsical memory that is shared within a-sir gle virtieal maching or @

LQY 3J2Ay3 (2 RR ! 0GA@®S ySEGZT If(iK2dzaK L tRey Qi &S8S
kernelmemory management.
Acihse Mverage K Absolute Amount of gisest phvsical memany that is being actlvely read o wiltien by quest, Aci

BT et Aweirage Bk Akl Amounl of guest pinwsical memory thal i Deing actively wiilien Dy Quest, ACiivencss

Chervead active Awerage KE Extimate of the host physical memarny, from Overhead conswmed, that is actively re;
Ohverhazat] consume AvErace KB Haost physical memaory consumed by ES data structures {of rurming the vinual ma
Crwverhead resenved forzrages KB  Host physical memaony reserved by ESX, for s data strucheres, for nanning the wvirtu
Zero pages Average KB  Guest physical memory pages whose content Is Ox00

b2¢ GKFG 6SQ@S 320G GKS 20SNWASgs tSGQa RAGS Ayidz (K

nContentiond0 Met r i c s

| use quote because the only true contention counter is latency. The second reason is VCF Operations has
a metric called Contentid# which is actually vCenter counter called latency.

Latency

Memory Latency, aka "Pagdault latency" is tracking the amount &fme a vCPU spends waiting on the
completion of a page faultts valueis mostly swap wajwith a bit ofpage decompression / py-on-
write-break The counter is callethLAT Mn esxtop

The latency metric is highly corelated with the swapate.

BLQY y204 | o60A3 Fly 2F GKS yIrYS O2yGSyidAaz2y a AG AYLX ASa |
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This is theanly performance counter for memory. Everything else does not actually measure latency
They measureaitilization, becausdhey measure thediskspaceoccupied None captures the
performance, which is how fast thatemorypage is made availabte the CPU.

/| 2Yy&ARSNI GKS KINR RAal &Ll O0S 200dzLlASR® ! rE: dz
capacity issue, not performance.
If a page is not in the physical DIMM, the VM has to wait longer. It could be in Host Cache, Swapped or

Compressed. It will take longer than usual. vSphere tracks thimgtrics CPU Swap Wait and RAM
Latency.

1 CPU Swap Wait tracks the time for Swapped In.

1 RAM Latency tracks thgercentageof time VM waiting for Decompressed and Swapped In. The
RAM Latency is supersetof CPU Swap Wait as it caters for more scenarios where CPU has to
wait. VCF OperationgM Memory Contentiometric maps to this.

Latency i$»1000x lowein memorycompared to diskas it's CPBasically next to the CPU on the
motherboard Time taken to accessamory onthe DIMM bankis only around 200 nanosecorsd
Windows/Linux does not track memory latend@e closest counter is perhaps page fault. The question is
does page fault includes prefetcF%ou know, let me know please.

This counter has the effect odduced value of the Compressed metric and/or Swapped metric, and
increasel the value of Consumed & Granted

Latency does notinclude ballobnd G K+ G Q& | . IR4&dditorS hebypérvisar & yidl Svaré of
the Guest OS internal activity.
Actions you can do to address high value:

T Store vswp file on higher throughput, lower latency storage, such as using Host Swap Cache.

1 Increase memory shares and/or reservation to decrease amount of swapping. If the VM belongs
to a resource pool, ensure the resource pool has sufficient for all its VMs.

1 Reduce assigned memory. By rightsizing, you reduce the size of memory reclamation, hence
minimizing the risk.
1 Remove VM Limit.
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1 Unswap the swapped memory. You cannot do this via API, but you can issue the command
manually. Revieuhis articleby Duncan Epping andalentin Bondzio
1 If possible, reboot the VM as part of regular maintenance. This will eliminate the swap file, hence

avoiding future, unexpected swap wait on that swapped page. Note this does guarantee the
same page to be swapped out again.

Best Practice

In an environment where you do not do memory overcommit and place limit, the chance of hitting

memory contention will be basically 0. You can plot the highest VM Memory Contention counter in all

clusters and you will basically see a flat line. Thatwo8ldd- f 20 2F fAyS OKINIasz az
analyze2441 VM in the last 4 months. For each VM, | took the highest value in the last 4 months. Only 13

VM had its worst VM Contention above 1%.

Preview source! vSphere World (vSphere Hosts and Clusters) Select preview source
0.29%
0.082% —
0.16% ®0-1(%)
®1-2(%)
® 2-3(%)
Sk ® 5100 (%)

Q9 47%
(2428/2447)

|
1

99.47%

Time Settings Fittar

Configure Time Range for Data

Time Range Mode © Basi: Advanced
rom 1
n Relative Dale Range
Last 4 Months
Balloon

Balloon isan applicationKernel driverto be precise) running inside th&uest OSbut it can take
instruction fromthe kernelto inflate/deflate.
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When it receives an instruction to inflate, it asks the Guest Gfildoate memonyto it. This memory in

the Guest OS is not backed up by physical memory in ESXi, hence it is available for other VMs. When E:!
is no longer under memory pressure, it will notifie Balloonto release its requested page inside Guest

OS This is a proactive mechanism to reduce the chance of the Guest OS doing paging. Balloon will relea
the page inside the Guest OS. The Balloon counter for the VM will come down to O.

It is theGuest O$hat initiates memory reallocation. Therefore, it is possible to have a balloon target
value of 0 angresentballoon value greater than @he counteBalloon Targetracks this target, sd i
you see a nonzero value in this counter, it means thattyygervisor has asked this VM to give back
memory via the VM balloodriver.

Just because Balloon asks for 1 GB of RAM, does not mean ESXi gets 1 GB of RAM to be freed. It can k&
less if there is TPS.

Guest OS will start allocating from the Free Pages. If insufficient, it will take from Cache, then Modified,
then In Use.

To use ballooning, Guest OS must be configured with sufficient swap space.

How much will be asked depends on Idle Memory Tax. | do not recommend playing with this setting.

Performance Impact

Balloon by itself doesot cause performance problem. What will cause performance is when the
ballooned page is requested by Windows or Linux. The following shows a VM that is heavily ballooned a:
limit was imposed on it. Notice the actual performance happens rarely.

i

B MU et ot L e i R T e ipotn gl bl LA A A

(LR

The higher the value is for balloon, swapped, aothpressed, the higher the chance of a performance
hit happening in the future ithe data is requested. The severity of the impact depends on the VM
memory sharesieservation, and limit. It also depends upon the size of the VM's configured RAM. A
MB ballooning will likely have more impact on a VM witGB of RAM than oone with512GB.

How high?

[SGQa GF18 | *a FyR LX2G Ada OFtdS 208N GAYSD
the value in the last 4 weeks is a constant 16 GB.
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HI1E.3ES

L1638

The line is a perfect flat. Both the Highest value and Lowest value show 16,384 MB.

¢tKS *a gla KSIH@gAte o0lft22ySR® codccer 2F AdGaA YSY2NER

#: E3BA

L1 &L66

Notice something strange.

The Ballooned did not change at all for 4 weeks.

That likely means the Guest OS is not active. It never needs any of those 10+ GB that was ballooned out.
So Guest was playing with the remaining 6 GB. It never page in those pages.

So what do you expect if we plot Granted + Swapped + Compressed?

You got it. A flat line.

| T 1 — R o p— — I — . T —

(AU Bk AL
B2 Ol S
a (Ka}: 55, PEFET

Capacity Imnact

Pt t22y Aa I YSY2NE NBdzSad FNRY 9{ -Ad {2 AdGQa yz2i
DdzSaid h{ aAlAy3dazr KSyOS AidQa y20d LINIL 2F NBOtFYFiAzZY

Balloon impacts the accuracy of Guest OS sizing. However, there is no way to measure it.

When Balloon driver asks for pages, Guest OS will allocate, resulting #to go up. This is because
the balloon driver is treated like any other processes.

If the balloon driverpage comes from Free, then we need to deduct it from In Use.

Chapter: PART 3 Section Memory Pagel56



PART 3 OF 4: Counters

If the page comes from In Use, thitgigets tricky ashe value ofin Usedoes not changerheGuest OS
pages out, so we need to add Page Out or Cache.

Swap + Compress

Swap and Compress go hand in hand as the block that cannot be compressed go into swapped. The siz
of a memorypage or block is only 4 KB. When the compression does not result in savings below 2 KB,
then it makes no sense to compressed and the page is moved to swapped file.

There are2 levels of compressiof@:1 and 2:}, soa 4 KB page may end up as 1 KB or ZK8reason
there is no 3:1 compression

LF GKS O2YLINB&aaAz2zy NBadzZ G Aa fSaa GKIFIy GKFG=Z 4
2LISNF GA2yd {2 A0Qa O2YLX SGSte LkRraaAaotsS (2 KI @S

Large page (2 MB) is not compressictly. Instead,it will be split into 4 KB page first.

The following screenshot shows how the 2 counters moved in tandem.

11 hrr-vg-BEda

The above are the main metrics that you should track. vSphere provides additional visibility as swap and
compress are complex process.

Transition

Read the following carefully, as there will be a quiz after this.

Input This is theaumberof pages that will be subjected to compression and swapping.
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Process

Output

Chapter: PART 3

L Q& ndmbérofpdgés that was processed already.

The metric is calle8wap TargefThink of it as Compreswvap Target as the page the
cannot be compressed is swapped.

,2dz ySSR YSUNROa (2 (NI O]l GKS LINRZINB
as it covers how much memory is compressed or swapped at any given period.

A 10 MB compressed in 1 second is different to 10 KB compressed over 1000 se
Both results in the same amount, but the problem is different. One is an acute but
shortfeveri KS 20GKSNJ A& f2¢ 3INI RS o6dzi LISNA
322R (2 (1y2¢6 oKIG SEIFIOGfte @&2dz2QNB RSI
This is the rate of

1 compression

1 decompression

1 swapping from DIMM into the swap file.

1 swapping from the swap file into the DIMM
The In and Out can happen at the same, as they typically involve different pages.
can have 10 MB being decompressed and another 10 MB being compressed. Yol
swap file size is unchanged but the content has changed. This is why Swapped is
Swapped Irg Swapped Out.
Swapout does not mean there is contention. If you are lucky, the page being swaj
is not requiredHowever, swap out means the ESXi was under memory pressure ¢
VM hit a limit.

Swapin means there is contention. The page was called for, hence it was brought
Plot them together and you will see a high correlatiBnap-in doesn't happen
because there's memory pressure on the host. Simgpist means there was memaory
pressure in the past and now the guest OS wants some of that data.

You need a metric to track the result and the savings.
For swap, 3 counters are provided

1 Swapped
1 Swapped Out
1 Swapped In

For compress, the compressaudand compressedut are not provided. You do get
the savings from compression.
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Example

Memory|Swap Out Rate (KBps)
Thnarschayy. Moy 28, 053634 P
& Memory|Swap Oul Rate (KBps) | 5,026.4

533183
-
g — —— — — R .A ....................... ¥ o S —— -
o0 AM 12.00 PM D200 PM 0 [=1¥ ] 360 P R0 A 1 i
 cpa

Memory | Consumed (MB)

7.718.9
285068
1000 AM 12100 PM 0200 PH 00 T 000 FM 0800 PM 10:00 PM
= CPa

FThursday, Moy-28, 052130 PM
Memory|Swapped (KB) & Memory|Swapped (KB} : 1,899,628

4156976

100 AR 1200 P D200 P D400 M D00 PM o800 PM 1o P

Swapped Out Rate w&831.93+5026.4+1882.13+ 615.86. Thisgives atotalilfy pc ® { Ay OS A
sustained for 300 seconds, we multiply by 300 and then divide by 1024 to get the total of 4059 MB being
swapped outThis is pretty close to the 4157 MB of Swapped.

There is no Swap In. The rate metric was showing 0 during the entire period.

Consumed drops by 4868 MB (77%12851). There were other factors impacting it.

Quiz
Explain why swap and compress move in opposite direction in the following chart.

This VM is configured with 64 GB of memory. So it experienced high amount of swapping and
compressed in the last 7 days. It peaked at 20 GB, which is really bad.
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wMemory|Compressed {G8)

#5329
oy M b Lo | Ll el
Jan 8 dan-2 Jan 1 dan 1 Jan 12 Jdam 13 Jan 14

50 ara-uatl-abe-r2

Memory|Swapped (GE)

&1047
[ SGQa Li20 O2yadzySR FyR IAINIYISRO 2KIFGQa &82dN) 02y Ot d

MemorylConsumea [(GB)

& 400004
& 34 55
lan@ fan g Jam ¥0 dan M dan 12 Jan 13 dan 14

(31 ara-uatl-ebs-r2
Memory|Granted {(GB)

& 44 04

® 40.5

Why is consumed basically flat for 7 days?
Granted looks rather normal as it hovers above consumed, with some movement.
LT &2dz 3dzSaa [AYAGT @2dz2ONB NAIKGH [SGQa LX20 Ftf (K
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=d ¥, Jaf 13, UL MU LT T
ora-uatl-ebs-rd - Memary|Granted (GB) 42,73

ora-uatl-ebs-r2 - Memory [ETf limit (GB) : 40.438068
O 1-ebs5-rd - Memaory|C (GE) . 39.58
» ora-uatl-ebs-r2 - Memory 2d (GEB) : 1219
® ora-uatl-ebs-r2 - Memaory (GH) : 3.969
® ora-uatl-ebs-r2 - Memory!lComprassed (GEB) - 2.6
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Now, because Guest OS is actively using pages, this results in movement in both directions. Some page

are brought in from swapped files. To make space, other pages are subjected to compression & swap
decision.

Balloon

Compressed and Swappatk different from ballooning, as the hypervisor haskmowledge of the free
memory inside the Guest OB will randomlycompress or swapAs a result, any value in this counter
indicates that the host ignable to satisfy the VM memory requiremeiithis can have potential impact
on performance.

It is possible to have balloon showing a zero value while compressdapped are showing nonzero
valueg even though in the order of ESXi memogglamation techniques, ballooning occurs before
compression. This indicates that th& did have memory pressure the pasithat caused ballooning,
compression, andwapping then, but it no longer has the memory pressiifeese events could have
happened at different timeData that was compresseat swapped out is not retrieved unless requested,
because doing so takes CPU cyclé& balloon driver, on the other hand, will be proactively deflated
when memorypressure is relieved.

Limit
Does limit result in Balloon?

The answer is no. Why not?

Go back to the 4 layers of memory. They are at different level on memory management. Limit results in
swapped or compressed.

[SGQa GF1S Iy
wl 9[ @ , 2dz Oty
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The VM, or rather the Guest OS, did ask for more. You can see the demand by looking at the Granted or
/ 2YLINBaaSR 2NJ {6 LIISR YSOUNAROad LQY 2yfteée akKz2gAiy3d DNI

Hi 29617
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VM is asking more than that.
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What do you expect to see the Balloon value?
If Balloon has something to do with it, it would not stay a perfectly flat line.

But this is what you got. A perfectly flat line, proving Limit had nothing to do with Balloon.

1. pauth-stage-myigl-F

“H: E5.88

L. E3.68
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Consumption Metrics

Virtual View

Perspective from a single ViV

Configured Memory

Zip/Swap Target Balloon Target
Gra nted Elefnre Iip Swapped Host Cache Ballooned :
r ' 5 8] s o . 2 2 )
n!-! = = .

Shared

Free:
Ieru- ]

: ‘|

Physical View
ESXi-perspective af
the abowe VM

Configured

Granted

Shared

Compressed

Swapped

Entitlement

Ballooned

Overhead
GCNBS¢

Chapter:PART 3

Overhead

R

Consumed

i

-
Host Cache

Swaﬁpcd

Limit | Shared Savings | Zip Savings

What the Guest OS can see is what is configured by vSphere.

DdzSaid h{ OFyQi aSS (G(KS Ke@LISNIBAaz2N YS
This is page granted to the VM, mirBallooned SwappedCompressedand
swapped to host cache.

Take note of the process of transitioning during swap. During this process, the vz
of granted includes them

The number of memory pages that are pointing to the same underlying block.
Many of these pages are likely the 0000 page.

¢tKS&4S H NB Ydzidz tfte SEOftdzaAaABS | yR =
swapped. Compressed is preferred as unzipping memory from DRAM is faster tr
bringing it from SSD disk. Notice Windows even compresséd litsepages.
Compressed is the output (result of compression), not the input (memory subject
to compressed as that contains swapped also)

=Granted + Overhead.

h@dSNKSIFR A& Yzadte yS3ItAarotSz Fa Al
required by virtualization, such as tsbadow page tables. Overheadlue goes up as
you configure more @PUs and memory

a® 3Jdz8448 A& (KAa SEOfdzRSa tAYAG & @
The page was reclaimed by the balloon driver. It has not been asked back by the
DdzS&d h{X KSyOS A0GQ&a 2dzad aSlrdaAay3a Gk
| coloredthe boxyeiow I & 0 K I (i Q &greyhgsituatibn. TheébiggRrthedballoon
size the higher thechance gage will be required in the future

Virtualization overheads operationallynegligible.
¢ KS YSOSNI 12dzOKSa 2N dz&asSa GKS LJ =
After a while, as Guest OS starts paging in and out, this value will grow to near 0

ta
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Granted

Granted and Consumed amet similar. The former looks at from consumer layer, while the later looks
from provider layer.

The formula is

Granted = normal page + shared page + zero page + being swapped - in + tiered page
Normal page is single pages being backed by physical DIMM. This metric is not exposed on its own.

Being swapped in means a staging stage between unmapped and normal. Once the transition is

complete, it becomes a normal page.

CASNBR Aad (GKS YSY2NE GASNRAYHOAYFE ARSY @F | LILISRE OByW2MN
granted.

Over time, a guest OS touches a large fraction of its address space through normal operai@ns

initialization, memory zeroing, page table setup, file caching, and application allocations. As pages are

touched, VMkernel creates physical page frame maggi This what Granted metric is. Many of these

mapped pages end up containing zeroes or are shared across VMs via transparent page sharing (TPS),
consuming negligible physical RAMbut they still count toward Granted.

If the parent ESXi is not under physical memory pressure, VMkernel does not aggressively reclaim these
zero/shared pages because they are cheap to maintain. Generaly speaking, for a VM that has been

running for some time, its granted counter gradually fi¢r 8 S& G261 NR (G KS O2y TA 3IdzNBR
upper limit.

Granted does not care about page savings at physical layer its vantage point is the VM, nihdESXi.
following shows Granted is perfectly flat. Consumed goes down as the amount of sharegbeage.
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Memaoryl|Grantad (GB)

® 1.475.67
1.475.67
* 147567
Q20 PM Q230 PM 1240 PM D250 PM 0300 PM 0310 PM 0320 P 03:30 PM
i1 sbi-ga3-d3-LYPt
Memaoary|Consumed (GB)
® 54268
__\/\_\//\’_/\ &40
; B30
s £30.3 620
OF20 PM Q230 PM 240 PM C250 PM o300 PM O30 PM 1320 P G3:30 PM
(7 sbl-ga3-d3-LyPt
Memory|Shared (GB)
8 851.45
B50
/ G40
® B39.756 230
QZ20 P 0230 PM 02:40 PM 0250 PM 300 PM D310 PM 0320 PM 03:30 PM

The samerantage pointreason is why Limit impacts Consumed, but not Graniée. following is VM is a
Windows 2016 server, configured with 12 GB of RAM, but was limited to Bi@Bis shown athe flat
line incyannear the bottom hovering just above thginkline).
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Thepurpleline jumping up and down is Granted. Granted ignores the limit completely arsovay
above it.

Notice Consumed (KB) is consistently below Limit. Granted does not exceed 12 GB as it does not excee
configured.
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Compressed + Swapped

Granted does not includ€ompressed + Swapped because the page is no longer directly accessible
without some extra processing.

The following shows Granted move up while the other 2 metrics went down.
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Summing up the above resulted in a delta of 0.7 MB.

Ballooned

Balloon drive removes page from the granted list. Granted does not include ballooned as the page is not
Fdzy QUAz2zylffte dzaASR® ¢SOKYyAOFffesxs DdzSal htwhewSY2 NE
working out the Guest OS utilization.
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oM

]

20m

eam (KE} 21,361,320
sranbed (KB 10815756
faro (KE} - 497,963.72

Shared

Shared counts the amount subjected to sharing. It does not count the actual savings post sharing.

There are 2 types aharing that can happen toage:

Intra-VM sharing within the same VM. By default, each page is 4 KB. If Guest OS uses the

sharing t 1 3Sy GKSYy Ad0Qa H a.®d® ¢KS OKIyOS 27
in 2 MB.

Inter-VM Due to security concern, this is by default disabled in vSphere

sharing

For accounting purpose, the Shared page is counted in full for each VM. This me.
@2dz ddzy GUKS ydzYoSNJ FNRY Fff +aad @&2dxQ
Example:

1 VMO0O01 hasl GB private

1 The 100 MB is the amount that is being shairgdrnallywithin the VM If not shared, they would
consume 100 MB.

1 Thee is additionall0 MBthat is subjected toshaing with other VMs. It could be shared with 1
VM or many VM; it does not mattexs far this VM 001 concerfihe Shared counter merely
counts that this 10 MB is being shared.

Using the above, the shared pafpe VM 001is 110 MB.

Savinos

The calculation has to be done on each block that points to the same destination page. For example, if
there are 10 pages pointing to the same physical DIMM, then the savings is 9 pages worth of memory.

The above process is repeated for all the shared page.

The result is some savings. But how much savings?
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Here is a summary from 7500 VMs.

Mame Memory|Granted MemaorylShared MemorylConsumed
vPodRouter-uVRr 223.25 MB 3118 MB 200.45 MB
vPodRouter-vnBF 22383 MB 1871 MB 207.88 MB
vPodRouter-WXhi 224 MB 26.73 MB 203.43 MB
vPodRouter-aMEg 22586 MB 28.04 MB 203.06 MB
Average 14.09 GB 4.07 GB 10.86 GB

sSum 103.26 TEB 29.B3TB 79.56 TB

Review the last row. Whaire the total savings?
Grantedg Consumed = (103.2679.56) = 23.7 TB
Savings=29.83TB¢ 23.7 TB=6.13 TB.

¢CKIFIGQa FNRBdzyR ¢ al gAay3o
Profile your own environmentVhat savings do you get

Savings does not include compressed as that is not true saving. Zipped results in performance impact,
while saving should not.

Zero

A commonly shared page is certainly the zero pageommon technique to initialize space is to simply
write 0.

The following screenshot shows the 2 moved in tandem over several days.

[ W PrC eI AR LEFLRI 1 P RN O -Eaes
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Consumed

Consumed = Granted & Savings.

Consumesracks the ESXi Memory mapped to the VM. ESXi assigns large pages (2 MB) to VM whenevel
L2aaAof ST Ad R2Sa GKAa S@Sy AT (GKS DdzSad h{ R2:
reduce TLB misses, improving the performance of most wadkloaspecially those with large active

memory working setsThe drawback is VM consumes more memory than what Guest OS does.

Consumed does not include overhead memory, although this number is practically nedlibibleof the
word consume as delivering benefit to the VM. Since overhead is transparétest 05 A G Qa SEO

Consumed does not include swapped memdoy the same reason abovéhe swappedpages are not
NEIRAt& I @FAtflIofS F2NJ dzaSed !'a F2N) O2YLINBaasSRs: |
not include the portion that was subjected to compression. For example, a 4 KB page was compressed {c
1KB.The 0.75KBisnotinCodzYSR Fa A0Qa y2 f2y3ISNIAYy GKS 5Lc¢
Consumé includes memory that might be reserved.

Do not use the metric Guesa SY2 NB ! &l 3Sod ¢KIFiQa GKS aryvysS Fa |/

Guest OS

When a Guest OS frees up a memory page, it normally just updates its list of free memory, it does not
actually update the contentThis list is not exposed to the hypervisor, and so the physical page remains
claimed by the VM. This is why the Consumed is higher than the Guest OS amdJgeemains high

when the Active counter has long dropped.

Consumed and Guest OS In Use are not related, as they are independently méierged.a screenshot
comparingwWindows 10Task Managememory metricsvith VCF Operationslemory\ Non Zero Active
(KB)andMemory\ Consumed (KBAs you can see, none of the metrics match.
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When you see Consuméslower than Guest OS Used, check if there are plenty of shared pages.

Consumed does not include shared page.

¢tKS F2ff2pgAy3 aONBSyakKz2d aK2g¢ga DdzSad h{ ! aSR O2yaira
throughout. Consumed was relatively more volatile, but never exceed 131 GB. The reason for it is Shared.

Notice the valueof page with all @s high, around 6% 63 GB.
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Ballooned
This 64bit CentOS VM runs My SQL and is configured with 8 GB of RAM.

Linux was heavily ballooned out (default limit is around 63%). Why is that so?

L spa

The answer for this VM is we set a limit to 2 GB. As a result, Consumed could not exceed 2 GB. Since th
VM needed more, it experienced heavy ballooning.

He 209

s — "’|I SRPETITC TEE ._.-.-—--"-—"‘—"'n\.\_\_ﬂ_,_,_,,_ah._u—'—‘—"

| p——

Did you notice the common deep in Balloon and Consumed?
Can you explain them?
Balloon dropped by 0.46 GB then went back to its limit again. This indicated Guest OS was active.

Consumed went down from 2.09 GB to 1.6 GB, and then slowly going back up. Why did it suddenly
consume 0.4 GB less in the span of 20 minutes? Both the configured limit and the runtime limit did not
change. They were constant at 2 GB. This makes sens¢éhelSensumed would not be able to slowly go
up again.

e 07

There must be activity by the VM and pages were compressed to make room for the newly requested
pages. The Non Zero Active counter shows that there are activities.

The pages that are not used must be compressed or swapped. The Swapped value is negligible, but the
Compressed metric shows the matching spike.

prercimn e
i OETS
e,

- i e —
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So far so good. Windows or Linux were active (2.4 GB in 5 mahthe highest point, but some pages

were probably part of Consumed). Since Consumed was at 100%, some pages were moved out to

accommodate new pages. The compression resulted in 0.6 GB, hence the uncompressed amount was in

between 2x and 4x.

/| 2yadzySR RNRBLIJSR o6& non D. la GKIFIdQa GKS 3A1KL) 6SGsSS
removed (existing pages).

Limit
Consumed is affected by Limit. The following is a VM configured with 8 GB RAM but was limited to 2 GB.

L2y

— = --""'\,‘\l‘
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Total

Consumednay reach but noexceed the configured memory. Both total and consumed do not include
the virtualization overhead memory.
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Active

This is a widely misunderstood counter. E&X§ thisTouchas itbetter represents the purpose of the
metric. Note thatvCenter still calls ifctive so | will call iActive

This counter is oftensed to determine the VM utilization, which is not what it was designed for. To
1y26 oKez ¢S ySSR (G2 32 ol O abtiRe Ifistay BplishSvgrd that & [
needs to be quantified before we can use it as metric. There are 2 dimensions to consider before we
apply it:
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