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Chapters: 
 

Introduction  

CPU CPU metrics. It focuses on VM and ESXi, with comparison with Guest OS. 

Memory As above, but for memory. 

Storage Storage metrics 

Network Network metrics 

Consumer Consumer means VM. It covers complex metrics such as performance and capacity. 
These metrics span beyond the 4 infrastructure elements. 

Provider Provider means the shared infrastructure, such as ESXi and vSAN. 

MS Windows Microsoft Windows 

Linux [future chapter] 
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The World of Metrics

VMware Cloud Foundation ships with many metrics and properties. If we take object by object, and 

document metrics by metrics, it will be both dry and theoretical. You will be disappointed as it does not 

explain how your real-ǿƻǊƭŘ ǇǊƻōƭŜƳǎ ŀǊŜ ǎƻƭǾŜŘΦ ¸ƻǳΩre not in the business of collecting metric. 
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Metrics Nuances

 

Metric is essentially an accounting of system in operations. To understand the counter properly hence 

requires a knowledge of how the entire system works. Without internalizing the mechanics, you will have 

to rely on memorizing. In my case, memorizing is only good for getting a certificate.  

Take time to truly understand the reasons behind the metrics. You will appreciate the threshold better 

when you know how it is calculated. 

Complexity 

It is useful to know the subtle differences in the behaviour of metrics. By knowing their differences, we 

can pick the correct metrics for the tasks at hand. 

Naming Complexity

Same object, same 
metric, different name 

OpenTelemetry uses άUsageέ ŦƻǊ D.Σ ōǳǘ άUtilizationέ ŦƻǊ ҈Σ instead of 
simply άUǎŀƎŜ ό҈ύέΦ For example, for Kubernetes Pod memory, the metrics 
are called Memory Usage (GB) and Memory Utilization (%). 

Same name, same 
object, different 
formula 

 

The metrics have the same name, belong to the same object, yet they have a 
different formula depending on where in the object you measure it.  

Example: VM CPU Used in vCPU level does not include System time but at 
the VM level it does. The reason is that System time does not exist at vCPU 
level since the accounting is charged at the VM level. 

Same name, same 
purpose, different 
formula 

Metrics with the same name do not always have the same formula in 
different vSphere objects.  

Memory Usage: in VM this is mapped to Active, while in ESXi Host this is 
mapped to Consumed. In Cluster, this is Consumed + Overhead.  

Technically speaking, mapping usage to active for VM and consumed for 
ESXi makes sense, due to the 2-level memory hierarchy in virtualization. At 
the VM level, we use active as it shows what the VM is physically consuming 
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(related to performance). At the host and cluster levels, we use consumed 
because it is related to what the VM claimed (related to capacity 
management). This confusion has resulted in customers buying more RAM 
than what they need. VCF Operations uses Guest OS data for Usage, and 
Ŧŀƭƭǎ ōŀŎƪ ǘƻ !ŎǘƛǾŜ ƛŦ ƛǘΩǎ ƴƻǘ ŀǾŀƛƭŀōƭŜΦ 

Memory Consumed: in ESXi this includes memory consumed by ESXi, while 
in Cluster it only includes memory consumed by VM. In VM this does not 
include overhead, while in Cluster it does. 

VM Used includes Hyper Threading but penalty is 37.5%. ESXi Used is also 
aware of HT but the penalty is 50%. 

Virtual Disk: in VM includes RDM, but in Datastore it does not. Technically, 
this makes sense as they have different vantage points. 

Steal Time in Linux only includes CPU Ready, while stolen time in VM (CPU 
Latency) include many other factors including CPU frequency. 

Same name, different 
meaning 

Metrics with identical name, yet different meaning. Be careful of 
misinterpretation.  

VM CPU Usage (%) shows 62.5% when ESXi CPU Usage (%) shows 100%. This 
happens due to different perspectives. When both threads are running, ESXi 
CPU Usage does not.  

Disk Latency and Memory Latency indicate a performance problem. They are 
in fact the primary counter for how well the VM is being served by the 
underlying IaaS. But CPU Latency does not always indicate a performance 
problem. Its value is affected by CPU Frequency, which can go up or down. 
Sure, the VM is running at a higher or lower CPU speed, but it is not waiting 
ǘƻ ōŜ ǎŜǊǾŜŘΦ LǘΩǎ ǘƘŜ ŜǉǳƛǾŀƭŜƴǘ ƻƴ ǊǳƴƴƛƴƎ ƻƴ ƻƭŘŜǊ /t¦Φ 

Same name, different 
behaviour 

VM CPU Usage (MHz) is not capped at 100%, while ESXi CPU Usage (MHz) is. 
¢ƘŜ ƭŀǘŜǊ ǿƻƴΩǘ ŜȄŎŜŜŘ ǘƘŜ ǘƻǘŀƭ ŎŀǇŀŎƛǘȅΦ 

Memory Reservation and CPU Reservation have different behaviors from 
monitoring viewpoint. 

In Microsoft Windows, the CPU queue includes only counts the queue size, 
while the disk queue excludes the IO commands being processed. 

Same purpose, 
different name 

 

You would expect if the purposes are identical then the labels or names will 
be identical.  

YǳōŜǊƴŜǘŜǎ ǳǎŜǎ ǘƘŜ ǘŜǊƳ άwŜǉǳŜǎǘέΣ ǿƘƛƭŜ Ǿ{ǇƘŜǊŜ ǳǎŜǎ ǘƘŜ ǘŜǊƳ 
άwŜǎŜǊǾŀǘƛƻƴέΦ ¢ƘŜ ŜȄŎǳǎŜ ŦǊƻƳ DƻƻƎƭŜ .ƻǊƎ ƛǎ ǘƘŜ ǇŜǊǎƻƴŀ ƛǎ ŘƛŦŦŜǊŜƴǘΦ ¢ƘŜ 
developer is requesting a reservation. 

Swapped Memory in VM is called Swapped, while in ESXi is called Swap 
Used. 

Static frequency CPU utilization in VM is called Run, while ESXi calls it 
Utilization. Different names make sense as they reflect different vantage 
points. 

What vCenter calls Logical Processor (in the client UI) is what ESXi calls 
Physical CPU (in esxtop panel). I think the word logical is confusing. Easier to 
use virtual vs physical.  
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vCenter uses Consumed (%) and Usage (%) for the same ESXi CPU utilization. 

Microsoft Windows has 3 counters to measure CPU consumption.  

¶ Performance Monitor uses the name Processor Time. 

¶ Task Manager uses the name CPU Utilization. 

¶ Resource Monitor uses the name CPU Usage 

Confusing name  The name of the counter may not be clear. 

OpenTelemetry uses the following definition: 

άusage - an instrument that measures an amount used out of a known total 
(limit) amount should be called entity.usage.ά 

άutilization - an instrument that measures the fraction of usage out of its 
limit should be called entity.utilization.ά 

VM CPU Wait counter includes idle time. Since many VMs do not run at 
млл҈Σ ȅƻǳ ǿƛƭƭ ǎŜŜ /t¦ ²ŀƛǘ ŎƻǳƴǘŜǊ ǘƻ ōŜ ƘƛƎƘΦ ¸ƻǳ Ƴŀȅ ǘƘƛƴƪ ƛǘΩǎ ǿŀƛǘƛƴƎ 
ŦƻǊ ǎƻƳŜǘƘƛƴƎ όŜΦƎΦ 5ƛǎƪ ƻǊ aŜƳƻǊȅύ ōǳǘ ƛǘΩǎ Ƨǳǎǘ ƛŘƭŜΦ If we see from the 
viewpoint of kernel schedule, that vCPU is waiting to be used. So the name is 
technically correct 

The term virtual disk includes w5aΦ LǘΩǎ ƴƻǘ Ƨǳǎǘ ±a5YΦ ¢ƘŜ ǊŜŀǎƻƴ ƛǎ w5a 
appears as virtual disk when you browse the directory in the datastore, even 
though the RDM file is just a pointer to an external LUN. 

Incorrect name Task Manager in Windows is not correct as the kernel does not have such 
concept. The terminology that Windows has is called Job. A job is a group of 
processes that can be managed as one. Do you want it to be called Job 

Manager?   

L ǘƘƛƴƪ tǊƻŎŜǎǎ aŀƴŀƎŜǊ ƛǎ ōŜǘǘŜǊ ŀǎ ǘƘŀǘΩǎ ǿƘŀǘ ǊǳƴƴƛƴƎ ƻƴ ǘƻǇ ƻŦ ǘƘŜ ƪŜǊƴŜƭΦ 

Mixing terminology Allocation and reservation are 2 different concepts. 

²ƘŜƴ ȅƻǳ ŀƭƭƻŎŀǘŜ ǎƻƳŜǘƘƛƴƎ ǘƻ ǎƻƳŜƻƴŜΣ ƛǘ ŘƻŜǎ ƴƻǘ ƳŜŀƴ ƛǘΩǎ ƎǳŀǊŀƴǘŜŜŘΦ 
If you want a guarantee, then do reservation. Allocation is a maximum (you 
ŎŀƴΩǘ Ǝƻ ōŜȅƻƴŘ ƛǘύΣ ǿƘƛƭŜ wŜǎŜǊǾŀǘƛƻƴ ƛǎ ŀ ƳƛƴƛƳǳƳΦ ¢ƘŜ ŀŎǘǳŀƭ ǳǘƛƭƛȊŀǘƛƻƴ 
can be below reservation but caƴΩǘ ŜȄŎŜŜŘ ŀƭƭƻŎŀǘƛƻƴΦ 

¸ƻǳ Ŏŀƴƴƻǘ ƻǾŜǊŎƻƳƳƛǘ ǊŜǎŜǊǾŀǘƛƻƴ ŀǎ ƛǘΩǎ ŀ ƎǳŀǊŀƴǘŜŜΦ ¸ƻǳ Ŏŀƴ ƻǾŜǊŎƻƳƳƛǘ 
allocation as it is not a guarantee. 

Avoid using metric names like these: 

¶ Allocation Reservation. This makes no sense. 

¶ Maximum Reservation. Simply use Allocation instead. 

¶ Minimum Allocation. Simply use Reservation instead. 

The word device, disk and LUN are used interchangebly. They are actually 
not identical.  

Device is actually generic. It does not have to be storage device. It can be 
network device or security device.  

Disk tends to be phsyical, something you can hold in your hands. It is 
typically part of a disk group called RAID. 

Advanced storage array takes the concept further. It can create a logical 
volume spanning multiple RAID groups. The lazy name LUN was chosen. I 
prefer to call it Logical Volume, but will stick to LUN in this book. LUN is what 
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ESXi host mounts and then format it with VMFS filesystem.  

Architecture Complexity

The 4 basic elements of infrastructure have been around since Adam built the first data center for Eve. 

Humankind has not invented the 5th Element yet. However, each of these 4 has their own unique nature. 

¢ƘŜȅ ƘŀǾŜ άǎǇŜŜŘ Ǿǎ ǎǇŀŎŜέ ŘƛƳŜƴǎƛƻƴǎΦ This in turn creates complexity in observability.  

The following table shows how the 4 elements of infrastructure relate to these 2 dimensions. 
 

 Speed Space Analysis 

CPU Yes N/A Speed is measured in Hertz.  

Space is measured in vCPU or physical thread. 

Memory Limited Yes Speed is practically not applicable as the latency is in 
nanoseconds. It only matters in application that needs low 
latency such as GenAI. 

Memory read/write is speed, but since the latency 
negligible, it is generally not used in performance 
management. 

Storage Yes Yes 2 metrics for speed. Bytes per second and IO per second. 

Space is measured in bytes.  

Network Depends on the nature ¦ƴƭƛƪŜ ǎŜǊǾŜǊ ŀƴŘ ǎǘƻǊŀƎŜΣ ƴŜǘǿƻǊƪ ǘŀƪŜǎ Ҕм ǎƘŀǇŜΦ LǘΩǎ ōƻǘƘ 
a line and a dot. The network cables are the lines, the switch 
is the dot. 

 

[ŜǘΩǎ ŜƭŀōƻǊŀǘŜ. 
 

CPU The speed of CPU is far higher than the speed of the observability code. This 
results in values that is not 100% correct.  

For example, if you count the number of threads per thread state in 
Windows or Linux, you may get 5% variation. Your code operates in 
miliseconds while CPU runs in nanoseconds.  

The primary speed metric (GHz) is not comparable across different hardware 
ƎŜƴŜǊŀǘƛƻƴ ƻǊ ŀǊŎƘƛǘŜŎǘǳǊŜΦ м DIȊ ƛƴ ǘƻŘŀȅΩǎ /t¦ ƛǎ ƳƻǊŜ ŜŦŦƛŎƛŜƴǘ ǘƘŀƴ м DIȊ 
in older CPU. You get more work done. 

Different variants of CPU models in the same generation from the same 
vendor. 

Memory Its function is caching, so its counters tend to be near 100%, and that is what 
you expect as cache is typically much smaller than the actual source. 
Anything less than 100% is not maximizing your money. 

CPU and memory metrics have different nature. 95% utilization for memory 
could be low, while 85% for CPU could be high already. 

LǘΩǎ ŀ ŦƻǊƳ ǎǘƻǊŀƎŜΣ ǎƻ ƛǘǎ ƳŜǘǊƛŎǎ ŀǊŜ Ƴƻǎǘƭȅ ŀōƻǳǘ ǎǇŀŎŜ ŀƴŘ ƴƻǘ ǎǇŜŜŘΦ 
There is VM CPU Demand, but not VM Memory Demand. Demand does not 

https://en.wikipedia.org/wiki/Adam_and_Eve
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ŀǇǇƭȅ ǘƻ ƳŜƳƻǊȅ ŀǎ ƛǘΩǎ ŀ ŦƻǊƳ ƻŦ ǎǘƻǊŀƎŜΣ Ƨǳǎǘ ŀǎ ǘƘŜǊŜ ƛǎ ƴƻ ǎǳŎƘ ǘƘƛƴƎ ŀǎ ŀ 
Demand metric for your laptop disk space. 

Storage It has 2 sides (speed and space), but both have consumption metrics. 

The speed has 2 components for consumption: IOPS and Throughput. 

The throughput depends on the block size. It is also measured in 
ōȅǘŜǎκǎŜŎƻƴŘΣ ƴƻǘ ōƛǘκǎŜŎƻƴŘΦ ¢ƘŜ ǊŜŀǎƻƴ ƛǎ ȅƻǳΩǊŜ ƳŜŀǎǳǊƛƎƴ ǘƘŜ ŀƳƻǳƴǘ ƻŦ 
disk space being read or written from the storage. Unlike network 
throughput, which focuses on the cable or wire, the disk throughput focuses 
on the node. 

There is limit for disk IOPS, but not for disk throughput. The latter is not 
practical to implement due to varying block size.  

Network While server and storage are nodes, network is interconnect. This makes it 
more challenging. We will cover this in-depth in the System Architecture 
section 

Their complexity results in difference in type of metrics applicable: 
 

 Utilization Reservation Allocation 

CPU Yes, but 3 different units for ESXi (thread, Hertz, vCPU) 

Memory Yes Yes Yes 

Disk Yes Not Applicable Yes 

Network Yes Yes Yes 

And lastly, beyond metrics there are also further complications such as: 
 

VM vs ESXi The CPU metrics from a VM viewpoint differs to the CPU metrics from ESXi 
viewpoint. A VM is a consumer. Multiple VMs can share the same physical 
core, albeit at the price of performance. So metrics such as Ready does not 
apply to ESXi. The core and the thread are always ready.  

ESXi vs vCenter While ESXi is the source of metrics, vCenter may add its own metrics and the 
ŦƻǊƳǳƭŀ ŘƻƴΩǘ ŀƭǿŀȅǎ ƳŀǘŎƘ млл҈ ƛƴ ŀƭƭ ǎŎŜƴŀǊƛƻǎΣ ǎǳŎƘ ŀǎ ¦ǎŜŘ Ǿǎ ¦ǎŀƎŜΦ 

ESXi provides Run (ms), Used (ms), Demand (MHz) for VM CPU. vCenter 
adds Usage (MHz) and Usage (%). 

ESXi shows Used (%), while vCenter shows Used (ms). The first one affected 
by CPU frequency and can go beyond 100%. 

ESXi Í VMs + Kernel The metrics at ESXi is more complex than the sum of its VM + the kernel.  

M:N relationship A VM with multiple virtual disks can span across multiple datastores, and 
even RDMs. On the other hand, a datastore typically hosts many VMs. An 
ESXi may mount multiple LUNs and a LUN is typically presented into multiple 
ESXi or even multiple clusters. These many to many relationships make the 
metrics across VM, datastore, ESXi, Cluster, Data Center inconsistent when 
viewed overall. Each of them is correct as each has to look from their own 
vantage point.  
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Other Nuances

Time Some metrics reflect what happened in the past. ¢ƘŀǘΩǎ ǿƘȅ ǘƘŜ ƴŀƳŜ ƛǎ ƛƴ 
past tense. 

Memory ballooned does not mean there is an active ballooning happening. 
The process could have happened days ago, and the page was simply idling, 
never been asked by Guest OS. 

Roll up vCenter measures every 20000 ms, but the maximum value for a completely 
idle thread is 10000. The reason is 20000 is the value set at the core level. 
Since a core has 2 threads when HT enabled, each was allocated 10000. 

Unit VM CPU Ready can be above 100%. If you look at esxtop, many VM level 
metrics are >100%. This is due to summation as opposed to average maths. 

Why are CPU metrics expressed in milliseconds instead of percentage or 
GHz? How can a time counter (milliseconds in this case) account for CPU 
Frequency?  

For CPU, 1 GHz = 1000 MHz. 

For memory and disk space, 1 GiB = 1024 KiB and 1 GB = 1000 KB. 

Esxtop and vSphere Client use different units for the same metric. For 
example, esxtop use megabit while vCenter UI use kilobyte for networking 
counter. 

Formula ESXi CPU Core Utilization reports 100% when 1 thread is running. But it also 
reports 100% when both threads are running. To know which one is the 
case, you need to check ESXi CPU Thread Utilization. 

ESXi CPU Idle (ms) includes low activities. It also considers CPU frequency, 
and not simply whether CPU is running or now. 

Sampling Counters are sampled, so you should expect small rounding/timing drift, not 
a perfect mathematical 100.000% on every sample.  

Sampling can also drift in a busy system.  

For example, you want to sample every 20 second. If the sample takes a few 
ǎŜŎƻƴŘǎ ōŜŎŀǳǎŜ ȅƻǳΩǊŜ ǎŀƳǇƭƛƴƎ ƳŀǎǎƛǾŜ ŀƳƻǳƴǘ ƻŦ Řŀǘŀ ŀƴŘ ȅƻǳǊ ǎȅǎǘŜƳ ƛǎ 
busy, your final numbers will drift over time against wall clock. To overcome 
this, your collection logic must consider the time taken to collect and 
process.  

 

In addition to all the above nuances, there are complexity created by choices and scale. 
 

Choices 

 

When you have 2 watches showing different times, you become unsure 
which watch is the correct one.  

There are 5 metrics ŦƻǊ ±a /t¦ άconsumptionέΥ wǳƴΣ ¦ǎŜŘΣ ¦ǎŀƎŜΣ ¦ǎŀƎŜ ƛƴ 
MHz, and Demand.  

There are 7 metrics ŦƻǊ 9{·ƛ /t¦ άconsumptionέΥ /ƻǊŜ ¦ǘƛƭƛȊŀǘƛƻƴΣ ¦ǘƛƭƛȊŀǘƛƻƴΣ 
Used, Usage, Usage in MHz, Consumed, and Demand. 

Volumes of Metric The sheer number of metrics make analysis difficult.  
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Take for example, vCenter has 17 CPU metrics available at the VM level, and 
12 of them are available at a vCPU level too. In addition, each VM comes 
with 28 memory metrics. That means a VM with 4 vCPUs will have 93 
metrics (17 + 4 x 12 + 28). A vSphere environment with 1,000 VMs with 4 
vCPUs as the average VM size will have process 93K metrics each time it 
collects. If you do that every minute, you will collect almost 134 million 
metrics per day. Since many customers like to keep for at least 6 months, 
thatΩǎ нпҌ ōƛƭƭƛƻƴ ƳŜǘǊƛŎǎΦ 

With so many metrics, the amount of business value received becomes a 
valid concern. At the end of the day, you are not in the business of collecting 
metrics. 

Interpretation Challenge

At the end of the day, you care about the interpretation of the value. What is considered good? As you 

Ŏŀƴ ƎǳŜǎǎΣ ǘƘŜ ŀƴǎǿŜǊ ƛǎ άƛǘ ŘŜǇŜƴŘǎέΦ 5ƛŦŦŜǊŜƴǘ ŀǇǇƭƛŎŀǘƛƻƴǎ ƘŀǾŜ ŘƛŦŦŜǊŜƴǘ ǘƻƭŜǊŀƴŎŜǎΦ 9ǾŜƴ ǘƘŜ ǎŀƳŜ 

software has variable tolerance, depending on the use case. Even on identical user case, the end users 

have different tolerances.  

The above makes it challenging to set up out of the box thresholds, which are universal for all cases. Set 

too low, and you see red too often when there is no actual complaint, and set too high, and you miss the 

actual problem.  

!ǎ ŀƴ ŜȄŀƳǇƭŜΣ ƭŜǘΩǎ ǘŀƪŜ Řƛǎƪ ƭŀǘŜƴŎȅΦ L ǘŀƪŜ aƛŎǊƻǎƻŦǘ {v[ {ŜǊǾŜǊ ŀǎ ǘƘŀǘΩǎ ŀ ǇƻǇǳƭŀǊ ŀǇǇƭƛŎŀǘƛƻƴ ŀƴŘ ƛǘΩǎ 

used in many production environments. The following is a guidance from Microsoft: 

 

It says 10 ς мр ƳƛƭƭƛǎŜŎƻƴŘǎΦ .ǳǘ ǘƘŀǘΩǎ ŀǘ a{ {v[ ƭŀȅŜǊΦ ¢Ƙŀǘ ƳŜŀƴǎ ŀǘ a{ ²ƛƴŘƻǿǎ ƭŀȅŜǊ ƛǘ ƴŜŜŘǎ ǘƻ ōŜ 

lower, to account for processing latency and queue in the stack. This also means at vSphere VM layer, it 

needs to be even lower. So what should we set the value at VM level? How about read versus write? It is 

indeed a challenge to set.  

Lǘ ǎŀȅǎ άconsistentlyέΦ {ƛƴŎŜ Lh ƳŜŀǎǳǊŜ ǇŜǊ ǎŜŎƻƴŘΣ ŘƻŜǎ ƛǘ ƳŜŀƴ олл ǎŜŎƻƴŘǎ ƛǎ ŦŀǊ ǘƻƻ ƭƻƴƎΚ That means 

300x, which is definitely consistent. CǊƻƳ ǿƘŀǘ LΩǾŜ ǎŜŜƴΣ if you set at 5 minutes, you are likely to get a lot 

of alerts but little complaint.  
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You can read more at Troubleshoot slow SQL Server performance caused by I/O issues. 

Documentation Challenge

To master metrics, you need to be able to see them from 3 different perspectives: 

 

Technology Computer architecture has not fundamentally changed since the first day of 
the mainframe. You have CPU, memory, disk and network. Documenting via 
this route is useful for infrastructure.  

There are variants such as GPU and APU, and components become distributed 
and virtual. You need to be able to see how the metrics behaviour change. 

Pillars of Operations  Each pillar brings their own set of metrics.  

For examples:  

¶ Capacity creates new metrics such as Time Remaining and 
Recommended Size 

¶ Cost creates new metrics such as Month-to-Date Cost 

¶ Performance creates new metric such as KPI (%) 

¶ Compliance creates new metric such as PCI-DSS Compliance Score (%) 

Product Product such as vSphere, NSX, and Kubernetes bring their own set of objects.  

Each type of object (e.g. VM, K8 Pod, AWS S3, Oracle DB) has their own set of 
metrics. Since objects typically have relationship with other objects and are 
grouped under a parent (e.g. a K8 Cluster has multiple nodes, which in turn 
can have multiple pods), you end up with multiple parallel hierarchies or 
overlapping hierarchies.  

As a book has a simple and fixed structure, ƛǘΩǎ ƛƳǇƻǎǎƛōƭŜ to document in 3 different ways. ¢ƘŀǘΩǎ ǿƘȅ 

this book blends the approach. 

¶ It starts with the raw metrics, followed by derived metrics. Raw metrics tend to be simple and 

narrow in scope. Derived metrics combine multiple raw metrics. It tends to cover multiple areas.  

¶ For raw metrics, it follows the technology route. For each of the 4 infrastructure elements, it 

covers contention first, then consumption.  

¶ For derived metrics, it follows the product or object approach. Within each object, it follows the 

pillar of operations.  

Ideally, we use an interactive website where you can browse from different perspectives. Or maybe we 

simply use Generative AI, assuming we can augment it with logic instead of 100% relying on English and 

Maths.  

https://learn.microsoft.com/en-us/troubleshoot/sql/database-engine/performance/troubleshoot-sql-io-performance
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Virtualization  Impact 

vSphere counters are more complex than physical machine counters because there are many 

components as well as inconsistencies that are caused by virtualization. When virtualized, the 4 elements 

of infrastructure (CPU, RAM, Disk, Network) behave differently. 

Virtualization splits the IT stack into Provider and Consumer. The providers have 2 types of counters: 

¶ Provider metric. This metric does not exist at consumer. For example, the physical network in 

ESXi. 

¶ Sum of Consumer metric. This metric aggregates the metric of consumers. For example, the sum 

of VM network in the ESXi. 

The confusion comes because the metric name does not tell what type of metric it is. For example, is ESXi 

CPU Demand a consumer or provider metric? 

Not all VMware-specific characteristics are well understood by management tools that are not purpose-

built for it. Partial understanding can lead to misunderstanding as wrong interpretation of metrics can 

result in wrong action taken. 

The complexity is created by a new layer because it impacts the adjacent layers below and above it. So 

the net effect is you need to learn all 3 layers (Guest OS layer, virtualization layer and physical layer). 

¢ƘŀǘΩǎ ǿƘȅ ŦǊƻƳ ŀ ƳƻƴƛǘƻǊƛƴƎ ŀƴŘ ǘǊƻǳōƭŜǎƘƻƻǘing viewpoint, Kubernetes and container technology 

require an even deeper knowledge as the boundary is even less strict. Think of all the problems you have 

with vSphere Resource Pool performance troubleshooting, and now make it granular at process level. 

¸ƻǳΩǊŜ ƘŀǾƛƴƎ ŀ ƎƻƻŘ ǘƛƳŜ ƳŀǎǘŜǊƛƴƎ Yу right?   

Since VMkernel is technically an operating system, it has kernel space and user space. Some counters 

ƛƴŎƭǳŘŜ ōƻǘƘΣ ǿƘƛƭŜ ƻǘƘŜǊǎ ŘƻƴΩǘΦ 

What, exactly, is a VM?

hƴŜ ǊŜŀǎƻƴ ǿƘȅ ±a ƎŜǘǎ ƳƛȄŜŘ ǳǇ ǿƛǘƘ DǳŜǎǘ h{ ƛǎ ǘƘŜ ƳŜƴǘŀƭ ƳƻŘŜƭΦ ²ƘŜƴ ȅƻǳ ǘƘƛƴƪ άƳŀŎƘƛƴŜέΣ ȅƻǳ 

think of a complete entity. Your mental model is other machines in real life, like washing machine, ATM 

ƳŀŎƘƛƴŜΣ ŎƻŦŦŜŜ ƳŀŎƘƛƴŜΦ ! ±a ƛǎ ƴƻǘ ŎƻƳǇƭŜǘŜΦ LǘΩǎ ƴƻǘhing but a flat piece of circuit board with 

electronics mounted on. 

Think virtual motherboard, not virtual machine.  

From observability viewpoint, a VM is not what most of us think it is. It changes the fundamental of 

operations management. It introduces a whole set of metrics and properties, and relegates many known 

concepts as irrelevant.  

For example, you generally talk about these types of system-level metrics in Windows or Linux  

¶ Processes 

¶ Threads 

¶ System Calls/sec 

.ǳǘ ǿƘŜƴ ƛǘ ŎƻƳŜǎ ǘƻ ±aΣ ȅƻǳ ŘƻƴΩǘΦ ¢ƘŜ ǊŜŀǎƻƴ ǘƘŜǎŜ h{-level metrics are not relevant is because a VM 

is not an OS. 

https://en.wikipedia.org/wiki/OS-level_virtualization
https://www.settlersoman.com/ftf-012-resource-pools-in-practice/
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To master vSphere metrics, you need to know ESXi kernel. The kernel is a different type of OS as its 

purpose is to run multiple virtualized motherboard (I personally prefer to call VM as virtual 

motherboard). As a result, its metrics are different to typical OS such as Windows and Linux. 

From the kernelΩǎ ǾŀƴǘŀƎŜ ǇƻƛƴǘΣ ŀ ±a ƛǎ Ƨǳǎǘ ŀ ŎƻƭƭŜŎǘƛƻƴ ƻŦ ǇǊƻŎŜǎǎ ǘƘŀǘ ƴŜŜŘǎ ǘƻ ōŜ Ǌǳƴ ǘƻƎŜǘƘŜǊΦ 9ŀŎƘ 

process is called World. So there is a world for each vCPU of a VM, as each can be scheduled 

ƛƴŘŜǇŜƴŘŜƴǘƭȅΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴǎƘƻǘ ǎƘƻǿǎ ōƻǘƘ ±a ŀƴŘ ƴƻƴ ±a ǿƻǊƭŘǎ ǊǳƴƴƛƴƎ ǎƛŘŜ ōȅ ǎƛŘŜΦ LΩǾŜ 

marked the kernel modules with red dot. You can spot familiar process like vpxa and hostd running 

alongside VM (marked with the yellowline). 
 

 
 

Visibility

Guest OS and VM are 2 closely related due to their 1:1 relationship. They are adjacent layers in SDDC 

stacks. However, the two layers are distinct, each provide unique visibility that the other layer may not be 

able to give. Resource consumed by Guest OS is not the same as resource consumed by the underlying 

VM. Other factors such as power management and CPU SMT also contribute to the differences. 

The different vantage points result in different metrics. This creates complexity as you size based on what 

happens inside the VM, but reclaim based on what happens outside the VM (specifically, the footprint on 

the ESXi). In other words, you size the Guest OS and you reclaim the VM. 

The following diagram uses the English words demand and usage to explain the concept, where demand 

consists of usage and unmet demand. It does not mean the demand and usage metrics in vSphere and 

VCF OperationsΣ ƳŜŀƴƛƴƎ ŘƻƴΩǘ ŀǎǎǳƳŜ ǘƘŜǎŜ ƳŜǘǊƛŎǎ ŀŎǘǳŀƭƭȅ ƳŜŀƴ this. They were created for a 

different purpose. 
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I tried adding application into the above diagram, but that complicated the whole picture that I removed 

it. So just take note that some applications such as Java VM and database manage their own resources. 

Another virtualization layer such as Container certainly takes the complexity to another level. 

We can see from the above that area A is not visible to the hypervisor.  
 

Layer A Queue inside the Guest OS (CPU Run Queue, RAM Page File, Disk Queue Length, Driver 
Queue, network card ring buffer). These queues are not visible to the underlying 
hypervisor as they have not been sent down to the kernel. For example, if Oracle sends 
Lh ǊŜǉǳŜǎǘǎ ǘƻ ²ƛƴŘƻǿǎΣ ŀƴŘ ²ƛƴŘƻǿǎ ǎǘƻǊŀƎŜ ǎǳōǎȅǎǘŜƳ ƛǎ ŦǳƭƭΣ ƛǘ ǿƻƴΩǘ ǎŜƴŘ ǘƘƛǎ Lh 
to the hypervisor. As a result, the disk IOPS counter at VM level will under report as it 
has not received this IO request yet. 

Layer B What the Guest uses. This is visible to the hypervisor as a VM is basically a multi-
process application. The Guest OS CPU utilization somehow translates into VM CPU 
wǳƴΦ L ŀŘŘŜŘ ǘƘŜ ǿƻǊŘ άsomehowέ ŀǎ ǘƘŜ ǘǿƻ ƳŜǘǊƛŎǎ ŀǊŜ ŎŀƭŎǳƭŀǘŜŘ ƛƴŘŜǇŜƴŘŜƴǘƭȅ ƻŦ 
each other, and likely taken at different sampling time and use different roll up 
technique.  

Layer C Hypervisor overhead (CPU System, CPU MKS, CPU VMX, RAM Overhead, Disk 
Snapshot). This overhead is obviously not visible to the Guest OS. You can get some 
visibility by installing Tools, as it will add new metrics into Windows/Linux. Tools do 
not modify existing Windows/Linux metrics, meaning they are still unaware of 
virtualization. 

From the kernel viewpoint, a VM is group of processes or user worlds that run in the 
kernel. There are 3 main types of groups: 

¶ VM Executable (VMX) process is responsible for handling I/O to devices that are 
not critical to performance. The VMX is also responsible for communicating with 
user interfaces, snapshot managers, and remote console. 

¶ VM Monitor (VMM) process is responsible for virtualizing the guest OS 
instructions, and managing memory mapping. The VMM passes storage and 
network I/O requests to the kernel, and passes all other requests to the VMX 
process. There is a VMM for each virtual CPU assigned to a VM. 

¶ Mouse Keyboard Screen (MKS) and SVGA processes are responsible for rendering 
the guest video and handling guest OS user input. When you console into the VM 
via vCenter client, the work done is charged to this process. This in turn is charged 
to the VM, and not specific vCPU. 

If you want to see example of errors in the above process, review this KB article.  

Layer D Unmet Demand (CPU Ready, CPU Co-Stop, CPU Overlap, CPU VM Wait, RAM 
Contention, VM Outstanding IO).  

¢ƘŜ DǳŜǎǘ h{ ŜȄǇŜǊƛŜƴŎŜǎ ŀ ŦǊƻȊŜƴ ǘƛƳŜ ƻǊ ǎƭƻǿƴŜǎǎΦ LǘΩǎ ǳƴŀǿŀǊŜ ǿƘŀǘ ƛǘ ƛǎΣ ƳŜŀƴƛƴƎ ƛǘ 
ŎŀƴΩǘ ŀŎŎƻǳƴǘ ŦƻǊ ƛǘΦ 

LΩǾŜ ŎƻǾŜǊŜŘ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜ ƛƴ ǎƛƳǇƭŜ ǘŜǊƳǎΣ ŀƴŘ Řƻ ƴƻǘ Řƻ ƧǳǎǘƛŎŜ ǘƻ ǘƘŜ Ŧǳƭƭ ŘƛŦŦŜǊŜƴŎŜΦ LŦ ȅƻǳ ǿŀƴǘ ǘƻ 

read a scientific paper, I recommend this paper by Benjamin Serebrin and Daniel Hecht. 

Resource Management

vSphere uses the following to manage the shared resources: 

https://kb.vmware.com/s/article/1019471
https://link.springer.com/chapter/10.1007%2F978-3-642-29737-3_26
https://dblp.org/pid/73/11144.html
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¶ Reservation 

¶ Limit 

¶ Share 

¶ Entitlement 

Reservation and Limit are absolute. Share is relative to the value of other VMs on the same cluster.  

Unlike a physical server, you can configure a Limit and a Reservation on a VM. This is done outside the 

Guest OS, so Windows or Linux does not know. You should minimize the use of Limit and Reservation as it 

makes SDDC operations more complex.  

 

wŜǎŜǊǾŀǘƛƻƴ ǊŜǇǊŜǎŜƴǘǎ ŀ ƎǳŀǊŀƴǘŜŜΦ Lǘ ƛƳǇŀŎǘǎ ǘƘŜ tǊƻǾƛŘŜǊ όŜΦƎΦ 9{·ƛύ ŀǎ ǘƘŀǘΩǎ ǿƘŜǊŜ ǘƘŜ ǊŜǎŜǊǾŀǘƛƻƴ 

takes place. However, it works differently on CPU vs RAM.  
 

CPU CPU Reservation is on demand. If the VM does not use the resource, then it does not 
come into play as far as the VM is concerned. The reservation is basically not applied. 

Accounting wise, it does not impact CPU utilization metrics. Run, Used, Demand, Usage 
do not include it. Their value will be 0 or near 0 if the Guest OS is not running. 

RAM Memory Reservation is permanent, hence impacts memory utilization metric. The 
Memory Consumed counter includes it even though the page is not actually consumed 
yet. If you power on a 16 GB RAM VM into a BIOS state, and it has 10 GB Memory 
Reservation, the VM Consumed memory counter will jump to 10 GB. It has not actually 
consumed the 10 GB, but since ESXi has reserved the space, it is not available to other 
VMs. 

LŦ ƛǘΩǎ ƴƻǘ ȅŜǘ ǳǎŜŘΣ ǘƘŜƴ ƛǘ ŘƻŜǎ ƴƻǘ ǘŀƪŜ ŜŦŦŜŎǘΦ aŜŀƴƛƴƎ 9{·ƛ Iƻǎǘ ŘƻŜǎ ƴƻǘ ŀƭƭƻŎŀǘŜ ŀƴȅ 
physical RAM to the VM. However, once a VM asks for memory and it is served, the 
physical RAM is reserved. From then on, ESXi continues reserving the physical RAM even 
though the VM is no longer using it. In a sense, the page is locked despite the VM become 
idle for days. 
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[ƛƳƛǘ ǎƘƻǳƭŘ ƴƻǘ ōŜ ǳǎŜŘ ŀǎ ƛǘΩǎ ƴƻǘ ǾƛǎƛōƭŜ ǘƻ ǘƘŜ DǳŜǎǘ h{Φ ¢ƘŜ ǊŜǎǳƭǘ ƛǎ ǳƴǇǊŜŘƛŎǘŀōƭŜ ŀƴŘ ŎƻǳƭŘ ŎǊŜŀǘŜ ŀ 

worse performance problem than reducing the VM configuration. For CPU, it impacts the CPU Ready 

counter. For RAM, in the VMX file, this is sched.mem.max. 

Entitlement

Entitlement means what the VM is entitled to. It's a dynamic value determined by the hypervisor. It 

varies every second, determined by Limit, Shares and Reservation of the VM itself and any shared 

allocation with other VMs running on the same host. For Shares, it certainly must consider shares of 

ƻǘƘŜǊ ±aǎ ǊǳƴƴƛƴƎ ƻƴ ǘƘŜ ǎŀƳŜ ƘƻǎǘΦ ! ±a ŎŀƴΩǘ ǳǎŜ ƳƻǊŜ ǘƘŀƴ ǿƘŀǘ 9{·ƛ ŜƴǘƛǘƭŜǎ ƛǘΦ 

Obviously, a VM can only use what it is entitled to at any given point of time, so the Usage counter 

cannot go higher than the Entitlement counter.  

In a healthy environment, the ESXi host has enough resources to meet the demands of all the VMs on it 

with sufficient overhead. In this case, you will see that the Entitlement and Usage metrics will be similar 

to one another when the VM is highly utilized.  

The numerical value may not be identical because of reporting technique. vCenter reports Usage in 

percentage, and it is an average value of the sample period. vCenter reports Entitlement in MHz and it 

takes the latest value in the sample period. This also explains why you may see Usage a bit higher than 

Entitlement in highly-utilized vCPU. If the VM has low utilization, you will see the Entitlement counter is 

much higher than Usage. 

Overhead vs Not Overhead

Be careful not to lump every additional load as overhead.  

¶ hǾŜǊƘŜŀŘ ƳŜŀƴǎ ƛǘΩǎ ƳŀƴŘŀǘƻǊȅ όŎŀƴƴƻǘ ōŜ ŀǾƻƛŘŜŘύ ŀƴŘ Ƙŀǎ ƴŜƎŀǘƛǾŜ ƛƳǇŀŎǘ όǎǳŎƘ ŀǎ ǎƭƻǿŜǊ 

performance or more resource required).  

¶ bƻǘ hǾŜǊƘŜŀŘ ƳŜŀƴǎ ƛǘΩǎ ƻǇǘƛƻƴŀƭΦ ¸ƻǳ Řƻ ƴƻǘ ƘŀǾŜ ǘƻ ǳǎŜ ǘƘŜ ŦŜŀǘǳǊŜΦ ¢ȅǇƛŎŀƭƭȅΣ ƛǘ ōǊƛƴƎǎ ƴŜǿ 

capabilities that is often not possible to achieve without virtualization. 

[ŜǘΩǎ ƭƛǎǘ ǎƻƳŜ ŜȄŀƳǇƭŜǎΥ 
 

Overhead 9{·ƛ ƪŜǊƴŜƭΦ ²ƘƛƭŜ ƛǘ ŘŜƭƛǾŜǊǎ ǾŀƭǳŜΣ ƛǘΩǎ ƴƻǘ ƻǇǘƛƻƴŀƭ ŀƴŘ ƛǘΩǎ ƴƻǘ ƴŜƎƭƛƎƛōƭŜΦ Lǘ ƛƳǇŀŎǘǎ 
your usable capacity too. 

IO processing by hypervisor. There is an additional processing done by the kernel, 
which could result in IO blender effect. However, this does not reduce the resource 
allocated to Guest OS. 

VM CPU and Memory overhead for the VM Monitor layer. This is a small amount and 
operationally negligible.  

ESXi memory consumed and CPU used by vSAN processes.  

VM log files. VM is a layer on its own and the log provides necessary observability. 

Not Overhead VM snapshot. Snapshot is optional and it delivers new functionalities not available in 
Guest OS. 

VM memory snapshot. This does not have the same purpose with hibernation file 
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inside Windows or Linux. This feature enables memory overcommit at ESXi level.  

vSphere HA. The extra ESXi hosts provides availability protection. 

vSAN Failures-to-Tolerate policy. They provide availability protection since vSAN does 
not use hardware-level redundancy. For workloads where the VM is transient and you 
have the master template, you can set this to 0 (no protection). 

In addition, there is buffer. There are at least 3 types of buffers: 

¶ Capacity buffer. This reduces the Usable Capacity. 

¶ Cost buffer. This reduces the Sellable Capacity. This is typically on top of the Usable Capacity. 

¶ Disaster Recovery buffer 

¶ Security Attack buffer. This is sometimes call the clean room. 

vMotion

Is it an overhead? It is not an overhead to the VM, but there can be impact to the VM metrics.  

For example, unshared swap page in the source ESXi may become a regular memory page on the 

destination. This will increase the Consumed metric of the VM on the destination. 

Similarly, sometimes the version of ESXi running on source and destination is different and may use 

different compression algorithms for memory compression. In that case, a compressed page may become 

a regular page in the destination increasing consumption. 

Metric Mastery

There are thousands of metrics across a diverse architecture. How do you master them?  

One way is to see the commonality. I studied The USE Method by Brendan Gregg, The RED Method by 

Weave Works, and the Golden Signal by Google. Based on their strengths and weaknesses, I came up 

with The Triple See Method, which is designed specifically for Broadcom VCF. 

Triple See Method 

There are 3 types of metrics you need to see and verify as 1 integrated set, before you make your final 

conclusion. These Triple See metric-type are peers, and they have their own purpose. They map well with 

the Pillar of Operations. 
 

https://www.brendangregg.com/usemethod.html
https://www.weaveworks.com/blog/the-red-method-key-metrics-for-microservices-architecture/
https://sre.google/sre-book/monitoring-distributed-systems/
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Type of Metrics Primary Application 

Contention Performance Management 

Consumption Capacity Management 

Cost Management 

Sustainability  

Context Configuration Management 

Compliance Management 

Inventory Management 
 

[ŜǘΩǎ ŜȄǇƭŀƛƴ ŦǳǊǘƘŜǊΥ 
 

Contention They measure something bad. They can be further divided by their impact 

¶ Performance. Metrics such as contention, latency, and queue, impact 
the performance of the system. The system is not down, meaning 
nothing is dropped, but the overall throughput is reduced. 

¶ Availability. Metrics such as errors and dropped impact the availability. 
Most system can recover from soft errors by re-attempting the 
operations (e.g. retransmit the dropped packet, recalculate the cache, 
resend the SCSI command). There is lack of observability for such 
automatic-recovery, and the even the logs may not reveal.  

Consumption They measure something good. A high number is good for the business, if the 
load is useful (e.g. not a DDOS attack). Hence, make sure both the patterns and 
values match your expectation. 

There are 3 types of consumption. Deploy all 3 techniques above accordingly. 

Utilization Measures the actual consumption. There is on standard 
naming convention in the industry, so after a while you 
have a wide variety of names. Examples are IOPS, 
throughput, active, usage and workload. It is the main 
input for the capacity family of metrics (Capacity 
Remaining, Time Remaining, Recommended Size). 

Allocation Used in capacity when utilization is not useful as value is 
too low. 

Reservation Used in capacity to prevent contention from happening. 
Think of it as seat reservation in a restaurant. It can 
overlap with utilization because an object can have lower 
or higher reservation relative to its utilization at different 
times 

 

Context They ǇǊƻǾƛŘŜ ŀƴǎǿŜǊ ǘƻ ǘƘŜ άit dependsέ ǘȅǇŜ ƻŦ ŀƴǎǿŜǊΣ ōȅ accounting for 
something (e.g. inventory, configuration) and provide context.  

The context is obviously only useful to someone who can derive insight from 
that context, else there is no meaning to it. For example, a high number of 
Ǿaƻǘƛƻƴ ŘŜǇŜƴŘǎ ƻƴ ȅƻǳǊ ŜȄǇŜŎǘŀǘƛƻƴΦ LŦ ȅƻǳΩǊŜ ŘƻƛƴƎ ŎƭǳǎǘŜǊ ƭƛǾŜ ƳƛƎǊŀǘƛƻƴ 
after office hours, you expect the number to match the theoretical limit.  
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²ƘƛƭŜ ŎƻƴǘŜƴǘƛƻƴ ƛǎ ǿƘŀǘ ȅƻǳ ŎŀǊŜΣ ŎƻƴǎǳƳǇǘƛƻƴ ƎŜǘǎ ǘƘŜ ƭƛƳŜƭƛƎƘǘ ŀǎ ƛǘΩǎ ŜŀǎƛŜǊ ǘƻ ƳƻƴƛǘƻǊ ŀƴŘ ǎƛƳǇƭŜǊ ǘƻ 

ŜȄǇƭŀƛƴΦ !ƭǎƻΣ Ƴŀƴȅ ǎȅǎǘŜƳǎ Řƻ ƴƻǘ ǎŎŀƭŜ ǿŜƭƭΦ ¢ƘŜƛǊ άperformanceέ ŘǊƻǇǎ ǿƘŜƴ ǊŜŀŎƘƛƴƎ ŎŜǊǘŀƛƴ ƭŜǾŜƭ ƻŦ 

utilization. Take a parallel database. As you add more nodes, the overall throughput drops as the nodes 

spend more time maintaining overall integrity among them. The CPU utilization of each node gets higher, 

only to be spent on overhead activities. In this case, what you should do is measures the overhead and 

ǘƘŜ ƳŜǘǊƛŎ ȅƻǳ ǊŜŦŜǊ ǘƻ ŀǎ άperformanceέΦ 5ƻ ƴƻǘ ǳǎŜ ǘƘŜ /t¦ ǳǘƛƭƛȊŀǘƛƻƴ ǘƻ ǊŜǇǊŜǎŜƴǘ ŀƭƭ ǘƘŜǎŜ ƳŜǘǊƛŎǎΦ 

There is a tendency to monitor utilization as if it is a pillar of operations. Just like contention, utilization is 

not something you manage. Yes, you monitor utilization, but you monitor it for a reason. By itself, 

utilization has no meaning. The meaning depends on the purpose.  

 

Primary | Secondary Metrics

Metrics can be grouped into 2.  
 

Primary Secondary 

¢ƘŜ ά²Ƙŀǘέ 

It defines the situation.  

¢ƘŜ ά²Ƙȅέ 

It explains. It covers the possible causes behind the value 
of the primary metric.  

Typically only 1 metric per use-case Typically many metrics to explain that single primary 
metric. 

Typically can be color coded {ƻƳŜ Ŏŀƴ ōŜ ŎƻƭƻǊ ŎƻŘŜŘΣ ǎƻƳŜ Ŏŀƴƴƻǘ ŀǎ ƛǘΩǎ ŎƻƴǘŜȄǘǳŀƭ 

The unit is normally percentage, where 0% 
is bad and 100% is good 

Unit varies. Examples are GB, MHz, packets/seconds, and 
milliseconds. 

Used in Monitoring Used in Troubleshooting 

Example: Capacity Remaining (%) Supporting secondary metrics: 

¶ CPU Utilisation 

¶ Memory Usable Capacity 

¶ CPU Allocation 

Example: VM Performance (%) Supporting secondary metrics: 

¶ VM peak vCPU Ready among all the VM vCPU 

¶ VM peak Read/Write latency among all the VM 
virtual disks 

¶ VM CPU Context Switch 

Collection 

Before we cover the metrics, you need to know how they get collected within a collection period (e.g. 20 

second), and what units are used. 
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Interval

When you collect a metric, you have a choice on what to collect: 

1. Collect the data at that point in time.  

Example: collect the value at 00:00:00. 

2. Collect the average of all the data within the collection cycle. 

Example: collect the average of all values from 00:00:00 to 00:05:00. 

3. Collect the maximum (or minimum) of all the data within the collection cycle. 

The 1st choice is the least ideal, as you will miss majority of the metric. For example, if you collect every 5 

minutes, that means you collect the data of the 300th second, and miss 299 seconds worth of data points. 

hƴ ǘƘŜ ƻǘƘŜǊ ƘŀƴŘΣ ƛǘΩǎ ƎƻƻŘ ǿƘŜƴ ǘƘŜ ƭŀǘŜǎǘ Řŀǘŀ ƛǎ ƳƻǊŜ ǾŀƭǳŀōƭŜΣ ǎǳŎƘ ŀǎ Řƛǎƪ ǎǇŀŎŜ and free memory. 

The 2nd choice gives you the complete picture, as no data is missing. The limitation is your collection 

ƛƴǘŜǊǾŀƭ ŎŀƴΩǘ ōŜ ǘƻƻ ƭƻƴƎ ŦƻǊ ǘƘŜ ǳǎŜ ŎŀǎŜ ȅƻǳΩǊŜ ƛƴǘŜǊŜǎǘŜŘ ƛƴΦ 

Comparing the 2 choices, the 1st choice will result in wider fluctuations. You will have a higher maximum 

and lower minimum over time. Telegraf chooses the 2nd choice, while Tools choose the 1st choice. You can 

see below the result. Overall, their pattern will be similar, especially for something relatively stable such 

as memory consumption and disk space consumption. 

 

The 3rd choice complements the 2nd choice by picking the worst. That means you need 2 number per 

metrics for certain use case. 

As you collect regularly, you also need to decide if you reset to 0, or you continue from previous cycle. 

Most metrics reset to 0 as accumulation is less useful in operations.  

[ŜǘΩǎ ǘŀƪŜ ŀ ƭƻƻƪ at what you see at vCenter UI, when you open the performance dialog box. What do the 

columns Rollups and Stat Type mean?  
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Stat Type explains the nature of the metrics. There are 3 types: 
 

Delta The value is derived from a running counter that perpetually accumulates over time. 
What you see is difference between 2 points in time. As a result, all the units in 
milliseconds are of delta type.  

Rate The value measures the rate of change, such as throughput per second. Rate is always 
the average across the 20 second period. 

bƻǘŜΥ ǘƘŜǊŜ ŀǊŜ ƳŜǘǊƛŎǎ ǿƛǘƘ ǇŜǊŎŜƴǘŀƎŜ ŀǎ ǳƴƛǘ ŀƴŘ ǊŀǘŜ ŀǎ ǎǘŀǘ ǘȅǇŜΦ LΩƳ ǇǳȊȊƭŜŘ ǿƘȅΦ 

Absolute The value is a standalone number, not relative to other numbers.  

Absolute can be latest value at 20th second or the average value across the 20 second 
period.  

  

Some common units are milliseconds, MHz, percent, KBps, and KB.  

Metrics in MHz is more complex as you need to compare with the ESXi physical CPU static frequency. In 

large environments, this can be operationally difficult as you have different ESXi hosts from different 

generations or sport a different GHz. This is one of the reasons why I see vSphere cluster as the smallest 

logical building block. If your cluster has ESXi hosts with different frequencies, these MHz-based metrics 

can be difficult to use, as the VMs get vMotion-ed by DRS. 

Why Milliseconds as Unit?

vSphere uses 3 types of units for CPU: millisecond, MHz and %.  

Of the 3, the millisecond is the source. Time is the raw unit, meaning both the percentage unit and the 

MHz unit are derived from it, because they are expressed as the average/minimum/maximum over time. 

When we see the CPU demand is 2 GHz at 9:00:00 am what vSphere likely means is it the average from 

previous collection. It is not a point in time.  

Time as a unit to measure CPU utilization does not seem logical. Where does it come from and why? 

Hint: the stat type is Delta.  

To answer that, we need to see from the ESXi kernel scheduler point of view. Think in terms of the 

passage of time and the amount of CPU cycles that get completed during that time. A CPU core running 

at 2 GHz will get 2x CPU cycles completed compared with a core running at 1 GHz. The same goes with 

Hyper Threading. You get less cycles completed when there is a peer thread competing at the same time. 

What you think as utilization or usage or demand or used, it will be easier if you see them as cycles, once 

you make that small paradigm shift. 
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[ŜǘΩǎ ǘŀƪŜ ±a /t¦ wŜŀŘȅΦ The following is taken from ESXi vsish1 command. It shows that the original, 

raw counter is actually a running number. To calculate the CPU ready of a given time period, we need to 

subtract the last number from the first number. To convert to percentage, we divide over the collection, 

which is 20000 ms in the screenshot. 

 

In the above, the slightly different values are due to different time in sample interval start and end.  

LΩƭƭ ǘŀƪŜ ŀƴƻǘƘŜǊ ŜȄŀƳǇƭŜΣ ǘƻ ǎƘƻǿ ǘƘŀǘ ǘƘŜ ƻǊƛƎƛƴŀƭ ǳƴƛǘ ƛǎ ǘƛƳŜ όƳƛŎǊƻǎŜŎƻƴŘΣ ƴƻǘ ƳƛƭƭƛǎŜŎƻƴŘύΦ  

/sched/groups/169890525/stats/cpuStatsDir/> cat /sched/groups/169890525/stats/cpuStatsDir/cpuStats  
group CpuStats {  
   number of vsmps:7  
   size:19  
   used - time:905379300543 usec  
   latency - stats:latency - stats {  
      cpu - latency:798578245914 usec   
      memory- latency:memory - latency {  
         swap- fault - time:0 usec  
         swap- fault - count:0  
         compress - fault - time:0 usec  
         compress - fault - count:0  
         mem- fault - time:17939139 usec  
         mem- fault - count:3834600  
      }  
      network - latency:0 usec  
      storage - latency:0 usec  

Lƴ Ǿ{ǇƘŜǊŜ ¦L ŀƴŘ !tLΣ ǘƘŜ ŎƻǳƴǘŜǊ ŦƻǊ /t¦ [ŀǘŜƴŎȅ ƛǎ ǇŜǊŎŜƴǘŀƎŜΦ .ǳǘ ƛƴ ǘƘŜ ŀōƻǾŜΣ ȅƻǳ Ŏŀƴ ǎŜŜ ǘƘŀǘ ƛǘΩǎ 

true unit is microseconds. 

Because of the above, when collection is running late or the source is busy, the sum may exceed 20000 

ms by a bit. In that case, you may see something like this. 

 
1 VMkernel System Information Shell. It is a hidden, interactive command-line utility used to view and manipulate 
the internal state of the ESXi VMkernel. Think of it like the /proc or /sys filesystem in Linux; it exposes a hierarchical 
tree of nodes representing hardware, drivers, networks, and virtual machine.  

https://williamlam.com/2010/08/what-is-vmware-vsish.html
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Rollup Type

The Rollups column tells you how the data is rolled up to longer time period. The types of roll up are: 
 

Average 
This means taking the average of the collected values. vCenter may average 20 
values and report it every 20 seconds as a single value. 

Maximum This means taking the highest value. Useful when you want to catch the outlier. 

Minimum The opposite of above. Useful in situations such as free memory. 

Summation 

It is actually average for those metrics where accumulation makes more sense. For 
example, CPU Ready Time gets accumulated over the sampling period. vCenter 
reports metrics every 20 seconds, which is 20000 milliseconds. This is why the 
number keeps going up as you roll up to bigger object. 

Latest 
This is the most recent value. This is useful in cases such as disk space, where you 
care more about the present value. 

 

VCF Operations adds percentile, which is useful when you want to ignore outlier.  

The following table shows a VM has different CPU Ready Time on each second. It has 900 ms CPU Ready 

on the 5th and 6th second, but has lower number on the remaining 18 seconds. 
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Over a period of 20 seconds, a VM may accumulate different CPU Ready Time for each second. vCenter 

sums all these numbers, then divides it by 20,000. This is actually an average, as you lose the peak within 

the period. 

Latest, on the other hand, is different. It takes the last value of the sampling period. For example, in the 

20-second sampling, it takes the value between 19th and 20th seconds. This value can be lower or higher 

than the average of the entire 20 seconds period. Latest is less popular compared with average as you 

miss 95% of the data. 

Rolling up from 20 seconds to 5 minutes or higher results in further averaging, regardless of the rollup 

techniques (summation or average). This is the reason why it is better to use VCF Operations than 

vCenter for data older than 1 day, as vCenter averages the data further, into a 0.5 hour average. 

Because the source data is based on 20-second, and VCF Operations by default averages these data, the 

άмлл҈έ ƻŦ ŀƴȅ ƳƛƭƭƛǎŜŎƻƴŘ Řŀǘŀ ƛǎ нлΣллл ƳǎΣ ƴƻǘ оллΣллл ƳǎΦ ²ƘŜƴ ȅƻǳ ǎŜŜ /t¦ wŜŀŘȅ ƻŦ оллл ƳǎΣ 

ǘƘŀǘΩǎ ŀŎǘǳŀƭƭȅ мр҈ ŀƴŘ ƴƻǘ м҈Φ 

By default, VCF Operations takes data every 5 minutes. This means it is not suitable to troubleshoot 

performance that does not last for 5 minutes. In fact, if the performance issue only lasts for 5 minutes, 

you may not get any alert, because the collection could happen exactly in the middle of those 5 minutes. 

For example, let's assume the CPU is idle from 08:00:00 to 08:02:30, spikes from 08:02:30 to 08:07:30, 

and then again is idle from 08:07:30 to 08:10:00. If VCF Operations is collecting at exactly 08:00, 08:05, 

and 08:10, you will not see the spike as it is spread over two data points. This means, for VCF Operations 

to pick up the spike in its entirety without any idle data, the spike may have to last for 10 minutes. 

VCF Operations is capable of storing the individual 20-seconds data. But that would result in 15x more 

data. In most cases, what you want is the peak among the 15 data points.  

The Collection Level in vCenter, shown in the following table, does not apply to VCF Operations. Changing 

the collection level does not impact what metrics get collected by VCF Operations. It collects majority of 

metrics from vCenter using its own filter, which you can customize via policy. 
 

Statistics 
Levels 

Metrics 

Level 1  

Cluster Services (VMware Distributed Resource Scheduler) ς all metrics  

CPU ςentitlement, total MHz, usage (average), usage MHz  

Disk ς capacity, max Total Latency, provisioned, unshared, usage (average), used  

https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.monitoring.doc/GUID-25800DE4-68E5-41CC-82D9-8811E27924BC.html


PART 3 OF 4: Counters   

Chapter: PART 3 Section: The World of Metrics Page 27 

Memory ς consumed, mem entitlement, overhead, swap in Rate, swap out Rate, 
swap used, total MB, usage (average), balloon, total bandwidth (DRAM or PMem) 

Network ς usage (average), IPv6  

System ς heartbeat, uptime  

VM Operations ς num Change datastore, num Change Host, num Change Host 
datastore 

Level 2  

Level 1 metrics, plus the following: 

CPU ς idle, reserved Capacity  

Disk ς All metrics, excluding number Read and number Write.  

Memory ς All metrics, excluding Used, maximum and minimum rollup values, read or 
write latency (DRAM or PMem).  

VM Operations ς All metrics  

Level 3  

Level 2 metrics, plus the following: 

Metrics for all metrics, excluding minimum and maximum rollup values.  

Device metrics  

Level 4  All metrics, including minimum and maximum rollup values.  

Take note: vSAN API gives you the last data, not the average or peak of the entire period. Since VCF 

Operations collect every 5 minutes, you get the data for the 300th second.  

Real Time Collection

Do we really need real-time collection and analysis for every single metrics, on every single objects, 24 x 

7?  

We collect the metrics for a reason, such as performance and capacity. The reasons dictate the frequency 

for each type of metrics.  

Take note that how frequent you collect is not the same with how granular the data points. For example, 

VCF Operations collect every 5 minutes by default from vCenter, but it grabs 15 data points in 1 collection 

cycle. For majority of the data, it averages these 15 data points and store as 1 number.  
 

Use Case Collection Point Collection Frequency 

Performance: 
Profiling 

1 ς 20 seconds for all counters 1 ς 20 seconds 

Performance: 
Troubleshooting 

1 - 20 seconds for raw contention, 5 minutes for 
everything else. More explanation after this table. 

5 minutes for both 

Performance: SLA 5 minutes.  

Why SLA differs to troubleshooting and why 5-minute 
is the sweet spot is covered in the book VMware 
Operations Transformation, 4th edition. 

5 minutes  

Capacity 
15 minutes for all. Value is the average over 15 minutes, not the peak. 

Functionally, you do not need 15-ƳƛƴǳǘŜ ƎǊŀƴǳƭŀǊƛǘȅΦ hǇŜǊŀǘƛƻƴŀƭƭȅΣ ƛǘΩǎ ǎŀŦŜǊ ǘƻ 
do 15 minutes. If there is collection failure, either due to collector or target 

Cost 

Compliance 
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Sustainability system, you only lose 15 ƳƛƴǳǘŜǎΩ worth of data. 

Inventory 

Performance Troubleshooting

For troubleshooting, you want per-second data. Who does not want sharper visibility? However, there 
are potential problems: 

1. Lǘ Ƴŀȅ ƴƻǘ ōŜ ǇƻǎǎƛōƭŜΦ ¢ƘŜ ǎȅǎǘŜƳ ȅƻǳΩǊŜ ƳƻƴƛǘƻǊƛƴƎ Ƴŀȅ ƴƻǘ ōŜ ŀōƭŜ ǘƻ ǇǊƻŘǳŎŜ ǘƘŜ ŘŀǘŀΣ ƻǊ ƛǘ 
comes with capacity or performance penalty. 

2. LǘΩǎ ŜȄǇŜƴǎƛǾŜΦ ¸ƻǳǊ ƳƻƴƛǘƻǊƛƴƎ ǎȅǎǘŜƳ ƳƛƎƘǘ ƎǊƻǿ ǘƻ ōŜ ŀǎ ƭŀǊƎŜ ŀǎ ǘƘŜ ǎȅǎǘŜƳǎ ōŜƛƴƎ ƳƻƴƛǘƻǊŜŘΦ 
You could be better off spending the money on buying more hardware, preventing the problem 
to begin with. 

3. You get diminishing return. The first data point is the most valuable. Subsequent data points are 
less valuable if they are not providing new information.  

4. The remediation action is likely the same as there are only a handful of things you can do to fix 
the problem. The number of problems outweigh the actual solution. 

So what can you do instead? 

Begin with the end in mind. Look at the solution (e.g. add hardware, change some settings) and ask what 
metrics are required. For each required metrics, ask what granularity is required.  

I find that 1 ς 20 second is only required for the contention-type of metrics. For utilization-type and 
contextual-type, I think 5 minute is enough. You need higher resolution when the contention-type 
metrics do not exist. For example, there is no metric for network latency and packet retransmit at VM 
level. All you have is packet dropped. To address the missing metrics, use utilization metric such as packet 
per second and network throughput.  

Units

No thanks to lack of consistent implementation among vendors, there is a common confusion on units. 

1000 vs 1024

There is confusion between 1024 and 1000.  

¶ Is 1 gigabyte = 1024 megabyte or 1000 megabyte?  

¶ Is 1 Gigabit = 1000 Mb or 1024 Mbit? 

The answer from Google is 1000 for both.  

Google does not distinguish network throughput and storage throughput.  
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As expected, Google uses 1 byte = 8 bits 

 

Storage Vendors 

However, many products from many vendors use the binary conversion instead of decimal. This is one of 

those issues, where ǿƘŀǘΩǎ ǇƻǇǳƭŀǊ ƛƴ ǇǊŀŎǘƛŎŜ is different to what it should be in theory.  

To add further confusion, there is consistency among storage and network vendors. For example, you get 

shortchanged when you buy storage hardware.  

Guess how many GB do you actually get from this 128 GB? This screenshot is from the vendor official 

website. I think many hardware vendors do the same. 

 

The answer is 116 GB.  

The following is the above actual disk in Windows 11. 
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You lost 9%! 

Microsoft Windows use 1024 for storage.  

VCF Operations 

VCF Operations use 1024 for storage, 1024 for network, 1024 for memory, but 1000 for CPU.  

Here is the proof for storage. Yes, I validated network and memory too. 

 
 

VCF Operations use 1000 for CPU 
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Kilo vs Kibi

To address the confusion, the committee at International System of Quantities came up with a new set of 

names for the binary units. Instead of kilo, mega, giga, they use kibi, mebi, gibi, tebi, and pebi.  

It is confusing to drop familiar terms like kilo, mega and giga. I prefer kilobi instead of kibi as it shows the 

relationship to the commonly known units. Or if you want to emphasize the binary nature, perhaps 

kilo2byte, mega2byte, giga2byte as the name. 

[ŜǘΩǎ ǘŀƪŜ ŀƴ ŜȄŀƳǇƭŜ 

¶ 1 Kibibyte = 1024 bytes. That means 1 Kibibyte = 1.024 KB. 

¶ 1 Gibibyte = 1024 Mebibytes = 1,073,741,824 bytes 

The abbreviation is also changed from K, M, G to Ki, Mi, Gi, where the letter i is small case. This confuses 

ǘƘŜ ǇƻǇǳƭŀǘƛƻƴ ŦǳǊǘƘŜǊ ŀǎ Yƛ Ŏŀƴ ƳŜŀƴ Yƛƭƻ ƻǊ YƛōƛΦ LΩŘ ƘŀǾŜ ŎƘƻǎŜƴ ŀƴƻǘƘŜǊ ƭŜǘǘŜǊ ƛƴǎǘŜŀŘ ƻŦ i.  

VCF Operations still uses the traditional (KB, MB, GB) as shown in the following screenshot.  

 

Note the conversion from byte to bit remains. 1 byte = 8 bit.  

Bit vs Byte

Do you use Byte/second or bit/second? 

To me, it depends on the context. If you talk about disk space, you should use byte. You measure the 

amount of disk space read or written per second. If you talk about network line, you should use bit. You 

measure the amount of SCSI blocks travelling inside ethernet or FC cable. Pearson uses 1024 for disk 

space, and 1000 for transmission speed, in their certification. There are other references, such as 

gbmb.org, NIST, and Lyberty. In short, there is really no standard. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƛǎ ƴŜǘǿƻǊƪ ǘǊŀƴǎƳƛǘΦ LǘΩǎ ǎƘƻǿƛƴƎ олΦум a.ǇǎΦ {ƻ ǘƘƛǎ ƛǎ ŀ ǊŀǘŜΣ ǎƘƻǿƛƴƎ ōŀƴŘǿƛŘǘƘ 

consumption or network speed. 

https://en.wikipedia.org/wiki/International_System_of_Quantities
https://qualifications.pearson.com/content/dam/pdf/subject-updates/ICT/KB-vs-kpbs.pdf
https://www.gbmb.org/gbps-to-mbps
https://physics.nist.gov/cuu/Units/prefixes.html
http://www.lyberty.com/encyc/articles/kb_kilobytes_archived1.html
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What would it show if you convert into KBps? 

30810, if it uses 1000. 

 

Since vRealize treats 1 Mega = 1024 Kilo, the above is what you get. 

{ƛƴŎŜ ƛǘΩǎ ƴŜǘǿƻǊƪΣ ƭŜǘΩǎ ŎƻƴǾŜǊǘ ƛƴǘƻ ōƛǘΦ  

What do you expect you get in Mbps? 

 

You get 31 x 553.13 x 8 bits / 1024 = 246 / 51. 

Aggregation 

We discussed in earlier part of the book about data collection. After collecting lots of data across objects 

and across time, how do you summarize so you get meaningful insight? 

Aggregating to a higher-level object is complex as there is no lossless solution. You are representing a 

wide range of values by picking up 1 value among them, so you lose some details. The choices of 

techniques are mean, median, maximum, minimum, percentile, sum and count of.  

The Problem with Average

The default technique used by many observability tools is the average() function as that represents every 

value to be aggregated. Average is great across time, but not across members of a group. 

The problem is it will mask out the outlier unless they are widespread. By the time the average 

performance of 1000 VMs is bad, you likely have a hundred VMs in bad shape. 
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[ŜǘΩǎ ǘŀƪŜ ŀƴ ŜȄŀƳǇƭŜΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ǎƘƻǿǎ 9{·ƛ ƘƻǎǘǎΦ ¢ƘŜ ŦƛǊǎǘ Ƙƻǎǘ Ƙŀǎ /t¦ wŜŀŘȅ ƻŦ мпфΣммсΦоо 

ms. Is that a bad number? 

 

It is hard to conclude. It depends on the number of running vCPU, not the number of physical cores. 

That host has 67 running VMs, and each of those VMs can have multiple vCPU. In total there are 195 

vCPU. Each vCPU could potentially experience CPU Ready of 20,000 ms (which is the worst possible 

scenario). 

If you sum the CPU Ready of the 67 VM, what number would you get?  

 

¸ƻǳΩǊŜ ǊƛƎƘǘΣ ȅƻǳ ƎŜǘ ǘƘŜ ǎŀƳŜ ƴǳƳōŜǊ ǊŜǇƻǊǘŜŘ ōȅ ǘƘŜ 9{·ƛ ƘƻǎǘΦ  

This means the ESXi CPU Ready = Sum (VM CPU Ready), and the VM CPU Ready = Sum (VM vCPU Ready). 

.ŜŎŀǳǎŜ ƛǘΩǎ ŀ ǎǳƳƳŀǘƛƻƴ ƻŦ ǘƘŜ ±aǎΣ ǘƻ ŎƻƴǾŜǊǘ ƛƴǘƻ ҈ ǊŜǉǳƛǊŜǎ ȅƻǳ ǘƻ ŘƛǾƛŘŜ ǿƛǘƘ ǘƘŜ ƴǳƳōŜǊ ƻŦ 

running VM vCPU.  

ESXi CPU Ready (%) = ESXi CPU Ready (ms) / Sum (vCPU of running VMs)  

Are the CPU Ready values equally distributed among the VMs? What do you think? 

It depends on many settings, so there is a good chance you get something like the following. This heat 

map shows the 67 VMs on the above host, colored by CPU Ready and sized by VM CPU configuration. You 

can see that the larger VMs tend to have higher CPU ready, as they have more vCPU. 
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Lagging vs Leading Indicators

When it comes to performance management, you need to see the ǇǊƻōƭŜƳ ǿƘƛƭŜ ƛǘΩǎ ǎǘƛƭƭ ŜŀǊƭȅΣ ǿƘŜƴ ƻƴƭȅ 

a small percentage of users or applications are affected. For that, you need a leading indicator, not a 

lagging indicator (after the fact). Leading indicators complement the lagging indicator by giving the early 

warning, so you have more time to react. 

Performance use the contention metric as its primary input. The problem with contention metrics is it 

drops (or spike, depending on how you see it) suddenly, typically at the point of overcommit. It differs to 

consumption metrics which goes up towards 100%. 

 

As a result, average is not suitable for rolling up performance metrics to higher level parents. For 

example, a VDI system that was designed for 1000 users should serve the first 1000 well, and it should 

struggle after the capacity is exceeded.  

Average is a lagging indicator. The average of a large group tends to be low, so you need to complement 

it with the peak. On the other hand, the absolute peak can be too extreme, containing outliers.  

The following chart shows where Maximum() picks up the extreme (outlier) while average fails to detect 

the problem. This is where the worst 5th percentile or the worst 1st percentile makes more sense. 
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These are the techniques to complement average(). Depending on the situation, you apply the 

appropriate technique. 
 

Worst() This returns the worst value of a group.  

LǘΩǎ ǎǳƛǘŀōƭŜ ǿƘŜƴ ǘƘŜ ƴǳƳōŜǊ ƻŦ ƳŜƳōŜǊǎ is low, such as ESXi hosts in a cluster or 
containers in a Kubernetes pod. LǘΩǎ ŀƭǎƻ ǎǳƛǘŀōƭŜ ŦƻǊ ƘƻǳǊƭȅ ǾŀƭǳŜΣ ŀǎ ǘƘŜǊŜ ŀǊŜ ƻƴƭȅ мн 
data points. 

If you want to ignore outlier, then use Percentile function. 

Percentile() It is similar to the Worst() function, but it returns the number after eliminating a 
percentage of the worst. See this handy calculator ǘƻ ƭŜŀǊƴ ǘƘŜ ǇŜǊŎŜƴǘƛƭŜ ŦǳƴŎǘƛƻƴΦ LΩǾŜ 
summarized the most common scenarios, showing the worst 5th percentile works well 
the number of members is less than 100. If the number of members is ҔнрлΣ LΩŘ ǘŀƪŜ 
97th percentile (3 standard deviations). 

Count Worst 5th Percentile Exclusion 

10 9.50 0.50 

20 19.00 1.00 

40 38.00 2.00 

50 47.50 2.50 

100 95.00 5.00 

200 190.00 10.00 

500 475.00 25.00 

The problem with percentile is it picks a single member. It cannot tell if there is a 
population problem.  

Average of 
Worsts 

This solves the percentile by averaging all the numbers above the percentile. If you take 
the average from 95th percentile to 100th percentile, you represent all these numbers. 
This results in a number that is more conservative than 95th percentile.  

https://www.calculatorsoup.com/calculators/statistics/percentile-calculator.php
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This is superior to percentile as the band between 95 ς 100 may vary. By not 
hardcoding at a single point, you pick a better representation. 

The limitation of this technique is when you have outlier. It can skew the number. If 
you suspect that, choose a lower percentile, such as 90th or 92.5th percentile. 

Count() This is different to the Worst() or Percentile(), as you need to define the threshold first. 
For example, if you do Count of VM that suffers from bad performance, you need to 
ŘŜŦƛƴŜ ǿƘŀǘ ōŀŘ ƛǎΦ ¢ƘŀǘΩǎ ǿƘȅ /ƻǳƴǘόύ ǊŜǉǳƛǊŜǎ ȅƻǳ ǘƻ ŘŜŦƛƴŜ ǘƘŜ ōŀƴŘ ŦƻǊ red, orange, 
yellow and green. You can then track the number of objects in the red band, as you 
expect this number to be 0 at all times. Waiting until an object reaches the red band 
can be too late in some cases, so consider complimenting it with a count of the 
members in orange band.  

Count() works better than average() when the number of members is very large. For 
ŜȄŀƳǇƭŜΣ ƛƴ ŀ ±5L ŜƴǾƛǊƻƴƳŜƴǘ ǿƛǘƘ мллY ǳǎŜǊǎΣ р ǳǎŜǊǎ ŀŦŦŜŎǘŜŘ ƛǎ лΦллр҈Φ LǘΩǎ ŜŀǎƛŜǊ 
to monitor using count as you can see how it translates into real life. 

Sum() Sum works well when the threshold for green is 0. Even better, the threshold for yellow 
is 0. With this, you just need to watch when the total is above 0. 

The main limitation of Sum() is setting the threshold. You need to adjust the threshold 
ōŀǎŜŘ ƻƴ ǘƘŜ ƴǳƳōŜǊ ƻŦ ƳŜƳōŜǊǎΦ LŦ ǘƘŜǊŜ ŀǊŜ Ƴŀƴȅ ƳŜƳōŜǊǎΣ ƛǘΩǎ ǇƻǎǎƛōƭŜ ǘƘŀǘ ǘƘŜȅ 
are all in the green, but the parent is in the red. 

Disparity() When members are uniformed and meant to share the load equally, you can also track 
the disparity among them. This reveals when part of the group is suffering when the 
average is still good. 

In some situations, you may need multiple metrics for more complete visibility. For example, you may 

need Worst for the depth and Percentile for the breadth. In this case, pick one of them as the primary 

and the rest as secondary metrics. You can also use worst and worst 5th percentile numbers together for 

better insight. If the numbers are far apart, that indicates the Worst number is likely an outlier. If the 

numbers are similar, you have a problem 

άtŜŀƪέ ¦ǘƛƭƛȊŀǘƛƻƴ

One common requirement is the need to monitor for peak. Be careful in defining peak, as by default, 

averages get in the way. 

How do you define peak utilization or contention without being overly conservative or aggressive?  

There are two dimensions of peaks.  

1. Peak across time of the same metric. 

2. Peak among members of the group at the same time 

Let's take a cluster with 8 ESXi hosts as an example. The following chart shows the 8 ESXi utilizations. 

²ƘŀǘΩǎ ǘƘŜ ŎƭǳǎǘŜǊ ǇŜŀƪ ǳǘƛƭƛȊŀǘƛƻƴ ƻƴ ǘƘŀǘ ŘŀȅΚ  

The problem with this question is there are 1440 minutes in a day, so each ESXi Host has at least 288 

metrics (based on the 5-minute reporting period). So this cluster has 288 x 8 = 2304 metrics on that day. 

A true peak has to be the highest metric among these 2304 metrics.  
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To get this true peak, you need to measure across members of the group. For each sample data, take the 

utilization from the host with the highest utilization. In our cluster example, at 9:05 am, host number 1 

has the highest utilization among all hosts. LeǘΩǎ ǎŀȅ ƛǘ Ƙƛǘ 99%. We then take it that the cluster peak 

utilization at 9:05 am is also 99%.  

You repeat this process for each sample period (e.g. 9:10 am, 9:15 am). You may get different hosts at 

different times. You will not know which host provides the peak value as that varies from time to time.  

²ƘŀǘΩǎ ǘƘŜ ǇǊƻōƭŜƳ ƻŦ ǘƘƛǎ ǘǊǳŜ ǇŜŀƪΚ 

Yup, it might be too sensitive. All it takes is 1 number out of 2304 metrics. If you want to ignore the 

outlier, you need to use percentile. For example, if you do 99th percentile, it will remove the highest ~23 

datapoints. 

Take note that the most common approach is to take the average utilization among all the 8 ESXi hosts in 

the cluster. So you lose the true peak, as each data point becomes an average. For the cluster to hit 80% 

average utilization, at least 1 ESXi host must have hit over 80%. That means you can't rule out the 

possibility that one host might hit near 100%.  

The same logic applies to a VM. If a VM with 64 vCPUs hits 90% utilization, some cores probably hit 100%. 

This method results in under-ǊŜǇƻǊǘƛƴƎ ŀǎ ƛǘ ǘŀƪŜǎ ŀƴ ŀǾŜǊŀƎŜ ƻŦ ǘƘŜ άmembersέ ŀǘ ŀƴȅ ƎƛǾŜƴ ƳƻƳŜƴǘΣ 

then take the peak across time (e.g. last 24 hours). 

¢Ƙƛǎ άaveraging issueέ ŜȄƛǎǘǎ ōŀǎƛŎŀƭƭȅ ŜǾŜǊȅǿƘŜǊŜ ƛƴ ƳƻƴƛǘƻǊƛƴƎΣ ŀǎ ƛǘΩǎ ǘƘŜ ŘŜŦŀǳƭǘ ǘŜŎƘƴƛǉǳŜ ǿƘŜƴ ǊƻƭƭƛƴƎ 

up. For a more in-depth reading, look at this analysis by Tyler Treat.  

There is another nuance of peak. 

Depth vs Breadth

There are 2 dimensions of problem: 

¶ How deep or acute is the problem? 

¶ How widespread is the problem? 

Both measure the severity of the problem.  

https://bravenewgeek.com/everything-you-know-about-latency-is-wrong/
https://bravenewgeek.com/about-me/
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! ŘŜŜǇ ǇǊƻōƭŜƳ ƛǎ ǎǳƛǘŀōƭŜ ŦƻǊ ŀ ǎƛƴƎƭŜ ŜƴǘƛǘȅΦ CƻǊ ŜȄŀƳǇƭŜΣ ƛŦ ŀ ±a Ƙŀǎ ŀ ǾŜǊȅ ƘƛƎƘ /t¦ ǊŜŀŘȅΣ ƛǘΩǎ ǿƻǊǘƘ 

looking into.  

A broad problem is suitable for the population. For example, if many VMs experience a moderate CPU 

ǊŜŀŘȅΣ ƛǘΩǎ ǿƻǊǘƘ ƭƻƻƪƛƴƎ ƛƴǘƻΦ ¸ƻǳ Řƻ ƴƻǘ ǿŀƴǘ ǘƻ ǿŀƛǘ ǳƴǘƛƭ ǘƘŜ /t¦ ǊŜŀŘȅ ōŜŎƻƳŜǎ ƘƛƎƘŜǊΦ !ǎ ŀ ǊŜǎǳƭǘΣ 

use a lower threshold. 

What do you notice from the following screenshot? There are 2 metrics, the maroon line shows the worst 

among all the VMs in the cluster, the pale blue shows the cluster wise average.  

 

Notice the Maximum is >10x higher than the average. The average is also very stable relative to the 

maximum. It did not move even though the maximum became worse. Once the Cluster is unable to cope, 

ȅƻǳΩŘ ǎŜŜ ŀ ǇŀǘǘŜǊƴ ƭƛƪŜ ǘƘƛǎΦ !ƭƳƻǎǘ ŀƭƭ ±aǎ Ŏŀƴ ōŜ ǎŜǊǾed, but 1-2 were not served well. The maximum is 

ƘƛƎƘ ōŜŎŀǳǎŜ ǘƘŜǊŜ ƛǎ ŀƭǿŀȅǎ ƻƴŜ ±a ǘƘŀǘ ǿŀǎƴΩǘ ǎŜǊǾŜŘΦ  

Be careful when you look at metrics at parent object such as cluster and datastore, as average is the 

default counter used in aggregation. Here is another example. This shows a cluster wise average. What 

do you think of the value? 

 

¢ƘŀǘΩǎ ǊƛƎƘǘΦ bƻ ǇŜǊŦƻǊƳŀƴŎŜ ƛǎǎǳŜ ŀǘ ŀƭƭ ƛƴ ǘƘŜ ƭŀǎǘ т ŘŀȅǎΦ ¢ƘŜ ŎƭǳǎǘŜǊ ƛǎ ŘƻƛƴƎ ǿŜƭƭΦ ¢Ƙƛǎ ŎƭǳǎǘŜǊ Ǌǳƴ 

hundreds of VMs. What you see above is the average experience of all these VMs, aggregated at cluster 

level. If there is only a few VMs having a problem, but the majority are not, the above fails to show it. 

Now look at the pattern. You can see there are changes in that 1 week period. 

What do you expect when you take the worst of any VM? Would you get the same pattern? 

 

Answer is possible (not always!), if every VM is given the same treatment. They will take turn to be hit. 

bƻǘƛŎŜ ǘƘŜ ǎŎŀƭŜΦ LǘΩǎ слȄ ǿƻǊǎŜΦ 
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The following diagram explains how such thing can happen. 

 

The above charts show 6 objects that have varying disk latency. The thick red line shows that the worst 

latency among the 6 objects varies over time.  

Plotting the maximum among all the 6 objects, and taking the average, give us two different results as 

shown below: 

 

LŦ ȅƻǳ ŘƻƴΩǘ ƘŀǾŜ ǘƘŜ {[! [ƛƴŜΣ Ƙƻǿ Řƻ ȅƻǳ ƪƴƻǿ Ƙƻǿ ƳǳŎƘ buffer you have?  

Proactive monitoring requires insights from more than one angle. When you hear that a VM is hit by a 

performance problem, your next questions are naturally: 

¶ How bad is it? You want to gauge the depth of the problem. The severity also may provide a clue 

to the root cause. 

¶ How long did the problem last? Is there any pattern? 

¶ How many VMs are affected? Who else are affected? You want to gauge the breadth of the 

problem. 

bƻǘƛŎŜ ȅƻǳ ŘƛŘ ƴƻǘ ŀǎƪ ά²ƘŀǘΩǎ ǘƘŜ average performance?έΦ hōǾƛƻǳǎƭȅΣ ŀǾŜǊŀƎŜ ƛǎ ǘƻƻ ƭŀǘŜ ƛƴ ǘƘƛǎ ŎŀǎŜΦ  

The answer to the 3rd question impacts the course of troubleshooting. Is the incident isolated or 

ǿƛŘŜǎǇǊŜŀŘΚ LŦ ƛǘΩǎ ƛǎƻƭŀǘŜŘΣ ǘƘŜƴ ȅƻǳ ǿƛƭƭ ƭƻƻƪ ŀǘ ǘƘŜ ŀŦŦŜŎǘŜŘ ƻōƧŜŎǘ ƳƻǊŜ ŎƭƻǎŜƭȅΦ LŦ ƛǘΩǎ ŀ ǿƛŘŜǎǇǊŜŀŘ 

ǇǊƻōƭŜƳ ǘƘŜƴ ȅƻǳΩƭƭ ƭƻƻƪ ŀǘ ŎƻƳƳƻƴ ŀǊŜŀǎ όŜΦƎΦ ŎƭǳǎǘŜǊΣ ŘŀǘŀǎǘƻǊŜΣ ǊŜǎƻǳǊce pool, host) that are shared 

among the affected VMs.  

How do you calculate the breadth of a problem? 
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There are 2 methods: 

¶ Threshold based. You determine the percentage of the population above a certain threshold. The 

limitation is defining the threshold is hard as it depend on the metric.  

¶ Percentile based. You determine the number at certain percentile. I recommend 90th percentile 

ŀǎ ŀǾŜǊŀƎŜ ƛǎ ǘƻƻ ƭŀǘŜ ŀƴŘ ȅƻǳ ǿŀƴǘ ŀ ƭŜŀŘƛƴƎ ƛƴŘƛŎŀǘƻǊΦ ¢ƘŜ ƭƛƳƛǘŀǘƛƻƴ ƛǎ ȅƻǳ ŘƻƴΩǘ ƪƴƻǿ ǘƘŜ 

percentage of the population. 

I recommend the percentile-based as it can be consistently applied to any metric.  

The following table uses the threshold-based.  

 

The following shows an example where both breadth and dept confirm you have a CPU Ready problem. 

 

Usage Disparity

Imbalance among utilization can reveal a problem, as there are many examples where you expect 

balance utilization: 

¶ ¦ǎŀƎŜ ŀƳƻƴƎ ±a Ǿ/t¦Φ LŦ ŀ ±a Ƙŀǎ он Ǿ/t¦Σ ȅƻǳ ŘƻƴΩǘ ǿŀƴǘ ǘƘŜ ŦƛǊǎǘ у ŀǊŜ ƘŜŀǾƛƭȅ ǳǎŜŘ ǿƘƛƭŜ 

the last 16 are not used. 

¶ Usage among ESXi in a cluster 

¶ Usage among RDS Hosts in a farm 

¶ Usage among Horizon Connection Server in a pod 

¶ Usage among disk in a vSAN disk group 

¶ Usage among web server in a farm 

We define imbalance as highest ς lowest.  
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It is expressed in percentage, meaning we need to divide over something. There are 2 options: 

¶ Divide over total. This is a fixed number, as the total is a constant number.  

¶ Divide over max (highest). This is a dynamic number, as the max is fluctuating. The imbalance is 

relative, as it depends on the value of the Max metric. 

Both use cases have their purpose. We are taking the first use for these reasons: 

1. ¢ƘŀǘΩǎ ǘƘŜ Ƴƻǎǘ ŎƻƳƳƻƴ ƻƴŜΦ ¢ƘŜ ǎŜŎƻƴŘ ǳǎŜ ŎŀǎŜ ƛǎ ǳǎŜŘ ƛƴ ƭƻǿ ƭŜǾŜƭ ŀǇǇƭƛŎŀǘƛƻƴ ǇǊƻŦƛƭƛƴƎ ƻǊ 

tuning, not general IaaS operations. 

2. LǘΩǎ ŀƭǎƻ ŜŀǎƛŜǊ ǘƻ ǳƴŘŜǊǎǘŀƴŘΦ  

3. It does not result in high number when imbalance is low in absolute terms. See the charts below 

 

The following calculation shows that using the relatively imbalance results in a high number, which can 

be misleading as the actual imbalance is only 10% 
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Modelling

There are 3 main reasons why we need to model performance of a system or object into a simple, higher-

level set of metrics. 
 

Persona Monitoring is first performed by Level 1 operators. As first line of defence, they 
ƴŜŜŘ ǘƻ ŎƻǾŜǊ ǿƛŘŜ ƴƻǘ ŘŜŜǇΦ LǘΩǎ ƴƻǘ ǇǊŀŎǘƛŎŀƭ ǘƻ ǘǊŀŎƪ Ƴŀƴȅ ƳŜǘǊƛŎǎ ŦƻǊ 
thousands of objects. In addition, some of the raw metrics require specialist 
knowledge. 

Scale A single metric enables monitoring at scale. For example, if you have a single 
metric representing a VM, you can do aggregation on these VMs. 

Reporting Senior IT management prefer to see a higher-level ƳŜǘǊƛŎ ŀǎ ƛǘΩǎ ŜŀǎƛŜǊ ǘƻ ǊŜƭŀǘŜ ǘƻ 
the business. They understand VM Performance (%) but may not appreciate CPU 
CoStop (ms).  

vǳŀƴǘƛŦȅƛƴƎ ǎƻƳŜǘƘƛƴƎ ŎƻƳǇƭŜȄ ǿƛǘƘ Ƴŀƴȅ ŎƻƳǇƻƴŜƴǘǎ ƛǎ ŘƛŦŦƛŎǳƭǘΦ LǘΩǎ ƭƛƪŜ ǘǊȅƛƴƎ ǘƻ ŦƛƎǳǊŜ ƻǳǘ ǘƘŜ 

ƛƴŦƭŀǘƛƻƴ ǊŀǘŜ ƻŦ ŀ ŎƻǳƴǘǊȅΦ LǘΩǎ ƛƳǇƻǎǎƛōƭŜ ǘƻ ƘŀǾŜ ǘƘŜ Consumer Price Index that properly represents the 

economy as different individuals have different baskets of goods. Even if we could develop the basket for 

each individual, that basket changes each year, rendering comparison with previous year invalid.  

On the other hand, a country needs the number in order to manage its economy. The approximation is 

certainly much better than nothing.  

[ŜǘΩǎ ǘŀƪŜ ŀƴƻǘƘŜǊ ŜȄŀƳǇƭŜΦ ¢Ƙƛǎ ǘƛƳŜΣ ǿŜ Ǝƻ Řƻǿƴ to a much smaller scope. A person, you or me. We 

take annual health check, performing all sort of tests, and the results will be a series of metrics (e.g. your 

bad cholesterol level). Are they 100% accurate for you from young until you are old? Are the guidelines 

100% accurate for everyone in your country? 

Beside the absolute value, the relative movement of the value over time also provides insight. The 

patterns and trends over time are useful for management. 

bƻǿ ǘƘŀǘ ǿŜΩǾŜ ǎŜŜƴ ǊŜŀƭ ƭƛŦŜ ŜȄŀƳǇƭŜǎΣ Ŏŀƴ ǿŜ ŀǇǇƭȅ ǘƘŜƳ ǘƻ L¢ ǎȅǎǘŜƳǎΚ CƻǊ ŜȄŀƳǇƭŜΣ Ƙƻǿ Řƻ ǿŜ 

define the performance of a large system such as vSphere, NSX, Horizon or Kubernetes?  

Actual | Potential 

The challenge is there are many components that makes up this metric. There is a need to consolidate all 

the performance metrics into a single KPI so you can manage at scale. 

Say you have 1000 AWS EC2 instances to be monitored. You have a bunch of metrics, and you then 

consolidate them into 2 KPIs instead of 1. How would you know which EC2 has issues? You need to show 

2 sets of heat map or table. That means you need to manually corelate ǘƘŜ ŦƛǊǎǘ ǘŀōƭŜ ǿƛǘƘ ǘƘŜ ǎŜŎƻƴŘΦ LǘΩǎ 

not scalable operationally. 

Having >1 metric also presents challenge as you roll up to higher level object. How do you show a trend 

chart of performance over time at vSphere data center levels when you have >1 metric?  

https://www.investopedia.com/terms/c/consumerpriceindex.asp
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We can define system performance as a metric. This means you can have the performance metric for any 

object, such as vSphere Cluster Performance (%) and Kubernetes Node Performance (%). 

Since the goal is to be proactive, we need 2 metrics: 

¶ 1 measures reality. It quantifies the actual. A low value is bad. 

¶ 1 measures risk. It quantifies the potential. A low value is good. 
 

 Performance (%) Risk (%) 

Purpose Quantify actual slowness. It is essential 
to know reality. 

Quantify potential slowness. It is essential to 
know what may come your way. 

Metric 
Type 

Contention 
¶ Actual 

¶ Saturation (zipped, swapped) 

Consumption 
¶ Allocation 

¶ Utilization and imbalance 

¶ Reservation 

Since the goal is proactive, this includes 
saturation signs. 

Count of Monster VM, as they increase risk. 

Assumption Configuration (settings) is already optimized, and all availability issues have been dealt 
with separately. This enables the metrics to focus on contention and consumption. 

Combining into a single value unlocks trend analysis as pattern may emerge that mimic business cycles or 

security attack.  

Calculation 

Performance is defined as 0 ς 100%.  

100% It means best possible performance, not absolute theoretical figure. 

This means a perfect score of 100.00% is not possible as certain contention such as 
disk latency cannot be 0. 

0% Lǘ ƳŜŀƴǎ ƛǘΩǎ ŀǘ ȅƻǳǊ ǿƻǊǎǘ ŜȄǇŜŎǘŀǘƛƻƴΣ ƴƻǘ ǘƘŜ ŀōǎƻƭǳǘŜ ǎƭƻǿŜǎǘ ǇƻǎǎƛōƭŜΦ  

For example, if you expect 40 ms as the least you can tolerate, then the value will 
turn to 0% when disk latency hits 40 ms. The value 400 ms will not make it 
negative.  

This means a value of 50% is likely acceptable cost is far more important 

5ƻ ƴƻǘ ŎƻƴŦǳǎŜ ǇŜǊŦƻǊƳŀƴŎŜ ǿƛǘƘ {[LΦ Lƴ {[!Σ ȅƻǳΩǊŜ ŀƛƳƛƴƎ ǘƻ ōŜ млл҈Φ Lƴ ǇŜǊŦƻǊƳŀƴŎŜΣ ǘƘŜ ƴǳƳōŜǊ 75% 

is actually pretty good.  

We use 4 colors, so we can divide 100% into 4 equal parts. So Green is simply 75% - 100% and Red is 

simply 0% - 25%. This is more natural than dividing into 3, where you end up with odd numbers such as 

33.33% and 66.67%.  

The other advantage is it gives you leading indicator (shown as yellow).  
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²Ƙȅ ŘƻƴΩǘ ǿŜ ƳŀƪŜ green 95% - 100%? 75% for green sounds rather bad or low.  

My answer is if you create an unequal distribution, some bands will have to be narrower than others. 

With uneven bands, you also need to be extra careful when defining the threshold for each metric that 

make up the KPI. I made the 4 bands equal, so the thresholds are easier to set.  

Making the threshold easy to set is critical. As you design your KPI, you will vrealize that the threshold is 

the hardest part. In fact, I exclude metric when I do not feel comfortable with its threshold.  

The following KPI uses 4 metrics as its input. Each metric has a set of thresholds for green, yellow, orange 

and red. 

 

Now that we have the threshold for each metric, we can convert each metric into green ς red. The model 

is also able to handle when the entire range is defined by a single number. This is useful when you want 

to define green = 0. That means a single packet loss will put the metric into the yellow range already. 

What if anything above 0 is red?  

You simply set 0 for green, yellow and orange. Within the red zone, you can set 0 ς 1, or 0 to something. 

Translation

Since the metrics have different units, we need translate to a common unit so we can aggregate.   

How do we translate a row?  

[ŜǘΩǎ ǳǎŜ ŀƴ ŜȄŀƳǇƭŜΦ ¢ŀƪŜ ǘƘŜ 5ƛǎƪ [ŀǘŜƴŎȅ ό҈ύ ƳŜǘǊƛŎΦ Lǘ Ƙŀǎ ǊŀƴƎŜ ŦǊƻƳ л ǘƻ пл ƳǎΣ ǿƘƛŎƘ ƳŀǇǎ ƛƴǘƻ ǘƘŜ 

0 ς 100% using the following mapping table. 
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With the above mapping, we can be precise in assigning the value. For examples: 

¶ 9 millisecond disk latency translates into KPI value of 77.5%, which is green. The reason is green 

ranges from 75% to 100%, where 0 ms equals to 100% and 10 ms equals to 75%. So each 

millisecond is around 2.5%. 

¶ 42 millisecond disk latency translates into 0%. It is above the upper threshold of 40 millisecond. 

Since we do not show negatives, anything above the limit is shown as 0% 

Threshold

The threshold is designed to support proactive, not alert-based operations. Hence, the red range does 

not mean emergency and you must drop everything. It means you need to take a look within the next 24 

hours. This also gives you time to evaluate how many times it falls into the red zone and the overall 

trend. 

The threshold could be argued from 2 ways: 

¶ Scientifically 

¶ άPracticalƭȅέ 

{ŎƛŜƴǘƛŦƛŎŀƭƭȅΣ ŀ ±a ŘƻŜǎ ƴƻǘ ŎŀǊŜ ǿƘŀǘΩǎ ǎǘƻǇǇƛƴƎ ƛǘΦ ²ƘŜǘƘŜǊ ƛǘΩǎ wŜŀŘȅ ƻǊ /ƻ-Stop or Overlap, the Guest 

OS does not know. Using this logic, you should set all the threshold the same way. On the other hand, you 

can follow what happens in production, in healthy environment. These metrics do not follow the same 

scale. 

I take the lowest of the two, as the requirement is proactive monitoring.  

If you have many metrics that make up the KPI, and one of them is red but the remaining is all green, the 

overall KPI value may not reveal that there is problem. That single red does not have enough weight to 

bring down the rest. 
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Progressive Weightage

We assign weightage so that yellow is 2x green, orange is 2x yellow and red is 2x orange. Mathematically, 

a single red has equal weightage with 8 green. The following table shows that 1 perfect red and 8 perfect 

green will result in the score of 50. 

 

That also means that if you have 1 perfect red, and your green are not perfect, you can expect your value 

to be in the orange category. 

This relative weightage plays a key role in determining the threshold. Try to match the actual value so 

they also correspond to 1x 2x 4x 8x. For example, set the VM disk latency so it goes up from 20 ms Ą 40 

ms Ą 80 ms Ą 160 ms. Notice they always double. 

 

Note that this method does not replace assigning different weightage to each metric. You can still do 

that. 

Optional Features 

The above model is capable of handling many cases. To handle more complex requirements, apply any of 

these optional techniques. They can also be used together or individually. 
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Important Metrics

What if some metrics are relatively more important than others?  

Give it a higher weightage. If metric A is 2x more important than metric B, then ensure metric A 

weightage is 2x of metric B.  

If both are equally important, but the chance of metric B hitting bad is 2x higher, then give it 2x the 

weightage if you want an earlier warning.  

The sum of all weightages is 100%. In the following example, the CPU is given highest weightage. Notice 

they sum to exactly 100% 
 

Metric Weightage  

CPU Usage 40% 

Memory Usage 20% 

Disk Usage 20% 

Network Usage 20% 

Multi -table KPI

What if you have a long list of metrics and they are equally important? For example, if you have 21 

metrics, and one of them is red while others are green, that single red will not be able to pull the overall 

KPI down low. If you want the KPI to be low because the issue is severe, you need to split the large table 

into smaller table. Ensure the grouping is logical.  

For example, a Kubernetes cluster can be affected by either infrastructure problem or application 

(workload) problem. If we combine all the metrics, each metric has a relatively low weightage, as their 

sum is 100%. We solve this by combining them into 2. We then take the lowest of the 2 sub-KPI metrics. 

Creating a 2nd table is also useful for override.  

How do you deal with a serious problem that rarely happens? What weightage do you give it? Take for 

example, error packet in Kubernetes. Say you give it 40%, because it is a serious hit on performance. But 

since it rarely happens, then this 40% is basically a given. If you want to avoid taking 40% from the total 

weightage, you take this metric from the row, and place it on a separate table. This 2nd table overrides 

the first table with its value if it produces a lower value. 

For example, if there is any error packet, you want to set the KPI value to red to reflect that there is a 

severe problem happening.  
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Validation 

Once you design the KPI for a specific object, always do a validation. This helps you validates if the 

thresholds, weightage, metrics actually deliver the score that matches your expectation. Write down the 

common scenarios along with the expected value. 

I got a surprise on the result, that I thought there was a bug in the formula. Remember that 1 red has the 

weight of 8 green? So when I see 3 reds and 9 greens, I expect the value to be in the red, which is below 

25. But I got a low orange. 

{ƻ ƭŜǘΩǎ Řƻ ǎƻƳŜ ǾŀƭƛŘŀǘƛƻƴΦ L ŦƛƴŘ ǘŜǎǘƛƴƎ ǘƘŜ ŎƻǊƴŜǊ ŎŀǎŜ ǳǎŜŦǳƭΦ {ƻ ƭŜǘΩǎ ǎŜŜ ǿƘŀǘ ǾŀƭǳŜ ǿŜ ƎŜǘ ǿƘŜƴ ǿŜ 

have 9 perfect green and 3 worst red. What value do you expect? 

A simple, non-weighted average will give a value of 75. This is right in the border of green or yellow.  

What color does the weightage score give us? 

 

It gives us a low orange. It is not red, but close enough to be red. This is why the score is important too, 

not just the color. 

What if your red is not the worst, but barely red? How many borderline red (near 25%) required before a 

perfect green (100%) is showing red? 

The following table shows 1 perfect green score and 11 barely-red scores. What color do you get at the 

end?  

 



PART 3 OF 4: Counters   

Chapter: PART 3 Section: The World of Metrics Page 49 

Yup, you get orange, not red. It takes many red scores, which makes it practically impossible to get a red 

if each red ƛǎ ōŀǊŜƭȅ ǘƘŜǊŜΦ ¢ƘŀǘΩǎ ǿƘȅ ȅƻǳǊ red threshold needs to be 2x your orange threshold. If you 

make it too big, you will get barely-red in most cases. 

In actual environment, you certainly do not want to see red, even in development environment. Each VM 

will have their own score, but overall you want to see majority green. Use heatmap to show, as it will 

automatically order them by the value.  

 

 



PART 3 OF 4: Counters   

Chapter: PART 3 Section: CPU Page 50 

CPU
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Architecture

What used to be Windows or Linux running on a server has transformed into Guest OS Ą VM Ą ESXi. 

There 3 distinct layers resulted in complexity documented in Part 2 Chapter 1. This is not as complex as 

memory, where you have 4 layers as process running inside a Guest OS represents another layer. 

The following infographic shows how the nature of CPU metrics changes as a result of virtualization. 

2 

Specifically for CPU, we need to be aware of dynamic metric. This means their values fluctuates 

depending on CPU clock speed and HT effect. As a result, the values are harder to figure out due to lack 

of observability on the fluctuation. This is not an issue if the range is negligible. It is not. For example, HT 

can increase the value of CPU Latency anywhere from 0% to 37.5%. 

  

 
2 LŦ ȅƻǳ ǎǳǎǇŜŎǘ ǘƘŀǘ L ŎŀƴΩǘ ŎǊŜŀǘŜ ǇǊƻŦŜǎǎƛƻƴŀƭ ƎǊŀǇƘƛŎ ƭƛƪŜ ǘƘƛǎΣ ȅƻǳ ŀǊŜ ǊƛƎƘǘΗ ¢ƘŀǘΩǎ ŘƻƴŜ ōȅ Abhishek Chouksey  

https://www.linkedin.com/in/abhishek-chouksey-75615161/
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Guest OS vs VM 

CPU metrics for a VM differ greatly from those in the Guest OS. For example, vCenter provides 5 metrics 

to account for the utilization of VM CPU, yet none directly maps to Windows/Linux CPU utilization.  

The following diagram shows some of the differences.  

 

When the kernel de-schedules a VM to process something else (e.g. other VM, kernel interrupt) on the 

same physical thread or core, the Guest OS does not know why it is interrupted. In fact, it experiences 

ŦǊƻȊŜƴ ǘƛƳŜ ŦƻǊ ǘƘŀǘ ǇŀǊǘƛŎǳƭŀǊ Ǿ/t¦ ǊǳƴƴƛƴƎ ƻƴ ǘƘŜ ǇƘȅǎƛŎŀƭ ŎƻǊŜΦ ¢ƛƳŜ ƧǳƳǇǎ ǿƘŜƴ ƛǘΩǎ ǎŎƘŜŘǳƭŜŘ ŀƎŀƛƴΦ 

See this paper for the explanation.  

Microsoft Windows and Linux handle this freeze differently when running on vSphere.  

¶ For Windows, the frozen part is not accountedΣ ǊŜǎǳƭǘƛƴƎ ƛƴ ƘƛƎƘŜǊ ǾŀƭǳŜ ōŜƛƴƎ ǊŜǇƻǊǘŜŘΦ [ŜǘΩǎ 

take an example 

Å 0 ς 1 second: CPU runs 100%  

Å 1 ς 2 second: CPU halted. Windows unaware. 

Å If Windows reports every 2 seconds, then it reports 100% while vSphere reports 50%. 

¶ Linux accounts via the metric Steal Time. The value is accurate so long you use paravirtualized 

system clock. 

On the other hand, ESXi cannot see how the DǳŜǎǘ h{ ǎŎƘŜŘǳƭŜǎ ƛǘǎ ǇǊƻŎŜǎǎŜǎΦ 9{·ƛ Ŏŀƴ ƻƴƭȅ ǎŜŜ ǿƘŀǘΩǎ 

being sent out by the Guest.  

.ŜŎŀǳǎŜ ƻŦ ǘƘƛǎΣ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ǘƻ ǳǎŜ ǘƘŜ ŎƻǊǊŜŎǘ ƳŜǘǊƛŎǎ ŀǘ ǘƘŜ ŎƻǊǊŜŎǘ ƭŀȅŜǊǎΦ  

Difference in the CPU Utilization metrics:  

Guest OS Depending on the version of Guest OS, some may not be aware of CPU scaling. 
¢ƘŜ ǊŜŀƭ ǘƛƳŜ ŦǊŜǉǳŜƴŎȅ Ƙŀǎ ǘƻ ōŜ ƻōǘŀƛƴŜŘ ŦǊƻƳ ǘƘŜ .Lh{ ƻǊ ±aa ƭŀȅŜǊΦ LΩƳ 
unsure how frequent this gets updated by ESXi to the VM, as it varies per core and 
over time. 

LǘΩǎ ǳƴŀǿŀǊŜ ƻŦ ǘƘŜ ƘȅǇŜǊ-threading, because the information is not being supplied 
by ESXi VMM module. 

VM When the vCPU shares a physical core, the CPU Usage will drop by 37.5%.  

Includes IO processing done on behalf of the hypervisor. In heavy databases or 
NSX Edge, this is significant. This increases VM CPU Usage.  

https://dl.acm.org/doi/10.1145/2668930.2695524
https://github.com/torvalds/linux/blob/master/kernel/sched/cputime.c
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.ƻǘƘ ƭŀȅŜǊǎ ƴŜŜŘ ǘƻ ōŜ ƳƻƴƛǘƻǊŜŘΣ ŀǎ ŜŀŎƘ ƳŜŀǎǳǊŜ ŘƛŦŦŜǊŜƴǘ ǇŜǊŦƻǊƳŀƴŎŜ ǇǊƻōƭŜƳǎΦ IŜƴŎŜ ƛǘΩǎ 

imperative to install VMware Tools. It reports the statistics about Guest OS to the ESXi host every 20 

seconds by default. 

The following example summarizes that mapping between Guest and VM is not possible.  
 

Type MS Windows Metric VM Metric 

Contention Run Queue None.  

All these are internal operations of Windows or Linux. DPC Time 

Context Switch 

C1 Time 

C2 Time 

C3 Time 

None. ESXi does not break down per VM as it focuses on the 
physical core. 

None CPU Ready 

CPU Co-Stop 

CPU System 

Utilization Usage Run ς Overlap ς VMX ς System. 

In Linux, the usage counters shown by the commands top, 
htop, or vmstat measures the time spent. It does not include 
the speed during the run.  

 

I put Linux separately as Windows and Linux have different approaches. The metrics for Linux are: 
 

User This means non kernel. Applications typically run here. 

System This is the kernel or privileged ring, where core operating systems function run. 

Idle Not running. This should correlate with the CPU run queue.  

Wait The time spent waiting for IO (disk or network) 

Steal L ǘƘƛƴƪ ǘƘƛǎ ƛǎ ƻƴƭȅ ŀǇǇƭƛŎŀōƭŜ ƛƴ ǾƛǊǘǳŀƭ ƳŀŎƘƛƴŜΣ ƴƻǘ ǇƘȅǎƛŎŀƭΦ ¢Ƙƛǎ ƛǎ ǘƘŜ ǘƛƳŜ ƛǘΩǎ 
frozen because underlying hypervisor does not have physical thread to run the VM 
vCPU. 

The following diagram shows the difference between Guest OS and VM. 

 

We will explain the above diagram after we cover the counters.  
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ESXi Í VM + Kernel 

[ŜǘΩǎ ǳǎŜ ŀƴ ŜȄŀƳǇƭŜ ǘƻ ŘǊƛǾŜ ǘƘŜ ǇƻƛƴǘΦ  

Review the diagram. What do you notice? 

 

Yes, the sum of VM CPU Usage is greater than the ESXi total capacity! How could it be?  

The answer is different perspective. 

Just like Guest OS and VM have different vantage points, the same complexity happens between VM and 

ESXi.  

The complexity comes from the different vantage points. The metrics at ESXi and VM level measure 

different things. As a result, the counter at ESXi level cannot be the sum of its VMs + kernel. 

 

VM takes the consumer view, meaning it sees the virtual layer. It sees 2 virtual CPUs, unaware of HT. A 

VM may compete with other VMs, but they are always unaware of one another. 

ESXi takes the provider view, meaning it sees the physical layer. It sees 1 core with 2 threads, fully aware 

of HT. Concept such as Ready and Wait are not applicable as a core is either runs or idle. The kernel 

practically does not experience contention as it has the highest priority. 
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The preceeding diagram shows that there are actualy 3 levels of measurements: 
 

VM vCPU Since a vCPU is a consumer, when it does not get what it wants, it needs to 
account for it. This is why you see counters such as ready and co stop. 

ESXi Thread Since a thread is consumer, it never experiences contention. It either runs or not.  

Since each thread runs in parallel, each gets their own 100%. Now, do not total 
them and conclude the core can run at 200%. Yes, I know esxtop shows that. It is 
not wrong, but there is a simpler way. Simply look at it from core perspective. 

ESXi Core The core is the one doing the actual work, not the thread. So the one that is 
ǊǳƴƴƛƴƎ ƛǎ ŀŎǘǳŀƭƭȅ ǘƘŜ ŎƻǊŜΦ ¢ƘŀǘΩǎ ǿƘȅ ƛǘΩǎ ŎƻǊǊŜŎǘ ǘƘŀǘ ŀ ŎƻǊŜ ǊŜƎƛǎǘŜǊǎ млл҈ ŀƴŘ 
not 50% when it only runs one of its threads.  

Now, there is a complication. 

When a core is running, it can run at different frequency and efficiency.  

This is where the Usage (MHz) counter comes in. 

If the word Usage is confusing, think of the word throughput or cycles completed.  
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[ŜǘΩǎ ŀǇǇƭȅ ǘƘŜ ŀōƻǾŜ ƛƴǘƻ ǘƘŜ н ǇƛƭƭŀǊǎ ƻŦ ƻǇŜǊŀǘƛƻƴǎ ƳŀƴŀƎŜƳŜƴǘΥ  

¶ performance  

¶ capacity 

Review the following infographic. Go through it vertically, then horizontally. 

²ƘŀǘΩǎ ȅƻǳǊ ǘŀƪŜ ƻƴ ǘƘŜ ƳŜǘǊƛŎǎΚ 
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/ŀǇŀŎƛǘȅ ƛǎ ŀƭǿŀȅǎ ōŀǎŜŘ ƻƴ ŀ ǎǘŀǘƛŎ ŎƻǳƴǘŜǊΦ ¢ƘŀǘΩǎ ǿƘȅ ƛǘ Ŏŀƴ ǳǎŜ ǇŜǊŎŜƴǘŀƎŜ ŀǎ ǘƘŜ ǳƴƛǘΦ  

¶ CƻǊ ±aΣ ƛǘΩǎ ŀōƻǳǘ ŎƻƴǎǳƳƛƴƎ ǘƘŜ ƎƛǾŜƴ Ǿ/t¦Φ  

¶ CƻǊ 9{·ƛΣ ƛǘΩǎ ŀōƻǳǘ ǘƘŜ ǳǘƛƭƛȊŀǘƛƻƴ ƻŦ ǘƘŜ ǘƘǊŜŀŘǎΦ  

¢ƘŜ /t¦ ŦǊŜǉǳŜƴŎȅ ƛǎ ŀōƻǳǘ ǇŜǊŦƻǊƳŀƴŎŜΣ ƴƻǘ ŎŀǇŀŎƛǘȅΦ ¢ƘŀǘΩǎ ǿƘȅ ƳŜǘǊƛŎǎ ǎǳŎƘ ŀǎ ¦ǎŀƎŜ ŀƴŘ 5ŜƳŀƴŘ 

are not used in capacity. 

Performance is about speed, not spaceΦ ¢ƘŀǘΩǎ ǿƘȅ /t¦ ŦǊŜǉǳŜƴŎȅΣ ŀ ƪŜȅ ƛƴŘƛŎŀǘƻǊ ƻŦ ǎǇŜŜŘΣ Ƙŀǎ ǘƻ ōŜ 

included.  

¶ ¢ƘŜ ŎŀǇŀōƛƭƛǘȅ ƻŦ ǘƻŘŀȅΩǎ /t¦ ƳŜŀƴǎ ǘƘŜ /t¦ ǎǇŜŜŘ ǾŀǊƛŜǎ ƻǾŜǊ ǘƛƳŜ ŀƴŘ ǾŀǊƛŜǎ ŀƳƻƴƎ ƛǘǎ ŎƻǊŜǎΦ 

As such, there is no 100% as the upper limit cannot be determined. Even if it is possible, there is 

no API to access this information. 

¶ ¢Ƙƛǎ ƳŜŀƴǎ ǿŜ ŎŀƴΩǘ ǳǎŜ ǇŜǊŎŜƴǘŀƎŜ ŀǎ ǳƴƛǘΦ  

¶ Since the upper limit is not known, we need to complement with contention counters (e.g. ready 

and overlap) so we can proactively manage. 

CPU vs vCPU 

One major difference is there is no hyperthreading at vCPU level. vSphere only expose vSocket and vCore. 

Within a vCore, there is no hyperthreading. 
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System on a Chip

As CPU architecture moves towards System on a Chip ŘŜǎƛƎƴΣ ƛǘΩǎ ƛƳǇƻǊǘŀƴǘ ƴƻǘ ǘƻ ŀǎǎǳƳŜ ǘƘŀǘ ŀ /t¦ 

socket is a simple and linear collection of cores. Take a 64-core AMD EPYC ŦƻǊ ŜȄŀƳǇƭŜΦ LǘΩǎ ŀŎǘǳŀƭƭȅ ƳŀŘŜ 

of 8 Core Complex Dies. Each CCD has their own L3 cache. Within a CCD, there are 8 Zen 3 cores, each 

having their own L2 cache. 

The following diagram (taken from page 5 on the AMD link above) shows there its locality effect within a 

single socket. A thread is closer to another thread on the same CCD. You can see an example of the 

performance impact on this blog here by Todd Muirhead.  

 

NUMA

NUMA Node = Socket / Package, as 1 socket can have >1 package (if you enable Cluster-on-Die feature of 

Intel Xeon).  

The whitepaper from AMD on EPYC 9005 Series processors shows that the socket is best divided into 4 

NUMA domains. This setting is called NPS4. The following diagram shows NPS4, where each domain has 6 

memory DIMMS and 3 memory controllers.  

https://en.wikipedia.org/wiki/System_on_a_chip
https://www.amd.com/system/files/documents/overview-amd-epyc7003-series-processors-microarchitecture.pdf
https://blogs.vmware.com/performance/2020/04/amd-epyc-rome-application-performance-on-vsphere-series-part-1-sql-server-2019.html
https://www.linkedin.com/in/todd-muirhead-5288bb4/
https://en.wikipedia.org/wiki/Non-uniform_memory_access
https://www.amd.com/content/dam/amd/en/documents/epyc-business-docs/white-papers/5th-gen-amd-epyc-processor-architecture-white-paper.pdf
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Review the NUMA effect in this KB.  

From workload perspective, the situation is similar in Intel CPU. The paper from SAP below shows that 

SAP recommends Intel Sub-NUMA Cluster (SNC) to be enabled: 

 

In terms of latency, this site showed the test result of Xeon 6 cache. The latency went up from 33 ns for 

local L3 cache to 80 ms to an L3 that is further away. 

State of a VM vCPU 

ESXi Scheduler keeps in mind the following goals:  

¶ To balance load across physical cores. 

¶ To preserve cache state, minimize migration cost. 

¶ To avoid contention from hardware (hyperthreading, low level cache, etc.) and sibling vCPUs 

(from the same VM).  

https://knowledge.broadcom.com/external/article/314059/numa-nodes-are-heavily-load-imbalanced-c.html
https://help.sap.com/docs/SUPPORT_CONTENT/virtualization/4181102237.html
https://chipsandcheese.com/p/a-look-into-intel-xeon-6s-memory
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¶ To keep VMs or threads that have frequent communications close to each other. 

With the above understanding, now look at the life of a single vCPU of a VM. 

At the most basic level, a VM CPU is either being utilized or not being utilized by the Guest OS. At any 

ƎƛǾŜƴ ƳƻƳŜƴǘΣ ƛǘ ŜƛǘƘŜǊ Ǌǳƴǎ ƻǊ ƛǘ ŘƻŜǎ ƴƻǘΣ ǘƘŜǊŜ ƛǎ ƴƻ άwalkέ ǎǘŀǘŜΦ 
 

Being used The hypervisor must schedule the vCPU. A multi vCPU VM has multiple schedules, 
1 for each vCPU. For each vCPU: 

¶ If the kernel has the physical CPUs to run it, then the vCPU gets to Run. 
The Run counter is increased to track this. 

¶ If the kernel has no physical CPUs to run it, then the vCPU is placed into 
Ready State. The VM is ready, but the hypervisor is not. The Ready 
counter tracks this. 

¶ If the kernel has resource, but other vCPU of the VM is far behind, then 
the vCPUis placed into Co Stop state. 

Not being used There are 2 possible reasons ǿƘȅ ƛǘΩǎ ǳǎŜŘ: 

¶ ¢ƘŜ /t¦ ƛǎ ǘǊǳƭȅ ƛŘƭŜΦ LǘΩǎ ƴƻǘ ŘƻƛƴƎ ŀƴȅ ǿƻǊƪΦ ¢ƘŜ Idle Wait counter 
accounts for it. 

¶ The CPU is waiting for IO. CPU, being faster than RAM, waits for IO to be 
brought in. There are 3 sub cases here (Co-stop, VM Wait and memory 
wait), and they will be covered later. 

 

²ƛǘƘ ǘƘŜ ŀōƻǾŜ ǳƴŘŜǊǎǘŀƴŘƛƴƎΣ ǿŜΩǊŜ ǊŜŀŘȅ ǘƻ ŜȄŀƳƛƴŜ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎǘŀǘŜ ŘƛŀƎǊŀƳ3. The diagram shows 

ŀ ǎƛƴƎƭŜ ǎŎƘŜŘǳƭŜ όм Ǿ/t¦Σ ƴƻǘ ǘƘŜ ǿƘƻƭŜ ±aύΦ LǘΩǎ ǎƘƻǿƛƴƎ ǘƘŜ ǾƛŜǿ ŦǊƻƳ ƘȅǇŜǊǾƛǎƻǊ όƴƻǘ ŦǊƻƳ ƛƴǎƛŘŜ ǘƘŜ 

Guest OS): 

 

ESXi places each vCPU of the VM in one of the 4 above states. A vCPU cannot be in 2 states at the same 

time. This is fundamental in understanding the formula behind CPU metrics. 

¶ Run does not check how fast it runs (frequency) or how efficient it runs (hyperthreading). Run 

measures how long it runs, hence the counter is in milliseconds, not GHz.  

 
3 Thanks, Valentin Bondzio, for permission to modify the original diagram. Taken from one of his many talks! 
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¶ Ready and Co-stop.  

They are mutually exclusive as they have opposite reason.  

Co-ǎǘƻǇ ƛǎ άŎŀǳǎŜŘ ōȅέ ǘƘŜ ±aΣ ǿƘƛƭŜ wŜŀŘȅ ƛǎ ŎŀǳǎŜŘ ōȅ ǘƘŜ 9{·ƛΦ You can reduce Co-stop by 

ǊŜŘǳŎƛƴƎ ǘƘŜ ±a ǎƛȊŜΣ ŜǎǇŜŎƛŀƭƭȅ ǊŜƭŀǘƛǾŜ ǘƻ ǘƘŜ b¦a! ōƻǳƴŘŀǊȅΦ ¸ƻǳ ŎŀƴΩǘ Řƻ ǘƘŜ ǎŀƳŜ ƻƴ 

Ready. 

¶ Wait handles both Idle and Wait. The reason is the hypervisor cannot tell whether the Guest OS is 

ǿŀƛǘƛƴƎ ŦƻǊ Lh ƻǊ ƛŘƭŜΦ !ǎ ŦŀǊ ŀǎ ǘƘŜ ƘȅǇŜǊǾƛǎƻǊ ŎƻƴŎŜǊƴΣ ƛǘΩǎ ƴƻǘ ŘƻƛƴƎ ŀƴȅǘƘƛƴƎΦ ¢Ƙƛǎ ŀƭǎƻ ƳŜŀǎǳǊŜǎ 

the state where the wait is due to hypervisor IO. 

Regardless of the cause of the pause, a freeze is a freeze. The impact to Windows or Linux is the same.  

Back to the kernel 4 possible states, you can conclude that:  

¶ Run + Ready + Co-stop + Wait = 100% 

¶ VM 2 can run when VM 1 is on Co-stop state, Ready state, or Wait state. This is because the 

physical thread becomes available. 

Ready, Co-stop, Wait are unaware of contention due to hyperthreading. The vCPU is not placed in ready 

state because both threads can execute at the same time. The contention for shared resources happens 

at low level hardware and essentially transparent to ESXi scheduler. If you are concerned about this 

certain degradation in throughput when two worlds execute at the same time on the same core, what 

counter should you use? 

¸ƻǳΩǊŜ ǊƛƎƘǘΦ LǘΩǎ /t¦ [ŀǘŜƴŎȅΦ 5ƛŦŦŜǊŜƴǘ ǇǳǊǇƻǎŜΣ ŘƛŦŦŜǊŜƴǘ ŎƻǳƴǘŜǊΦ 

OS Comparison

Those of you familiar with Operating Systems4 kernel will notice that the diagram is similar with a physical 

h{ ǎŎƘŜŘǳƭŜǊ ǎǘŀǘŜ ŘƛŀƎǊŀƳΦ LΩƳ ǘŀƪƛƴƎ Huawei Harmony OS ŀǎ ŀƴ ŜȄŀƳǇƭŜ ŀǎ ƛǘΩǎ a new h{ ŀƴŘ ƛǘΩǎ 

designed for a range of device5. 

 

Init The process is being created.  

Maps to New in the kernel 

Ready The process is in the ready list and waits for being scheduled by the CPU.  

Maps to Ready in the kernel 

 
4 Understanding how an OS works is paramount and well worth it. Here is a 3.5 hour lecture by Mike Murphy. 
5 Designing an OS for multiple hardware classes is hard. Notice Apple MacOS, iPhone OS, and iPad OS. Google has 
Android and ChromeOS.  

https://en.wikipedia.org/wiki/Kernel_(operating_system)
https://en.wikipedia.org/wiki/HarmonyOS_NEXT
https://en.wikipedia.org/wiki/HarmonyOS_NEXT
https://www.youtube.com/watch?v=mXw9ruZaxzQ
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Running Maps to Run in the kernel 

Pending The process is blocked and suspended. When all threads in a process are blocked, the 
process is blocked and suspended. 
Maps to Wait in the kernel. Notice they also include Idle here in their Wait state. 

Zombies Maps to Zombies in the kernel 

άƴƻƴŜέ Our Co-stop is unique as VM is a multi-process scheduled entity 
 

Fair Share Scheduler

The preceding state diagram is only for 1 vCPU. ESXi schedules multiple VMs, and each can have multiple 

vCPU. How do you ensure fairness since cores in a single socket can run at different speed? How do you 

account for hyperthreading? How do you account for VM doing heavy IO processing?  

Enter the Fair Share Scheduler. 

It gives each vCPU a slice of time. Since the quality can vary, ESXi extends the time for a particular vCPU 

to maintain relative fairness. It uses a CPU counter called Used (ms), which adjusts the simple runtime 

(CPU Run) by: 

¶ Increasing the run time if the vCPU runs on a shared physical core. 

¶ Adjusting the run time to account for CPU frequency.  

¶ Decreasing the run time to account for IO work performed by the hypervisor on behalf of the 

vCPU. 

BTW, if you need a comparison, this is a good reading on the latest Linux EEVDF Scheduler. This Earliest 

Eligible Virtual Deadline First has completey replaced the Completely Fair Scheduler (CFS) in Linux 6.12. 

The main limitation of CFS is how it handles short burst tasks that need to be scheduled immediately.  

https://lwn.net/Articles/925371/
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State Across Time

The above is at any given moment. To measure over time and report it (say every 20 seconds), we need 

to add a time dimension. The following example shows the above state diagram repeated over time, 

where each block is 1 second. In reality, the scheduler checks every 2- 30 milliseconds. 

 

vCenter happens to use 20000 milliseconds as the reporting cycle, hence 20000 milliseconds = 100%. 

The above visually shows why Ready (%) + Co-stop (%) needs to be seen in context of Run. Ready at 5% is 

low when Run is at 95%. Ready at 2% is very high when Run is only 10%, because 20% of the time when 

ǘƘŜ ±a ǿŀƴǘŜŘ ǘƻ Ǌǳƴ ƛǘ ŎƻǳƭŘƴΩǘΦ 

The above is per vCPU. A VM with 24 vCPU will have 480,000 as the total. It matters not if the VM is 

configured with 1 vCPU 24 vCores or 24 vCPU with 1 vCore each. 

You can prove the above by stacking up the 4 metrics over time. In this VM, the total is exactly 80000 ms 

ŀǎ ƛǘ Ƙŀǎ п Ǿ/t¦Φ LŦ ȅƻǳ ǿƻƴŘŜǊ ǿƘȅ /t¦ wŜŀŘȅ ƛǎ ǎƻ ƘƛƎƘΣ ƛǘΩǎ ŀ ǘŜǎǘ ±a ǿƘŜǊŜ ǿŜ ŀǊǘƛŦƛŎƛŀƭƭȅ ǇƭŀŎŜŘ ŀ 

limit. 
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The formula for the millisecond metrics in VCF Operations are also not normalized by the number of 

vCPU. The following shows the total adds up to 80000 as the VM has 4 vCPU. 

 

This is why you should avoid using the millisecond counter. Use the % version instead. They have been 

normalized.  

State Across Multiple vCPU

Ready and Co Stop can impact one another.  

The following shows a 2 vCPU VM. 

 

 

2 Metrics Not 1 

When you order a taxi, you expect 2 numbers on your mobile phone.  

¶ The first number shows time. It tells you how long you have to wait.  

¶ The second number show distance. It tells you how far the car is.  
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CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ ǘŜƭƭǎ ȅƻǳ ǘƘŜ ŎŀǊ ǿƛƭƭ ǊŜŀŎƘ ƛƴ оΥрл ƳƛƴǳǘŜǎ ŀƴŘ ƛǘΩǎ нΦу ƪƛƭƻƳŜǘǊŜǎ ŀǿŀȅΦ  

What ƳŜǘǊƛŎ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘΣ ƘŜƴŎŜ ƛǘΩǎ ƴƻǘ ǇǊƻǾƛŘŜŘΚ  

The progress is 78%. A relative metric like this has no purpose as the 100% is undeterministic. The car 

may experience traffic jam, diversion, or simply makes a wrong turn.  

¢ƘŜ ǎŀƳŜ ǘƘƛƴƎ ƛƴ /t¦Σ ŀƭǘƘƻǳƎƘ ƛǘΩǎ ƴƻǘ ƻōǾƛƻǳǎ ǘƻ ǳǎΦ 

The following table provides the comparison. 

 

Review the following diagram. What do you observe? 

 

There are 2 metrics: 
 

Run Time ! ǎƛƳǇƭŜ ƳŜǘǊƛŎ ŀǎ ƛǘΩǎ ōƛƴŀǊȅΦ /ƻǳƴǘƛƴƎ ǿƘŜǘƘŜǊ /t¦ Ǌǳƴ ƻǊ ƴƻǘ ǊǳƴƴƛƴƎΦ Lǘ 
measures duration or time. 

How much the CPU runs in a time period. E.g. if it runs 60% of the time in the last 
100 seconds, that means it runs for 60 seconds accumulatively in that period. 
¢ƘŀǘΩǎ ǿƘȅ ȅƻǳ ǎŜŜ Ƴŀƴȅ metrics in millisecond. They track the consumption over 
time. 

Use it for capacity management. 

Run Quality A complex metric.  

¸ŜǎΣ ǘƘŜ ŀƳƻǳƴǘ ƻŦ /t¦ ŎȅŎƭŜǎ ŎƻƳǇƭŜǘŜŘ ǾŀǊƛŜǎΦ LǘΩǎ ƻƴƭȅ ŀŎǘƛǾŀǘŜŘ ǿƘŜƴ aŜǘǊƛŎ м 
is not 0. It measures intensity of work. This is the equivalent of distance travelled.  

Use it for performance management. 



PART 3 OF 4: Counters   

Chapter: PART 3 Section: CPU Page 66 

Frequency | Efficiency | Efficacy 

There are 3 factors that get mixed into a single counter that measure the amount of work completed. 

Unfortunately, this accounting simplification creates confusion as the factors are technically different. 
 

Frequency impacted by clock speed All else being equal, a 2 GHz CPU does 2x more cycles 
than 1 GHz CPU. 

Throughput impacts utilization. The faster it can 
ŎƻƳǇƭŜǘŜ ŀ ǘŀǎƪΣ ǘƘŜ ǎƘƻǊǘŜǊ ƛǘ Ƙŀǎ ǘƻ ǿƻǊƪΦ ¢ƘŀǘΩǎ ǿƘȅ 
you see some metrics in MHz. 

Efficiency impacted by 
Hyperthreading 

All else being equal, a core running 2 threads completes 
1.25x more cycles at the expense of each thread gets 
only 0.625x. This efficiency is then translated into MHz. 

Note these numbers are hardcoded for ease of 
reporting.  

Efficacy Feature of core 
architecture 

It is not part of the accounting.  

See below. 

Efficacy is one reason why upgrading to a new generation CPU with lower clock speed result in faster 

performance. 

Unlike memory, storage and network, there is another capability of CPU that makes the same application 

get more done despite running on the same frequency. Yes, this means that 1 GHz on a brand-new Intel 

Xeon is probably 30% faster than 1 GHz on a 5-year-old Intel Xeon. Same company, same CPU famiy, 

same clock speed. 

Why your application can get 30% more work done is due to design change. The CPU has both more L2 

cache and more L3 cache per core, so even a single thread process gets more work done despite running 

at the same speed. Other design improvements such as superscalar, better branch prediction, better 

pipeline, and higher pipes all contribute to it. 

CPU Frequency

What is your CPU Speed? 

There are 3 main numbers that defines the speed: 
 

Base This is what vSphere uses as the total capacity. It is the nominal frequency and 
most commonly shown. 

The CPU rarely runs at this speed. It runs above it, giving you extra performance 
for free. 

Single-Core 
Turbo 

This is what marketing will show you. Benchmarking of single thread app is done 
with this frequency.  

This is typically much higher. Using AMD EPYC 9000 series family, it ranges from 
7% - 64% additional speed gain. Using Intel Xeon Platinum 8593Q, the gain is 77%. 

All Cores Turbo This is what you should pay attention to. 
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AMD shares the All Core Boost speed, while Intel no longer does that. Since Intel 

ŘƻŜǎ ƴƻǘ ǇǊƻǾƛŘŜ ǘƘŜ !ƭƭ /ƻǊŜ .ƻƻǎǘ Ǿƛŀ !tLΣ ǿŜ ŎŀƴΩǘ ǳǎŜ ƛǘ ŀǎ ǇŀǊǘ ƻŦ ŎŀǇŀŎƛǘȅΦ 

Using AMD EPYC 9000 series family, the gain ranges from 1% - 48%. 

Intel has a page called What is CPU Clock Speed. Below is an extract, with relevant highlight from me:  

Intel Turbo Boost Technology enhances clock speed dynamically to deal with heavy workloads. It 

works without requiring any installation or configuration by the user. The technology judges the 

amount of heat the system can tolerate, as well as the number of cores in use, and then boosts 

clock speed to the maximum safe level. 

Base Processor Frequency and Max Turbo Frequency are two core performance metrics that 

refer to different usage scenarios. For high-intensity gaming, the turbo frequency is the more 

important metric. Given adequate cooling, this is the speed your CPU will operate at when 

dealing with heavy gaming workloads such as traveling through a highly detailed environment, or 

calculating AI behavior on an enemy turn in a strategy game in the most CPU-intensive titles. 

Recent features like the Intel Thread Director allow the latest gen Intel processors to intelligently 

ŘƛǎǘǊƛōǳǘŜ ǿƻǊƪƭƻŀŘǎ ǘƻ ƳǳƭǘƛǇƭŜ ŎƻǊŜǎΦ ¢ƘŀǘΩǎ ƻƴŜ ǊŜŀǎƻƴ ǿƘȅ ƴŜǿŜǊ ǇǊƻŎŜǎǎƻǊǎ ƻŦǘŜƴ 

outperform older ones on benchmark tests even when they have similar clock speeds. 

Each core can have its own frequency. This makes rolling up the number to ESXi level more complex. You 

ŎŀƴΩǘ ŘŜǊƛǾŜ ƻƴŜ throughput counter from the other. Each has to be calculated independently at core 

level. 

Total Capacity

The above brings an interesting question: what is your CPU Total Capacity? 

The higher the frequency (GHz), the faster the CPU run. Ceteris paribus, a CPU that run at 1 GHz is 50% 

slower than when it runs at 2 GHz. On the other hand, Turbo Mode can kick in and the CPU clock speed 

becomes higher than stated frequency. Turbo Boost normally happens together with power saving on the 

same CPU socket. Some cores are put to sleep mode, and the power saving is used to turbo mode other 

cores. The overall power envelope within the socket remains the same. 

How high is the gap? 

The gap between the base clock speed and the highest turbo is around 2x. The gap started to appear in 

the year 2008, when Intel Nehalem was introduced. The early Turbo versions could turn cores off or on, 

they generally forced all active cores to run at the same frequency. In 2014, Intel introduced Per-Core P-

States (PCPS) with the Haswell-EP (Xeon E5-2600 v3). This allowed each individual core to reside in its 

own power state and frequency independently. AMD achieved a similar, even more granular level of 

control with the first Zen (EPYC/Ryzen) processors in 2017, using a network of hundreds of sensors to 

adjust clock speeds in 25MHz increments per core. 
  

2006  2026 

Examples Intel Xeon 5160 / AMD Opteron 2220 Intel Xeon 6 / AMD EPYC 9005 

Typical Base Clock 3.0 GHz 2.0 ς 2.3 GHz 

Max Turbo Clock N/A (Locked at Base) 3.9 ς 5.0 GHz 

Core Count 2 Cores 128 ς 192 Cores 

https://www.intel.com/content/www/us/en/gaming/resources/cpu-clock-speed.html
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Turbo/Base Ratio 1.0x (No variance) ~1.7x to 2.2x 

 

Power States

There are 2 types of power states as defined by ACPI standard.  

 
 

C-State C here means CPU. 

When a core is idle, ESXi applies deep halt states, also known as C-states. The 
deeper the C-state, the less power the CPU uses, but the longer it takes for the 
CPU to start running again. ESXi predicts the idle state duration and chooses an 
appropriate C-state to enter. 

There are 3 possible sub-states in C-state: 

C0 Fully running. Within this C0 state, there is a further dimension 
called P-State. 

An idle CPU can be in C0. 

C1 A shallow state where the clock is gated (switched off) and the main 
internal clock is stopped. However, all the modules remain active, 
and the processor can go back to the active C0 state 
instantaneously.   

In power management policies that do not use deep C-states, ESXi 
stops at C1. 

C2 Stops the external bus clock. Saves more power than C1. 

C3 The CPU flushes its L1 and L2 caches and stops all internal clocks. 

C4 - Cn Varying degrees of CPU sections turned off. The higher the C state, 
the deeper the sleep. 

  

P-State P here means Performance. 

There are 14 grades of CPU performance, measured by its frequency. You can see 
all the frequencies in esxtop if your hardware supports it. 

P0 state where Turbo Boost happens.  

P1 is where it runs at Nominal Frequency (NF). 

https://en.wikipedia.org/wiki/Advanced_Configuration_and_Power_Interface
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P13 is the lowest CPU frequency. 
 

Where is the above implemented? 

LǘΩǎ ŘƻƴŜ ƛƴ н ƭŜǾŜƭǎΦ Lǘ ƴŜŜŘǎ ǘƻ ōŜ ŜƴŀōƭŜŘ ƛƴ ōƻǘƘ ǘƘŜ .Lh{ ŀƴŘ ǘƘŜ h{ ό9{·ƛ ƛƴ ǘƘƛǎ ŎŀǎŜύΦ 

BIOS Level 

{ƛƴŎŜ ƛǘΩǎ ǘƘŜ ƭƻǿŜǊ ƭŀȅŜǊΣ ƛǘ Ŏŀƴ ƻǾŜǊǊƛŘŜ ǘƘŜ ǳǇǇŜǊ ƭŀȅŜǊ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴΦ  

BIOS can also set the power management to BIOS controlled (not OS controlled) in which case ESXi has no 

say. 

To see the setting, use the following vsish command. 

/power/> cat /power/platformFeatures  

Platform Power Management Features  

{  

   Deep C - states Available:1  

   Deep P - states Available:1  

   CPPC Capability Available:1  

   CPPC Enabled by BIOS:0  

   Turbo Boost Enabled:1  

}  

ESXi Level 

Wǳǎǘ ōŜŎŀǳǎŜ .Lh{ ǇŀǎǎŜǎ ǘƘŜ ŎƻƴǘǊƻƭ ǘƻ 9{·ƛΣ ƛǘ ŘƻŜǎ ƴƻǘ ƳŜŀƴ ǘƘŀǘ ƛǘΩǎ ŜƴŀōƭŜŘΦ ¢ƘŜǊŜ ŀǊŜ н ǎŜǘǘƛƴƎǎ 

In the vSphere Client UI, go to the ESXi Advanced Settings. You will see these entries: 

 

Use C States = Use deep ACPI C-states (C2 or below) when the processor is idle. Frequency will go lower 

than base clock speed. Disabling does not mean disabling Turbo. The firmware's thermal management 

decide on the individual frequency of each core. 

Use P States = Use ACPI P-states or CPPC to save power when the processor is busy. When deactivated, 

the ESX configures to use the highest available frequency. 

Collaborative Processor Performance Control (CPCC) is part of the ACPI 5.0+ specification. As the name 

implies, the OS and the CPU hardware collaborate. Instead of frequencies, the OS hands down a set of 

abstract performance capabilities and targets to the CPU's on-die microcontroller. 
 

C State P State ESXi CPU Frequency Control 

1 1 Full Dynamic Range: Cores can drop below Base Nominal to save power, go to 0 
Hz (sleep) when idle, and scale up to All Core or Single Core Turbo when heavy 
workloads demand it. 

0 Rigid Base / Sleep Only: While executing tasks, cores are pinned strictly to Base 
Nominal (no Turbo expansion, no power-saving down-throttling). Cores only 
drop power when completely idle via C-state sleep. 

0 1 Throttled Range: Cores can scale down below Base Nominal to save power, but 
they can never go higher into Turbo because the lack of core sleep states 

https://uefi.org/specs/ACPI/6.5/08_Processor_Configuration_and_Control.html
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destroys the thermal budget. 

0 Flatline: The CPU runs flat-out at its Base Nominal frequency 24/7 across all 
cores. No power saving, no sleep, and zero Turbo capabilities. 

 

For details on P-State and C-State, see Valentin Bondzio and Mark Achtemichuk, VMworld 2017, Extreme 

Performance Series. Also read this page of VCF official manual.  

Turbo

How high can Turbo/Boost go?  

It turns out that it is high enough that both performance and capacity need to account for it.  

Because speed is the primary attribute for performance, and an important contributor to capacity, the 

upper limit of CPU performance and capacity become harder to manage. 

¶ Within a core, it impossible to predict the core frequency. It all depends on the instructions and 

what other cores are doing. Likely, there is no pattern at all. 

¶ ²ƛǘƘƛƴ ŀ ǎƻŎƪŜǘΣ ƛǘΩǎ ƛƳǇƻǎǎƛōƭŜ ǘƻ ǇǊŜŘƛŎǘ ǿƘƛŎƘ ŎƻǊŜǎ ǿƛƭƭ Ǌǳƴ ŦŀǎǘŜǊ ŀǘ ǘƘŜ ŜȄǇŜƴǎŜ ƻŦ ƻǘƘŜǊǎΦ ! 

socket with 20 cores will run at >1 frequency in real world. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛŀƎǊŀƳ ƛǎ ǘŀƪŜƴ ŦǊƻƳ ǇŀƎŜ мн ƻŦ άHost Power Management in VMware vSphere 7.0έ 

whitepaper by Ranjan Hebbar and Praveen Yedlapalli. It shows that Intel Xeon Platinum 8260 can 

increase its speed by 1.29x (from 2.4 GHz to 3.1 GHz). If it only needs to increase 1 core, that single core 

can go up by 1.62x. This will be noticeable by application that is CPU intensive. Consider this benefit 

before you decide to disable power management. The high performance is static, it runs at the same 

frequency throughout.  

https://valentin.bondz.io/about/
https://twitter.com/vmMarkA
https://www.youtube.com/watch?v=EYggYAwjz3g
https://www.youtube.com/watch?v=EYggYAwjz3g
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/vsphere/9-0/vsphere-resource-management/host-power-management-policies.html
https://www.linkedin.com/in/ranjan-h-199b9ab2/
https://www.linkedin.com/in/praveen-yedlapalli-a9821324/
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At 2.4 GHz (Base): The CPU uses less than 165W for standard math, but might hit 165W for heavy math. 

At 3.1 GHz (All-Core Turbo): The CPU uses its full 165W power budget to maintain that higher speed 

across all cores. If the workload becomes too intense (like AVX-512), the CPU cannot maintain 3.1 GHz 

within 165W, so it will automatically drop the frequency to stay under the limit. 

[ŜǘΩǎ ǘŀƪŜ ŀ ƳƻǊŜ ǊŜŎŜƴǘ ŜȄŀƳǇƭŜΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ƛǎ LƴǘŜƭ Xeon 6520P. It can run at 3.4 GHz, which is 42% 

higher than the base speed. 

 

.¢²Σ ǘƘŜǊŜ ƛǎ ƴƻ ǎŜǘǘƛƴƎ ƛƴ 9{·ƛ ǘƻ ŘƛǎŀōƭŜ ƻǊ ŜƴŀōƭŜ ¢ǳǊōƻ .ƻƻǎǘ ŘƛǊŜŎǘƭȅΦ ¸ŜǎΣ LΩƳ ŀǿŀǊŜ ²ƛƴŘƻǿǎ Ƙŀǎ ƛǘΦ 

Lƴ ǘƘŜ ŎŀǎŜ ƻŦ 9{·ƛΣ ƛǘΩǎ ŜƴŀōƭŜŘ ōȅ ŘŜŦŀǳƭǘ ŀƴŘ ŀƭƭ ȅƻǳ ƘŀǾŜ ǘƻ Řƻ ƛǎ ǎŜǘ ǘƘŜ ǇƻǿŜǊ ƳŀƴŀƎŜƳŜƴǘΦ  

https://www.intel.com/content/www/us/en/products/sku/242640/intel-xeon-6520p-processor-144m-cache-2-40-ghz/specifications.html
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Thanks to Sushil Kavi, I learned Turbo can still kick in despite the BIOS setting to static high power 

management. We verified that the value of %A/MPERF in esxtop showing all cores running at 129%. 

All Cores Turbo 

Review this article by IOFLOOD.  

Done?  

DƻƻŘΦ LΩǾŜ ƘƛƎƘƭƛƎƘǘŜŘ ƛƴ ƎǊŜŜƴ ŀ ƪŜȅ Ǉƻƛƴǘ ǎǘŀǘƛƴƎ ȅƻǳǊ /t¦ ƛǎ ŀŎǘǳŀƭƭȅ ƻǇŜǊŀǘƛƴƎ ŀǘ ŀ ƘƛƎƘŜǊ ǎǇŜŜŘΦ  

 

²ƘƛƭŜ ƛǘΩǎ ŀ ƎƻƻŘ ƴŜǿǎ ǘƘŀǘ ȅƻǳ ƘŀǾŜ ƳƻǊŜ ŎŀǇŀŎƛǘȅΣ ǘƘŜ ƛǎǎǳŜ ƛǎ ǘƘƛǎ ƴǳƳōŜǊ ƛǎ ƴƻǘ ŀƭǿŀȅǎ ŜȄǇƻǎŜŘ Ǿƛŀ 

the CPU API.  

Impacts on ESXi

The following table shows the difference in value if All Core Turbo is 20%.  

 

Usage (%) is what vSphere Client UI shows.  

High Performance vs Balance

Should you always set power management to maximum?  

No. ESXi uses power management to save power without impacting performance. A VM running on lower 

clock speed does not mean it gets less done. You only set it to high performance on latency sensitive 

applications, where sub-seconds performance matters. VDI, VoIP, video calling, Telco NFV are some 

examples that are best experienced with low latency. 

Review the vSphere 9 performance best practices paperΦ LΩǾŜ ŎƻǇƛŜŘ ǘƘŜ ǇŀǊǘ ȅƻǳ ƴŜŜŘ ǘƻ ŦƻŎǳǎ ōŜƭƻǿΥ 

https://www.linkedin.com/in/sushil-kavi-a3231480/
https://ioflood.com/blog/what-is-all-cores-turbo-base-clock-max-turbo-and-all-cores-turbo-explained/
https://ioflood.com/about-ioflood.php
https://www.vmware.com/docs/vsphere-esxi-vcenter-server-90-performance-best-practices
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In mission critical cluster, the overcommit ratio is lower and the VMs tend to be over-provisioned. Or you 

have 2 hosts for HA as you worry about availability. The end result is your ESXi actual core utilization is 

not high.  

Impact on Oversized VM 

One downside of an oversized VM is higher risk of some vCPU becoming idle. When the VM becomes idle, 

the power enters C1 State, but does not go deeper to C2. This enables the VM to quickly spike, which is 

evident on the spikes at the end. 

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ŘƛŀƎǊŀƳ ƛǎ ǘŀƪŜƴ ŦǊƻƳ ǇŀƎŜ нп ƻŦ άHost Power Management in VMware vSphere 7.0έ 

whitepaper by Ranjan Hebbar and Praveen Yedlapalli. 

 

I cut out the chart so we can explain how balanced power management delivers higher performance than 

high performance setting. 

The vertical axis is the CPU Frequency, where the 100 is the nominal frequency. Yes, at the start the CPU 

was running well above the nominal frequency. Balanced was running higher than High Performance.  

The red line is the VM CPU frequency when ESXi power management was set to High Performance. The 

blue line is Balanced.  

¢ƘŜ ƘƻǊƛȊƻƴǘŀƭ ŀȄƛǎ ƛǎ ƴƻǘ ǘƛƳŜΦ LǘΩǎ Ƙƻǿ ōǳǎȅ ǘƘŜ ŎƻǊŜ ƛǎΦ Lǘ ǎǘŀǊǘǎ ǿƛǘƘ млл҈ ōǳǎȅ ŀƴŘ ǎǘŜŀŘƛƭȅ ƎƻŜǎ Řƻǿƴ 

to 0, meaning the VM was idle. The VM was not powered off at the end.  

The red line is fairly constant until the VM becomes idle. This makes sense as the entire CPU socket is 

kept on high, so all the cores are equal. As the result, the CPU boost only goes to 130% mark.  

https://www.linkedin.com/in/ranjan-h-199b9ab2/
https://www.linkedin.com/in/praveen-yedlapalli-a9821324/
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The blue line starts at much higher throughput. This makes sense as the CPU has flexibility. It can boost 

the running cores to 151% as other cores are idle. This is why balanced performance can deliver higher 

performance on low to medium load ESXi.  

As the core gets less busy, the CPU reduces its clock speed. Notice it is still higher than 100 until it 

became idle. When the VM is idle, the CPU entered the deep C2 State. Notice there was no spike and the 

frequency dropped deeper.  

CPU Efficiency

CPU SMT (Hyper Threading as Intel calls it) impacts CPU accounting as it delivers higher overall 

throughput. It increases the overall CPU cycles completed of the core, but at the expense of individual 

thread throughput. The increase varies depending on the load. 

Accounting wise, it is expensive to measure as the core speed is not affected. It is still running at the 

same frequency. ESXi records this overall boost at 1.25x regardless of the actual increase, which may be 

less or more than 1.25x. Your application may experience 2.x or 1.x, the counter will simply report 1.25x. 

If both threads are running at the same time, the core records 1.25x overall throughput but each thread 

only gets 62.5% of the shared physical core. This is a significant drop from the perspective of each VM. 

From the perspective of each VM, it is better that the second thread is not being used, because the VM 

could then get 100% performance instead of 62.5%. Because the drop could be significant, enabling the 

latency sensitivity setting will result in a full core reservation. The CPU scheduler will not run any task on 

the second HT. 

The following diagram shows 2 VMs sharing a single physical core. Each run on a thread of the shared 

core. There are 4 possible combinations of Run and Idle that can happen: 

 

9ŀŎƘ ±a Ǌǳƴǎ ŦƻǊ ƘŀƭŦ ǘƘŜ ǘƛƳŜΦ ¢ƘŜ /t¦ wǳƴ ŎƻǳƴǘŜǊ Ґ рл҈Σ ōŜŎŀǳǎŜ ƛǘΩǎ ƴƻǘ ŀǿŀǊŜ ƻŦ I¢Φ .ǳǘ ƛǎ ǘƘŀǘ 

really what each VM gets, since they have to fight for the same core? 

The answer is obviously no. Hence the need for another counter that accounts for this. The diagram 

below shows what VM A actually gets. The allocation is fixed. 

 

https://en.wikipedia.org/wiki/Simultaneous_multithreading


PART 3 OF 4: Counters   

Chapter: PART 3 Section: CPU Page 75 

The CPU Used counter takes this into account. In the first part, VM A only gets 62.5% as VM B is also 

running. In the second part, VM A gets the full 100%. The total for the entire duration is 40.625%. CPU 

Used will report this number, while CPU Run will report 50%. 

If both threads are running all the time, guest what CPU Used and CPU Run will report? 

62.5% and 100% respectively. 

CPU Throughput

The CPU efficiency and frequency have the same final effect. Both impacts the number of CPU productive 

cycles processed attributed to a particular thread of vCPU. This is why I prefer to call the metric CPU 

Throughput instead of CPU Usage and CPU Used. The word usage and used ŀǊŜ ŎƻƴŦǳǎƛƴƎ ŀǎ ƛǘΩǎ ŀ ƎŜƴŜǊŀƭ 

English word. 

A CPU is always running. A CPU could be running many cycles while waiting for data from memory or a 

disk, and those cycles are effectively "wasted" from the perspective of completing the task. I hope the 

English word throughput conveys that it refers to the useful cycles, and not idle loop. 

Impacts on VM

[ŜǘΩǎ ǘŀƪŜ ŀƴ ŜȄŀƳǇƭŜ ǘƻ ǉǳŀƴǘƛŦȅ the impact of both CPU frequency and CPU efficiency on a VM vCPU. 

 

 

The CPU can run all its 20 cores at 30% higher 
speed. When only a single core is used, it 
runs up to 70% faster. An example of CPU 
capable of such performance boost is AMD 
EPYC 9634. 

 

For ease of calculation, this sample CPU has a 
nominal clock speed of 1 GHz. This is what 
you see in vSphere Client UI, and what you 
consider as 100%. The number is shown in 
red as using this number as total capacity 
leaves money on the table.  

bƻǿ ƭŜǘΩǎ ƭƻƻƪ ŀǘ ǿƘŀǘ ǘƘŜ ŜȄǇŜǊƛŜƴŎŜ ǘƘŀǘ ²ƛƴŘƻǿǎ ƻǊ [ƛƴǳȄ ǊŜŎŜƛǾŜ ŀǎ ŀ ǊŜǎǳƭǘΦ  

You will see that a VM can run 100% flat out for hours yet the amount of work completed varies wildly by 

the second. This is why VM performance feels unpredictable. 

We consider 2 extreme scenarios. In typical data centerΣ ȅƻǳΩǊŜ ŦƭǳŎǘǳŀǘƛƴƎ ōŜǘǿŜŜƴ ǘƘŜǎŜ н ŜŘƎŜǎΦ  

https://www.amd.com/en/products/processors/server/epyc/4th-generation-9004-and-8004-series/amd-epyc-9634.html
https://www.amd.com/en/products/processors/server/epyc/4th-generation-9004-and-8004-series/amd-epyc-9634.html
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One 1 extreme, the entire CPU only runs 1 core out of 20 cores. If a vCPU runs at 100% and has 0% 

contention, it will get 1.7 GHz cycles. This is 70% higher than the nominal speed. VM CPU counter such as 

5ŜƳŀƴŘ ǿƛƭƭ ǊŜǇƻǊǘ мтл҈Φ LŦ ȅƻǳΩǊŜ ƴƻǘ ŎŀǊŜŦǳƭΣ ȅƻǳ will think you need more vCPU. In this case, adding 

more vCPU will make the situation worse. 

[ŜǘΩǎ ǎŀȅ ȅƻǳ ŀŘŘ ŀ ǎŜŎƻƴŘ Ǿ/t¦Φ CƻǊ ǎƛƳǇƭƛŎƛǘȅΣ ƭŜǘΩǎ ŀǎǎǳƳŜ ǘƘŜȅ Ǌǳƴ ƻƴ ǘƘŜ ǎŀƳŜ ŎƻǊŜΦ ²Ƙŀǘ ƘŀǇǇŜƴǎ ƛǎ 

hyperthreading penalty kicks in. Each only gets 62.5%. So now both vCPU gets 1.06 GHz. So instead of 

getting 3.4 GHz total, you get 2.12 GHz. 

bƻǿ ƭŜǘΩǎ ƭƻƻƪ ŀǘ ǘƘŜ ƻǘƘŜǊ ŜȄǘǊŜƳŜΦ !ƭƭ ǘƘŜ ŎƻǊŜǎ ŀǊŜ ǊǳƴƴƛƴƎ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΦ ! ±a ǿƛǘƘ м Ǿ/t¦ ǿƛƭƭ 

run at 1.3 GHz. Again, since VM CPU Demand is based on 1 GHz, it will report 130%. You then add 

another vCPU. Now, since all the cores are busy, there is a real chance that the VM 2 vCPU will end up on 

the same core. In this case, each will run at 812 GHz. You will now be confused, as both runs at 81% yet it 

seems to have maxed out. 

The flow over time in the preceding example is 1.7 GHz Ą 1.3 GHz Ą 1.06 GHz Ą 0.81 GHz, as ESXi CPU 

scheduler will maximize throughput. The problem is CPU Usage (%) metric mask out this degradation. 

Couple with the fact that it happens over time as VMs get added into the clusters, it becomes complex to 

figure out. 
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VM

Take note that some metrics are for the kernel internal consumption, and not for vSphere administrators. 

Wǳǎǘ ōŜŎŀǳǎŜ ǘƘŜȅ ŀǊŜ ŀǾŀƛƭŀōƭŜ ƛƴ ǘƘŜ ¦L ŀƴŘ ƘŀǾŜ ƴŀƳŜǎ ǘƘŀǘ ǎƻǳƴŘ ǳǎŜŦǳƭ Řƻ ƴƻǘ ƳŜŀƴ ƛǘΩǎ ŦƻǊ ȅƻǳǊ 

operations. Their name is written from CPU scheduler viewpoint.  

I will use the vSphere Client as the source of metrics in the following screenshots. 

vSphere provides 6 metrics to track contention. 

 

You get 9 metrics for consumption. 

 

I group Wait metrics separately as it mixes both contention and consumption. 



PART 3 OF 4: Counters   

Chapter: PART 3 Section: CPU Page 78 

 

Contention Metrics 

[ŜǘΩǎ ŘƛǾŜ ƛƴǘƻ ŜŀŎƘ ŎƻǳƴǘŜǊΦ !ǎ ǳǎǳŀƭΣ ǿŜ ǎǘŀǊǘ ǿƛǘƘ ŎƻƴǘŜƴǘƛƻƴ ǘȅǇŜ ƻŦ ƳŜǘǊƛŎǎΣ ǘƘŜƴ ǳǘƛƭƛȊŀǘƛƻƴΦ 

Contention has to be judged within the context of consumption. A 2% CPU Ready relative to a 10% CPU 

wǳƴ ƛǎ άnot goodέΣ ǿƘƛƭŜ н҈ wŜŀŘȅ ƻƴ фу҈ wǳƴ ƛǎ άgoodέΦ ²Ƙŀǘ L ƳŜŀƴǘ ƛǎ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴ Ƴŀȅ ƴƻǘ ŦŜŜƭ 

the later, as 98% Run means the application gets a lot of work done. On the other hand, if you have an 

oversized VM, and it only needs 10% CPU power because business is bad, a 2% CPU Ready means 20% of 

that business transactions were delayed.   

The main 2 counters are Ready and Co-stop. The other 2 counters (Overlap and Other Wait) tend to show 

much lower value, hence less important operationally. The following shows a typical observation, where 

both are very high, yet CPU Overlap is near 0. 

 

The preceding showed the 20-second peak metric, taken at vCPU level. Taking at the VM level (it has 8 

vCPU) shows a similar pattern. 

Guest OS is not aware of both Co-stop ŀƴŘ wŜŀŘȅΦ ¢ƘŜ Ǿ/t¦ ŦǊŜŜȊŜǎΦ άWhat happens to you when time is 

frozenΚέ6 is a great way to put it. As far as the Guest OS is concerned, time is frozen when it is not 

ǎŎƘŜŘǳƭŜŘΦ ¢ƛƳŜ ƧǳƳǇǎ ǿƘŜƴ ƛǘΩǎ ǎŎƘŜŘǳƭŜŘ ŀƎŀƛƴΦ 

 
6 Asked to me by Valentin Bondzio in one of the VMworld events where we got to meet. Those were the days! 

https://valentin.bondz.io/about/
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The time it spends under Co-stop or Ready should be included in the Guest OS CPU sizing formula as the 

vCPU wants to run actually. 

If VM utilization is not high, reduce its vCPU while following NUMA best practice. 

High CPU Ready can happen at low CPU Co-stop. This means everytime the VM vCPU wants to run, there 

ƛǎ ŜƴƻǳƎƘ ǇƘȅǎƛŎŀƭ /t¦ ǘƘǊŜŀŘǎ ǘƻ Ǌǳƴ ŀƭƭ ǘƘŜ Ǿ/t¦ ŀǘ ǘƘŜ ǎŀƳŜ ǘƛƳŜΦ {ƻ ƛǘΩǎ ŀƴ ŀƭƭ ƻǊ ƴƻǘƘƛƴƎ ǎƛǘǳŀǘƛƻƴΦ 

The following shows an 8 vCPU VM with ready hit 7.5% multiple times, while Co-stop remains near 0% for 

days.  

 

Ready

Ready tracks the time when a VM vCPU wants to run, but ESXi does not have a physical thread (not core) 

to run it. This could be due to the VM itself (e.g. it has insufficient shares relative to other VMs, it was 

vMotion) or the ESXi (e.g. it is highly utilized. A sign of ESXi struggling is other VMs are affected too). 

When the above happens, ESXi CPU Scheduler places the VM vCPU into Ready state.  

Ready also accounts when Limit is applied, as the impact to the vCPU is the same (albeit for a different 

reason altogether). When a VM is unable to run due to Limit, it accumulates limbo time when sitting in 

the limbo queue. Be careful when using a Resource Pool, as it can unintentionally cause limits.  

Take a look at the high spikes on CPU Ready value. It hits 40%! 
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Notice the overall pattern of the line chart correlates very well with CPU Usage and CPU Demand. The 

CPU Usage hit 3.95 GHz but the Demand shot to 6.6 GHz. This is a 4 vCPU VM running on a 2.7 GHz CPU, 

so its total capacity is 10.77 GHz. Why did Usage stop at 3.95 GHz? 

²ƘŀǘΩǎ ŎŀǳǎƛƴƎ ƛǘΚ 

If your guess is Limit you are right. This VM had a limit set at 4 GHz.  

Ready also includes the CPU scheduling cost (normally completed in microseconds), hence the value is 

not a flat 0 on idle VM. You will notice a very small number. Ready goes down when Guest OS is 

continually busy, versus when a process keeps waking up and going to sleep, causing the total scheduling 

overhead to be higher. The following shows Ready is below 0.2% on an idle VM (running at only 0.8%). 

Notice Co-stop is basically flat 0. 
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CPU Ready tends to be higher, ceteris paribus, in larger VMs. The reason is the chance of running more 

vCPU at the same time is lower in a busy ESXi host.  

Instead of thinking of CPU ready in 2D (as shown in the first chart below), think in 3D where each vCPU 

moves across time. Each needs to be scheduled, and ideally they run together. The 2nd chart below shows 

how the 8 vCPUs move across time better7.  

 

Best Practice

I sample 3937 VMs from production environment. For each of them, I took the 20-second peak and not 

the 5-minute peak.  

Why do I take the 20-second? 

Unless the performance issue is chronic, CPU Ready tends to last in seconds instead of minutes. The 

following is one such example.  

 

The following shows a different behaviour. Notice initially both metrics are bad, indicating severe CPU 

ready. However, the gap is not even 2x. I think partly because the value is already very high. Going 

beyond 50% CPU Ready when CPU Usage is high will result in poor performance. This VM has 16 vCPU. 

 
7 Source is one of many Valentin Bondzio presentations 
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Subsequently, the performance improved, and both values became very similar and remained in a 

healthy range.  

L ŎƻƭƭŜŎǘŜŘ п ƳƻƴǘƘǎΩ ǿƻǊǘƘ ƻŦ ŘŀǘŀΣ ǎƻ ƛǘΩǎ ŀǊƻǳƴŘ орK metrics per VM.  

The following screenshot was my result. What do you expect to get in your environment? 

 

The first column takes the highest value from ~35K data points. The table is sorted by this column, so you 

can see the absolute worst from 35040 x 3937 = 137 million data points. Unsurprisingly, the number is 

ōŀŘΦ DƻƛƴƎ Řƻǿƴ ǘƘŜ ǘŀōƭŜΣ ƛǘΩǎ ŀƭǎƻ ƴƻǘ ǎǳǊǇǊƛsing as the worst 10 are bad.  

.ǳǘ ƴƻǘƛŎŜ ǘƘŜ ŀǾŜǊŀƎŜ ƻŦ ǘƘŜǎŜ άworst metricsέΦ LǘΩǎ Ƨǳǎǘ лΦфт҈Σ ǿƘƛŎƘ ƛǎ ŀ ƎǊŜŀǘ ƴǳƳōŜǊ. 

The 2nd column complements the first one. I eliminate the worst 1% of the data, then took the highest. So 

I took out 350 datapoints. Since VCF Operations collects every 5 minutes, that eliminates the worst 29 

hours in 4 months. As you can expect, for most VMs the values improve dramatically. The 2nd column is 

mostly green.  
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Ready | Readiness

There are 2 metrics provided: Ready (ms) and Readiness (%). 

I plotted both of them. They show identical pattern. This is a 4 vCPU VM, hence the total is 80000 ms.  

 

The Readiness (%) has been normalized, taking into account the number of vCPU. Notice 80000 ms 

matches with 100%. If it is not normalized, you will see 80000 as 400%. 

Co-stop

Co-stop is a different state than Ready because the cause is different. The effect to the VM is the same. A 

pause is a pause. The Guest OS is unaware of the cause and experience the same contention. 

Co-stop only happens on Simultaneous Multi Processor (SMP) VMs. SMP means that the OS kernel 

executes parallel threads. This means Co-stop does not apply to 1 vCPU VMs, as there is only 1 active 

process at any given time. It is always 0 on single vCPU VM.  

In a VM with multiple vCPUs, ESXi kernel is intelligent enough to run some of the VM vCPUs when it does 

not have all physical threads to satisfy all the vCPU. At some point, it needs to stop the running vCPU, as 

ƛǘΩǎ ǘƻƻ ŦŀǊ ŀƘŜŀŘ ƻŦ ƛǘǎ ǎƛōƭƛƴƎ Ǿ/t¦ όǿƘƛŎƘ ƛǘ Ŏŀƴƴƻǘ ǎŜǊǾŜΣ ƳŜŀƴƛƴƎ ǘƘŜȅ ǿŜǊŜ ƛƴ ready state). This 

prevents the Guest OS from crashing. The Co-stop metrics track the time when the vCPU is paused due to 

this reason. This explains why Co-stop tends to be higher on a VM with more vCPUs.  

Say one vCPU is in ready state. The remaining vCPU will eventually be co-stopped, until all the vCPUs are 

co-started. The following diagram show vCPU 0 hit a ready state first. Subsequently, the remaining 7 

vCPU hit a co-stop, even though there were actually physical thread to run them. 

https://en.wikipedia.org/wiki/Multiprocessing
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One reason for Co-stop is snapshot. Refer to this KB article for details. 

Best Practice

The value of Co-stop should be <1% in high performing environment. This is based on 64 million 

datapoints, as shown on the following pie chart. 

 

The value of Co-stop tends to be smaller than Ready, as shown below. Ready and Co-stop may or may not 

corelate with Usage. In the following chart you can see both the correlation and lack of correlation.  

 

https://kb.vmware.com/s/article/2000058?lang=en_US
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Overlap

When ESXi is running a VM, this activity might get interrupted with IO processing (e.g. incoming network 

packets). If there is no other available cores in ESXi, the kernel has to schedule the work on a busy core. If 

that core happens to be running VM, the work on that VM is interrupted. The counter Overlap accounts 

ŦƻǊ ǘƘƛǎΣ ƘŜƴŎŜ ƛǘΩǎ ǳǎŜŦǳƭ ƳŜǘǊƛŎ Ƨǳǎǘ ƭƛƪŜ wŜŀŘȅ ŀƴŘ Co-stop counter.  

The interrupt is to run a system service, and it could be on behalf of the interrupted VM itself or other 

VM.  

Notice the word system services, a process that is part of the kernel. This means it is not for non-system 

services, such as vCPU world. ¢ƘŀǘΩǎ ǿƘȅ ǘƘŜ ǾŀƭǳŜ ƛƴ ƎŜƴŜǊŀƭ ƛǎ ƭƻǿŜǊ ǘƘŀƴ /t¦ wŜŀŘȅ ƻǊ ŜǾŜƴ /ƻ-Stop. 

The value is generally affected by disk or network IO. 

Some documentation in VMware may refer to Overlap as Stolen. Linux Guest OS tracks this as Stolen 

time. 

When a vCPU in a VM was interrupted, the vCPU Run counter is unaware of this and continues tracking. 

To the Guest OS, it experiences freeze. Time stops for this vCPU, as everything is paused. The clock on 

motherboard does not tick for this vCPU. Used and Demand do account for this interruption, making 

them useful in accounting the actual demand on the hypervisor. When the VM runs again, the Guest OS 

experiences a time jump.  

Review the following charts. It shows CPU Usage, CPU Overlap and CPU Run. See the green highlights and 

yellow highlights. What do you notice?  
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The above prove that Run is not aware of overlap. Notice when overlap went up, Run did not go lower. 

/t¦ ¦ǎŀƎŜ ƘƻǿŜǾŜǊΣ ŘƛŘ Ǝƻ Řƻǿƴ ŀǎ ƛǘΩǎ ŀǿŀǊŜ ƻŦ ƻǾŜǊƭŀǇΦ  

The correlation is not perfect as Usage is also aware of hyperthreading and CPU frequency. 

The Overlap counter is useful to troubleshoot performance problem, complementing Ready, Co-stop, 

Other Wait and Swap Wait. Ready does not include Overlap as the VM remains on the Run State (see the 

CPU State Diagram). 

The unit is millisecondΣ ŀƴŘ ƛǘΩǎ ǘƘŜ ǎǳƳƳŀǘƛƻƴ ƻŦ ǘƘŜ ŜƴǘƛǊŜ нл ǎŜŎƻƴŘǎ. VCF Operations averages over 

300 seconds. So the amount at 300 seconds is max 20000 (this is 100%), and must be multiplied by 15 if 

we want to see the actual average in the 300 second period. 

The amount is the sum of all vCPU, so you need to divide by the number of running vCPU if you are 

converting into a percentage. Divide over 20000 ms x 100%. When I did that, and plot the highest 5 

among ~3K production VMs, I get this.  
 

Overlap (ms) vCPU Overlap (%) 

6,169 30 1.03% 

284 2 0.71% 

509 4 0.64% 
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484 4 0.61% 

237 2 0.59% 

The above indicates the VMs only experienced minimal interruption by the kernel. 

[ŜǘΩǎ ŘƛǾŜ ƛƴǘƻ ŀ ǎƛƴƎƭŜ ±aΦ The following is a 68 vCPU VM running Splunk. In the last 7 days, it 

experienced a low but sizeable CPU overlap. 10K is relatively low for a 68 vCPU VM, but it still represents 

half a vCPU worth of interruption.  

 

Overlap should be included in Guest OS sizing as the Guest OS wants to run actually. The effect is the 

same with an unmet Demand. 

A high overlap indicates the ESXi host is doing heavy IO (Storage or Network). Look at your NSX Edge 

clusters, and you will see the host has relatively higher Overlap value versus non IO-intensive VM. 

Contention

¢Ƙƛǎ ƛǎ ŀ ǾŀƭǳŜ ŀŘŘ ōȅ !Ǌƛŀ hǇŜǊŀǘƛƻƴǎ ƛƴ Wǳƭȅ нлнпΦ .ŜŦƻǊŜ ǘƘŀǘΣ ƛǘΩǎ ƳŀǇǇŜŘ ǘƻ ǘƘŜ /t¦ [ŀǘŜƴŎȅ ƳŜǘǊƛŎΦ 

The formula is. 

Contention (%) = Overlap + CoStop + Ready + Other Wait  (if less than 1%)  

Contention means the vCPU is not getting the CPU time. Using this logic, the CPU frequency is not even 

applicable as the vCPU is not even running.  
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In most situations, the value will be mostly coming from CPU Ready. The following screenshot shows the 

CPU Contention is basically identical to CPU Ready 

 

Why does the counter include Ready by Limit?  

Because we need to separate the what and the why. The fact is the VM faces contention. Whether that is 

because of VM Limit, insufficient VM Shares, or high ESXi utilization is a different issue. 

What is the limitation for including Ready by Limit?  

You cannot use the counter to define ESXi or cluster performance. The limit has nothing to do with the 

cluster. 

Latency

/t¦ [ŀǘŜƴŎȅ ǘǊŀŎƪǎ ǘƘŜ άstolen timeέΣ ǿƘƛŎƘ ƳŜŀǎǳǊŜǎ ǘƘŜ /t¦ ŎȅŎƭŜ ǘƘŀǘ ŎƻǳƭŘ ƘŀǾŜ ōŜŜƴ ƎƛǾŜƴ ǘƻ ǘƘŜ 

VM in ideal scenario. It maps to %LAT_C counter in esxtop. 

The diagram8 shows what it includes. Latency excludes Max Limited in Ready, but it includes Co-stop even 

if the Co-stop was the result of Limit. It also excludes Other Wait. 

Notice that HT and CPU Frequency are effect and not metrics. You can see the impact of CPU Frequency 

in esxtop %A/MPERF counter.  

 
8 Modified from one of many Valentin Bondzio diagrams 
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Latency also includes 37.5% impact from Hyper Threading. In ESXi CPU accounting, Hyper Threading is 

recorded as giving 1.25x throughput, regardless of actual outcome. That means when both threads are 

running, each thread is recorded as only getting 62.5%. This will increase the CPU Latency value to 37.5%. 

All else being equal, VM CPU Contention will be 37.5% when the other HT is running. This is done so Used 

+ Latency = 100%, as Used will report 62.5% when the vCPU has a competing thread running. 

Lƴ ǘƘŜ ŀōƻǾŜ ǎŎŜƴŀǊƛƻΣ ǿƘŀǘΩǎ ǘƘŜ ǾŀƭǳŜ ƻŦ /t¦ wŜŀŘȅΚ  

¸ǳǇΣ ƛǘΩǎ л҈Φ 

CPU Latency also accounts for power management. When the clock speed falls below nominal frequency, 

CPU Latency goes up accordingly. 

Because of these 2 factors, its value is more volatile, making it less suitable as a formal Performance SLA. 

Use CPU Ready for Performance SLA, and CPU Contention for performance troubleshooting.  

The following table only shows 5 VM out of 2500 that I analyzed. These 2 metrics do not have good 

correlation, as they are created for different purpose. 

 

In many cases, the impact of both threads running is not felt by the application running on each thread. If 

you use CPU Latency as formal SLA, you may be spending time troubleshooting when the business does 

not even notice the performance degradation. 

The following screenshot shows CPU Latency went down when both Ready and Co-stop went up. 
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How about another scenario, where Latency is near 0% but Ready is very high? Take a look at this web 

server. Both CPU Demand and CPU Usage are similar identical. At around 1:40 am mark, both Demand 

ŀƴŘ ¦ǎŀƎŜ ǎƘƻǿŜŘ тнΦрр҈Σ /ƻƴǘŜƴǘƛƻƴ ŀǘ лΦнф҈Σ ōǳǘ wŜŀŘȅ ŀǘ ŀōƻǾŜ мр҈Φ ²ƘŀǘΩǎ ŎŀǳǎƛƴƎ ƛǘΚ 

 

The answer is LimitΦ ¦ƴƭƛƪŜ /t¦ wŜŀŘȅΣ ƛǘ ŘƻŜǎ ƴƻǘ ŀŎŎƻǳƴǘ ŦƻǊ [ƛƳƛǘ όaŀȄ [ƛƳƛǘŜŘύ ōŜŎŀǳǎŜ ǘƘŀǘΩǎ ŀƴ 

intentional constraint placed upon the VM. The VM is not contending with other VMs. VMware Cloud 

Director sets limit on VM so this counter will not be appropriate if you aim to track VM performance 

using Contention (%) metric. 

Here is a clearer example showing latency consistently lower than Ready due to limit. 
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A better and more stable metric to track the contention that a VM experience is Ready + Co-stop + 

Overlap + VM Wait + Swap Wait. Note that the raw metric for all these are millisecond, not GHz.  

Where do you use CPU Contention then?  

Performance troubleshooting for CPU-sensitive VM. 

LŦ ǘƘŜ ǾŀƭǳŜ ƛǎ ƭƻǿΣ ǘƘŜƴ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ŎƘŜŎƪ /t¦ wŜŀŘȅΣ Co-stop, Power Management and CPU 

overcommit. The reason is they are all accounted for in CPU Contention. 

If the value is high ( > 37.5%), then follow these steps: 

¶ /ƘŜŎƪ /t¦ wǳƴ vǳŜǳŜΣ /t¦ /ƻƴǘŜȄǘ {ǿƛǘŎƘΣ άDǳŜǎǘ h{ /t¦ ¦ǎŀƎŜάΣ /t¦ wŜŀŘȅ ŀƴŘ /t¦ Co-stop. 

Ensure all the CPU metrics ŀǊŜ ƎƻƻŘΦ LŦ ǘƘŜȅ ŀǊŜ ŀƭƭ ƭƻǿΣ ǘƘŜƴ ƛǘΩǎ CǊŜǉǳŜƴŎȅ {ŎŀƭƛƴƎ ŀƴŘ I¢Φ LŦ ǘƘŜȅ 

are not low, check VM CPU Limit and CPU Share. 

¶ Check ESXi power management. If they are set to Maximum correctly, then Frequency Scaling is 

out (you are left with HT as the factor), else HT could be at play. A simple solution for applications 

who are sensitive to frequency scaling is to set power management to max. 

¶ Check CPU Overcommit at the time of issue. If there is more vCPU than pCore on that ESXi, then 

HT could be impacting, else HT not impacting. IMHO, it is rare that an application does not 

ǘƻƭŜǊŀǘŜ I¢ ŀǎ ƛǘΩǎ ǘǊŀƴǎǇŀǊŜƴǘ ǘƻ ƛǘΦ {ƛƳǇƭƛǎǘƛŎŀƭƭȅ ǎǇŜŀƪƛƴƎΣ ǿƘƛƭŜ HT reduces the CPU time by 

37.5%, a CPU that is 37.5% faster will logically make up for it. 

There is a corner case accounting issue in %LAT_C that was resolved in ESXi 6.79. VMs with Latency 

{ŜƴǎƛǘƛǾŜ Ґ IƛƎƘ ƻƴ 9{·ƛ сΦр ƻǊ ƻƭŘŜǊΣ ǿƛƭƭ ǎƘƻǿ ŀƴȅ άƎǳŜǎǘ ƛŘƭŜέ ǘƛƳŜ ƻŦ Ǿ/t¦ǎ ŀǎ [!¢ψ/Σ ŦƻǊ ǘƘƻǎŜ ±aǎ 

the counter should not be relied on. This is a corner case because majority of VM should not be set with 

this, as it impacts performance of other VMs. 

Wait  Metrics 

I put the wait metrics separately as it includes both the contention and consumption type of metrics. 

 
9 Both 6.5 and 6.7 have End of General Support on 15 October 2022 and End of Technical Guidance on 15 November 
2023 
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CPU is the fastest component among infrastructure resources, so there are times it must wait for data. 

The data comes from memory, disk or network.  

There are also times when there is nothing to do, so the CPU is idle. The hypervisor did schedule the VM 

vCPU to run, but there was nothing to run. Whether the upper layer (Guest OS vCPU) is truly idle or 

blocked by pending IO, the kernel does not have the visibility. It can only see that Windows or Linux is not 

doing any work.  

There are 3 sub-metrics that make up Wait. 

¶ Idle. Waiting for work. 

¶ Swap Wait. Waiting for memory.  

¶ Other Wait. Waiting for other things. 

 

DǳŜǎǘ h{ ƛǎƴΩǘ ŀǿŀǊŜ ƻŦ ōƻǘƘ Other Wait and Swap Wait. Just like other type of contention, it experiences 

freeze. The time it spends under Other Wait and Swap Wait should be included in the Guest OS CPU 

sizing formula as the VM wants to run actually. 
 

Idle It tracks when VM is not running. Regardless of the reason in the upper-
layer, VM Idle should not be included in both VM sizing, and definitely not in 
DǳŜǎǘ h{ ǎƛȊƛƴƎΦ ¢ƘŜ ǊŜŀǎƻƴ ƛǎ ǘƘŜ Ǿ/t¦ ƛǎ ƴƻǘ ǊǳƴƴƛƴƎ ŀƴŘ ȅƻǳ ŎŀƴΩǘ ǇǊŜŘƛŎǘ 
what the usage would be. You should address the IO and memory 
bottleneck in Guest OS level, using Windows and Linus metrics. 

Swap Wait It tracks the time CPU is waiting for Memory page to come in from ESXi 
swap. Adding more RAM or faster RAM may result in lower CPU Wait, hence 
higher CPU Run. This metric was superseded by Memory Contention metric. 
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Other Wait

It tracks the time CPU is being blocked by things other than memory. This can be disk IO, network IO, or 

vMotionΦ CƻǊ ŜȄŀƳǇƭŜΣ ǘƘŜ ±aa ƭŀȅŜǊ ƛǎ ǘǊȅƛƴƎ ǘƻ Řƻ ǎƻƳŜǘƘƛƴƎ ŀƴŘ ƛǘΩǎ ōƭƻŎƪŜŘΦ The number of reasons 

ǾŀǊȅ ŀƴŘ ƛǘΩǎ ƘŀǊŘ ǘƻ ǇƛƴǇƻƛƴǘ ŜȄŀŎǘƭȅ ǿƘƛŎƘ ƻƴŜΣ ŀǎ ȅƻǳ ƴŜŜŘ ƭƻǿ ƭŜǾŜƭ ŘŜōǳƎ ƭƻƎǎ ǎǳŎƘ ŀǎ ǎǘŀǘǎ ǾƳȄΣ 

ǎŎƘŜŘǘǊŀŎŜǎΣ ŀƴŘ ŎǳǎǘƻƳ ǾǇǊƻōŜǎΦ ¸ƻǳΩǊŜ ōŜǘǘŜǊ ƻŦŦ ǊŜƳƻǾƛƴƎ ǘƘŜ ŎƻƳƳƻƴ ǊŜŀǎƻƴǎΦ Snapshot is a 

common reason here10, that it was mistakenly named as IO Wait.  

The formula is: 

Other Wait = Wait ð Idle ð Swap Wait  

The above is a formula at VCF Operations. 

Actions you can do to reduce Other Wait: 

¶ vMotion the VM.  

¶ Remove Snapshot 

¶ Update to the latest build of ESXi (incl. physical device drivers), virtual HW and VMware Tools 

(virtual device drivers).  

If this happens to multiple VMs, find commonality. If the above is not helping in your case, file a Support 

Request with VMware GSS and tag me. Please mention that you get it from here, so I have a context. 

I plotted Other Wait for 4000 production VMs. Surprisingly, the value is not low. 

 

I was curious if the value corelates with CPU Ready or Co-stop. From around 4000 production VM in the 

last 1 month, the answer is a no. 

 
10 Based on this KB articleΣ ǎƴŀǇǎƘƻǘ ƛƴŎǊŜŀǎŜǎ ǘƘŜ ǊŜŀŘ ƻǇŜǊŀǘƛƻƴǎ ŀǎ ŜǾŜǊȅ ǎƴŀǇǎƘƻǘ Ƙŀǎ ǘƻ ǊŜŀŘ ǘƻ ŜƴǎǳǊŜ ȅƻǳΩǊŜ 
fetching the correct data. Write is not impacted as you simply write a new block and not updating existing one. 

https://kb.vmware.com/s/article/2000058?lang=en_US
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{ƛƴŎŜ ǎƴŀǇǎƘƻǘ ƛǎ ŀƴƻǘƘŜǊ ǇƻǘŜƴǘƛŀƭ ŎǳƭǇǊƛǘΣ ƭŜǘΩǎ ŎƻƳǇŀǊŜ ǿƛǘƘ Řƛǎƪ ƭŀǘŜƴŎȅ ŀƴŘ ƻǳǘǎǘŀƴŘƛƴƎ LhΦ 

What do you expect? 

 

Again, negative corelation. None of the VMs with high VM Wait is experiencing latency. Notice I put a 99th 

percentile, as I wanted to rule out a one-ǘƛƳŜ ƻǳǘƭƛŜǊΦ LΩƳ ǇƭƻǘǘƛƴƎ ǘƘŜ ŦƛǊǎǘ ±a ŀǎ ǘƘŜ ǾŀƭǳŜ ŀǘ ффth is very 

near to the max, indicating sustained problem. 
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It turned out to be true. It has sustained VM Wait value around 15% (above is zoomed into 1 week so you 

can see the pattern).  

LΩƳ ŎǳǊƛƻǳǎ ǿƘȅ ƛǘΩǎ ǎƻ ƘƛƎƘΦ CƛǊǎǘ ǘƘƛƴƎ ƛǎ ǘƻ Ǉƭƻǘ ǳǘƛƭƛȊŀǘƛƻƴΦ L ŎƘŜŎƪŜŘ wǳƴΣ ¦ǎŀƎŜ ŀƴŘ 5ŜƳŀƴŘΦ ¢ƘŜȅ ŀǊŜ 

all low. 

 

Using VCF Operations correlation feature, I checked if it correlates with any other metric. The only metric 

it founds is Idle, which is logical they basically add up to 100% when Run is low. 

Take note of a known accounting issue that wrongly inflates the value of Other Wait and esxtop 

%VMWait.  

Consumption Metrics 

Consumption metric covers only utilization. Reservation and Allocation are properties, not metrics. 

The following table shows the 5 VM utilization metrics. 
 

Counter Unit Source Observability 

Run Millisecond  ESXi vCPU level 

Used Millisecond ESXi vCPU level 

VM level 

Usage MHz vCenter vCPU level 

VM level 

Usage % vCenter VM level 

Demand MHz ESXi VM level 

Note: CPU Used and Usage at the VM level includes the system time and other charges that is not 

associated with a particular vCPU. If you sum up the vCPU amounts, you will notice a small gap to the 

amount at VM level. You can verify by comparing the values show on the vCenter performance chart 

legend. 

https://kb.vmware.com/s/article/85393?lang=en_US
https://kb.vmware.com/s/article/85393?lang=en_US
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Run| Net Run

Run is when the Guest OS gets to run and process instruction. It is the most basic counter among the CPU 

consumption metricsΦ LǘΩǎ ǘƘŜ only counter not affected by CPU frequency scaling and hyper threading. It 

does not check how fast it runs (frequency) or how efficient it runs (SMT). 

Run at VM level = Sum of Run at vCPU levels  

Since the unit is millisecond, this means the value of CPU Run at VM level can exceed 20000 ms in 

vCenter.  

The following screenshot shows CPU Run higher than CPU UsedΦ ²Ŝ ŎŀƴΩǘ ǘŜƭƭ ƛŦ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜ ƛǎ ŎŀǳǎŜŘ 

by power management or hyperthreading, or mix of both. 

 

CPU Run does not account for the following: 

¶ Interrupt 

¶ System time. IO performed by hypervisor has to be charged back to the VM. 

¶ Power Management or CPU Frequency Scaling 

¶ Simultaneous Multithreading (Hyper Threading as Intel calls it) 

Because CPU Run does not take into account this external work, and not aware of CPU speed and HT, it is 

suitable as input to size the Guest OS and not the VM. The portion that needs to be removed is Overlap. 

VCF Operations added a new counter in July 2024 called Net Run. 

The formula is: 

Net Run = Run ð Overlap  

As you can guess, Net Run cannot hit 100%. 
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Used | Usage

¢ƘŜ ǎŎƻǇŜ ƻŦ /t¦ wǳƴ ƳŜǘǊƛŎ ƳŜŀƴǎ ƛǘ ŎŀƴΩǘ ŀƴǎǿŜǊ н ƛƳǇƻǊǘŀƴǘ ǉǳŜǎǘƛƻƴǎΦ ²ƘŜƴ ŀ Ǿ/t¦ ƛǎ ǊǳƴƴƛƴƎΣ  
 

How fast is the άrunέ? All else being equal, a 5 GHz CPU is 5x faster than a 1 GHz CPU.  

¢ƘŜ ŦŀǎǘŜǊ ƛǘ Ŏŀƴ ŎƻƳǇƭŜǘŜ ŀ ǘŀǎƪΣ ǘƘŜ ǎƘƻǊǘŜǊ ƛǘ Ƙŀǎ ǘƻ ǿƻǊƪΦ ¢ƘŀǘΩǎ ǿƘȅ ȅƻǳ 
see some metrics in MHz, because they account for this speed. 

How efficient is the 
άrunέ? 

If there is competing thread running in the same core, the 2 threads have to 
share the core resource. Both threads do not drop their CPU frequency, but 
ǘƘŜ ŎȅŎƭŜǎ ǘƘŀǘ ŜŀŎƘ ǘƘǊŜŀŘ ǊŜŎŜƛǾŜǎ ƛǎ отΦр҈ ƭŜǎǎΦ ¢Ƙƛǎ ƛǎ ǿƘŜǊŜ ƛǘΩǎ ōŜǘǘŜǊ ǘƻ 
think in terms of cycles and not frequency 

 

This is where ESXi introduces the CPU Used (ms) counter.  

vCenter then adds Usage (MHz) metrics, so you can see the total footprint of the VM in terms of CPU 

cycles. 

BTW, if the English word usage confuses you, think of CPU Cycles Completed or CPU Throughput instead.  

By covering the above 3, CPU Used covers uses cases that CPU Run does not. 

¶ Amount of work done.   

¶ VM Migration. Moving VM to another ESXi requires that you know the actual footprint of the VM, 

ōŜŎŀǳǎŜ ǘƘŀǘΩǎ ǿƘŀǘ ǘƘŜ ŘŜǎǘƛƴŀǘƛƻƴ 9{·ƛ ƴŜŜŘǎ ǘƻ ŘŜŀƭ ǿƛǘƘΦ 

¶ ±a /ƘŀǊƎŜōŀŎƪΦ ¸ƻǳ ǎƘƻǳƭŘ ŎƘŀǊƎŜ ǘƘŜ Ŧǳƭƭ Ŏƻǎǘ ƻŦ ǘƘŜ ±aΣ ŀƴŘ ƴƻǘ Ƨǳǎǘ ǿƘŀǘΩǎ ŎƻƴǎǳƳŜŘ ƛƴǎƛŘŜ 

the VM. In fairness, you should also charge the actual utilization, and not rated clock speed. 

Used

Here is how Used differs to Run: 

 

Based on the above, you can work out the formula for VM level Used, which is: 

VM level Used      = Run -  Overlap +/ -  E + System + VMX  + MKS + Helper  

VM vCPU level Used = Run -  Overlap +/ -  E 

Where E is the combination of  

¶ efficiency gained from CPU Turbo Boost. This is significant, could be 50% more when other 

physical cores in the socket are idle. 
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¶ efficiency loss from power savings. This is also significant. If the frequency is dropped to 40% of 

the nominal frequency, we consider 60% of the CPU time was stolen. 

¶ 37.5% efficiency loss from CPU SMT. ESXi accounting records HT as 1.25x overall gain, hence each 

thread drops to 62.5% only. This is a significant drop that should be accounted. 

MKS is typically negligible. This thread is dedicated strictly to processing the video frame buffer, mouse 

coordination, and console graphic rendering. It accounts for CPU cycles spent ǿƘƛƭŜ ȅƻǳΩǊŜ consoling to 

the VM, where you use mouse and keyboard on the virtual screen.  

VMX handles VM power states, configuration alterations, and high-level virtual hardware emulation 

outside the execution engine. In esxtop, System time is charged to the VM VMX world. 

Helper covers the asynchronous I/of O helper worlds, virtual storage controllers, and background kernel 

threads specific to that VM instance. This metric is negligible. 

Because Used accounts for the actual frequency, you may expect it to be measured in GHz and not 

millisecond. ThŜ άŎƻƴǾŜǊǎƛƻƴέ ŦǊƻƳ DIȊ ǘƻ ƳƛƭƭƛǎŜŎƻƴŘ ǿŀǎ ōŀǎŜŘ ƻƴ ǎǘŀǘƛŎ ŦǊŜǉǳŜƴŎȅΦ I know it requires a 

bit of mental mathematics  

Quiz:  

¶ ²Ƙȅ ŘƻŜǎ ǘƘŜ ŦƻǊƳǳƭŀ ǎǘŀǘŜ ±a ƭŜǾŜƭΣ ŀƴŘ ƴƻǘ ƛƴŘƛǾƛŘǳŀƭ Ǿ/t¦ ƭŜǾŜƭΦ ²ƘŀǘΩǎ ǘƘŜ ǊŜŀǎƻƴΚ  

Answer: CPU Used has a different formula at VM level and vCPU level. At vCPU level, it does not 

include System Time. At VM level, it includes the work done by the kernel that is charged at VM 

level, such as System and other worlds. 

¶ Iƻǿ ǿƛƭƭ ¦ǎŜŘ ŎƻƳǇŀǊŜ ǿƛǘƘ wǳƴ ƛƴ ƎŜƴŜǊŀƭΚ 5ƻ ȅƻǳ ŜȄǇŜŎǘ ƛǘ ǘƻ ōŜ ƘƛƎƘŜǊ ƻǊ ƭƻǿŜǊΚ LŦ ƛǘΩǎ ƘƛƎƘŜǊΣ 

what can cause it?  

For example, a physical chip comes with 2 GHz as its standard speed. ESXi may increase or decrease this 

speed dynamically, resulting in turbo boost or power saving. If ESXi increases the clock speed to 3 GHz, 

Used counter will be 50% higher than the Run counter. Older Guest OS (e.g. Windows or Linux) version 

was not aware of this performance boost. It reported a value based on the standard clock speed, just like 

Run does. On the other hand, if ESXi decreases the clock speed to 1.5 GHz, then Used will report a value 

that is 25% lower than what Run reports. 

Usage

Usage is Used + work done by kernel on behalf of the VM. This is why you see a gap on VM that processes 

a lot of network packets or storage commands.  

There are two metrics:  

¶ Usage (MHz)  

¶ Usage (%) 

Usage (%) is only available at VM level. Usage (MHz) is available at both vCPU and VM level. 

Usage (%) = ( Usage MHz for each vCPU + VM level load ) / VM Static CPU Speed  

These 2 metrics do not exist in ESXi, meaning they only exist in vCenter.  

The reason is Usage (%) is not available on a per vCPU basis, while Usage MHz is. The 2 charts are also 

very similar but not 100% identical. Notice in the following screenshot there is time where they are 100% 

ƛŘŜƴǘƛŎŀƭΣ ŀƴŘ ǘƘŜǊŜ ƛǎ ǘƛƳŜ ǘƘŜȅ ŀǊŜ ƴƻǘΦ aȅ ƎǳŜǎǎ ƛǎ ¦ǎŀƎŜ ό҈ύ Ŏƻƴǘŀƛƴǎ ±a· ƭƻŀŘ ŀǎ ƛǘΩǎ ƴƻǘ ŀǾŀƛƭŀōƭŜ ƻƴ 

a per vCPU basis.  
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Usage (MHz) 

¢ǳǊōƻ .ƻƻǎǘΩǎ ƛƳǇŀŎǘ ƻƴ ¦ǎŀƎŜ ƛǎ ǊŜŀƭΦ Lƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎΣ ȅƻǳ Ŏŀƴ ǎŜŜ ǘƘŜ ǾŀƭǳŜ ŜȄŎŜŜŘǎ ǘƘŜ ǘƻǘŀƭ ŎŀǇŀŎƛǘȅ 

by a sizable amount. 

 

[ŜǘΩǎ Řƻ ŀ ŎŀƭŎǳƭŀǘƛƻƴ ǎƻ ȅƻǳ Ŏŀƴ ǉǳŀƴǘƛŦȅ ǘƘŜ ƛƳǇŀŎǘ ƻŦ ǇƻǿŜǊ ƳŀƴŀƎŜƳŜƴǘΦ 

Review the following example. This is a single VM occupying an entire ESXi.  

The ESXi has 12 cores with nominal frequency of 2.4 GHz. The number of sockets does not matter in this 

case.  

Since HT is enabled, the biggest VM you can run is a 24 vCPU. The 24 vCPU will certainly have to share 12 

ŎƻǊŜǎΣ ōǳǘ ǘƘŀǘΩǎ ƴƻǘ ǿƘŀǘ ǿŜΩǊŜ ƛƴǘŜǊŜǎǘŜŘ ƘŜǊŜΦ 

What do you expect the VM CPU Usage (GHz) when you run the VM at basically 100%? 
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Well, that depends on the all-core turbo boost of the CPU.  

The result above is slightly less than 39 GHz.  

If there is no turbo boost, the answer will be 36 GHz. 

²Ƙȅ ƴƻǘ ртΦс DIȊΣ ōŜŎŀǳǎŜ ƛǘΩǎ нп Ǿ/t¦ Ȅ нΦп DIȊΚ 

Because HT does not yield 2x. It yields 1.25x only. At the end of the day, the one that does the 

computation is the core not the thread. 

12 cores x 2.4 GHz 1.25 HT = 36 GHz total capacity with hyperthreading enabled. 

In the preceding example, power management was enabled. Naturally Turbo Boost kicked in, albeit not 

so dramatic as all the physical cores were turbo at the same time. 

You got around 39 GHz, a small increase over 36 GHz. Formula is 2.4 GHz x 12 cores x 1.25 HT x 1.08x 

Turbo Boost.  

What happens when we disable turbo boost? ¢ƘŀǘΩǎ ǿƘŀǘ ǿŜ ŘƛŘ ŀǘ Ǉƻƛƴǘ м ƛƴ ǘƘŜ ŘƛŀƎǊŀƳ ŀōƻǾŜΦ  

CPU Usage drops to slightly below 36 GHz.  
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Usage (%)  

The following is a single vCPU production Windows Server. Both CPU Usage (MHz) and Demand jump to 

over 100%. Their values are identical for almost 30 days. The VM had near 0% Contention (not shown in 

chart), hence the 2 values are identical. 

 

Around 12 May, tƘŜ ±a ŜȄǇŜǊƛŜƴŎŜŘ ǎƻƳŜ ŎƻƴǘŜƴǘƛƻƴΦ ¢ƘŀǘΩǎ ǿƘȅ 5ŜƳŀƴŘ ǿŀǎ ƘƛƎƘŜǊ ǘƘŀƴ ¦ǎŀƎŜΦ 

Usage vs Net Run

What do you notice on the following chat?  

 

Yes, Net Run was basically flat out at 100% for 24 hours. The value did not exceed 100%. Usage on the 

other hand, was wildly fluctuating. By now you should know why  

What do you notice on the following chart?  
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CPU Usage is both higher and lower than CPU Net Run. Why is that so? 

¦ǎŀƎŜ ƛǎ ƎǊŜŀǘƭȅ ŀŦŦŜŎǘŜŘ ōȅ /t¦ ǎǇŜŜŘ ŀƴŘ ǇƻǿŜǊ ƳŀƴŀƎŜƳŜƴǘΦ !ǎ ŀ ǊŜǎǳƭǘΣ ƛǘΩǎ ƳƻǊŜ ǾƻƭŀǘƛƭŜ ǘƘŀƴ /t¦ 

Run. 

Generally speaking, during high utilization, Usage (%) will over-report due to CPU turbo boost. 

 

During low utilization, Usage (%) will under report due to power savings 

 

Overall  

I plotted 1102 VM with Usage (GHz) > 2 and Usage (%) > 50%.  

The rectangle is VMs that likely get upsized when there is no need. Usage > 90% but Run is < 90%. 

The red line shows that Usage tends to be 25% higher. 
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CPU Usage Disparity

This metric is required to convince the owners of the VM to downsize their large ±aǎΦ LǘΩǎ ǾŜǊȅ ŎƻƳƳƻƴ 

for owners to refuse sizing it down even though utilization is low, because they have already paid for it or 

cost is not an issue. 

[ŜǘΩǎ ŀƴ ŜȄŀƳǇƭŜΦ ¢Ƙƛǎ ±a Ƙŀǎ млп Ǿ/t¦Φ Lƴ ǘƘŜ ƭŀǎǘ фл ŘŀȅǎΣ ƛǘΩǎ ǳǘƛƭƛȊŀǘƛƻƴ ƛǎ ŎƻƴǎƛǎǘŜƴǘƭȅ ƭƻǿΦ ¢ƘŜ ¦ǎŀƎŜ 

(%) counter never touch 40%. Demand is only marginally higher. Idle (%) is consistently ~20%. 

 

All the key performance metrics such as Guest OS CPU Run Queue are low. 

Obviously the VM does not need 104 vCPU. How to convince the owner if he is not interested in refund? 

¢ƘŜ ƻƴƭȅ ŀƴƎƭŜ ƭŜŦǘ ƛǎ ǇŜǊŦƻǊƳŀƴŎŜΦ .ǳǘ ǘƘŜƴ ǿŜΩǊŜ ŦŀŎŜŘ ǿƛǘƘ ǘƘŜ ŦƻƭƭƻǿƛƴƎΥ 

1. CPU Run Queue inside the Guest OS is low. Decreasing CPU will in fact increase it, which is worse 

for performance. 

2. CPU Context Switch is high from time to time.  

3. CPU Co-Stop is very low (max of 0.006% in the last 90 days). Decreasing CPU may or may not 

ƳŀƪŜ ƛǘ ƭƻǿŜǊΦ wŜƎŀǊŘƭŜǎǎΣ ƛǘΩǎ ƛǊǊŜƭŜǾŀƴǘΦ {ŀƳŜ ƎƻŜǎ ǿƛǘƘ VM Wait and Swap Wait. 

4. CPU Ready is very low (max of 0.14% in the last 90 days).  

The only hope we have here to convince VM owner is to give insight on how the 104 vCPU are used. 

There are 2 ends of the spectrum:  
 

At one end, all 104 
are balanced 

All are running at that low 20%. This triggers an interesting discussion on why 
the application is unable to even consume a single vCPU. Is this inefficiency the 
reason why the application vendor is asking for so many vCPU? Commercially, 
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ƛǘΩǎ ǿŀǎǘƛƴƎ ŀ ƭƻǘ ƻŦ ǎƻŦǘǿŀǊŜ ƭƛŎŜƴǎŜ 

Imbalance Some are saturated, while others are not. 

¶ The Peak among vCPU metric will capture if any of them is saturated. 
This is good insight.  

¶ The Min among vCPU is not useful as there is bound to be 1 vCPU among 
104 that is running near 0%. 

¶ The delta between Max and Min will provide insight on the degree of the 
usage disparity. Does it fluctuate over time? This type of analysis helps 
the application team. Without it they have to plot 104 vCPU one by one. 

 

In reality, there could be many combinations in between the 2 extremes. Other insights into the 

behaviour of the 104 vCPU are: 

1. Jumping process. Each vCPU takes turn to be extreme high and low, as if they are taking turn to 

run. This could indicate process ping pong, where processes either do frequent start/stop, or they 

jump around from one vCPU to another. Each jump will certainly create context switch, like the 

cache needs to be warm up. If the target CPU is busy, then the running process was interrupted.  

2. CPU affinity. For example, the first 10 vCPU is always much busier than the last 10 vCPU. This 

ƳŀƪŜǎ ȅƻǳ ǘƘƛƴƪ ǿƘȅΣ ŀǎ ƛǘΩǎ ƴƻǘ ƴƻǊƳŀƭΦ 

Naming wise, vCPU Usage Disparity is a better name than Imbalance vCPU Usage. Imbalance implies that 

ǘƘŜȅ ǎƘƻǳƭŘ ōŜ ōŀƭŀƴŎŜŘΣ ǿƘƛŎƘ ƛǎ ƴƻǘ ǘƘŜ ŎŀǎŜΦ LǘΩǎ ƴƻǘ ŀƴ ƛƴŘƛŎŀǘƛƻƴ ǘƘŀǘ ǘƘŜǊŜ ƛǎ ŀ ǇǊƻōƭŜƳ ƛƴ ǘƘŜ ƎǳŜǎǘ 

OS because VCF Operations lacks the necessary visibility inside the guest OS 

Quiz!

Review the following. How can the average utilization is only 12.% yet the Usage Disparity is >100% 

 

To answer, we need to plot each vCPU one by one.  

Below is what we get. 
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Why only the first vCPU?  

My take is uniprocessor kernel. It was compiled without SMP support. 

Why did it go above 100%? 

¢ƘŀǘΩǎ /t¦ CǊŜǉǳŜƴŎȅΦ ¢ǳǊōƻ Ƙŀǎ ƪƛŎƪŜŘ ƛƴΦ 

Demand

5ŜƳŀƴŘ ƛǎ ǎƛƳƛƭŀǊ ǘƻ ¦ǎŀƎŜΦ Lǘ ŘƛŦŦŜǊǎ ǘƻ ¦ǎŀƎŜ ŀǎ ƛǘ ŀǎǎǳƳŜǎ ǘƘŜ ±a ŘƻŜǎ ƴƻǘ ǎƘŀǊŜ ǘƘŜ ǇƘȅǎƛŎŀƭ ŎƻǊŜΦ LǘΩǎ 

what the VM utilization would be had it not experienced any issue, including hyper-threading.  

Demand is not what Usage would be had the VM got everything it demanded. This metric is for the kernel 

resource scheduler. Ignore it. 

Just to assure you, get a VM with high CPU Ready and Co-Stop that was intentionally caused. Set a limit. I 

did that, and here is what I got: 

Co- Stop: 8.78%  

Ready:  15.91%  

Wait:   13.16%  

Run:    62.15%  

Total of the 4 = 100%.  

This is expected. So far so good 

But then here is what I got for Demand (%) and Usage (%):  
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Demand is identical to Usage, despite Contention (%) being near 0%. 

The reason is Demand is a kernel internal metric. From the kernel perspective, the VM did not demand as 

limit is intentionally set.  

In the event the VM vCPU is running on a core where both threads are busy, the value of Usage will be 

37.5% lower, reflecting the fact that the VM only gets 62.5% of the core. This makes sense as the HT 

throughput benefit is fixed at 1.25x.  

If there is no competition for resource, Demand and Usage will be similar.  

¢ŀƪŜ ŀ ƭƻƻƪ ŀǘ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴǎƘƻǘ ŦǊƻƳ Ǿ/ŜƴǘŜǊΦ LǘΩǎ ŎƻƳǇŀǊƛƴƎ Demand (thick line) and Usage (grey 

line)  

What do you notice? 
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How can Usage be higher than Demand at some of the point? 

The reason is Demand is averaged over a longer time, giving it a steadier value. ¢ƘŀǘΩǎ ǿƘȅ ǘƘŜ ǇŜŀƪ ƛǎ 

shorter but wider. Notice the average over 1 hour is higher for Demand. 

Due to Turbo Boost, Demand (MHz) and Usage (MHz) can exceed 100%. The following is a 32-vCPU 

Hadoop worker node. Notice it exceeds the total capacity multiple times, as total capacity is based on 

ōŀǎŜ ŎƭƻŎƪ ǎǇŜŜŘΦ 5ŜƳŀƴŘ ŀƴŘ ¦ǎŀƎŜ ŀǊŜ ƛŘŜƴǘƛŎŀƭ ŀǎ ƛǘΩǎ ǘƘŜ only VM running and the host has more 

than 32 cores, hence there is 0 issue. 

 

hƪŀȅΣ ƴƻǿ ǘƘŀǘ ȅƻǳ ƘŀǾŜ ǎƻƳŜ ƪƴƻǿƭŜŘƎŜΣ ƭŜǘΩǎ ǘŜǎǘ ƛǘ  

Quiz Time! Looking at the chart below, what could be causing it?  
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Why did Demand jump while Usage dropped? VM CPU Contention (%) jumped even more. What is going 

on? 

And why is that Contention is much more than Demand ς Usage? 

The reason why Demand metric jumps ƛǎ ǘƘŜ ±a ǿŀƴǘŜŘ ƳƻǊŜ Ǿ/t¦Φ ¢ƘŀǘΩǎ ǘƘŜ ƻƴƭȅ ŜȄǇƭŀƴŀǘƛƻƴΦ 

Usage drops because the additional demand could not be met.  

The VM experiences contention, which includes hyperthreading sharing. I did not include CPU Ready, Co-

stop, Overlap, VM Wait and Swap Wait, as they do not matter in this case. 

From the chart you can see that the formula for VM CPU Contention > Demand ς Usage. Contention (%) 

is around 20% when Demand is 25% and Usage is 15%. The reason is Contention accounts for both CPU 

frequency and hyper threading, while the difference between Demand and Usage is only hyper-

threading. 

VCF Operations provides a percentage metric for Demand. The formula is 

Demand (%) = Demand (MHz) / Total Capacity (MHz) x 100  

Source wise, the metric in VCF Operations simply maps to vCenter counter cpu.demand.average.  

System

A VM may execute a privilege instruction, or issue IO commands. These 2 activities are performed by the 

hypervisor, on behalf of the VM.  

IO processing differs to non-Lh ǇǊƻŎŜǎǎƛƴƎ ŀǎ ƛǘ Ƙŀǎ ǘƻ ōŜ ŜȄŜŎǳǘŜŘ ǘǿƛŎŜΦ LǘΩǎ ŦƛǊǎǘ ǇǊƻŎŜǎǎŜŘ ƛƴǎƛŘŜ ǘƘŜ 

Guest OS, and then in the hypervisor storage subsystems, because each OS has their own storage 

subsystem. For ESXi, its network stack also has ǘƻ Řƻ ǇǊƻŎŜǎǎƛƴƎ ƛŦ ƛǘΩǎ ŀ Lt-based storage.  
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ESXi typically uses another core for this work instead of the VM vCPU, and put that that VM vCPU in wait 

state. This work has to be accounted for and then charged back to the associated VM. The System 

counter tracks this. System counter is part of VMX world of the VM. 

DǳŜǎǘ h{ ƛǎƴΩǘ ŀǿŀǊŜ ƻŦ ǘƘŜ нnd processing. It thinks the disk is slower as it has to wait longer.  

If there is snapshot, then the kernel has to do even more work as it has to traverse the snapshot. 

The work has to be charged back to the VM since CPU Run does not account for it. Since this work is not 

performed by any of the VM CPU, this is charged to the VM CPU 0. The system services are accounted to 

CPU 0. You may see higher Used on CPU 0 than others, although the CPU Run are balanced for all the 

±/t¦ǎΦ {ƻ ǘƘƛǎ ƛǎ ƴƻǘ ŀ ǇǊƻōƭŜƳ ŦƻǊ /t¦ ǎŎƘŜŘǳƭƛƴƎΦ LǘΩǎ Ƨǳǎǘ ǘƘŜ ǿŀȅ the kernel does the CPU accounting.  

The System counter is not available per vCPU. Reason is the underlying physical core that does the IO 

work on behalf of the VM may be doing it for more than 1 vCPU. There is no way to break it down for 

each vCPU. The following vCenter screenshot shows the individual vCPU is not shown when System 

metric is selected. 
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ESXi is also performing IOs on behalf of all VMs that are issuing IOs on that same time, not just VM 1. The 

kernel may serialize multiple random IO into sequential for higher efficiency.  

Note that I wrote to CPU accounting, not Storage accounting. For example, vSphere 6.5 no longer charges 

the Storage vMotion effort to the VM being vMotion-ed. 

Majority of VMs will have System value less than 0.5 vCPU most of the time. The following is the result 

from 2431 VMs. 

 

On IO intensive VM like NSX Edge, the System time will be noticeable, as reported by this KB article. In 

this case, adding more vCPU will make performance worse. The counter inside Linux will differ to the 

counter in vSphere. The following table shows high system time. 

https://kb.vmware.com/s/article/59640
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Reservation

 

The number is only available in MHz or GHz, not in vCPU. That means when you move the VM to an ESXi 

of different frequency, you need to adjust the number manually. 

Quiz! 

.ȅ ƴƻǿ L ƘƻǇŜ ȅƻǳ ǾǊŜŀƭƛȊŜ ǘƘŀǘ ǘƘŜ ǾŀǊƛƻǳǎ άutilizationέ ƳŜǘǊƛŎǎ ƛƴ ǘƘŜ п ƪŜȅ ƻōƧŜŎǘǎ όDǳŜǎǘ h{Σ ±aΣ 9{·ƛ 

and Cluster) varies. Each has their own unique behaviour. Because of this, you are right to assume that 

ǘƘŜȅ Řƻ ƴƻǘ ƳŀǇ ƴƛŎŜƭȅ ŀŎǊƻǎǎ ǘƘŜ ǎǘŀŎƪΦ [ŜǘΩǎ test your knowledge  

VM vs ESXi 

Review the following chart carefully. Zoom in if necessary. 
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The vCenter chart11 above shows a VM utilization metrics from a single VM. The VM is a large VM with 24 

vCPUs running controlled CPU test. The power management is fixed so it runs at nominal clock speed. 

This eliminates CPU frequency scaling factor. 

The ESXi only has 12 cores. Hyper threading is enabled, so it has 24 threads.  

The VM starts ŀǘ рл҈ άutilizationέΣ ǿƛǘƘ ŜŀŎƘ Ǿ/t¦ ǇƛƴƴŜŘ ǘƻ ŀ ŘƛŦŦŜǊŜƴǘ ǇƘȅǎƛŎŀƭ ŎƻǊŜΦ Lǘ ǘƘŜƴ ǎƭƻǿƭȅ 

ramps up over time until it reaches 100%.  

Why do the three metrics moved up differently? What do they measure? 

bƻǿ ƭŜǘΩǎ ƭƻƻƪ ŀǘ ǘƘŜ ƛƳǇŀŎǘ ƻƴ ǘƘŜ ǇŀǊŜƴǘ 9{·ƛΦ Lǘ ƻƴƭȅ Ƙŀǎ ŀ ǎƛƴƎƭŜ ±aΣ ōǳǘ ǘƘŜ ±a Ǿ/t¦ ƳŀǘŎƘŜǎ ǘƘŜ 

9{·ƛ ǇƘȅǎƛŎŀƭ ŎƻǊŜǎΦ ¢ƘŜ 9{·ƛ ǎǘŀǊǘǎ ŀǘ рл҈ άconsumptionέΣ ǘƘŜƴ ǎƭƻǿƭȅ ǊŀƳǇ ǳǇ ƻǾŜǊ ǘƛƳŜ ǳƴǘƛƭ ƛǘ ǊŜŀŎƘŜŘ 

100%.  

 
11 Provided by Valentin Bondzio 

https://valentin.bondz.io/about/
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Why does CPU Usage moves in tandem with Core Utilization, but Utilization moved up differently? What 

do they measure?  

[ŜǘΩǎ ōǊŜŀƪ ƛǘ ŘƻǿƴΧ 

At the start of the test

The VM runs 12 vCPU, but each vCPU was pinned to each ESXi core. So all cores are 100% utilized, but 

each running 1 thread. 

VM CPU Run (ms) is 240K milliseconds, which is 20K milliseconds x 12 (half of its 24 vCPU).  

VM CPU Used (ms) is also at 240K milliseconds. There is no loss from overlap, the VM does not do much 

IO, and no efficiency loss/gain due to HT. 

VM CPU Usage is 50%.  

So at this point, all 3 metrics of VM CPU are 50%.  

The counter at ESXi tells a different story. The ESXi Core Utilization (%) immediately went up to 100% 

while Utilization went up to only 50%. The reason is Core Utilization measures whether the core is used 

or not. It takes a different perspective. 

Usage (%) is identical to Core Utilization in this case, because CPU frequency is static. 

On the other hand, ESXi Utilization (%) looks at if each thread HT is running or not. It does not care about 

the fact that the 2 threads share a core, and simply roll up to ESXi level directly from thread level. This is 

ǿƘȅ ƛǘΩǎ ǎƘƻǿƛƴƎ рл҈ ŀǎ ƛǘ ƻƴƭȅ ŎŀǊŜs whether a thread is running or not, at any point in time. 
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During Ramp Up period

VM is being ramped up steadily. You can see all 3 metrics went up in steps. 

VM CPU Run (ms) ramps up from 240K to 480K. All 24 vCPU has 20K ms value, which equals to 100%. 

±a /t¦ ¦ǎŜŘ όƳǎύ ōŀǊŜƭȅ ƳƻǾŜŘΦ CǊƻƳ нплY ǘƻ оллYΦ ¢ƘŀǘΩǎ мΦнрȄΣ ŘŜƳƻƴǎǘǊŀǘƛƴƎ ǘƘŀǘ ¦ǎŜŘ ǳƴŘŜǊǎǘŀƴŘǎ 

HT only delivers 1.25x throughput. 

VM CPU Usage (%) ramp up from 50% to 62.5%, also demonstrating awareness of contention due to HT. 

Used (ms) = Usage (%)  

ESXi CPU Usage (%) counter stayed flat at 100%. The reason is all 12 cores were already busy and the 

metric is capped at 100%. That means VM CPU Usage (%) is aware of HT, but ESXi CPU Usage (%) is not. 

ESXi CPU Core Utilization (%) matches VM Run. Both went 2x. 

Towards the end of the run

VM CPU Run is at 480K ms. This counter is suitable for VM Capacity sizing, as it correctly accounts that 

each vCPU is used by Guest OS. 

VM CPU Used is at 300K milliseconds, which is 62.5%. 

VM CPU Usage (%) is at 62.5%. On average, each of the VM vCPU only gets 62.5%. If you use this for your 

VM capacity, you will get the wrong conclusion ŀǎ ƛǘΩǎ ŀƭǊŜŀŘȅ ǊǳƴƴƛƴƎ млл҈ 

ESXi CPU Usage (%) is at 100%. This makes it suitable from Capacity viewpoint, albeit too conservative. It 

is not suitable from Performance, as you cannot tell if there is still room. 

ESXi CPU Utilization (%) is at 100%. Because it tracks the ramp correctly, it can be used from 

Performance. You can use it for capacity, but take note that 100% means you get performance hit from. 

In fact, at 50% the HT effect will kick in. 

When Run is lower than Used

¢ŀƪŜ ŀ ƭƻƻƪ ŀǘ ǘƘƛǎ ±aΦ LǘΩǎ ŀ ǎƛƴƎƭŜ Ǿ/t¦Σ ǎƻ Ŏƻ-stop is not applicable.  

The ESXi clock speed is 2.095 GHz, so the VM has a capacity of 2.095 GHz. A limit is imposed at 2 GHz. 

²ƘŀǘΩǎ ȅƻǳǊ ŎƻƴŎƭǳǎƛƻƴ ƻƴ ǘƘŜ 5ŜƳŀƴŘ ŀƴŘ ¦ǎŀƎŜ ŎƻǳƴǘŜǊǎΚ 

They are basically identical, hovering around 1.96 GHz. If you use the 2.095 GHz as the 100%, basically 

both counters are flat around 94%. 

²Ƙȅ ŀǊŜ ǘƘŜȅ ǎƛƳƛƭŀǊΚ {ƘƻǳƭŘƴΩǘ 5ŜƳŀƴŘ ōŜ ƘƛƎƘŜǊΚ  
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bƻǿ ƭŜǘΩǎ ǎŜŜ ǘƘŜ ¦ǎŜŘ όƳǎύ ƳŜǘǊƛŎΦ  

LǘΩǎ ŀƭǎƻ ŦƭŀǘΣ ŀǊƻǳƴŘ муслл ƳǎΦ ¦ǎƛƴƎ ǘƘŜ нлллл ŀǎ ǘƘŜ млл҈Σ ƛǘΩǎ ŀǊƻǳƴŘ фо҈Φ ¢Ƙƛǎ ƛǎ ŦŀƛǊƭȅ ŜȄǇŜŎǘŜŘΣ ŀǎ L 

think Usage (MHz) contains non vCPU worlds (e.g. MKS) 

bƻǿ ƭŜǘΩǎ Ǉƭƻǘ wǳƴ όƳǎύ ŀƭƻƴƎǎƛŘŜΦ ²Ƙȅ ƛǎ ƛǘ ƳǳŎƘ ƭƻǿŜǊΚ 

 

Why is Used consistently 41% higher than Run? 

Answer is CPU Ready. 

If you sum up Run + Ready  + Overlap + Idle, it will be 20000. 

 

  



PART 3 OF 4: Counters   

Chapter: PART 3 Section: CPU Page 116 

When Run is higher than Used

bƻǿ ƭŜǘΩǎ ƭƻƻƪ ŀǘ ǘƘŜ ƻǇǇƻǎƛǘŜ ǎŎŜƴŀǊƛƻΦ  

This VM is a 64-bit Ubuntu running 4 vCPU. Used (ms) is around 44% of Run (ms). The VM had minimal 

System Time (ms) and Overlap (ms), so Used is basically lowered by both power savings and CPU SMT.  

 

In this example, if Run is far from 100% and the application team want faster performance, your answer 

is not to add vCPU. You should check the power management and CPU SMT, assuming the contention 

metrics are low.  

ESXi

Throughout this book, I always cover the contention metrics first, then consumption. Why is it that I swap 

the order for ESXi Host? 

Because in the provider layer there is no contention. The one that faces contention is the consumer (VM). 

Consumption Metrics 

Ǿ{ǇƘŜǊŜ /ƭƛŜƴǘ ¦L ǇǊƻǾƛŘŜǎ с ŎƻǳƴǘŜǊǎ ǘƻ ǘǊŀŎƪ 9{·ƛ /t¦ άconsumptionέ ŀƴŘ м ǘƻ ǘǊŀŎƪ ǊŜǎŜǊǾŀǘƛƻƴΦ  

 

Why 6?  
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[ŜǘΩǎ ŘƛǾŜ ƛƴǘƻ ǘƘŜ ǳǘƛƭƛȊŀǘƛƻƴ ƳŜǘǊƛŎǎ ǿƛǘƘ ŀ ǉǳƛȊΦ 

Quiz: 50% or 75% or 100%?

Hope you like the tour of VM CPU accounting. Now apply that knowledge into ESXi and explain the 

following: 

 

The above is an ESXi host, showing 3 types of utilization metrics.  

¶ One shows ~50%, indicating you have capacity.  

¶ The second one shows 100%, indicating you do not have capacity. BTW, this was the old version, 

where the metric was capped at 100%. 

¶ The 3rd shows ~70%.  

Which metrics Řƻ ȅƻǳ ǘŀƪŜ ŦƻǊ ǘƘŜ 9{·ƛ /t¦ άconsumptionέ ǘƘŜƴΚ  

They also do not move in tandem. Towards the end, both the black line and green line fluctuate, but the 

blue one was flat at 100%. Why? 

{ƛƴŎŜ ǘƘŜ ƎǊŀǇƘ ƛǎ ŀ ōƛǘ ǎƳŀƭƭΣ ƭŜǘΩǎ ȊƻƻƳ ƛƴΥ 

 

Notice they have similar pattern, but their sensitivity differs.  
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¶ Why is Usage (%) = 100% when Utilization (%) is around 47%? The gap is more than double. What 

could be causing it? 

¶ Why is Utilization (%) fluctuating yet Usage (%) remains constant? Notice both Utilization varies 

between 45% and 55% while Usage remains flat at 100% 

¶ WƘȅ ƛǎ /ƻǊŜ ¦ǘƛƭƛȊŀǘƛƻƴ ό҈ύ ƛƴ ǘƘŜ άmiddleέΚ ²Ƙŀǘ ŘƻŜǎ ƛǘ ŀŎǘǳŀƭƭȅ ƳŜŀǎǳǊŜ ǘƘŜƴΚ 

High Load Example

LǘΩǎ ŜŀǎƛŜǊ ǘƻ ǘƘƛƴƪ ǘƘŜ ƳŜǘǊƛŎ ¦ǘƛƭƛȊŀǘƛƻƴ ό҈ύ ŀǎ ¢ƘǊŜŀŘ ¦ǘƛƭƛȊŀǘƛƻƴ ό҈ύΣ ǎƻ LΩƳ ƎƻƛƴƎ ǘƻ ǊŜŦŜǊ ǘƻ ƛǘ ŀǎ ǎǳŎƘΦ 

¸ƻǳΩǊŜ ǿŜƭŎƻƳŜΦ 

The preceding example shows Thread ¦ǘƛƭƛȊŀǘƛƻƴ ό҈ύ Ƴƻǎǘƭȅ ōŜƭƻǿ рл҈Φ [ŜǘΩǎ ǇƛŎƪ ǘƘŜ ƻǇǇƻǎƛǘŜ ŜȄŀƳǇƭŜΣ 

where at least half the threads are utilized.  

What do you expect the value of Usage (%) and Core Utilization (%)? 

 

Notice the Utilization (%) metric went up from ~80% to 90%.  

At around 80%, not all cores are running all the time. This means a few cores were idle, despite most 

cores running both threads. Yes, that indicates imbalance.  

As Utilization (%) reach 90%, the Core Utilization got closer to 100%, which is the absolute limit. 

¦ǎŀƎŜ ό҈ύ ǿŀǎ Ŏƻƴǎǘŀƴǘƭȅ ŀōƻǾŜ млл҈Σ ŀǎ ƛǘΩǎ ŎƻƳǇŀǊŜŘ ǿƛǘƘ ǘƘŜ ōŀǎŜ ŦǊŜǉǳŜƴŎȅΦ ¢Ƙƛǎ ƛƴŘƛŎŀǘŜǎ ǘƘŜ /t¦ 

was constantly running above the nomimal speed. Notice the pattern of Usage is not as volatile as 

Utilization (%). The reason is hyperthreading only gains 1.25x. 

Core vs Thread

If Core Utilization (%) is < 2x of Thread Utilization (%), you have imbalanced. Some cores are running 2 

threads, while others are idle.  

HT and power management is done at core level, not thread. This creates complexity in rolling up the 

counters at thread level to core level. 

[ŜǘΩǎ ǎǘŀǊǘΦ ¢ƘŜ ōŀǎƛŎ ǳƴƛǘ ƛǎ ǘƛƳŜΣ ŜȄǇǊŜǎǎŜŘ ƛƴ нлллл ƳǎΦ  

20000 ms = 100% at the core level. This means the value remains 20000 if you disable HT. 

Since there are 2 threads, what happens when both are idle?  
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You assigned Idle = 10000 ms for each.  

When one of the threads is running hot, the highest the Used value of the thread can go is 20000. This 

means the CPU frequency doubles. What happens to the paired thread then? Does it show 0 ms? I am yet 

to test here. 

At thread level, 100% Used = 20000 ms, while 100% Idle = 10000 ms. This creates confusion when you 

work at thread level. 

Thread Utilization 

 

At a thread level ¢Ƙƛǎ ƛǎ ǘƘŜ Ƴƻǎǘ ōŀǎƛŎ ŎƻǳƴǘŜǊΦ LǘΩǎ ǘƘŜ 9{·ƛ ŜǉǳƛǾŀƭŜƴǘ ƻŦ ±a /t¦ wǳƴΦ  

It tracks at a single physical thread level. At any given moment, a thread is either 
ǊǳƴƴƛƴƎ όǳƴƘŀƭǘŜŘύ ƻǊ ƴƻǘ όƘŀƭǘŜŘύΦ {ƻ ƛǘΩǎ ōƛƴŀǊȅ όл҈ ƻǊ млл҈ύΦ 

Using a human analogy, think of it as a person who is either running or standing, 
ŀƴŘ ƴŜǾŜǊ ǿŀƭƪƛƴƎΦ LǘΩǎ ƴƻǘ ŎƻƴǎƛŘŜǊƛƴƎ /t¦ CǊŜǉǳŜƴŎȅ ƴƻǊ I¢Φ 

Over a time period, the value is averaged. So when you see the number as 50%, it 
ŘƻŜǎ ƴƻǘ ƳŜŀƴ ƛǘΩǎ ǊǳƴƴƛƴƎ млл҈ ŀǘ ƘŀƭŦ ǘƘŜ άspeedέΦ Lǘ ƳŜŀƴǎ ƛǘΩǎ ǊǳƴƴƛƴƎ ƘŀƭŦ ǘƘŜ 
time, which is why the original counter is in millisecond and not percentage.  

This metric is only relevant when hyper-threading is enabled. 

At a core level Core Utilization, as the name implies, rolls up at the core level. 

It is a simple metric.  

If one of the threads is running, then this metrics reports 100%. This is logical as 
the core is indeed running. 

If both are running, this metrics also reports 100%. I agree that reporting the same 
number on 2 different scenarios will certainly cause confusion.  

  

[ŜǘΩǎ ŀǇǇƭȅ ǘƘŜ ŀōƻǾŜ ƛƴǘƻ ŀƴ ŜȄŀƳǇƭŜΦ ²Ŝ ǎǘŀǊǘ ǿƛǘƘ a single core of a physical socket. The socket may 

have many cores; we are just interested on 1 core only. The core has 2 threads as it supports CPU SMT. 

In a time period of say 20 seconds12, this core had the following consumption: 

 
 

12 L ǳǎŜ нл ǎŜŎƻƴŘ ŀǎ ƛǘΩǎ ŀ ŦŀƳƛƭƛŀǊ ƴǳƳōŜǊΦ ¢ƘŀǘΩǎ ǿƘŀǘ ȅƻǳ ǎŜŜ ƛƴ ǘƘŜ ǊŜŀƭ ǘƛƳŜ ŎƘŀǊǘ ƛƴ Ǿ/ŜƴǘŜǊ ŎƭƛŜƴǘΣ ŀƴŘ нлллл 
ms is often used as the 100% when converting millisecond unit to percentage. 
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Going back to our example, here are metrics reported: 

¶ Thread Utilization (%) for HT 0 = 10 seconds / 20 seconds = 50% 

¶ Thread Utilization (%) for HT 1 = 10 seconds / 20 seconds = 50% 

¶ Core Utilization (%) for entire core = 15 seconds / 20 seconds = 75% 

.¢²Σ ƛƴ Ǿ{ǇƘŜǊŜ /ƭƛŜƴǘ ǇŜǊŦƻǊƳŀƴŎŜ ǘŀōΣ ȅƻǳ ŎŀƴΩǘ ǎŜƭŜŎǘ ŀ ŎƻǊŜ ƛŦ ȅƻǳ ŜƴŀōƭŜ I¢Φ ¸ƻǳ Ŏŀƴ ƻƴƭȅ ŎƘƻƻǎŜ 

PCPU, which is a thread. So what happens on the Core Utilization counter at thread level? 

Does it get split into half? 

As you can see below, no. The value is duplicated. 

 

Notice in the above chart, the 2 have identical value. 

Thread Utilization (%), on the other hand, will be different. Each thread has different value.  

 

LŦ ȅƻǳ ǎƛƳǇƭȅ ǎǳƳ ǘƘŜƳ ǳǇΣ ȅƻǳ ƎŜǘ ƳƻǊŜ ǘƘŀƴ млл҈Σ ǎƻ ŘƻƴΩǘΗ ¢ƘŜƛǊ ŎƻƴǘŜȄǘ ƛǎ ŀ ǎƛƴƎƭŜ ǘƘǊŜŀŘΦ  
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bƻǿ ƭŜǘΩǎ Ǌƻƭƭ ǘƘƛǎ ǳǇ ǘƻ ǘƘŜ 9{·ƛ ƭŜǾŜƭΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎƘƻǿs a tiny ESXi with 2 cores, where each core has 

2 threads. 

 

The metrics at ESXi level is  

¶ CPU Thread Utilization (%) = (50% + 50% + 100% + 0% ) / 4 = 50%.  

¶ CPU Core Utilization (%) = (75% + 100% ) / 2 = 87.5% 

Thread Utilization = 50% because each thread is counted independently. There are 4 threads in the 

preceding ESXi, each runs 50%, so the average at ESXi level is 50%. This counter basically disregards that 

HT does not deliver 2x the throughput.  

This is why the Core Utilization (%) will tend to be consistently higher than Thread Utilization (%). The 

following chart demonstrate that.  
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bƻǿ ƭŜǘΩǎ Ǝƻ ōŀŎƪ ǘƻ ǘƘŜ ŎƘŀǊǘ ǎƘƻǿƴ earlier. Can you now explain Thread Utilization (%) and Core 

Utilization (%)? 

DǊŜŀǘΗ [ŜǘΩǎ ƳƻǾŜ ǘƻ ǘƘŜ ƴŜȄǘ ƻƴŜΦ 

In the following example, this ESXi has no hyper-threading. What do you notice? 

 

Yup, the Core Utilization is identical with Thread Utilization. 

Peak Core CPU Usage

An ESXi with 72 CPU cores will have 144 threads. You will not be able to see when a single core peak at 

9{·ƛ Iƻǎǘ ƭŜǾŜƭ ŀǎ ƛǘΩǎ ǘƘŜ average of 144 metrics. If you are concerned that any of them is running hot, 

you need to track the peak among them. 
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Imbalance among the cores happen because when a VM runs, it runs on as few core as possible, not 

ǎǇǊŜŀŘ ƻǳǘ ǘƻ ŀƭƭ 9{·ƛ ŎƻǊŜǎΦ LǘΩǎ ƳƻǊŜ ŜŦŦƛŎƛŜƴǘ ǘƻ schedule that way, as will requires less context switches. 

The following shows an ESXi where 3 of the threads hit >90% 

 

The average, however, is low. The total usage can hit 5600% as there are 56 threads, hence the total is 

only hovering 1100%, which translates into 20%. 

 

Peak CPU Core Usage (%) tracks the highest CPU Usage among the CPU cores. A constantly high number 

indicates that one or more of the physical cores has high utilization. So long the highest among any cores 

at any given time is low, it does not matter which one at a specific point in time. They can take turn to be 

hot, it does not change the conclusion of troubleshooting. Max() is used instead of 95thpercentile as both 

result in the same remediation action, and Max() can give better early warning. 

The imbalance value among the cores is not needed because it is expected when utilization is not high.  

Used| Usage

You are now ready to tackle the next metrics, which are Used (ms), Used (%), Usage (%) and Usage (MHz). 

Used (%) is used in esxtop, while vSphere Client UI uses the other 3 metrics.  

vSphere Client uses the name Used instead of Usage. But in the metrics chart page, it uses Usage. As a 

ǊŜǎǳƭǘΣ LΩƳ ƎƻƛƴƎ ǘƻ ŀǎǎǳƳŜ ǘƘŀǘ ¦ǎŜŘ όaIȊύ Ґ ¦ǎŀƎŜ όaIȊύ ŀǎ Ǿ{ǇƘŜǊŜ /ƭƛŜƴǘ ¦L ǳǎŜǎ ǘƘŜƳ 

interchangeably. ²ƘƛƭŜ LΩǾŜ ŦƻǳƴŘ ŘƛŦŦŜǊŜƴŎŜǎ ƛƴ ǊŀǊŜ ŎŀǎŜǎΣ ƛǘ ƛǎ ǎŀŦŜ ǘƻ ǘŀƪŜ ŀǎ ¦ǎŀƎŜ Ґ ¦ǎŜŘΦ 

I only see the use case for Usage (MHz). The other 2 units (second and percentage) are not needed. Using 

millisecond is hard to ŀŎŎƻǳƴǘ ŦƻǊ άhow fast you runέ ŀƴŘ άhow efficient you runέ. With MHz, we gain an 

additional dimension, which is speed. We can plot the speed across time. 

If you have a specific need on Used (ms), Used (%) and Usage (%), reach out to me with the reason and 

happy to provide the documentation on these 3 metrics.  

Usage (MHz) relates to Utilization in a similar way that VM Usage metric relates to VM Run metric. The 

ŘƛŦŦŜǊŜƴŎŜ ƛǎ ŀ ǇƘȅǎƛŎŀƭ ǘƘǊŜŀŘ ŘƻŜǎ ƴƻǘ ŜȄǇŜǊƛŜƴŎŜ ƻǾŜǊƭŀǇΣ ŀƴŘ ǎȅǎǘŜƳ ƛǎ ƴƻǘ ŀǇǇƭƛŎŀōƭŜ ŀǎ ƛǘΩǎ run in the 

kernel. 
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Here is how Utilization and Usage are related at PCPU level:  

 

Used is calculated based on a hardware counter called Non-Halted Core Cycle (NHCC). Logically, the 

higher the CPU clock speed, ǘƘŜ ƳƻǊŜ ŎȅŎƭŜǎ ȅƻǳ ŎƻƳǇƭŜǘŜΦ ¢ƘŀǘΩǎ ǿƘȅ ǘƘŜ ǾŀƭǳŜ ƎŜǘǎ ƘƛƎƘŜǊ ƛƴ turbo 

boost. 

From the diagram above, you can see that Usage accounts for 2 factors that Utilization does not: 

¶ A physical thread is either executing (running) or halted (idle). Its execution will be less efficient if 

its paired thread is also running at the same time.  

¶ ²ƘƛƭŜ ƛǘΩǎ ǊǳƴƴƛƴƎΣ ƛǘ Ŏŀƴ Ǌǳƴ ŀǘ ƭƻǿŜǊκƘƛƎƘŜǊ /t¦ ŎƭƻŎƪ ǎǇŜŜŘ due to power management. 

Usage

vCenter adds this counter, meaning it does not exist at ESXi level.  

You see both the Capacity of 35.18 GHz and Used of 11.3 GHz. There is no concept of Usable Capacity in 

vSphere, so the Free amount is basically Capacity ς Used. 

 

The Used CPU is summary.quickStats.overallCpuUsage. 

The value above is likely some average of say 5 minutes as it remains static for a while, and it does not 

exactly match the number below as the roll up period is not the same. 
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Usage and 100%

Usage no longer capped at 100% of total capacity at the nominal frequency. This was fixed in Aria 

Operations 8.18. In a highly utilized host, you will see Usage exceed it. This is indeed a desirable situation 

as you bought the host to be used as much as possible. 

 

Consumed

When vSphere UI lists ESXi Hosts, it typically includes the present utilization. It lists the metrics as 

Consumed CPU (%) and Consumed Memory (%). 

 

Consumed CPU maps to CPU Usage (%). Consumed Memory (%) maps to Memory Consumed (KB). 

To confirm it, simply plot CPU Usage value. The last value is what you see at the table. 

 

You also see them in vSphere Host Client.  



PART 3 OF 4: Counters   

Chapter: PART 3 Section: CPU Page 126 

 

As a bonus, you get the breakdown by CPU package. 

Demand

 

¢Ƙƛǎ ƛǎ ŀƴ ƛƴǘŜǊƴŀƭ ŎƻǳƴǘŜǊΦ LǘΩǎ ŦƻǊ ǘƘŜ ƪŜǊƴŜƭ /t¦ ǎŎƘŜŘǳƭŜǊ ǘƻ ƻǇǘƛƳƛȊŜ ǘƘŜ ǊǳƴƴƛƴƎ ƻŦ ±a ŀǎ ǘƘŜ ƪŜǊƴŜƭ ƛǎ 

aware that hyper-threading has performance impact. As a result, demand looks at different context than 

Utilization/Used. The value you see at ESXi is the summation of all the VMs, not physical threads. 
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Demand is consumer-view, while Usage is provider view. Now you know why Demand is not available on 

a per-core or thread basis.  

If a host has no VM, Demand will likely show flat 0. Usage will not show 0 as it includes the kernel. The 

following ESXi has no VM, but run kernel such as vSAN and NSX. 

 

Demand includes the reservation by running VM or kernel. 

Usage includes the actual utilization of running VM and kernel. 

The following shows Demand remains perfectly flat at 10.21% for weeks. The ESXi has 0 running VM. The 

only explanation is the kernel reservation. 

 

The following chart shows the same ESXi, where the Demand (MHz) = Overhead (MHz). Overhead tracks 

the kernel reservation. 
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If the kernel reservation is lower than the kernel utilization, then Demand could be lower than Usage. The 

following example shows that. 

 

Once there is enough utilization, defined as some VMs are sharing the same cores, Demand will be higher 

than Usage. The following screenshot shows Demand being consistently higher. 
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Summary

 

Comparison

[ŜǘΩǎ ŜǾŀƭǳŀǘŜ ŀƭƭ ǘƘŜ ǇƻǎǎƛōƭŜ ǎŎŜƴŀǊƛƻǎ ǎƻ ȅƻǳ Ŏŀƴ ŎƻƳǇŀǊŜ ǘƘŜ ǾŀƭǳŜǎ ǊŜǘǳǊƴŜŘ ōȅ ǘƘŜ ƳŜǘǊƛŎǎΦ ²Ŝ ǿƛƭƭ 

use a simple ESXi with 2 cores. Each core has 2 threads. In each of the scenario, a thread is either running 

or not running. There is no partial run wiǘƘƛƴ ŀ ǘƘǊŜŀŘ ŀǎ ǘƘŀǘΩǎ ƳŀǘƘŜƳŀǘƛŎŀƭƭȅ ŎƻǾŜǊŜŘ ƛƴ ƻǳǊ ǎŎŜƴŀǊƛƻǎΦ 

L ǿƛƭƭ ŀƭǎƻ ǳǎŜ нлллл Ƴǎ ŀǎ ǘƘŀǘΩǎ ƳƻǊŜ ŦŀƳƛƭƛŀǊΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǘŀōƭŜ ǎƘƻǿǎ ŀƴ 9{·ƛ ǿƛǘƘ н ŎƻǊŜǎΦ ¢ƘŜǊŜ ŀǊŜ 

6 possible permutations in their utilization.  

 

The table shows clearly that Used splits the Utilization into 2 when both threads are running.  
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Look at scenario 1. While Utilization charges 20000 ms to each thread, Used charges 10000. This is not 

intuitive as ESXi considers HT to deliver 1.25x. Personally I find 12500 easier to understand. The good 

news is this number is normalized back when it is rolled up to the ESXi host level.  

How will those scenarios roll up at the ESXi level?  

The following table shows the 4 metrics (Utilization, Used, Core Utilization, Usage). I have expressed each 

ƛƴ ҈ ǎƻ ƛǘΩǎ ŜŀǎƛŜǊ ǘƻ ŎƻƳǇŀǊŜΦ 

There are 6 different scenarios, so logically there should be 6 different values. But they are not, so I 

ŀŘŘŜŘ Ƴȅ ǇŜǊǎƻƴŀƭ ǘŀƪŜ ƻƴ ǿƘŀǘ L ƭƛƪŜ ǘƘŜƳ ǘƻ ǎƘƻǿΦ LΩƳ ƪŜŜƴ ǘƻ ƘŜŀǊ ȅƻǳǊ ǘƘƻǳƎƘǘΦ  

 

²ƘŀǘΩǎ ŎŀǳǎƛƴƎ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜΚ  

Yup. Hyper Threading.  

Why do I choose 125% instead of 100%?  

¢ƻ ƳŜΣ ǘƘŜ мΦнрȄ ōƻƴǳǎ ŦŀŎǘƻǊ Ƙŀǎ ǘƻ ōŜ ǎƘƻǿƴΦ ²ƛǘƘƻǳǘ I¢Σ ƛǘΩǎ млл҈Φ I¢ ƛǎ ŀ ōƻƴǳǎΦ ²ƘƛƭŜ ƛǘ ǇǊƻǾƛŘŜǎ 

1.25x overall throughput, each thread pays an expensive price, as each suffers 37.5% penalty. 
 

Scenario Analysis 

1 Do you notice something strange with the value of Usage (%)? 

¸ŜǎΣ ƛǘΩǎ ƴƻ ƭƻƴƎŜǊ рл҈Φ LǘΩǎ млл҈Φ ¢ƘŜ ŀǾŜǊŀƎŜ ƻŦ рл҈ ƛǎ млл҈Φ 

The reason is the accounting does not count each thread as 20000. Each core has 20000 
ŀƴŘ ƴƻǘ пллллΦ LŦ ȅƻǳ ǎŀȅ ǘƘŀǘ ƛǎ ǎƛƳƛƭŀǊ ōŜƘŀǾƛƻǳǊ ǘƻ /ƻǊŜ ¦ǘƛƭƛȊŀǘƛƻƴΣ ȅƻǳΩǊŜ ǊƛƎƘǘΦ 

3 Utilization is only showing 50% when both cores are in fact already utilized. I prefer this 
to show 80% as HT only delivers 1.25x, not 2x. 

5 Utilization is again showing too low a value. 

bƻǿ ƭŜǘΩǎ ŀŘŘ /t¦ ŎƭƻŎƪ ǎǇŜŜŘΦ ²Ƙŀǘ ƘŀǇǇŜƴǎ ǿƘŜƴ ǘƘŜǊŜ ƛǎ ǇƻǿŜǊ ƳŀƴŀƎŜƳŜƴǘΚ 

LΩŘ ŦƻŎǳǎ ƻƴ Ƨǳǎǘ ¦ǎŜŘ ŀƴŘ ¦ǎŀƎŜ ǘƻ ƘƛƎƘƭƛƎƘǘ ǘƘŜ ŘƛŦŦŜǊŜƴŎŜΦ  

What do you notice from the table below?  
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Usage is capped at 100%. I prefer this not to be capped, so you know its actual value. The good part is 

Demand metric is not. 

For comparison, I put forth what I think the value should be. 

Recommendation

The answer depends on the purpose: performance (VM-centric) or capacity (ESXi-centric)? Performance 

is about giving VM the highest quality resource (no HT), but capacity is about using all the resources 

(including HT). 

Here is how the counters stack up in terms of sensitivity: 
 

Metric Analysis 

Utilization The value shows 50% when it should report 80% 

Core Utilization The value goes up to 100% when it should report 80% 

Usage These 3 metrics are essentially the same.  

The value is affected by CPU frequency. During low utilization it under-reports due 
to power savings, while during high utilization it over-reports due to turbo-boost. 

Used 

Consumed 

Demand The value is even higher than Usage. 
 

LΩŘ ǳǎŜ /ƻǊŜ ¦ǘƛƭƛȊŀǘƛƻƴ ό҈ύ ŀƴŘ ¢ƘǊŜŀŘ ¦ǘƛƭƛȊŀǘƛƻƴ ό҈ύ ŀǎ ǘƘŜ ǇǊƛƳŀǊȅ ŎƻǳƴǘŜǊǎΦ ¸ŜǎΣ н ŎƻǳƴǘŜǊǎΦ  

LΩŘ ŎƻƳǇƭŜƳŜƴǘ ǿƛǘƘ ¦ǎŀƎŜ όaIȊύ ŦƻǊ ǇŜǊŦƻǊƳŀƴŎŜΦ 

If Core Utilization is not yet 100% or Thread Utilization is not yet 50% then there is still physical cores 
available. You can go ahead deploy new VMs.  

If Core Utilization = 100% (meaning Thread Utilization is at least 50%) then review Thread Utilization and 
ŜƴǎǳǊŜ ƛǘΩǎ ƴƻǘ ǇŀǎǎƛƴƎ ȅƻǳǊ ǘƘǊŜǎƘƻƭŘΦ LΩŘ ƪŜŜǇ ƛǘ ŀǊƻǳƴŘ ул҈ - 90% per ESXi, meaning the level at cluster 
level will be lower as we have HA host. Also, check contention.  

Regardless of what counters you use, As Mark Achtemichuk said it best: άŘǊƛǾŜ ōȅ ŎƻƴǘŜƴǘƛƻƴέΦ 

https://www.linkedin.com/in/mark-achtemichuk-65547715/
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Real World Samples

How do these values compare in production environment? The following table shows 297 ESXi hosts. It 

shows the various possibilities covered earlier. 

 

[ŜǘΩǎ ȊƻƻƳ ƻƴ ŀƴ 9{·ƛ ǿƛǘƘ ŀ ǾŜǊȅ ƘƛƎƘ ǳǘƛƭƛȊŀǘƛƻƴΦ  

Take a look at the 4 numbers below. Demand is consistently around 130%.  

²ƛǘƘ ǎǳŎƘ ŀ ƘƛƎƘ ŘŜƳŀƴŘ ǾŀƭǳŜΣ ƛǘΩǎ ƴƻ ǎǳǊǇǊƛǎŜ ǘƘŀǘ ¦ǎŀƎŜ ƛǎ млл҈ Ŧƭŀǘ ƻǳǘΦ  

Do we have a performance problem? What can you deduce from the other 3 numbers? 

 

Core Utilization at 85% is not very high. The box still has 15% of the cores not running. The box has 40 

cores 80 threads. Unless there is limit, there are still 6 cores available.  

Utilization at 62% is moderate. This means ~38% x 80 threads, or 30 threads are available.  

Based on the raw utilization above, I expect the CPU ready to be low. 
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[ŜǘΩǎ ŎƘŜŎƪΦ ²ƘŀǘΩǎ ȅƻǳǊ ŎƻƴŎƭǳǎƛƻƴ ŦǊƻƳ ōŜƭƻǿΚ 

 

The value peaks at 128 seconds.  

.ǳǘ ǘƘŀǘΩǎ ŦƻǊ ǘƘŜ ŜƴǘƛǊŜ ōƻȄΦ ¢ƘŜǊŜ ŀǊŜ нрл Ǿ/t¦ ŀǘ ǘƘŀǘ ǘƛƳŜΦ  

5ƛǾƛŘƛƴƎ ǘƘŜ ǾŀƭǳŜΣ ƛǘΩǎ ƻƴƭȅ рмп Ƴǎ ǇŜǊ Ǿ/t¦Φ ¢Ƙƛǎ ǘǊŀƴǎƭŀǘŜǎ ƛƴǘƻ нΦр҈Σ ŀ ǊŜƭŀǘƛǾŜƭȅ ƭƻǿ ƴǳƳōŜǊΦ  

[ŜǘΩǎ ǾŀƭƛŘŀǘŜ ǘƘƛǎ ŦǳǊǘƘŜǊ ōȅ ƎƻƛƴƎ ƛƴǘƻ ŜŀŎƘ ±aΦ 

I took the average of the entire 7 hour period, and got around 2% for Ready and less than 0.1% for Co-

Stop. This is pretty good considering these VMs are large. They are 15.29 vCPU on average. Some of them 

also have limit, which could contribute to the CPU read.  

 

bƻǿ ƭŜǘΩǎ ǇƛŎƪ ǘƘŜ ƻǇǇƻǎƛǘŜ ŜȄŀƳǇƭŜΦ  

The following chart shows an ESXi with low utilization. What do you notice? 
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This time around, Usage is lower than Core Utilization.  

This ESXi is not even 50% utilized, as the core utilization shows 48%. The kernel decides that it could 

complete the job with less power, and clocks down the core. 

Reservation

There is only 1 metric provided, which is Reserved Capacity (MHz). Compare this with memory, which 

provides 3 counters. Why is that so? 

Review the System Architecture section. In short, it is not applicable to CPU as due to its highly transient 

nature. When the VM is not running, the reserved capacity can be used by other VM. This differs to 

ƳŜƳƻǊȅΣ ǿƘƛŎƘ ƛǎ άǎǘƛŎƪȅέ ŀǎ ƛǘΩǎ ŀ ŦƻǊƳ ƻŦ ǎǘƻǊage.  

The metric does not include hypervisor reservation. 
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Metrics to Avoid

Do not use the following metrics. Use the recommended metric instead.  

CPU Utilization for Resources

¦ƴŘŜǊ ǘƘŜ {ȅǎǘŜƳ ƳŜǘǊƛŎ ƎǊƻǳǇΣ ȅƻǳ ǿƛƭƭ ǎŜŜ мт ƳŜǘǊƛŎǎ ǿƛǘƘ ƴŀƳŜǎ ǎǘŀǊǘƛƴƎ ǿƛǘƘ άCPU Utilization for 

ResourcesέΦ  

 

Here is the full list. 
 

Name in VCF Operations Name in vSphere Client 

CPU Utilization for Resources|CPU Active (1 min. average) rescpu.actav1.latest 

CPU Utilization for Resources|CPU Active (5 min. average) rescpu.actav5.latest 

CPU Utilization for Resources|CPU Active (15 min. average)  rescpu.actav15.latest 

CPU Utilization for Resources|CPU Active (1 min. peak)  rescpu.actpk1.latest 

CPU Utilization for Resources|CPU Active (5 min. peak)  rescpu.actpk5.latest 

CPU Utilization for Resources|CPU Active (15 min. peak) rescpu.actpk15.latest 

CPU Utilization for Resources|CPU Running (1 min. average)  rescpu.runav1.latest  

CPU Utilization for Resources|CPU Running (5 min. average)  rescpu.runav5.latest 

CPU Utilization for Resources|CPU Running (15 min. average) rescpu.runav15.latest 

CPU Utilization for Resources|CPU Running (1 min. peak) rescpu.runpk1.latest 

CPU Utilization for Resources|CPU Running (5 min. peak) rescpu.runpk5.latest 

CPU Utilization for Resources|CPU Running (15 min. peak)  rescpu.runpk15.latest 

CPU Utilization for Resources|CPU Throttled (1 min. average)  rescpu.maxLimited1.latest 

CPU Utilization for Resources|CPU Throttled (5 min. average)  rescpu.maxLimited5.latest 
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CPU Utilization for Resources|CPU Throttled (15 min. average) rescpu.maxLimited15.latest 

CPU Utilization for Resources|Group CPU Sample Count  rescpu.sampleCount.latest 

CPU Utilization for Resources|Group CPU Sample Period rescpu.samplePeriod.latest 

When the hypervisor says "for resources," it means "from the perspective of the Resource Scheduler's 

allocation buckets." To the ESXi kernel (VMkernel), a "resource" isn't just a virtual machineτit's any node 

in the allocation hierarchy that can have Shares, Reservations, or Limits applied to it. 

Do not use them. They are legacy metrics. 

Instead, use the following: 

¶ For CPU Active, use CPU Demand as they are the same. The 1-minute average results in the same 

value as the 20-second metric and the 5-minute metric, as VCF Operations averages all of them 

into a 5-minute value (or whatever default interval you set). So there is no need for a separate 1-

minute. The 15-minute does not have a use case as you already have the 5-minute and can 

always roll up. 

¶ For CPU Running, use CPU Usage. 

¶ For CPU Throttled, use Effective Limit. 

Wait Metric  

¸ƻǳ Ŏŀƴ ƛƎƴƻǊŜ ƛǘ ŀǎ ƛǘΩǎ ǘƘŜ ǎǳƳ ƻŦ ǘƘŜ ±a ²ŀƛǘΣ ǿƘƛŎƘ ƳƛȄŜǎ ƛŘƭŜ ǘƛƳŜΦ  

The following ESXi host has 2 VM. You can see the Wait metric is the sum of the 2 VM wait metrics.  
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Idle

Before we cover more advance consumption metrics, we need to cover Idle. The reason is idle + non idle 

should add up to 100%. Knowing what defines 100% is crucial. 

If HT is enabled, Idle is capped at 10000 ms at a thread level. The following example shows an ESXi with 

64 threads that is basically idle. Notice none of the threads passes 10000 ms. The table shows maximum 

value of 9998, not exactly 10000. I suppose the 2 ms is the kernel just humming along. 

 
 

The above translates that the total per core should be 20000, since there are 2 threads per core. 

You can confirm the above ESXi is idle by plotting idle at the host level. The sum is near 640000 ms. 

 
 

If HT is not available, then there is no counter at thread level. The counter at the core level adds up to 

20000 ms.  
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Contention Metrics 

The nature of average is also one reason why 9{·ƛ άconsumptionέ ŘƻŜǎ ƴƻǘ ŎƻǊǊŜƭŀǘŜ ǘƻ 9{·ƛ 

άcontentionέΦ ¢ƘŜ п ƘƛƎƘƭƛƎƘǘŜŘ ŀǊŜŀ ŀǊŜ ŜȄŀƳǇƭŜǎ ǿƘŜǊŜ ǘƘŜ ƳŜǘǊƛŎǎ ŘƻƴΩǘ ŎƻǊǊŜƭŀǘŜΣ ŜǾŜƴ Ǝƻ ǘƘŜ 

opposite way in some of them. Can you guess why? 

 

The above picture is a little too small. The following ESXi has total capacity of 111 GHz. So Demand hit 

315%! Sum of VM CPU Usage also unbelievably high at 143%. Sure, Ready + CoStop were high at that 

moment, but how do you explain these 2 exceed Total Capacity? 
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These are the ǊŜŀǎƻƴǎ ǿƘȅ ǘƘŜȅ ŘƻƴΩǘ ƳŀǘŎƘ: 

¶ One looks at physical CPU, the other the virtual CPU. One looks at ESXi, while the other looks at 

VM.  

¶ Hyperthreading and Power Management.  

¶ Imbalance utilization. There are many VMs in this host. Their experience will not be identical. 

¶ Limit may impact the VM, either directly or via resource pool. 

¶ CPU pinning, although this rarely happens. 

So what metrics should you use?  

Here are the latency metrics provided by vSphere Client. 

 

For Co-stop and Ready, the counter does not include contention faced by non VM worlds13.  

¸ƻǳǊ ƻǇŜǊŀǘƛƻƴǎ ŎŀƴΩǘ ǿŀƛǘ ǳƴǘƛƭ ǇǊƻōƭŜƳ ōŜŎƻƳŜ ǎŜǊƛƻǳǎΦ !ƭƭ ǘƘŜ ōǳƛƭǘ-in metrics are averaged of all the 

ǊǳƴƴƛƴƎ ±aǎΦ {ƻ ōȅ ǘƘŜ ǘƛƳŜ ǘƘŜȅ ŀǊŜ ƘƛƎƘΣ ƛǘΩǎ ǘƛƳŜ ǘƻ ǇǊŜǇŀǊŜ ȅƻǳǊ ǊŜǎǳƳŜΣ ƴƻǘ ǎǘŀǊǘ ǘǊƻǳōƭŜǎƘƻƻǘƛƴƎ 

.  

LΩŘ ǇǊƻǾƛŘŜ ŀ ǎŜǘ ƻŦ ƭŜŀŘƛƴƎ ƛƴŘƛŎŀǘƻǊǎ ǘƻ ǊŜǇƭŀŎŜ ǘƘŜǎŜ ƭŀƎƎƛƴƎ ƛƴŘƛŎŀǘƻǊǎΦ !ǎ ǇŜǊŦƻǊƳŀƴŎŜ ƳŀƴŀƎŜƳŜƴǘ ƛǎ 

ōŜǎǘ ŘƻƴŜ ƘƻƭƛǎǘƛŎŀƭƭȅΣ LΩŘ ŎƻǾŜǊ ƛǘ ŀǎ ŀ ǿƘƻƭŜΦ CƛƴŘ ǘƘŜƳ ǳƴŘŜǊ Ǿ{ǇƘŜǊŜ /ƭǳǎǘŜǊ ŎƘŀǇǘŜǊ ŀǎ ŀƴ 9{·ƛ ƛǎ 

typically part of a cluster.  

 
13 Thanks Kristiyan for the confirmation  

https://www.linkedin.com/in/kristiyan-mitov-433987146/
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Memory
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Architecture

The purpose of memory is to act as disk cache. So you want to utilize all the cache given to you. 100% 

usage results in faster performance than 99%, all else being equal.  

Let's now take a trip down memory lane, pun intended.  

Memory differs from CPU as it is a form of storage.  

¶ CPU is transient in nature. Instructions enter and leave the execution pipelines in less than a 

nanosecond. ¢ƘŀǘΩǎ ǿƘȅ /t¦ ǊŜǎŜǊǾŀǘƛƻƴ ōŜŎƻƳŜǎ ƴƻǘ ŀǇǇƭƛŎŀōƭŜ ǿƘŜƴ ǘƘŜ ±a ƛǎ ƴƻǘ ǳǎƛƴƎ ƛǘΦ 

¶ Memory behaves more like disk space. Memory reservation could remain in place even if the VM 

has not read or written the page in days. 

As a storage, memory is basically a collection of blocks in physical DIMM. Information is stored in 

memory in standard block sizes, typically 4 KB or 2 MB. Each block is called a page. At the lowest level, 

the memory pages are just a series of zeroes and ones. MS Windows initializes its pages with 0, hence 

there is a zero-page counter in ESXi. 

Keeping this concept in mind is critical as you review the memory metrics. The storage nature of memory 

is the reason why memory monitoring is more challenging than CPU monitoring. Unlike CPU, memory has 

2 dimensions:  
 

Speed Nanoseconds Speed matters in CPU, whereas in RAM we can generally ignore it. 
DDR5 RAM is faster than DDR4 but for general monitoring reason it 
can be ignored. This becomes more important in memory tiering, as 
ƛǘΩǎ ǳǎƛƴƎ b±aŜ Řƛǎƪ ŀƴŘ ƴƻǘ 5LaaΦ 

The only counter ESXi has is Memory Latency. This counter increases 
when the time to read from the RAM is longer than usual. The 
counter tracks the percentage ƻŦ ƳŜƳƻǊȅ ǎǇŀŎŜ ǘƘŀǘΩǎ ǘŀƪƛƴƎ ƭƻƴƎŜǊ 
ǘƘŀƴ ŜȄǇŜŎǘŜŘΦ LǘΩǎ ƴƻǘ ǘǊŀŎƪƛƴƎ ǘƘŜ actual latency in nanosecond.  

This is the opposite of Disk, where we track the actual latency, but 
not the percentage of amount of space that is facing latency.  

.ƻǘƘ ŀǊŜ ǎǘƻǊŀƎŜΣ ōǳǘ άserver peopleέ ŀƴŘ άstorage peopleέ ƳŜŀǎǳǊŜ 

them differently  

Space Bytes This is the bulk of the metrics 

!ǎ ǎǘƻǊŀƎŜΣ ƛǘΩǎ ǊŜƭŀǘƛǾŜƭȅ ǎǘŀǘƛŎΦ !ǎ ŀ ǊŜǎǳƭǘΣ ȅƻǳ Ŏŀƴ ŎǊŜŀǘŜ ŀ ƘŜŀǘ 
map that plots all your Guest OS or VMs memory consumption. You 
want it near 100% while making sure the page in and page out rate 
within normal expectation. 



PART 3 OF 4: Counters   

Chapter: PART 3 Section: Memory Page 142 

The 4 Layers 

With virtualization, there are 2 additional layers added. This brings the total to 4 from Process Ą Guest 

OS Ą VM Ą ESXi.  

No, a container does not have its own memory management system. Because a container shares the host 

OS kernel, it relies entirely on the parent OS kernel to allocate, track, and manage physical memory.  

However, the parent OS uses specific kernel features to make the container think it is isolated and to 

strictly limit how much memory it can use. 

¢ƘŜ ƻƴƭȅ ƭŀȅŜǊ ǘƘŀǘ ƳŀƴŀƎŜǎ ǘƘŜ ŀŎǘǳŀƭ ǇƘȅǎƛŎŀƭ ƳŜƳƻǊȅ ƛǎ ǘƘŜ ƭŀǎǘ ƭŀȅŜǊΦ ¢Ƙƛǎ ƛǎ ǿƘȅ ǘƘŜ ǘŜǊƳ άGuest 

physical memoryέ ƛǎ ƛƭƭƻƎƛŎŀƭΦ 

Each layer has their own viewpoint. Understanding the vantage point is required to make sense of the 

metrics. It will prevent you from comparing metrics that are not comparable (e.g. granted vs consumed) 

as they have different context. 

9ŀŎƘ ƻŦ ǘƘŜǎŜ ƭŀȅŜǊǎ ƘŀǾŜ ǘƘŜƛǊ ƻǿƴ ŀŘŘǊŜǎǎ ǎǇŀŎŜΦ !ƴŘ ǘƘŀǘΩǎ ǿƘŜǊŜ ǘƘŜ Ŧǳƴ ƻŦ ǇŜǊŦƻǊƳŀƴŎŜ 

troubleshooting begins   

Virtual Memory

Virtual memory is an integral part of memory management. The following14 shows how Windows or Linux 

masks the underlying physical memory from processes running on the OS. 

 

CǊƻƳ ǘƘŜ ǇǊƻŎŜǎǎΩ Ǉƻƛƴǘ ƻŦ ǾƛŜǿΣ ǘƘƛǎ ǘŜŎƘƴƛǉǳŜ ǇǊƻǾƛŘŜǎ ŀ ŎƻƴǘƛƎǳƻǳǎ ŀŘŘǊŜǎǎ ǎǇŀŎŜΣ ǿƘƛŎƘ ƳŀƪŜǎ 

ƳŜƳƻǊȅ ƳŀƴŀƎŜƳŜƴǘ ŜŀǎƛŜǊΦ Lǘ ŀƭǎƻ ǇǊƻǾƛŘŜǎ ƛǎƻƭŀǘƛƻƴΣ ƳŜŀƴƛƴƎ ǇǊƻŎŜǎǎ ! ŎŀƴΩǘ ǎŜŜ ǘƘŜ ƳŜƳƻǊȅ ƻŦ 

process B. This isolation provides some level of security. The isolation is not as good as isolation by 

container, which in turn is inferior to isolation by VM. 

Virtual memory abstraction provides the possibility to overcommit. Microsoft Windows may only have 16 

GB of physical RAM, but by using pagefile the total memory available to its processes can exceed 16 GB. 

The process is unaware what is backing its virtual address. It does not know whether a page is backed by 

Physical Memory or Swap File. !ƭƭ ƛǘ ŜȄǇŜǊƛŜƴŎŜǎ ƛǎ ǎƭƻǿƴŜǎǎΣ ōǳǘ ƛǘ ǿƻƴΩǘ ƪƴƻǿ ǿƘȅ ŀǎ ǘƘŜǊŜ ƛǎ ƴƻ ŎƻǳƴǘŜǊ 

at process level that can differentiate the memory source. 

 
14 For details, I recommend one of Valentin Bondzio talks 
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On the other hand, some applications manage its own memory and do not expose to the operating 

system. Example of such applications as are database and Java VM. Oleg Ulyanov shared in this blog SQL 

Server has its own operating system called SQLOS. It handles memory and buffer management without 

communicating back to underlying operating system. 

 

From the VMs point of view, it provides a contiguous address space and isolation (which is security). The 

ǳƴŘŜǊƭȅƛƴƎ ǇƘȅǎƛŎŀƭ ǇŀƎŜǎ ŀǘ 9{·ƛ ƭŀȅŜǊ Ƴŀȅ ƴƻǘ ōŜ ŎƻƴǘƛƎǳƻǳǎΣ ŀǎ ƛǘΩǎ ƳŀƴŀƎŜŘ ŘƛŦŦŜǊŜƴǘƭȅΦ  
 

VM memory  Metrics tracks the VM Pages. There are 2 sets, one for each VM, and one a summation 
at ESXi level for all running VMs. Do not confuse the summation with ESXi memory 
metrics. 

Examples: Granted or Memory Shared 

ESXi memory  Metrics tracks the ESXi Pages. There are also 2 sets, but the summation at ESXi level 
contains the kernel own memory and VM overhead 

Examples: Consumed or Memory Shared Common 

ESXi uses 3 levels to manage memory: 
 

TPS Transparent Page Sharing (TPS) happens automatically even if ESXi has plenty of 
w!a ŀǎ ƛǘ ƳŀƪŜǎ ǎŜƴǎŜ ǘƻ Řƻ ǎƻΦ LǘΩǎ ƴƻǘ ŀƴ ƛƴŘƛŎŀǘƛǾŜ ƻŦ ǳƴƳŜǘ ŘŜƳŀƴŘΦ {ƘŀǊƛƴƎ 
the same page is the right thing to do, and not something that should be started 
only when physical pages are running low.  

See more here.  

Tiered Memory This also happens transparently to the VM. 

ESXi moves inactives pages to the NVMe device. 

Balloon The first sign of unmet demand. It happens proactively, before ESXi is unable to 
meet Demand. Ballooning reduces cache. It does not mean ESXi unable to meet 
Demand. Demand is not met when Contention happen. ThatΩs the only time it is 
not met.  

Compress/Swap This happens proactively too.  

It does not mean VMs were contending for RAM. It merely means ESXi Consumed 
is very high. That Consumed can contain a lot of cache 

If there is a host cache, ESXi uses this first. 
 

https://www.linkedin.com/in/oulyanov-vmware/
https://blogs.vmware.com/apps/2020/11/monitoring-and-rightsizing-memory-resource-for-virtualized-sql-server-workloads.html
https://knowledge.broadcom.com/external/article/323624/additional-transparent-page-sharing-mana.html
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This abstraction provides the possibility to overcommit, because the VM is unaware what is backing the 

physical address. It could be physical memory on DIMM, swap file, Copy-on-Write, zipped, or ballooned. 

The following is taken from VMware vSphere 6.5 Host Resources Deep Dive15. I have highlighted in green 

the part you need to pay attention. 

 

Read further and you will see that the kernel large page setting contributes more to ESXi capacity and the 

VM performance.  

Relationship

[ŜǘΩǎ Ǉǳǘ ǘƘŜ п ƭŀȅŜǊǎ ƛƴ ŀ ŘƛŀƎǊŀƳ16, showing how a page maps across the 4 layers. 

What do you notice? 

 

Yup, a few things: 

¶ Balloon did not map to physical layer. Notice there is no arrow on the yellow blocks 

¶ ¢ƘŜ ǇƘȅǎƛŎŀƭ ƳŜƳƻǊȅ ƛǎ άǎƘŀǊŜŘέ ōŜǘǿŜŜƴ ±a ŀƴŘ ƘȅǇŜǊǾƛǎƻǊ ƻǿƴ ǇǊƻŎŜǎǎŜǎΣ ƳŜŀƴƛƴƎ ȅƻǳ ƴŜŜŘ 

to manage them as one. Sum their utilization to form the total consumption. 

 
15 Chapter 11 VMkernel Memory Management, page 243. Book by Frank Denneman and Niels Hagoort  
16 Modified from yet another diagram of Valentin Bondzio 

https://frankdenneman.nl/
https://www.linkedin.com/in/nielshagoort/
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¶ At the physical layer, there can be host cache and tiered memory, and not just DIMM. If you use 

memory tiering, be on guard when active memory metric crosses 50%. The NVMe latency should 

be low also. 

¶ Just to be complete, the mapping may not be to the closest DIMM. You can have NUMA effect. 

The VM Monitor for each VM maps the VM pages to the ESXi pages17. This page mapping is not always 

1:1. Multiple VM pages may point to the same ESXi pages due to transparent page sharing. On the other 

hand, VM page may not map to ESXi page due to balloon and swapped. The net effect is the VM pages 

and ESXi pages (for that VM) will not be the same, hence we need two sets of metrics.  

[ŜǘΩǎ ȊƻƻƳ ƛƴǘƻ ǘƘŜ ƪŜȅ ƳŜǘǊƛŎǎ ǘƘŀǘ ŦƻǊƳ ŀ ǎƛƴƎƭŜ ±aΦ  

 

Take note the difference between the VM perspective and the ESXi perspective. 

¶ ¢ƘŜ ±a ƭƻƻƪǎ ŀǘ ǘƘŜ άinputέΣ ǿƘƛƭŜ 9{·ƛ ƭƻƻƪǎ ŀǘ ǘƘŜ άoutputέΦ CƻǊ ŜȄŀƳǇƭŜΣ ±a ƳŜǘǊƛŎǎ ǿƛƭƭ 

report 3 pages being shared, while ESXi will report 1 page of the result shared page.  

¶ .ŀƭƭƻƻƴ ŘƻŜǎ ƴƻǘ ŜȄƛǎǘ ŀǘ ǇƘȅǎƛŎŀƭ ǾƛŜǿ ŀǎ ǘƘŜ ǇŀƎŜ Ƙŀǎ ōŜŜƴ ǊŜƳƻǾŜŘΦ LǘΩǎ ƴƻǘ ǇƻƛƴǘƛƴƎ ǘƻ ŀƴȅ 

block in the ESXi memory address space.  

Further reading: vSphere Resource Management technical paper. 

 
17 Other documents use the term Guest Physical Page and Machine Page. I find it unnecessarily confusing, so I just 
call it VM pages and ESXi pages. 

https://www.vmware.com/techpapers/2006/resource-management-with-vmware-drs-401.html
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Guest OS vs VM 

.ƻǘƘ ŎƻƳŜ ǿƛǘƘ ŘƻȊŜƴǎ ƻŦ ƳŜǘǊƛŎǎΦ /ƻƳǇŀǊŜŘ ǿƛǘƘ DǳŜǎǘ h{ ǎǳŎƘ ŀǎ ²ƛƴŘƻǿǎΣ Ŏŀƴ ȅƻǳ ƴƻǘƛŎŜ ǿƘŀǘΩǎ 

ƳƛǎǎƛƴƎ ŀƴŘ ǿƘŀǘΩǎ ŀŘŘŜŘΚ  

The following diagram compares the memory metrics between VM and Guest OS, 

 

Guest OS and VM metrics do not map to each other. Neither the kernel nor the Guest OS have full 

visibility into each other. 

Right off the bat, you will notice that popular metrics such as Consumed, Shared, and Reservation do not 

even exist in Windows.  
 

Type Guest OS Metric VM Metrics 

Contention Paging None 

None Latency 

Utilization In Use None 

Cache None 

Free None 

Compressed None 

None Swapped or Compressed 

ESXi Host cannot see how the Guest OS manages its memory pages, how it classifies the pages as Use, 

Modified, Cache and Free. ESXi also cannot see the virtual memory (page file).  
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9{·ƛ Ŏŀƴ ƻƴƭȅ ǎŜŜ ǿƘŜƴ ǘƘŜ DǳŜǎǘ h{ ǇŜǊŦƻǊƳǎ ǊŜŀŘǎ ƻǊ ǿǊƛǘŜǎΦ ¢ƘŀǘΩǎ ǿƘȅ Ǿ{ǇƘŜǊŜ ±a Ƴŀƛƴ ƳŜǘǊƛŎǎ ŀǊŜ 

basically what is active recently and what has been active. The first one is called Active, the second is 

called Consumed. All other metrics are about ESXi memory management, and not about VM memory 

utilization. VM memory utilization impacts ESXi memory management, but they are clearly not the same 

thing.  

Example: Guest OS More Accurate

[ŜǘΩǎ ǘŀƪŜ ŀƴ ŜȄŀƳǇƭŜ ǿƛǘƘ ŀ ǎƛƳǇƭŜ aƛŎǊƻǎƻŦǘ ²ƛƴŘƻǿǎ ǎŜǊǾŜǊ ǊǳƴƴƛƴƎ !ŎǘƛǾŜ 5ƛǊŜŎǘƻǊȅΦ Lǘ Ƙŀǎ п D. ƻŦ 

ƳŜƳƻǊȅ ŀǎ ƛǘΩǎ Ƨǳǎǘ ǎŜǊǾƛƴƎ ŀ ǎƳŀƭƭ ƴǳƳōŜǊ ƻŦ ƻōƧŜŎǘǎ ƛƴ ǘƘŜ {ƛƴƎŀǇƻǊŜ ƻŦŦƛŎŜ ƭŀōΦ Look at the following 

table, where I compared the counter from inside the Guest OS and the VM memory active counter.  

 

¢ƘŜǊŜ ŀǊŜ ŦƻǳǊ ǇŜǊƛƻŘǎ ŀōƻǾŜ ǿƘŜǊŜ L ƳŀŘŜ ŎƘŀƴƎŜǎ ƛƴǎƛŘŜ ²ƛƴŘƻǿǎΦ [ŜǘΩǎ ǎǘŜǇ ǘƘǊƻǳƎƘ ǘƘŜƳΦ 
 

Period What happened 

A Microsoft AD server in normal running condition. vCenter is reporting low utilization, around 
15-20%. Note vCenter users the Active metric, not Consumed. 

B I installed the VCF Operations agent, which is based on the open source Telegraf. This gives 
the Guest OS metric, which is shown in blue. The agent collects data every 5 minutes, hence 
the regular spike. So far so good. 

bƻǘƛŎŜ ǘƘŜ ǾŀƭǳŜ ŦǊƻƳ ±a !ŎǘƛǾŜ ƳŜǘǊƛŎ ƧǳƳǇǎ ǘƻ млл҈Φ ¢ƘŀǘΩǎ ŦƛƴŜΣ ōǳǘ ǘƘŜƴ ƛǘ ǎǘŀȅǎ ŀǘ 
млл҈ ŦƻǊ ƳƻǊŜ ǘƘŀƴ мн ƘƻǳǊǎΦ !ƭƭ L ŘƛŘ ǿŀǎ ƛƴǎǘŀƭƭƛƴƎ ŀ ǎƳŀƭƭ ŎƻƭƭŜŎǘƛƻƴ ŀƎŜƴǘ ŀƴŘ ǘƘŀǘΩǎ ƛǘΦ  

I actually got an alarm in vCenter, even though the VM does not need the RAM obviously. 
What happened here prove that the Active counter is based on sampling, and that sampling 
could be wrong.  

C The next morning, I decided to generate some load as the pattern does not change at all. 
Since Windows has not been patched for a long time, I started Windows patch. The entire 
process is mostly downloading and installing, which last for several hours. 

The two metrics show no correlation at all.  

D After several hours, the entire Windows update process is completed.  
 

https://www.influxdata.com/time-series-platform/telegraf/


PART 3 OF 4: Counters   

Chapter: PART 3 Section: Memory Page 148 

Example: VM More Accurate

[ŜǘΩǎ ƴƻǿ ƭƻƻƪ ƛƴǎƛŘŜ ǘƘŜ ±aΦ L ǿƛƭƭ ǳǎŜ ŀƴƻǘƘŜǊ ±a ǘƻ ǎƘƻǿ ŀ ŘƛŦŦŜǊŜƴǘ ŜȄŀƳǇƭŜΦ ¢Ƙƛǎ ǘƛƳŜ ŀǊƻǳƴŘΣ L ǿƛƭƭ 

take an idle VM so we can see how the metrics behave. An idle VM will have minimal or 0 activity. 

You can see that this Windows Server 2016 VM has 16 GB, but 0 GB is active. It is expected as we know 

ǘƘŜ DǳŜǎǘ h{ ƛǎ ƛŘƭŜ ŀǎ ƴƻǘƘƛƴƎ ƛǎ ƛƴǎǘŀƭƭŜŘΦ Ǿ/ŜƴǘŜǊ ƛǎ ǎƘƻǿƛƴƎ ǘƘŜ Řŀǘŀ ŎƻǊǊŜŎǘƭȅΦ {ƻ ŦŀǊ ǎƻ ƎƻƻŘΧΦ 

 

What do you think you will see inside Windows?  

Will the Windows In Use ŎƻǳƴǘŜǊ ǎƘƻǿ ǘƘŀǘ ƛǘΩǎ ǳǎƛƴƎ л D. ƻǊ ǎƻƳŜǿƘŜǊŜ ƴŜŀǊ ǘƘŜǊŜΚ ¸ƻǳ ƪƴƻǿ ǘƘŀǘ ƛǘ 

ǿƻƴΩǘ ǎƘƻǿ л D. ŀǎ ƛǘΩǎ ƛƳǇƻǎǎƛōƭŜ ǘƘŀǘ ŀƴȅ h{ ŘƻŜǎ ƴƻǘ ǳǎŜ ŀƴȅ ƳŜƳƻǊȅ ǿƘƛƭŜ ƛǘΩǎ ǊǳƴƴƛƴƎΦ {ƻ ǿƘŀǘ 

number will the In Use counter show? 
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LǘΩǎ ǎƘƻǿƛƴƎ тΦн D.Η ¢ƘŀǘΩǎ ƴƻǿƘŜǊŜ ƴŜŀǊ л҈Φ 

Look at the chart. What do you notice?  

Lǘ ǇƻǊǘǊŀȅǎ ǘƘŀǘ ƛǘ Ƙŀǎ ōŜŜƴ Ŏƻƴǎǘŀƴǘƭȅ ƻǊ ŀŎǘƛǾŜƭȅ ǳǎƛƴƎ ǘƘŀǘ ƳǳŎƘ ƻŦ ƳŜƳƻǊȅΦ Lƴ ǊŜŀƭƛǘȅΣ ǿŜ ƪƴƻǿ ƛǘΩǎ ƛŘƭŜ 

because ESXi is the one doing the actual reading and writing. The other proof that it is idle is Windows 

actually compressed 1.5 GB of this 7.2 GB. 

One possible reason why Windows is showing high usage when there is none is applications that manage 

their own memory. These applications will ask for the memory upfront in 1 contiguous block. You can see 

in the example below:  
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You can see that java.exe takes up 
26 GB. 

JVM (Java Virtual Machine) manages 
ǘƘŀǘ ƳŜƳƻǊȅ ŀƴŘ ²ƛƴŘƻǿǎ ŎŀƴΩǘ ǎŜŜ 
inside this block. Windows sees the 
entire block as used and committed, 
regardless of the application actually 
uses it or not. 

BTW, the above is taken from old 
blog article of Manny Sidhu. The blog 
no longer available, hence I could 
not provide the link. 

 

I hope the above simple experiments shows that you should use the right counter for the right purpose.  
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VM

Just like the case for CPU, some metrics are for the kernel consumption, not your operations.  

Overview 

For performance use case, the only counter tracking actual performance is Page-fault Latency.  

 

bŜȄǘΣ ŎƘŜŎƪ ŦƻǊ ǎǿŀǇǇƛƴƎ ŀǎ ƛǘΩǎ ǎƭƻǿŜǊ ǘƘŀƴ ŎƻƳǇǊŜǎǎŜŘΦ ¸ƻǳ ƎŜǘ с ƳŜǘǊƛŎǎ ŦƻǊ ƛǘ 

 

Next is compressed 

 

Host Cache should be faster than disk (at least I assume you designed it with faster SSD), so you check it 

last. 

 

Lastly, there is the balloon. 
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Wait! Where is the Intel Optane memory metrics?  

Lǘ ŘƻŜǎ ƴƻǘ ŜȄƛǎǘ ȅŜǘΣ ŀǎ ǘƘŀǘΩǎ ǎǳǇǇƻǎŜŘ ǘƻ ōŜ ǘǊŀƴǎǇŀǊŜƴǘ ǘƻ 9{·ƛΦ  

Performance is essentially the only use case you have at VM level. For Capacity, you should look at Guest 

OS. The VM capacity metrics serve as input to the host capacity and are used in determining the VM 

memory footprint (e.g. when migrating to another ESXi). 

¸ƻǳΩǾŜ Ǝƻǘ р ƳŜǘǊƛŎǎΣ ǿƛǘƘ ŎƻƴǎǳƳŜ ōŜƛƴƎ ǘƘŜ Ƴŀƛƴ ƻƴŜΦ 

 

LΩƳ ƎƻƛƴƎ ǘƻ ŀŘŘ !ŎǘƛǾŜ ƴŜȄǘΣ ŀƭǘƘƻǳƎƘ L ŘƻƴΩǘ ǎŜŜ ŀƴȅ ǳǎŜ ŎŀǎŜ ŦƻǊ ƛǘΦ LǘΩǎ ŀƴ ƛƴǘŜǊƴŀƭ ŎƻǳƴǘŜǊ ǳǎŜŘ ōȅ the 

kernel memory management.  

 

Lastly, you get the shared pages and 0 pages.  

 

bƻǿ ǘƘŀǘ ǿŜΩǾŜ Ǝƻǘ ǘƘŜ ƻǾŜǊǾƛŜǿΣ ƭŜǘΩǎ ŘƛǾŜ ƛƴǘƻ ǘƘŜ ŦƛǊǎǘ ŎƻǳƴǘŜǊΗ 

ñContentionò Metrics 

I use quote because the only true contention counter is latency. The second reason is VCF Operations has 

a metric called Contention18, which is actually vCenter counter called latency. 

Latency

Memory Latency, aka "Page-fault latency" is tracking the amount of time a vCPU spends waiting on the 

completion of a page fault. Its value is mostly swap wait, with a bit of page decompression / copy-on-

write-break. The counter is called %LAT_M in esxtop.  

The latency metric is highly corelated with the swap-in rate. 

 
18 LΩƳ ƴƻǘ ŀ ōƛƎ Ŧŀƴ ƻŦ ǘƘŜ ƴŀƳŜ ŎƻƴǘŜƴǘƛƻƴ ŀǎ ƛǘ ƛƳǇƭƛŜǎ ǘƘŜ ±a ƛǎ ŎƻƴǘŜƴŘƛƴƎ ŦƻǊ ƳŜƳƻǊȅΣ ǿƘƛŎƘ ƛǎ ƴƻǘ ǘƘŜ ŎŀǎŜΦ 
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This is the only performance counter for memory. Everything else does not actually measure latency. 

They measure utilization, because they measure the disk space occupied. None captures the 

performance, which is how fast that memory page is made available to the CPU. 

/ƻƴǎƛŘŜǊ ǘƘŜ ƘŀǊŘ Řƛǎƪ ǎǇŀŎŜ ƻŎŎǳǇƛŜŘΦ ! фл҈ ǳǘƛƭƛȊŀǘƛƻƴ ƻŦ ǘƘŜ ǎǇŀŎŜ ƛǎ ƴƻǘ ǎƭƻǿŜǊ ǘƘŀƴ мл҈Φ LǘΩǎ ŀ 

capacity issue, not performance. 

If a page is not in the physical DIMM, the VM has to wait longer. It could be in Host Cache, Swapped or 

Compressed. It will take longer than usual. vSphere tracks this in 2 metrics: CPU Swap Wait and RAM 

Latency.  

¶ CPU Swap Wait tracks the time for Swapped In. 

¶ RAM Latency tracks the percentage of time VM waiting for Decompressed and Swapped In. The 

RAM Latency is a superset of CPU Swap Wait as it caters for more scenarios where CPU has to 

wait. VCF Operations VM Memory Contention metric maps to this.  

Latency is >1000x lower in memory compared to disk, as it's CPU basically next to the CPU on the 

motherboard. Time taken to access memory on the DIMM bank is only around 200 nanoseconds. 

Windows/Linux does not track memory latency. The closest counter is perhaps page fault. The question is 

does page fault includes prefetch? If you know, let me know please. 

This counter has the effect of reduced value of the Compressed metric and/or Swapped metric, and 

increased the value of Consumed & Granted. 

Latency does not include balloon ŀǎ ǘƘŀǘΩǎ ŀ ŘƛŦŦŜǊŜƴǘ ŎƻƴǘŜȄǘ. In addition, the hypervisor is not aware of 

the Guest OS internal activity. 

Actions you can do to address high value: 

¶ Store vswp file on higher throughput, lower latency storage, such as using Host Swap Cache. 

¶ Increase memory shares and/or reservation to decrease amount of swapping. If the VM belongs 

to a resource pool, ensure the resource pool has sufficient for all its VMs. 

¶ Reduce assigned memory. By rightsizing, you reduce the size of memory reclamation, hence 

minimizing the risk. 

¶ Remove VM Limit.  
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¶ Unswap the swapped memory. You cannot do this via API, but you can issue the command 

manually. Review this article by Duncan Epping and Valentin Bondzio. 

¶ If possible, reboot the VM as part of regular maintenance. This will eliminate the swap file, hence 

avoiding future, unexpected swap wait on that swapped page. Note this does guarantee the 

same page to be swapped out again. 

Best Practice

In an environment where you do not do memory overcommit and place limit, the chance of hitting 

memory contention will be basically 0. You can plot the highest VM Memory Contention counter in all 

clusters and you will basically see a flat line. That would bŜ ŀ ƭƻǘ ƻŦ ƭƛƴŜ ŎƘŀǊǘǎΣ ǎƻ LΩƳ ǳǎƛƴƎ ŀ ǇƛŜ ŎƘŀǊǘ ǘƻ 

analyze 2441 VM in the last 4 months. For each VM, I took the highest value in the last 4 months. Only 13 

VM had its worst VM Contention above 1%.  

 

Balloon

Balloon is an application (kernel driver to be precise) running inside the Guest OS, but it can take 

instruction from the kernel to inflate/deflate.  

https://www.yellow-bricks.com/2016/06/02/memory-pages-swapped-can-unswap/
https://valentin.bondz.io/about/
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When it receives an instruction to inflate, it asks the Guest OS to allocate memory to it. This memory in 

the Guest OS is not backed up by physical memory in ESXi, hence it is available for other VMs. When ESXi 

is no longer under memory pressure, it will notify the Balloon to release its requested page inside Guest 

OS. This is a proactive mechanism to reduce the chance of the Guest OS doing paging. Balloon will release 

the page inside the Guest OS. The Balloon counter for the VM will come down to 0. 

It is the Guest OS that initiates memory reallocation. Therefore, it is possible to have a balloon target 

value of 0 and present balloon value greater than 0. The counter Balloon Target tracks this target, so if 

you see a nonzero value in this counter, it means that the hypervisor has asked this VM to give back 

memory via the VM balloon driver.  

Just because Balloon asks for 1 GB of RAM, does not mean ESXi gets 1 GB of RAM to be freed. It can be 

less if there is TPS.  

Guest OS will start allocating from the Free Pages. If insufficient, it will take from Cache, then Modified, 

then In Use.  

To use ballooning, Guest OS must be configured with sufficient swap space. 

How much will be asked depends on Idle Memory Tax. I do not recommend playing with this setting. 

Performance Impact

Balloon by itself does not cause performance problem. What will cause performance is when the 

ballooned page is requested by Windows or Linux. The following shows a VM that is heavily ballooned as 

limit was imposed on it. Notice the actual performance happens rarely. 

 

The higher the value is for balloon, swapped, and compressed, the higher the chance of a performance 

hit happening in the future if the data is requested. The severity of the impact depends on the VM 

memory shares, reservation, and limit. It also depends upon the size of the VM's configured RAM. A 10-

MB ballooning will likely have more impact on a VM with 4 GB of RAM than on one with 512 GB. 

How high?  

[ŜǘΩǎ ǘŀƪŜ ŀ ±a ŀƴŘ Ǉƭƻǘ ƛǘǎ ǾŀƭǳŜ ƻǾŜǊ ǘƛƳŜΦ ¢ƘŜ ±a ƛǎ ŎƻƴŦƛƎǳǊŜŘ ǿƛǘƘ мс D. ƳŜƳƻǊȅΦ !ǎ ȅƻǳ Ŏŀƴ ǎŜŜΣ 

the value in the last 4 weeks is a constant 16 GB. 
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The line is a perfect flat. Both the Highest value and Lowest value show 16,384 MB. 

¢ƘŜ ±a ǿŀǎ ƘŜŀǾƛƭȅ ōŀƭƭƻƻƴŜŘΦ соΦсс҈ ƻŦ ƛǘǎ ƳŜƳƻǊȅ ǿŀǎ ǊŜŎƭŀƛƳŜŘΦ ¢ƘŀǘΩǎ ŀ ǿƘƻǇǇƛƴƎ млΣпол a.Η 

 

Notice something strange. 

The Ballooned did not change at all for 4 weeks.  

That likely means the Guest OS is not active. It never needs any of those 10+ GB that was ballooned out. 

So Guest was playing with the remaining 6 GB. It never page in those pages. 

So what do you expect if we plot Granted + Swapped + Compressed? 

You got it. A flat line. 

 

 

Capacity Impact

.ŀƭƭƻƻƴ ƛǎ ŀ ƳŜƳƻǊȅ ǊŜǉǳŜǎǘ ŦǊƻƳ 9{·ƛΦ {ƻ ƛǘΩǎ ƴƻǘ ǇŀǊǘ ƻŦ ǘƘŜ ŀǇǇƭƛŎŀǘƛƻƴΦ Lǘ ǎƘƻǳƭŘ ƴƻǘ ōŜ ƛƴŎƭǳŘŜŘ ƛƴ ǘƘŜ 

DǳŜǎǘ h{ ǎƛȊƛƴƎΣ ƘŜƴŎŜ ƛǘΩǎ ƴƻǘ ǇŀǊǘ ƻŦ ǊŜŎƭŀƳŀǘƛƻƴΦ 

Balloon impacts the accuracy of Guest OS sizing. However, there is no way to measure it. 

When Balloon driver asks for pages, Guest OS will allocate, resulting in In Use to go up. This is because 

the balloon driver is treated like any other processes.  

If the balloon driver page comes from Free, then we need to deduct it from In Use. 
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If the page comes from In Use, then it gets tricky as the value of In Use does not change. The Guest OS 

pages out, so we need to add Page Out or Cache. 

Swap + Compress

Swap and Compress go hand in hand as the block that cannot be compressed go into swapped. The size 

of a memory page or block is only 4 KB. When the compression does not result in savings below 2 KB, 

then it makes no sense to compressed and the page is moved to swapped file.  

There are 2 levels of compression (4:1 and 2:1), so a 4 KB page may end up as 1 KB or 2 KB. The reason 

there is no 3:1 compression 

LŦ ǘƘŜ ŎƻƳǇǊŜǎǎƛƻƴ ǊŜǎǳƭǘ ƛǎ ƭŜǎǎ ǘƘŀƴ ǘƘŀǘΣ ǘƘŜ ǇŀƎŜ ǿƛƭƭ ōŜ ǎǿŀǇǇŜŘ ƛƴǎǘŜŀŘ ŀǎ ǘƘŀǘΩǎ ŀ ŎƘŜŀǇŜǊ 

ƻǇŜǊŀǘƛƻƴΦ {ƻ ƛǘΩǎ ŎƻƳǇƭŜǘŜƭȅ ǇƻǎǎƛōƭŜ ǘƻ ƘŀǾŜ л ǎǿŀǇǇŜŘ ŀǎ ŀƭƭ ǘƘŜ ǇŀƎŜǎ ǿŜǊŜ ŎƻƳǇǊŜǎǎŜŘ ƛƴǎǘŜŀŘΦ 

Large page (2 MB) is not compressed directly. Instead, it will be split into 4 KB page first. 

The following screenshot shows how the 2 counters moved in tandem. 

 

The above are the main metrics that you should track. vSphere provides additional visibility as swap and 

compress are complex process.  

Transition 

Read the following carefully, as there will be a quiz after this. 
 

Input This is the number of pages that will be subjected to compression and swapping.  
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LǘΩǎ ƴƻǘ ǘƘŜ number of pages that was processed already.  

The metric is called Swap Target. Think of it as Compress-Swap Target as the page that 
cannot be compressed is swapped.  

Process ¸ƻǳ ƴŜŜŘ ƳŜǘǊƛŎǎ ǘƻ ǘǊŀŎƪ ǘƘŜ ǇǊƻƎǊŜǎǎ ŀǎ ƛǘΩǎ ƘŀǇǇŜƴƛƴƎΦ ¢Ƙƛǎ ŎƻƳǇƭŜƳŜƴǘǎ ǘƘŜ ǊŜǎǳƭǘ 
as it covers how much memory is compressed or swapped at any given period.  

A 10 MB compressed in 1 second is different to 10 KB compressed over 1000 seconds. 
Both results in the same amount, but the problem is different. One is an acute but 
short fever; ǘƘŜ ƻǘƘŜǊ ƛǎ ƭƻǿ ƎǊŀŘŜ ōǳǘ ǇŜǊǎƛǎǘŜƴǘ ŦŜǾŜǊΦ ¸ƻǳ ŘƻƴΩǘ ǿŀƴǘ ƴŜƛǘƘŜǊΣ ōǳǘ 
ƎƻƻŘ ǘƻ ƪƴƻǿ ǿƘŀǘ ŜȄŀŎǘƭȅ ȅƻǳΩǊŜ ŘŜŀƭƛƴƎ ǿƛǘƘΦ 

This is the rate of  

¶ compression 

¶ decompression 

¶ swapping from DIMM into the swap file. 

¶ swapping from the swap file into the DIMM 

The In and Out can happen at the same, as they typically involve different pages. You 
can have 10 MB being decompressed and another 10 MB being compressed. Your 
swap file size is unchanged but the content has changed. This is why Swapped is not 
Swapped In ς Swapped Out.  

Swap-out does not mean there is contention. If you are lucky, the page being swapped 
is not required. However, swap out means the ESXi was under memory pressure or the 
VM hit a limit. 

Swap-in means there is contention. The page was called for, hence it was brought in. 
Plot them together and you will see a high correlation. Swap-in doesn't happen 
because there's memory pressure on the host. Swap-in just means there was memory 
pressure in the past and now the guest OS wants some of that data. 

Output You need a metric to track the result and the savings.  

For swap, 3 counters are provided 

¶ Swapped  

¶ Swapped Out 

¶ Swapped In 

For compress, the compressed-in and compressed-out are not provided. You do get 
the savings from compression.  
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Example 

 

Swapped Out Rate was 6331.93 + 5026.4 + 1882.13 + 615.86. This gives a total of 13урсΦ {ƛƴŎŜ ƛǘΩǎ 

sustained for 300 seconds, we multiply by 300 and then divide by 1024 to get the total of 4059 MB being 

swapped out. This is pretty close to the 4157 MB of Swapped. 

There is no Swap In. The rate metric was showing 0 during the entire period. 

Consumed drops by 4868 MB (7719 ς 2851). There were other factors impacting it. 

Quiz

Explain why swap and compress move in opposite direction in the following chart. 

This VM is configured with 64 GB of memory. So it experienced high amount of swapping and 

compressed in the last 7 days. It peaked at 20 GB, which is really bad. 
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[ŜǘΩǎ Ǉƭƻǘ ŎƻƴǎǳƳŜŘ ŀƴŘ ƎǊŀƴǘŜŘΦ ²ƘŀǘΩǎ ȅƻǳǊ ŎƻƴŎƭǳǎƛƻƴΚ 

 

Why is consumed basically flat for 7 days?  

Granted looks rather normal as it hovers above consumed, with some movement. 

LŦ ȅƻǳ ƎǳŜǎǎ [ƛƳƛǘΣ ȅƻǳΩǊŜ ǊƛƎƘǘΗ [ŜǘΩǎ Ǉƭƻǘ ŀƭƭ ǘƘŜ ŎƻǳƴǘŜǊǎ ǘƻƎŜǘƘŜǊ ƴƻǿΦ 
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.ŜŎŀǳǎŜ ƻŦ [ƛƳƛǘΣ /ƻƴǎǳƳŜŘ ŎŀƴΩǘ Ǝƻ ŀōƻǾŜ ƛǘΦ ¢ƘŜ ǘƛƴȅ ƎŀǇ ƛǎ ǘƘŜ ƘȅǇŜǊǾƛǎƻǊ ƻǾŜǊƘŜŀŘ ŦƻǊ ǘƘƛǎ ±aΦ 

Now, because Guest OS is actively using pages, this results in movement in both directions. Some pages 

are brought in from swapped files. To make space, other pages are subjected to compression & swap 

decision.  

Balloon

Compressed and Swapped are different from ballooning, as the hypervisor has no knowledge of the free 

memory inside the Guest OS. It will randomly compress or swap. As a result, any value in this counter 

indicates that the host is unable to satisfy the VM memory requirement. This can have potential impact 

on performance.  

It is possible to have balloon showing a zero value while compressed or swapped are showing nonzero 

valuesτeven though in the order of ESXi memory reclamation techniques, ballooning occurs before 

compression. This indicates that the VM did have memory pressure in the past that caused ballooning, 

compression, and swapping then, but it no longer has the memory pressure. These events could have 

happened at different time. Data that was compressed or swapped out is not retrieved unless requested, 

because doing so takes CPU cycles. The balloon driver, on the other hand, will be proactively deflated 

when memory pressure is relieved. 

Limit

Does limit result in Balloon?  

The answer is no. Why not? 

Go back to the 4 layers of memory. They are at different level on memory management. Limit results in 

swapped or compressed. 

[ŜǘΩǎ ǘŀƪŜ ŀƴ ŜȄŀƳǇƭŜ ǿƛǘƘ ŀ ±a ǘƘŀǘ ƛǎ ŎƻƴŦƛƎǳǊŜŘ ǿƛǘƘ мс D. w!aΦ ¢Ƙƛǎ ƛǎ ŀ aȅ {v[ ŘŀǘŀōŀǎŜ ǊǳƴƴƛƴƎ ƻƴ 

wI9[Φ ¸ƻǳ Ŏŀƴ ǎŜŜ ƛƴ ǘƘŜ ƭŀǎǘ т ŘŀȅǎΣ ƛǘΩǎ ǳǎƛƴƎ ŀǊƻǳƴŘ моΦп D. ŀƴŘ ƛƴŎǊŜŀǎƛƴƎ ǘƻ моΦс D.Φ 
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LǘΩǎ ƎƛǾŜƴ ŀ ōŀŘ ƭƛƳƛǘ ƻŦ н D.Φ  

Lƴ ǘƘŜ ƭŀǎǘ т ŘŀȅǎΣ ǿŜ Ŏŀƴ ǎŜŜ ǘƘŜ ƭƛƳƛǘ ƛǎ ŀ ǇŜǊŦŜŎǘƭȅ Ŧƭŀǘ ƭƛƴŜΦ LǘΩǎ нΦмн D. ŀǎ ƛǘ ƛƴŎƭǳŘŜǎ ǘƘŜ ƻǾŜǊƘŜŀŘ ǾŀƭǳŜΦ 

 

The VM, or rather the Guest OS, did ask for more. You can see the demand by looking at the Granted or 

/ƻƳǇǊŜǎǎŜŘ ƻǊ {ǿŀǇǇŜŘ ƳŜǘǊƛŎǎΦ LΩƳ ƻƴƭȅ ǎƘƻǿƛƴƎ DǊŀƴǘŜŘ ƘŜǊŜΥ 

 

.ŜŎŀǳǎŜ ƻŦ ǘƘŜ ƭƛƳƛǘΣ ǘƘŜ /ƻƴǎǳƳŜŘ ŎƻǳƴǘŜǊ ŘƛŘ ƴƻǘ Ǉŀǎǘ ǘƘŜ н D.Φ LǘΩǎ Ŏƻƴǎǘŀƴǘƭȅ ƘƻǾŜǊƛƴƎ ƴŜŀǊ ƛǘ ŀǎ ǘƘŜ 

VM is asking more than that. 

 

What do you expect to see the Balloon value? 

If Balloon has something to do with it, it would not stay a perfectly flat line. 

But this is what you got. A perfectly flat line, proving Limit had nothing to do with Balloon. 
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Consumption Metrics 

 
 

Configured What the Guest OS can see is what is configured by vSphere.  

DǳŜǎǘ h{ ŎŀƴΩǘ ǎŜŜ ǘƘŜ ƘȅǇŜǊǾƛǎƻǊ ƳŜƳƻǊȅ ƻǾŜǊƘŜŀŘΦ 

Granted This is page granted to the VM, minus Ballooned, Swapped, Compressed, and 
swapped to host cache.  

Take note of the process of transitioning during swap. During this process, the value 
of granted includes them 

Shared The number of memory pages that are pointing to the same underlying block. 

Many of these pages are likely the 0000 page. 

Compressed ¢ƘŜǎŜ н ŀǊŜ Ƴǳǘǳŀƭƭȅ ŜȄŎƭǳǎƛǾŜ ŀƴŘ Ǝƻ ǘƻƎŜǘƘŜǊΦ ²Ƙŀǘ ŎŀƴΩǘ ōŜ ŎƻƳǇǊŜǎǎŜŘ ǿƛƭƭ ōŜ 
swapped. Compressed is preferred as unzipping memory from DRAM is faster than 
bringing it from SSD disk. Notice Windows even compressed its In Use pages. 

Compressed is the output (result of compression), not the input (memory subjected 
to compressed as that contains swapped also) 

Swapped 

Entitlement = Granted + Overhead.  

hǾŜǊƘŜŀŘ ƛǎ Ƴƻǎǘƭȅ ƴŜƎƭƛƎƛōƭŜΣ ŀǎ ƛǘΩǎ Ƨǳǎǘ ǎǘƻǊƛƴƎ ƳŜǘŀŘŀǘŀ ƻǊ ƛƴŘŜȄ ƛƴŦƻǊƳŀǘƛƻƴ 
required by virtualization, such as the shadow page tables. Overhead value goes up as 
you configure more vCPUs and memory. 

aȅ ƎǳŜǎǎ ƛǎ ǘƘƛǎ ŜȄŎƭǳŘŜǎ ƭƛƳƛǘ ŀǎ ȅƻǳΩǊŜ ƴƻǘ ŜƴǘƛǘƭŜŘ ōŜȅƻƴŘ ǘƘŜ ƭƛƳƛǘΦ  

Ballooned The page was reclaimed by the balloon driver. It has not been asked back by the 
DǳŜǎǘ h{Σ ƘŜƴŎŜ ƛǘΩǎ Ƨǳǎǘ ǎŜŀǘƛƴƎ ǘƘŜǊŜ ŎƻƭƭŜŎǘƛƴƎ ǇƛȄƛŜ ŘǳǎǘΦ 

I colored the box yellow ŀǎ ǘƘŀǘΩǎ ƴƻǘ ŀ ƎƻƻŘ όgreen) situation. The bigger the balloon 
size, the higher the chance a page will be required in the future. 

Overhead Virtualization overhead is operationally negligible. 

άCǊŜŜέ ¢ƘŜ ±a ƴŜǾŜǊ ǘƻǳŎƘŜǎ ƻǊ ǳǎŜǎ ǘƘŜ ǇŀƎŜ ǎƛƴŎŜ ƛǘΩǎ ǇƻǿŜǊŜŘ ƻƴΦ  

After a while, as Guest OS starts paging in and out, this value will grow to near 0. 
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Granted

Granted and Consumed are not similar. The former looks at from consumer layer, while the later looks 

from provider layer.  

The formula is 

Granted = normal page + shared page + zero page + being swapped - in + tiered page  

Normal page is single pages being backed by physical DIMM. This metric is not exposed on its own. 

Being swapped in means a staging stage between unmapped and normal. Once the transition is 

complete, it becomes a normal page. 

¢ƛŜǊŜŘ ƛǎ ǘƘŜ ƳŜƳƻǊȅ ǘƛŜǊƛƴƎΦ ¦ƴƭƛƪŜ ǎǿŀǇǇŜŘΣ ƳŜƳƻǊȅ ǘƛŜǊƛƴƎ ƛǎ άƛƴ-ƭƛƴŜέ ƘŜƴŎŜ ƛǘ ƛǎ ŎƻƴǎƛŘŜǊŜŘ ŀǎ ǇŀǊǘ ƻŦ 

granted.  

Over time, a guest OS touches a large fraction of its address space through normal operations τ OS 

initialization, memory zeroing, page table setup, file caching, and application allocations. As pages are 

touched, VMkernel creates physical page frame mappings. This what Granted metric is. Many of these 

mapped pages end up containing zeroes or are shared across VMs via transparent page sharing (TPS), 

consuming negligible physical RAM τ but they still count toward Granted. 

If the parent ESXi is not under physical memory pressure, VMkernel does not aggressively reclaim these 

zero/shared pages because they are cheap to maintain. Generaly speaking, for a VM that has been 

running for some time, its granted counter gradually incrŜŀǎŜǎ ǘƻǿŀǊŘ ǘƘŜ ŎƻƴŦƛƎǳǊŜŘ ǎƛȊŜΣ ŀǎ ǘƘŀǘΩǎ ǘƘŜ 

upper limit. 

Granted does not care about page savings at physical layer its vantage point is the VM, not ESXi. The 

following shows Granted is perfectly flat. Consumed goes down as the amount of shared page goes up. 
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The same vantage point reason is why Limit impacts Consumed, but not Granted. The following is VM is a 

Windows 2016 server, configured with 12 GB of RAM, but was limited to 8 GB. Limit is shown as the flat 

line in cyan near the bottom, hovering just above the pink line).  

 

The purple line jumping up and down is Granted. Granted ignores the limit completely and runs way 

above it. 

Notice Consumed (KB) is consistently below Limit. Granted does not exceed 12 GB as it does not exceed 

configured. 
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Compressed + Swapped

Granted does not include Compressed + Swapped because the page is no longer directly accessible 

without some extra processing.  

The following shows Granted move up while the other 2 metrics went down. 

 

Summing up the above resulted in a delta of 0.7 MB. 

Ballooned

Balloon driver removes page from the granted list. Granted does not include ballooned as the page is not 

ŦǳƴŎǘƛƻƴŀƭƭȅ ǳǎŜŘΦ ¢ŜŎƘƴƛŎŀƭƭȅΣ DǳŜǎǘ h{ ƳŜƳƻǊȅ ŎƻǳƴǘŜǊǎ ƛƴŎƭǳŘŜ ƛǘ ǎƻ ŘƻƴΩǘ ŦƻǊƎŜǘ ǘƻ ŜȄŎƭǳŘŜ it when 

working out the Guest OS utilization.  



PART 3 OF 4: Counters   

Chapter: PART 3 Section: Memory Page 167 

 

Shared

Shared counts the amount subjected to sharing. It does not count the actual savings post sharing.  

There are 2 types of sharing that can happen to a page: 
 

Intra-VM 
sharing 

sharing within the same VM. By default, each page is 4 KB. If Guest OS uses the Large 
tŀƎŜΣ ǘƘŜƴ ƛǘΩǎ н a.Φ ¢ƘŜ ŎƘŀƴŎŜ ƻŦ ǎƘŀǊƛƴƎ ƛƴ п Y. ǇŀƎŜ ƛǎ ƭƻƎƛŎŀƭƭȅ ƳǳŎƘ ƘƛƎƘŜǊ ǘƘŀƴ 
in 2 MB. 

Inter-VM 
sharing 

Due to security concern, this is by default disabled in vSphere 

For accounting purpose, the Shared page is counted in full for each VM. This means if 
ȅƻǳ ǎǳƳ ǘƘŜ ƴǳƳōŜǊ ŦǊƻƳ ŀƭƭ ±aǎ ȅƻǳΩǊŜ ƎƻƛƴƎ ǘƻ ƎŜǘ ƛƴŦƭŀǘŜŘ ǾŀƭǳŜ ŀǘ ǘƘŜ 9{·ƛ ƭŜǾŜƭ 

Example: 

¶ VM 001 has 1 GB private.  

¶ The 100 MB is the amount that is being shared internally within the VM. If not shared, they would 

consume 100 MB.  

¶ There is additional 10 MB that is subjected to sharing with other VMs. It could be shared with 1 

VM or many VM; it does not matter as far this VM 001 concern. The Shared counter merely 

counts that this 10 MB is being shared.  

Using the above, the shared page for VM 001 is 110 MB.  

Savings 

The calculation has to be done on each block that points to the same destination page. For example, if 

there are 10 pages pointing to the same physical DIMM, then the savings is 9 pages worth of memory.  

The above process is repeated for all the shared page. 

The result is some savings. But how much savings? 
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Here is a summary from 7500 VMs. 

 

Review the last row. What are the total savings? 

Granted ς Consumed = (103.26 ς 79.56) = 23.7 TB 

Savings = 29.83 TB ς 23.7 TB = 6.13 TB.  

¢ƘŀǘΩǎ ŀǊƻǳƴŘ с҈ ǎŀǾƛƴƎΦ  

Profile your own environment. What savings do you get? 

Savings does not include compressed as that is not true saving. Zipped results in performance impact, 

while saving should not. 

Zero

A commonly shared page is certainly the zero page. A common technique to initialize space is to simply 

write 0. 

The following screenshot shows the 2 moved in tandem over several days.  
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Consumed

Consumed = Granted ð Savings.  

Consumes tracks the ESXi Memory mapped to the VM. ESXi assigns large pages (2 MB) to VM whenever 

ǇƻǎǎƛōƭŜΤ ƛǘ ŘƻŜǎ ǘƘƛǎ ŜǾŜƴ ƛŦ ǘƘŜ DǳŜǎǘ h{ ŘƻŜǎƴΩǘ ǊŜǉǳŜǎǘ ǘƘŜƳΦ ¢ƘŜ ǳǎŜ ƻŦ ƭŀǊƎŜ ǇŀƎŜǎ Ŏŀƴ ǎƛƎƴƛŦƛŎŀƴǘƭȅ 

reduce TLB misses, improving the performance of most workloads, especially those with large active 

memory working sets. The drawback is VM consumes more memory than what Guest OS does. 

Consumed does not include overhead memory, although this number is practically negligible. Think of the 

word consume as delivering benefit to the VM. Since overhead is transparent to Guest OSΣ ƛǘΩǎ ŜȄŎƭǳŘŜŘΦ  

Consumed does not include swapped memory, for the same reason above. The swapped pages are not 

ǊŜŀŘƛƭȅ ŀǾŀƛƭŀōƭŜ ŦƻǊ ǳǎŜΦ !ǎ ŦƻǊ ŎƻƳǇǊŜǎǎŜŘΣ LΩƳ ǳƴǎǳǊŜ ƛŦ ƛǘ ƛƴŎƭǳŘŜǎ ǘƘŜ ǇƻǊǘƛƻƴ ǘƘŀǘ ƛǎ ǘƘŜ 5LaaΦ Lǘ ŘƻŜǎ 

not include the portion that was subjected to compression. For example, a 4 KB page was compressed to 

1 KB. The 0.75 KB is not in CoƴǎǳƳŜŘ ŀǎ ƛǘΩǎ ƴƻ ƭƻƴƎŜǊ ƛƴ ǘƘŜ 5LaaΦ 

Consumed includes memory that might be reserved. 

Do not use the metric Guest \  aŜƳƻǊȅ ¦ǎŀƎŜΦ ¢ƘŀǘΩǎ ǘƘŜ ǎŀƳŜ ŀǎ /ƻƴǎǳƳŜŘΦ 

Guest OS

When a Guest OS frees up a memory page, it normally just updates its list of free memory, it does not 

actually update the content. This list is not exposed to the hypervisor, and so the physical page remains 

claimed by the VM. This is why the Consumed is higher than the Guest OS In Use, and it remains high 

when the Active counter has long dropped.  

Consumed and Guest OS In Use are not related, as they are independently managed. Here is a screenshot 

comparing Windows 10 Task Manager memory metrics with VCF Operations Memory \  Non Zero Active 

(KB) and Memory \  Consumed (KB). As you can see, none of the metrics match. 
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When you see Consumed is lower than Guest OS Used, check if there are plenty of shared pages. 

Consumed does not include shared page.  

¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŎǊŜŜƴǎƘƻǘ ǎƘƻǿǎ DǳŜǎǘ h{ ¦ǎŜŘ ŎƻƴǎƛǎǘŜƴǘƭȅ ƘƛƎƘŜǊΦ LǘΩǎ ŀƭǎƻ ŎƻƴǎǘŀƴǘΣ ŀǊƻǳƴŘ мрс D. 

throughout. Consumed was relatively more volatile, but never exceed 131 GB. The reason for it is Shared. 

Notice the value of page with all 0 is high, around 61 ς 63 GB.  
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Ballooned

This 64-bit CentOS VM runs My SQL and is configured with 8 GB of RAM.  

Linux was heavily ballooned out (default limit is around 63%). Why is that so?  

 

The answer for this VM is we set a limit to 2 GB. As a result, Consumed could not exceed 2 GB. Since the 

VM needed more, it experienced heavy ballooning.  

 

Did you notice the common deep in Balloon and Consumed? 

Can you explain them? 

Balloon dropped by 0.46 GB then went back to its limit again. This indicated Guest OS was active. 

Consumed went down from 2.09 GB to 1.6 GB, and then slowly going back up. Why did it suddenly 

consume 0.4 GB less in the span of 20 minutes? Both the configured limit and the runtime limit did not 

change. They were constant at 2 GB. This makes sense, else the Consumed would not be able to slowly go 

up again. 

 

There must be activity by the VM and pages were compressed to make room for the newly requested 

pages. The Non Zero Active counter shows that there are activities. 

 

The pages that are not used must be compressed or swapped. The Swapped value is negligible, but the 

Compressed metric shows the matching spike. 
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So far so good. Windows or Linux were active (2.4 GB in 5 minute at the highest point, but some pages 

were probably part of Consumed). Since Consumed was at 100%, some pages were moved out to 

accommodate new pages. The compression resulted in 0.6 GB, hence the uncompressed amount was in 

between 2x and 4x.  

/ƻƴǎǳƳŜŘ ŘǊƻǇǇŜŘ ōȅ лΦп D. ŀǎ ǘƘŀǘΩǎ ǘƘŜ ƎŀǇ ōŜǘǿŜŜƴ ǿƘŀǘ ǿŀǎ ŀŘŘŜŘ όƴŜǿ ǇŀƎŜǎύ ŀƴŘ ǿƘŀǘ ǿŀǎ 

removed (existing pages). 

Limit

Consumed is affected by Limit. The following is a VM configured with 8 GB RAM but was limited to 2 GB.  
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Total

Consumed may reach but not exceed the configured memory. Both total and consumed do not include 

the virtualization overhead memory.  

 

Active 

This is a widely misunderstood counter. ESXi calls this Touch as it better represents the purpose of the 

metric. Note that vCenter still calls it Active, so I will call it Active. 

This counter is often used to determine the VM utilization, which is not what it was designed for. To 

ƪƴƻǿ ǿƘȅΣ ǿŜ ƴŜŜŘ ǘƻ Ǝƻ ōŀŎƪ ǘƻ ŦǳƴŘŀƳŜƴǘŀƭΦ [ŜǘΩǎ ƭƻƻƪ ŀǘ ǘƘŜ ǿƻǊŘ active. It is an English word that 

needs to be quantified before we can use it as metric. There are 2 dimensions to consider before we 

apply it: 




