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How do you implement the concepts in Part 1 so they are consumable by various roles?
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Chapters:

Proactive Operations This implements the concept covered in Part 1 Chapter 1

The Art of Dashboard Best practices thabalanceusability and functionality.

Inventory Dashboards for inventory management

Performance Dashboards for inventory management

Capacity As above, but for capacity management

Configuration Dashboards for configuration management

Availability Dashboards for availability management

Role-based Content Dashboards for specific roles in the management of IT operations.
Log Analysis

Reports Report best practices



Proactive Operations

Part 2 Chapter 1

ProactiveOperationsis a complex concept. How does it work in real life?
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SYaLCITl CligagCiniciil

As a product, bw doesVCF Operationd&communicategto its users?

- Alert Push to users’' mobile phone as it's urgent. Users are
required to follow up, and not wait until the next day
VCF Dashboard Users proactively login on laptop or desktop. Highly
Operations interactive, richest functionality.

— Report Push TD u-;:?r::'.rnnilb-:n‘( as_thm',' read offline, may forgot

to login. PDF file or CSV file.
In terms of urgency, live screen is the most pressing, followed by alert. Report is suitable for long term
NEOASGd | 43S RIFaKoz2FNR d YdzOK & LlRaaArofsS a AG 27F°F
why the diagram above shows it with biggeraav than the other 3 ways.

If you applythe abovethinking, you will vrealizeeveral benefits:

Less reports Encourage users to login as they get richer experience. Compliment witHdsgir
dashboards, made available at usgendly intranet website

Higher Higher engagement with IT Leadership Te&@ake time to educate and

engagement demonstrate how dashboard meets their needs better. Use a {agis dashboard

displayed prominently near their office to encouraggolvement

Bettertelemetry LG Q& y20 Ll2aairoftsS G2 GNIF Ol AT dzaSNI
can even track how they interact with VCF Operations, usipBty website
tracker software

Flexible You can tailor the threshold (greeryellow ¢ orangec red) accordingly, as each ¢
threshold the 4 way of communication have different level of urgency.

Synergy

The following table details how the 3 ways of engaging are complemehta®d@S SE Of dZRSR a4 ONB Sy
narrow usage.

Alerts Dashboard Report
Nature Reactive Proactive Passive
Good For Exception Exception Exception
Analysis
Depth Detail Detail and Summary Summary
Use Case Troubleshooting Troubleshooting Export to spreadsheet or
Monitoring. PowerPoint
Optimizing
Time Minutes Daily¢ Monthly. Weekly onwards
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Roles

Timeline

c20dza A a

L1

ay2

Focus is days
L1 onwards

Architect Team

Focus is weeks
IT Leadership

Finance Team

Capacity Team (Dashboard + Report work together)

Audit Team (Dashboard + Report work together)

Tenant (Dashboard + Report work together)

In VCF Operations, the following are implemented as dashboard:
1 NOC screen
¢ Daily health check
1 Longer cadenced

However, they have diferent timelinds a result, they have different purpose.

Purpose

Timeframe

Usage and
Interaction

User

Primary
Content

LiveNOC Screens

Daily Preventive Check

Longer Cadence

Real time visibility into the Prevent alerts of the day. Larger optimization and

overall environment, so
live fire is attended right
away.

Urgent (hopefully not
important)

Focus: last 5 minutes
Data: 1 hour

Live. Always on and
projected on the big
screen.

Time spent tanalyze 10
seconds

L1 (first liner)

Availability. Performance.
Security.

Tomorrow is another day
as it will be checked
tomorrow morning.

Important (hopefully not
urgent)

Focus: nexi2 hours
Data: 1 week

2x a day. Once at start of
day, the other at end of
day.

Screentime: 10 minutes

L2 (expert)

Same area of concern, bt
the Daily Check is broade
and deeper as it has muc
longer horizon.

How are their differencesanslatingin the product UI?

PART 20F 4
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issue avoidance. Deep an
broadanalyzisf the
whole environment.

Important (definitely not
urgent)

Focus: Weekly Quarterly
Data: 1 year

Less standard.

Multiple usage throughout
the week/month,
depending on the persongz
and need.

Auditor, Capacity Planner,
Performance Specialist,
Cost Specialist

Capacity (utilization,
reclamation,
optimization).
Sustainability.
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LiveNOC Screens Daily Preventive Check Longer Cadence
Dashboard size matches the Dashboard size 5-2 screen  Dashboard size 2 screen
projector/TV. No scrolling. deep. deep.

Tablenot suitable. Hard to conclude Scoreboard is suitable, as L2 Table for export to

by seeing many numbers. will click to do interactive spreadsheet for further
Easier to see trends present filtering andanalyzis analyzis

number

No interaction as there is no Standard interaction process Rich interaction. Flexible
keyboard/mouse. See from a flow, depending on the need
distance. It auterefreshes and auto at that time

rotate

LIVC OUICCH

The reaitime nature of life inside thé&letwork Operations Centeoom calls for a different type of
visibility.

Gollaborate withNOC Roonteam, as they are ultimately the consuméi/hat information do they need?
2 KFG R2 @&2dz ySSR TNRBY G(G(KSYK 2KIFGiQ&a GKS 9EAG / NRAGSNA

The following diagram summarizes the keguirements and constraints. As a result, the dashboard
needs to be designed accordingly.

Large Col r Drive
Numbers code Action PEROEGIS

Now 0 Interaction Auto Rotate

0 interaction Think of TV, not monitor. NOC screen does not have keyboard and mouse for
to click and type. So the information is atrefresh and auterotate.

If your TV hastouchi ONB Sy > (GKIFGQa || o2ydzad ¢i
need of being useful from afar.

Toolbars & buttons on screen should not be used. They add confusion, plus tt
no way to use them from afar.

Most widgets are not suitable as a result.
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Large Number  As the information is seen from a distance, the font used is much larger than t
standard font used in laptop or desktop monitor. This also means the screen r
SadlrdsS Aa NBfFrUAOSte fSaaovw 2KSYy RS:

Now It is placed strategically because it displaysree sensitivanformation. As such,
many operational use cases aeetually notsuitable for these. For examples,
CapacityCost and Sustainability managemeste not highly timesensitive They
tend to stay static for hours, rendering them unsuitable for live screen.

LiQa «&latests-giidlutedata. Thepast is lesselevant Ideally, project the
next 1 hour.

The information auterefresh frequently. Think 1 minute, not 10 minutes. If the
display is static for 300 seconds, users will not be drawn into it.

The information presented is more urgent in nature than alerts (otherwise you
simply use alerts!) and is used to complement alerts

Color Heavyuseofcolof. 2f 2 NJ A4 SFaASNI 2 RAISadG
read. Lots of text can confuse viewers. Text can be hard to read from afar.
Use key colors (green, yellow, amber, and @d$sify the severity of the issue

Bydefault, all should begreen.If you display something that isd most of the
time, after a while the viewer will ignore it. This defeats the very purpose of
displaying on the big screebse alerts for something less urgent

Ideally, all the numbers are in %, with 0 being bad and 100 being perfect.

5 second KISS (Kedp 9mple Show). Remember the Second test

The screershould be easy to interpret, user friendly and do not require an
explanation

The above principle applies to the part of the dashboard that is projected on the big screen. You ean dua
purpose the same dashboard, to cater for the operators in the NOC room. These help desk administrator
should have the same dashboard on their degkto laptop. They can then use keyboard and mouse to
interact with the dashboard, enabling them to drill down and find out more information.

LQY |61 NS GKIFIG 2GKSNJ LISNB2YlF>X SAaLISOALffte L¢ S
does not mean we design a NOC dashboard for them. For example, say CIO drops by every single day f
10 minutes. In this case, if it makes life easi®gpLI NS | Rl & Ko 2 EhNd& o zh yTH 120 BN
up during the visit. There is no need to have the dashboard on the wall for the remaining 23:50 hours.

Action

Action, not informationNOC show data for your action, not for your information.

Focuses on immediate remediation. Remediation action has to be immédiate a a2 2y | a LJ2
red.

LT a2YSGKAy3 OFLyQi 06S FAESR 6AGKAY GKS alyYS RIE
not be shown, as the dashboard will ke for hours.Use alerts for longer remediation window

PNPofSYa GKFEdG R2y Qi NBIJZANBE AYYSRALFGS NaulNOEGA 2y
Screen is not your To Do List.

Examples of suitable actions: stop provisioning of new VM, take agtiofiMs that abuse the shared
infrastructure.

Examples of not suitable actions: Increase supply of infrastructure, such as adding hardware.
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Auto Rotate

LGQa y2i Srgfresteiikto the2shekamuditof information Autorotate enables you to show
more contentwithout scrollingthe dashboardl y R LINE @Sy i KdzYl yQa o062NBR2Y FNRY
screenfor hours

Configure the dashboards to autotate in a logical flow. Explain the flow to the users as it can get
overwhelming.

Inventory " Availability
. . Auto-rotate
Configuration - - =y Performance
Compliance Security

Implementation wise, you need to disable Guest OS screen saver, Aria Operations user time out and
Guest OS going to sleep.

Full Screen

m Wiware Aria Operations : Critical Business Applications n G- | & et ! CLSTOM

Ayerage of all Business Applications Performance

il

For improved focus, hide the menu and navigation by using a-legindashboard. This will also

maximise the screen real estate. Complement this by enabling the browser full screen, so viewers do not

8§08y 488 AGQa F 656 LI IBm@sutKS LINBOSSRAY3I aONBSyakzd
Take note that viewers cannot leave the page and navigatento other pages in VR Ops. The object link

belowdoes not work. Yes | agree the product should have removed the URL.

PART 20F 4 Chapter: Proactive Operations Pagel0



PART 2 OF 4: Consumptions

05 Services

Marme Incomeng Connactions Outgoeng Connections Crymarmic Port? Pewt R
ML 4 false (80, 443] Up
Apache Tomcat 2 ] false [800%, B081, 39585, . Up
vROps Analytiq APSche Tomcat 4 1alze CO00, 32001, 1000

vROps Collector 1 brue (32002, 35669, 1100, Up

ally rcailull CIHNICUR

This daily, proactive health check forms tHéI2g of your proactive operations.

Start each day with a proactive daily health cheugkially, this is done by both Level 2 and Level 1 team.
As Level 1 gain confidence, they may even do it at the start of their shift. As thereagiaifes in 24/7
operations, the dashboard gets used multiple times a d&g dashboard aims to minimize alerts by
analysing underlying issudsence it requires some expertise of how VCF perfothadso requires
someone who knows the environment well, especially what is happening on that day.

Morning Routine

As the person responsible for the health of the overall environment, what do you check every morning,
with your first cup of coffee?

If the answer is a list of alerts or complaints, how do you know the big picture?

BB YR fFNHBSSY &2dz2NJ SYPANRYYSYy(l A& 3I22RIIFRISMIS NG A
good, you have some knowledge on the problems as you need to explain it to your management. On this
assumption, this dashboarfdcuses on things that need attention.

It complementsalerts by showing insights (situation that has not triggered an alert) and show the overall
picture. The overall picture is also useful as before you troubleshoot something specific you should
ensure the issue is not with the overall environment.

As insights complements alert, open the 2 screens side by side. Simply open 2 browser windows, as
shown in the following screenshot.

PART 20F 4 Chapter: Proactive Operations Pagell
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=
| = L N - - =
] igh I i
|I"ISIg ts. e 5 Alerts
Ul is visual. Trend charts and Ul is task-oriented. A list of
I Distribution charts showing o | alerts to act on. Start with the
overall picture maost prevalent or most critical

Bz e [Er me w2

There are 2 dashboards, one from VCF Operations and one from Log Insight.

vSphere Daily Check

a8 LI NG 2F 2dz2NJ RIFAfé& OKSO1X @82dzQNB I FGUSN) OKFy3aSa |y
Configuration changes.
Consumption changes. Both unexpected increase and drop are not desirable.

Supply changes. Focus is on unexpected drop, which could be due to a variety of reasons (e.g.
maintenance taking longer than expected).

1 Dynamics: VM state change, VM location change, VM inventory change

¢CKS FANRG GKAyYy3a (G2 OKSOl Aa (GKS GNBYR 2F fSNIaod {A
IAPSa e2dz I I22R AYRAOFG2NI 2F ogKIFGQa I KSIR 2F @&2dzo

Alarm can give insight when reviewed as a set and over the last 24 hours.
It cuts across objects, so we must be able to see ripple and correlation.

Check the patterns of alarms in the last 24 hours. Is that within expectation?

Red Adkirts Crange Aleris Yellow Akerts

L&
I L Ik & H'.'I,J- ] b kY B b
Y #1 "",-*".'!'x ! ".H',II I. "‘|'-I‘ | T L,II.1 h A
W

Check both the absolute amount and the pattern. Compare it with your expectation on that day. Is today
a special date, where high demand is expected? Any relevant changes approved during last night change
window that will impact supply and demand?
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La (KS GNBYR dzydzadzZ f K C2NXY |y SELISOGFGARZY 2F 41
I 2YLI NB Al 6AGK gKIGQa KILWSYyAy3dI 6Sdad 5/ dzLJA NJ

List of Clusters

B | [ ]
G{LIKSNB /fdzaGSNI Aa | f23A0Ff 3ANRdzZL) 6 KSNBE G &A YA
The table is sorted by the overall performance, where the least performing cluster is shown at the top.

The columns sport leading indicaspas it uses worst() not average. It checks 9 key performance metrics.
Adjust the threshold to your comfort level. 4 utilization metrics are shown to catch abnormal peak.

Performance Trends

2 KFGQa GKS 2@0SNIff LFEF{ LISNF2NXIyYyOS | Yexpeadthé f f
numbers to be within youexpectationof that day.

i
Ao
vl P I |
| | |} I |
T TR L TR Y T i
"".“' AR L A ™ \ ‘

& il l
| | \«,v.ﬁql:;'vj.:-.-“-J'.-.,-_“-.,.-,.'_-'-_ .‘_’:-_H'.Il"-..lﬁ,-l'.w'r.-ix-'-.I-"

2 KFGQa GKS 2@0SNrff LFEF{ LSNF2NXIyYyOS IY2y3 Fff
dive into a specific cluster. This section automatically shows its performance in the last 24 hours.

The 3 table covers CPU, memory and disk. Expect CPU contentietigherand more volatile than
memory contention. Add network drop packets if the isgxéstsin your environment.

Each table shows 2 lines (worst and average). Areithiayewith your expectation, both the absolute
amount and their pattern over time? Make sure the average is well below your comfort level.

If the worse is far higher, you have an isolated incident. If they are close and the average is not low, you
have a widespread issue.

PART 20F 4 Chapter: Proactive Operations Pagel3
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Affected VMs

The distribution charts place all the VMs in 4 levels of performance (green, yellow, orange, red). Attend
to the red category first.

They are based on 2econd peak metric, not-Binute average. This gives you a leading indicator. Each
value is based on the highest in the last 24 hours, to enable daily comparison.

Add network drop packets if the issegistsin your environment.

ety [oabtitnten W Mamary Contantios Disiibitio VM Dt Latanay Dinisiestn

e
2am jam

Configuration

Next is configuration. What atgpical misconfiguration that cause performance probl@ms

itk F Wi ittty O 1l =F WM i Dalioe Comanll ol Wi i Tipees bt

a4

‘"m'ERE EHEm.

Ideally the above returns 0 VMs.

VM Changes

What are themportant changes on VNMs the environment more volatile than expecteBfAsure they
matchthe expectation of the day

= W Invesnlary Chanies WM LegElicn Charges 5OWM Shabe Chiahge

s s i 2 e e e
TR N N R

High volatility increasethe chance®f alerts.

There are 20 types of VM changes that can happen to a VM. They are grouped into 3 logical sets. For each
set, the changes are shown in order of urgency, where the least desired changes are shown first.

Each of the 20 changes are unique. Ensure they match the approved change requests and expected
changes of that day.

f State = VMs power state change. Abnort@ngesuch as reset, suspend and power off are
shown first.
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1 Location = VMs are moved to another host or datastore. This can be hot or cold migration. Hot
migration is shown first ais might impact performance.

1 Inventory = VMs are added cgmoved hence impacting count of inventory.

Utilization

To complement the performance, we need to check utilizathne they higher than expected? On the
other hand, a big drop means the amount of work completed is less, which could indicate availability or
performanceissues

We check the 4 elements of infrastructure. Sinleis is the overall utilizatim, it should be stable or
cyclical overtimeMake sure both the pattern and the amount anelinewith your expectation of that
day.

The CPU widget uses Usage metric as it is aware of CPU clock speed. The memory widget uses allocati
as memory load is much more stable, reflecting its nature as cache of disk space.

If you have enough screen real estate, add the Memory Balloon and Compresed + Swapped.

Customization Tips

If you operate a large environment, you can add a table of data centers so you can zoom into specific DC
You can even add vSphere Clusters in the table, just take note the table will be longer.

One of the table rows has to be vSphere World object. This lets you see the overall picture.

vSphere Daily Log Check

A lot of information is only available in the form of logs. Use a daily Log Insight dashboard to perform
basic hygiene, such as:

1 Undesirable VMs eventévre they in line with your expectatiorhat means the corre@mount
and right timing Harmless events such as VM relocation, snapshot, powered on were filtered out
from the dashboard.

1 Undesirable VM changes & Snhapshot. Are they in line with your expectation? Harmless changes
filtered out. Are changes and snapshot taken during office hours?

Issue. vCenter Alarms, vCenter tasks that ended with error, and ESXi potential problems.
Security. Any malicious changes? Anyone issuing shell commands at ESXi console? Login by roc

PART 20F 4 Chapter: Proactive Operations Pagel5
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1 vMotion. This is a leading indicator of a larger performance issue. Is the bandwidth lower than
expected? Is the downtime longer than expected? Some clusters did a lot more vMotion than

usual?
- - : < s
Undesirable Vs svents.,
Hire theey infing with your mgectasion? Bight ampurm % B % & o
wnil g e g T Harmldas eseii aich an vid
rmbzeation, snamhot, praered cn ware fised oo
T i [T as s i
Undesirable Y changes B Snapshat. == =
firm fhay mine with your sxpectstion? sl n =
changes TEtared OUL Are Charges 2 snapuhot L A I. = S=l==Z
\atars nrirg S hosrs?
SAW . Gt T3 &b
510 = =
Ceribar Alaimia, vConber basky Huini o hdnd with wirer, — I.I T
bl e III '.!n!""l-:l!n" T Ill.l.ll!.“.!'!.!'.'.__..-_. =
L T R R T T T R 5 ey B T T Y T ST TR e
Sacurity —
dry madicinn change ¥ lmpone imumg shal 1 ¥ = Ll bk iianaababbi
commants # [58 conpcie? Login by roo i I "—"'I““""'"“r II 1
[ i S S S—— <= B _BEENL wblllddaanah ¥
;M;ﬂm____" P z T i = mim sman g
inthe handwadih imsser than e cied? 1 ! I- 5 i T
dawniime lnges than espacted? Some chaten dd i I_".-l: L o
kot mtre wMation than uswal? = . I“!i' L bl Gl L =
HA and Biks = """
Ay twme with B and DRAT B DS ol merw actam I - | . .: iz " s re ==
fhian sspected * Witich cuvter 15 henamong II slmnle_orTentn, Egm-nﬁm‘ﬂ =
shnor maly wEan?

Business Applications

Business Level Reporting: Internet Banking application

Web Seryer 1

App Server 1
Web Server 2 Database Sarver A
App Server 2

Wb Server 3 Database Server P

App Server N

Web Farm v5phere General Purpose Database
Cluster \ viphere Cluster vSphere Cluster

IT Level Reparting: Shared virtual infrastructure

PART 20F 4 Chapter: Proactive Operations Pagel6



PART 2 OF 4: Consumptions

There is a need for more-tepth busines®riented reporting focused on logical business constructs such
as services, applications, departments, divisions, teams, groups, or any other type of logical business
structure. Quantifying performance, capaciand cost at the logical business unit level makes more
relevant information to business leaders. This is because services, applications, and business units can
span multiple infrastructures from private, through hybrid, to public. Not only is busiéasted

reporting more intuitive for a business to consunteglso makes the IT more transparent and aligned

with actual business outcomes.

CNBIljdSyidtes odzaAySaa dzyAld aidl 1SK2t RSNARA gAff | a
performance, capacity, configuration, and cost. For example, a business owner may ask the following
guestions:

f What isthe infrastructure cost for an application, service, or department?

1 What can we do to reduce the infrastructure costs of our service/application?

1 How much compute and storage are our application/service consuming?

1 What arethe poorly performing VMs in an Application Stack and why?
These questions are mostly about the underlying infrastructure, but instead of being posed at a vSphere
level, they are positioned around the business applications. Traditionally, it has been very difficult for IT

to answer these types of questions becatyggical Element Managers used by IT, represent various
objects in a very rigid hierarchical fashion that does not translate well to the elastic business structure.

The Crown Jewel

They are your missioeritical business applications. They form a small percentage of your VM population.
However, they are essential to the company revenue, profit or image. They are your crown jewel system.
SAFFSNBYU AYyRdAdzZZONARSA KIFI @GS GKSANI 26y aSid 2F YAa:
FYl{Ay3ad LT &82dz2QNB S/ 2YYSNDODS:I AGQa &2dzNJ 2yt AyS
In order to be proactive, you need to monitor these applications closely. Likely a few times a day, not just

one time in the morning. The application team is watching their own system throughout the day, so you
Oy Qi FFF2NR (2 oS franfinfradtRuctureviewipiint. 1 Qa KI LILISY Ay 3
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v
Health Chart <<+~ 55 na.
Health of every VM that makes up that Detailed KPI
Application, Actual counters that define a VM KPI.
Color coded.

vSphere Folder Structure

To implement the above, the first step is to design a vSphere folder structure that reflects the
organisation structure. These folders and their relationships are then used by VCF Operations groups and
business applications.

The following structure shows Business Unit as the top folder. Each business unit can have 1 or more
departments (Business Unit C spans 3 departments in the diagram below). Each department owns
multiple business applications. A business application tygicahsists of multiple tiers (e.g. web tier,
applicationtier, database tier)A tier is a group of V&performing the same function, running the same
set of softwareand have identical hardware configuratiorou expect the VMs are either scalet

(farm) or active/passive.

PART 20F 4 Chapter: Proactive Operations Pagel8
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Business Unit A

Business Unit 8

Business Unit C

Business Unit D Business Unit E

I

Biz Unit C;
Department 1

W
Biz Unit C;
Department 2

Biz Linit C
Department 3

W

C.2: Application A

W

C.2: Application B

J

C.3: Application C

g

C.2.B: Weh Tier

e

)

C.2.B: App Tier

l

| W
¥

W

Wit 1 Vv 2 Wi 3

W

C.2.8: D8 Tier

The limitation of the above is reorganisation. You will need to rename, move folders to the new parent
folders, and delete folders that are no longer relevant. For example, if Business Unit B merges with
Business Unit C and the combined entity ha'ew name, then you need to rename one of them, and
delete the other. This is why | only have 2 levels of organisation in the above. Your goal is to have some

t SoSt

2F O2yGSEGE y2i 02

NBLX AOI GS

0 K&enSy i ANB ;

The application name should be unique. If not, prefix with the department name.
¢tKS T2t RSNJ yIYS ySSRa 2
application name as prefix.

0S dzyAljdzST S@Sy | ONR &

If you have multiple vCenter servers, the name should be consistent across all of them.
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Objects Design

inventory = sasic view

m B @ ™

Business Applications

Custom Groups
Custom Datacenters
Business Applcalions
- B¢ M5 Active Directory
> @ Mew Tier
» @ Web Tier
« ¥ Shop Floor Contral
« @ Appication Teer
£ 28 JUL-kcrm-rmain
£ 814
» @ Database Tier

> @ Web Tier

Business application is not an object that
belongs to vSphere or VMware. It can
potentially contain objects outside VMware
202S0Gao {2 GKS LJ NX

. calledEntire Enterprise Applicatiopnas

shown on the following screenshot.

Inventory = sasic ViEw
m B & B O

| &l objects

» & Configuration Management
- B Containe
» =¥ Husiness Application
* ® Container Adapter Instance

« [ Entire Entarprise

< 4" Entire Enterprise Applications

¢ ¥ Intemet Banking
p W MS Active Directory

» ¥ Shop Floor Contral

Ly GKS &aONBSyakKz2i(xz
Limitatiort The tiers are manually added. It has no dynamic membership thelwaypm Grouphas.

PART 20F 4

& Entire Enterprise Applications

Sumimary Metrics 8] Alerks Tapology

@E]d & &[m] =z @~

Lt

= el Banking 2
{T}

(" Entiré Enterprse App ¢ W™ M5 Active Directory (2

¥ Shap Floor Controd. (3

82dz Oy aS$S GKS aidNHzO( dzNBS
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Dashboard Design

The dashboarfbcuseson Performance. To some extent, if the Guest OS is down, the dashboard below
will detect it.If you enhance it to include availability and compliance, let me know!

The top part of the dashboard show® overall trend.

Assuming you only list your mission critical applications, you should expect the value to be good and
match business reality.

The problem with average is it might mask a problem. For example, you have 2 mission critical
applications. 1 has is value goes up (for whatever reason) while the other goes down. The average will f
to show it.

This is why the next row on the dashboard complements the overall picture. It has 3 columns
9 The®O2f dzYy aK2g¢ga Fff GKS odzaiySaa I LILX AOFGAZ
judged from the most recent value.
The 29column shows the tiers within the selected business application.
The 3¢ column shows the VMs within the tiers.

~Business Applications, TierA VM

The columns also support drill down into VM Performance dashboard and VM Capacity dashboard.
¢KS flaid O2fdzyyz o0SOlIdzaS AdGQa | tAad 2F QAN dz
systems. Take note this requires Telegraf agent.

The 3 columns also drive the table underneath them. The table lists all the VMs for ease of analyzis.
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Customization

You can enhance the visibility by corelation. For example, you can compare the applieatiometric

with infrastructure metric. CPU is a good general candidate. For example, you compare the number of
web server session with the CPU Usage in GHz. liEafipn developer releases an improved code that
enable the web server to serve more users with the same resource, but the reality is the opposite, then
they have something to troubleshoot.

You can enhance this by adding proeks&l metric. This requires you to install Telegraf agent.

A common request among VMware Admin is to give their customers-aewite access to their own
VMs. The VM Owners should be given a simple portal, where they can easily see all their VMs and its
performance. You can use the dashboard sharing featukéoéf Operations for a logiess access.

But what if your tenants are from different companies? They are not allowed to see one another VMs.

,2dz R2y Qi gyl G2 ONBFGS I RFrakKoz2FNR F2NJ SHOK 27

same dashboard for multiple applications teams. This requires a security mapping. Each tenant needs to
have a login ID, which must be mapped to their VM.

Role The first step is to create a role and give it limited access. All tenants user accol
will be mapped to this role. This role should not be able to browse the inventory
only access is to the group of tenants.

Dashboard I NBFGS | 02YY2y RIFakKoz2FNR FyR YIFLI
dashboards

Tenant For each tenant, you need to create a user ID. This ID is then mapped to a groL
group has the tenant VMs. In this way, the tenant ID will not be able to see othe
VMs.
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Capacity

In order to calculate the capacity demand, you need to know whether it is guéisgive or activactive
set up.

CPU Consumption =

(
If Active - Active then Average (VM Member CPU Usage) Else Max (VM Member CPU Net Run )

)
!

Min (VM Member Total Capacity) * 100%
The above gives you a number in percentage, making it easier to see across many tiers. Let me know if
you find a use case for absolute numbers (in GHz for CPU and GB for memory)

For total capacity, we take the lowest value among the members VM.

MICI L

What, exactly, is alert?
The 3R of alert:

Rapid The issue igrgent; hence you want to know the problem as soon as possible.

If time is not an essence, therdaily SOP with dashboard is more effective as y:
can see the big picture. Avoid sending alertpeéoplethat do not deal with day
to-day operations. &ng term actios such agapacitymanagementre best
served with dashboard

Do not treat alert as To Do List. It is also not a Reminder

Real 52y Qi O2yFdzaS FfSNI 6AGK agvyLiizyYyo
LF GKSNB Aa y20KAyYy3a ¢gNRy3a:Z GKSNB A
you do not set up an alert on inventory changes, as inventory is merely an act
of something.

Rare If it happens too frequent, it will numb you.

Alert focuses on exception, not the big picture. As a result, you want this to be
YAYAYlLf® LT GKS gK2fS K2dzaS Aa 2y

What distinguishred criticality versus versusyellow criticality?

The following diagram provides the answer
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; ASAP
Something Vim: ACK ’,r'
happened Of  r— Urgent? - - Whendol
changed Do you need toact on Buzz me now St anit? Sometimes
it today? tood : ey

Abowve is about an abject. It The wider the impact, m" Huﬂi-mﬂ
may have its metric crossed thie higher the Importance
a threshald, its importance

contiguration changed, or Its
state changed.

Mo. Next Business Day is better.
Low Importance
Don't buzz me as it's better for me to see them as

8 group as part of Dally Health Check.
[ SiQa adzYYI NAT S Kz2g ét&(ﬁyoﬁéaﬁoﬁsi&l‘ﬁ 0 NJ yaftl S A )/[] 2 RI &
- Review it today (the sooner the better)

Review it today

Review it tomorrow (could be a false positive)

Great!
Yellow Symptom. Non urgent. Leading Indicators. Symptoms. Could be important, cc
also be false positive
Orange Alert. Urgent, but importance is not high. Attend by end of day, do not delay u
tomorrow.
Red Alert. Urgent and important. However, it does radtvays mean you must drop

everything you do and start firefighting in secondiend within 1-2 hours

There is a subset of Red where you need to drop everything. Think of it as
SYSNBESyOe® LG YIe y24 0SS AYLERNIF Y
at 0200 hours, you attend to it as you do not want to delay.

ly Fylrft238 ¢S Oy NBtlLGS Ay tATFS A
life threatening, you want to stop the bleeding immediately, not 15 minutes lat

The good part is such emergency situation rarely happens. There is no alert
defined for it in VCF.

Alerts Planning

Managingalerts is not the same as minimiziatgrts. Managing is dealing with alerts that are already
triggered. Minimizing takes us towards preventing alerts to begin with. Use insight to minimize alert
definition, as alert should be reserved for urgent and important issue.

Your goal is to minimize alerts storm while providing ineadestcoverage. This calls for a careful
planning on the alert definition, symptom and threshold.

For each alert, ask yourself: what actimustbe taken today, by the person seeing the alert?
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1 If the answer is nothing, then whdisturb the persortoday? He will be bombarded with early
warnings.Dashboard givebetter pictureas it showsssueghat are yet to breach the threshold.

71 If the answer is something, can thattionbe automateddf the answer is yes, then why do you
want to be alerted? You should automate the resporige careful of simplified logic as computer
has no common sense. An automation that is not fool proof can result in a disaster.

If the answer is escalating to the next level (e.g. Level 2 support) after adding some context and initial
analyzisthen it depends on the urgency. Generally speaking, L2 has lbnmgdinesand need to see
bigger pictureSo the L1 frontliner may group the alerts into 1 instead of escalating each as isolated
cases. If this is the case, help the L1 to see the big pictudasiboard is more effective.

Target Persona: The Who

It is essential to design the alert for each persona. What is relevant for one may be irrelevant to others.

There are at least 3 main personasth additional sukpersonas
1 Application team
71 Infrastructure team This is the main persona, but it has at least the followingpareonas:
A Network Team
A Storage Team
1 Security team. They look at both, but purely from security perspective.

Class of Service: The What

Not all workloads are equal. The mission critical applications are certainly more important than its
development version.
Classify your workload into 3:
1 Mission critical applications
1 Standard production
1 Test and Development
Having more than 3 can complicate operations.

Tailor the alerts according to the class of service. The higher the criticality, the lower the threshold. For
example:

1 Mission Critical: VM Disk Latency > 30 ms for 5 minutes.
T Standard Production: VM Disk Latency > 60 ms for 10 minutes.
1 Test and Development: VM Disk Latency > 120 ms for 10 minutes.

What to Alert

What areas do you want to monitor with alert§?hat can you do to reduce the noise?

Define the types of problem for each pillar of operations. For each type, classify if an alert is needed or
not.
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Availability

Performance

Security

Configuration

Compliance

Capacity

Proactive hardware replacemebefore reaching the manufacturing limit. For
example, the SSD disk has limit of number of writes as each write introduces
wear and tear The manufacturer has a number in mind floe endurance. If you
have thousands of disks, you create a weekly dashboard just to track this limit
schedule proactive replacement for those disks nearing their limit.

Check the hardware temperature as heat is the #1 enemy of electronics. Okay
you have water leakage you have a different problem

Ensure software stack compatibility as versions incompatibility is known to cat
outage.

Haveredundancy, so unplanned downtime triggers ®OINRA G A OF £ | £ ¢
within the allowance set in the design. If you design N+1 availability, then a sir
downtime isnot a red alert

Trap soft errorsThey are norcritical events that act as early warnirigeat them
as insights.

Minimize reactive operations not by using lower threshold as that will result in
noise. Instead, track early warning metrics via insight.

For consumption type of alerts, only defired alert. levelis best covered
by daily dashboard.

For contention, sppress for low utilization, as likely the impact is not felt at the
application levelUse CPU as the proxy for application.

Daily check for sustained and high utilization, especially those trending upwar:
over time.

Separate formal SL@alert) with internal KP({insight).

Security attack. If the attack is live, the alert screen needs to be accompanied
NOC screen.

Check for undesirable events

Onlyhighrisk settings thatcause urgent problems such as slow performance,
outage, or security hacking.

Nornrurgent config issueare best managed via dailyealth check
Only the urgent one, where you cannot wait until tomorrow
Only defingredl £t SNII & AdGQa I 3IdzZa NR NIAf @

Alert should not replace operations best practices. For examples, you should &idurare Toolsare up
to date. If you set an alert for outdated VMware Tools, you become reactive and may get excessive alert.
{AyOS AidQa y2i dNBSyGsz AdQa o0SGGSNI G2 KI @S
Tools. Make sure the list is empty.

Alert should be triggered on all affected objects, both the victims and the villain. It is common that a
failure at the lowest ripples through the upper layers. For example, a physical disk failure in a vSAN
cluster. This in turn can bring down an enti®AN disk group. If the ESXi host has only 1 disk group, it

can impact the host as it will have no storage.
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What not to Alert

52

y2d aSd ItSNI 2y A&aadzsS GKFG 82dz Oy NBGASS

lets you see the big picture.

Availability Backup failure. For example, you do nightly back up of 1000 VM and 1 fails. S

@2dz adAtf KIFI@®S GKS LINB@A2dza yAIKEG ¢
The exception here is there are many VMs affected.

Cost Nothing urgent.

Inventory {AYyOS G4KSNB Aa FtNBIR& I bh/ &aONBS)
Ff SNI KSNB |a Ay@Syi(i2NE A0Qa YSNBf ¢
or bad

Capacity Reclamation and downsizing is best done via daily dashboard.

This is often mistaken as performance problem, as high utilization is a commo
alert.

Configuration Nonurgent issue, such as outdated VMware Tools.

Compliance Nonurgent issue, such as neecurity compliance to corporate standard.

Examples ofnportant but not urgent

9 a1l 2ad Aa AYy YIAYyGSylryOS Y2RS F2NJ LG €Srad
RFead LGQa AYLERNIIFIYyG Fa GKIFIGQa y2i y2N¥IT O

9 a! NBO2@SNIo6ftS YSY2ZNE SNNEBN) KIFad 200d2NNBER 2y
NEO2@BSNBR® , 2dz tA1Sfe ySSR (2 NBLX I OS KINRg
one. You need to schedule a hardware scan, which may require a schesuigrde.

1 You notice vMotion has been taking 300% longer in the last 12 hours, going up from the usual
nonad (2 nockE aSO2yR Ay wmn fIFNBS OtdzaiSNAZ 4
a low level issue that none of the app owners have not notidkd.urgent, but important as it
can potentially turn into a big problem.

1 You notice a performance problem that has happens randomly. It went away by itself within 5
YAYydziSas a2 GKS 26ySNI{AYR 2F F2NHADS & 2dzNJ
going on a few times a day for a few days. Different owners araéted so each does not really
O2YLX Ay Ida SIFIOK A& NINBfe KAGod [ 2dz FSSt Al

Design
Design the alerts as a set.

1 Start with the 4 elements of infrastructure (CPU, memory, disk, and network). The reason is each
has their own behaviour.

1 For each element, look at the entire set of objects being monitored, and design top 8awn.
both consumer objects and provider objects at the same time.

1 For each object,aver the 2 types of metrics: contention and consumption.

Once you have a list of alerts, validate with

1 Consistency check. Run through each object type ravigw all the 4 elements of infrastructure
to make sure they are correct.

1 Bottom-up scenarios. Ensure all the possibilities are captured.
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Once you do the above, you will end up with an alert count for each.

The following shows the overall count of alefids the top 5 objects in vSpher&he first 2 are consumer
objects, and the last 3 are the primary provider objects.

Some objects have 2 alerts as we need to account for different problem (e.g. read vs write latency).

Guest OS VM Res Pool ESXi Cluster
Contention CPU 1 1 1 1 1
Memory Not yet 1 1 1 1
Disk 1 2 N/A Not yet Not yet
Network Not yet 1 N/A 2 Not yet
Consumption CPU Not yet 1 N/A 1 1
Memory Not yet N/A N/A 1 1
Disk 1 (GuestOS)  N/A N/A N/A
Network Not yet Not yet N/A Not yet N/A

Not yet =L QridtSmplementedit yet. Some of the Guest OS alerts requires Telegraf agent.

N/A = alert is not applicable for this object as daily check or live NOC screen is better.

[S@Qé y24 | RR GKS,tI-éG n,Zéaéél’jé Ay @{LG&n&t:lsSd}: ¢KS® L
y2u AYyOfdzRSR |da AuQad 2dzau I INRdDzZLI FNRBY |Ff SNUa&a RSaA3
Type of Alerts Datastore Datastore Cluster  vSwitch Port Group
Contention Disk 0 2 N/A N/A
Network N/A N/A N/A 1
Consumption Disk 1 Not yet N/A N/A
Network N/A N/A N/A N/A
Alert Definition
There are 2 maiapproachego define analert.
Generic Alert Specific Alert

What it is It coversspecificsymptoms The cause It covers specificaus® L G Qa Ol

O2dzf R 6S YlIyeéad Lic oriented.

VM did not get the CPU time itasked VM had CPU contention due to CPU Cc
stop caused by snapshots

VM had CPU contention due to CPU Cc
stop caused by too many vCPUs

Examples

Strength

Weakness

PART 20F 4

Alert name will be simpler
Overall less alert definition

IFyQid Sttt GKS | O
example, is it read or write latency? But
do we need to know at this stage, since
alert is just the tip of the iceberg? Can w

Chapter: Proactive Operations

Alert name is more specific
Action is clearer

Very complex to design. It does not cov
unknown cause. So we still need the
catch all as the last resort. That means
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pass this to Insight, where we can see designing the alert is complex as the
more? catch all typically contains certain traits.

Recommendatiotrecomesa long list of Most causes are not known, so this has
possibilities. Can be solvedbgvinga f AYAGSR dzaS Ol aSo
condition in recommendatioitself, so prove thata snapshot is causing CPU
AGQa y2G | f2y3 f A contention oreven disk latency.
recommendationThe recommendation 2 § 2yt & {y2¢ LINRGOGI

shouldcontainlive, clickablenformation  ynaple to prove the actual. We pray tha
instead of just plain text. we make somehangesand the problem
goes away magically.

Many known causes are due to
misconfiguration. Why wait foan alert

to address the incorrect config? Regulal
health checksshould be provided.

Mostly only for Infratructure Team. Not
so suitable for VM Owner as she does r
and should not care about underlying
infrastructureproblem.

Threshold Desion

Follow industry standard. For compliance, adhere to the relevant industry regulation.
Align with your promised SLA. If you do not have SLA with your customers, use your internal target.
Review the complaints (formal via ticket, or informal via your management chain).

Have many symptoms instead of a single and simple one.
T This sharpens the alert as it becomes narrower.

For contention, make sure the issue is both acuie sustained
1 Acute is sharp, lasting only 20 second but severe.
1 Sustained is average over 300 seconds.
1 Set theacute issue to bdx higher wer the sustained issue.

Make sure the contention aledoesnot occur at the point oferylow utilisation, as there may not be
meaningful business workload.

Design a consistent scalimgthin the context, so the relative urgency i&fd vs is maintained.

For exampleRedis alwaysix of : You can make=d 2x as bad by modifyingny 2of the following:
1 2x the threshold. I uses 10 ms latency, theadis 20 ms.
1 2x the population. If impacts 10% of the VM, therd impacts 20%.

1 2x the time. If lasts for 5 minutes, theredA & mMn YAydziSaoe LQY y2i
think it 0.5 hour makes more sense to operations team.

Wait Cycle

For contention, use 5 minutes. In cases where the metrics tend to have false positive, increase to 10
minutes.

For consumption, use 15 minutes.
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Conditions

Do not useSymptoms Instead, us€onditions Symptoms means lighter or small problems that do not
warrant an alert. Think of it as you got a light body ache which would go away after resting.

Edit Alert Definition

= 4 alart Defiratios

1- Alert 2 - Surmpl ¢} Canditie Reommendation & - Prliches

Symplams
* Pod disk read latency at Warning level

Recommendation | Remediation

Recommendation is just a piece of advice. It does not have ability to change. Remediation, on the other

KIyRZ ¢Aff SESOdziS OKIy3aS Ay &2dNJ SYygANRYyYSyilio wS02
LGQAa KINR G2 RS@OSft 2L) I-yetcdlBise iecommBendaboh. The kegsgrdis tieNJ 02 Y LI S
root cause is typically far from the alert triggered. There are too many combinatidasieed to stop

thinking that IT products he good observability. IT systems actually have poor visibility into what

happered. Can you troubleshoot when your web browser is slow even thoughhiglvendlaptop is

fast andoverallutilization is low?

b2> @2dz OFLyQid LF &2dz OFyQd (NRdzmfSakz22iG | aiy3atsS t
far more complex? Observability is always a seedads citizen in product development. Most products

only have few meaningful metrics. Even ifthey lo®#S G KS YSGNAR Oaz (KS& R2yQd LIN
have, the metrics could be unreliable or buggy.

A good recommendation is clear. It needs to lisaisumptions anéxplain the reason behind the
recommendations.

In the ideal world, your alerts are fully automatéithe problem iRRCA today is largely an exercise of
elimination. It is a process that requires human expertise on the architecture. For example, to
troubleshoot Tanzu, you need to know K8 + vSphere + Tanzu specific implementation.

The reason why we have to resort to elimination exercise isawel layer or stack does not carry
AYF2NXIEGAZ2Y FTNRBY dzZLJLISNI adGFO1® C2NJ SEFYLXESES 9{ A {/{

z

Maybe one day we camaveAH 3 4 A A0SR GNRdzof SaAK22 (A yrakdddl BBAalFIAS
steps. This becomes the training dataset.
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Application Team

We start with Guest OS as this is the closest layer to the applicatisalert is for someone responsible
for the application, running on top of Windows or Linux. It is not relevant to the infrastructure team.

Guest OS Alerts

Since performance problem can happen within Guest OS, independently of virtualization, you need to
monitor within this layer. The goal is twoactivelymanage performance before business is affected. The
challenge happens when there is no application level or user transaction level monitoring. Another word,
GKS FLIX AOFGA2Y (GSIFY aavyLie NBfte 2y O2YLIATheAy i @
correlation to technical counters is both weak amngpredictable

CPU Contention

Goal The CPU Run Queue is relatively less known due to the focus on CPU Utilizatic

This alert is likely independent of the underlying virtualization layer due to the
nature of some applications which spawn excessive threads.

Demonstrate to application team or VM owner that the laaS team has visibility i
Windows or Linux.
RedCondition  All these conditions must be met fob iinutes:
1 Guest OPeak CPU Queue?d
1 VM Net Run > 75%

This is not provided to reduce noise. If you need to set, follow these:
Condition 1 Guest OPeak CPU Queue > 10
VM Net Run > 75%

Design As the CPU Queue counter is known to have false positives, we increase the w
Consideration  cycle to 5 minutes, and add Net Run to ensure it only happens when there is
sufficiently high workload.

The alert works together with the VM CPU Utilization alert and VM CPU Conter
alert. Use these 3 alerts together.

Remediatiort If the alert of high VM CPU contention is also triggered, then follow the remedic
for this alert.

If the alert of high VM CPU consumption is also triggered, then follow the
remediation for this alert.

L¥ GKS +102@0S W NS FlrtasSz t221 a4
Compare the values with other software or code that are part of the larger busit
applications. Also, compare the value with the same software in other business
applicaions. If the software is a commercgdftware from IT vendor, ask the
vendor for ther recommendatioras the maker of that product.

If you do not get the answer, exclude this application from this alert.

1Thankarren Farrefor the collaboration.
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Disk Contention Alert

RedCondition  All these conditions must be met for 5 minutes:
1 20-second peak disk queuel®000
1 CPU Usage >1GHz
All these conditions must be met for 5 minutes:
Condition § 20-second peak disk queue5800
1 CPU Usage >1GHz

Design There is no official guidance from either operating system. This alert is set at
Consideration  relatively high number, so adjust as you deem appropriate

If you have excessive false positive, disable tiizigccondition.

Other Contention Alerts

What other performance problems can exist only within the Guest OS, which is not caused by underlying
GANIidzl f ATFGA2YK ¢KSNB IINB Ylye LRaaiAoAftAGASad LQY Y
applications.

You should create your own alerts for the following:

1 Check ifCPU Context Switchdsnsistentlyhigh. Inform developers that this could cause
application performance problem. If the VM CPU Net Run is lowriandueue is lowthen
reduced the vCPU size.

Heavy memory pagingoupled withhigh amount of page fault.
High number of outstanding disk operations.
Network dropped packet. Note this requires Telegraf agent.

Consumbntion

There is no alert defined, as it could result in false positive.

There are, however, proactive check you can do:
9 / KSO1 /t! 1&alr3sS s5AaLINRGEd LT AGQa O2yaAradaSydte
unable to use all vCPU equally. Reduce size if not required, especially if CPU Context Switch is
high and run queue is low.

9 / KSO1 FTNBS YSY2NRO® LT AlGQa O2yaraidSydte ySIN n a
pagingdiscuss with VM Ownaef this impacts performance. Do applicatitgvel benchmarking
before and after as too much memory can negate performance.

1 Low disk spacé\ot yet implemented as certain partitions such as swap is always near T6x96.
cannot be implemented at VM virtual disk layer.

VM Alerts

In overcommit environment, a VM can experience contention. How do you balance between application
team catching this alert, and infrastructure team to address the issue first?

The balancing will minimize blamestorming. Some techniques:
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1 Avoid using the £ SNI ® {e@ Yol Ke€pihe Brghfjedfor the infrastructure team, so
they have a heads up.

f Use a higher threshold. For example, you set CPU Ready > 8% for application team and > 6% for
infrastructure team.

Alert at infrastructure level, such as ESXi, is not relevant.

CPU Alerts

Design the CPU alerts as a set. That means cover all objects, and for each object, cover both contention
and consumptionThe contention alert and utilization alert should be used together. Especially for
consumer, where capacity can be increased at a moment notice, increasing capacity when there is
contention will result in inferior performance.

Contention Alerts

VM and laaS have different perspecti¥er the shared infrastructure, the alert should focus on
population issue, as opposed to just a small subset of Widsuse 25% of VM population as the overall
threshold. As this can mean hundreds of VM, we choose a lower threshold per VM.

This means ESXi, Resource Pool and Cluster. Data Center is not added as it can consists of clusters of
different purposes.

VM Contention

RedCondition  All these conditions must be met:

1 Peak vCPU ReadB2%

1 CPU Ready&%

1 CPU Contentior 8%

T CPU Usage > 1 GHz

All these conditions must be met:

Condition 1 Peak VCPU ReadB2%

T CPU Ready4%

1 CPU Contentior 8%

1 CPU Usage >1 GHz

Design An absolute unit is usefdr CPU utilizatioms opposed to relative (%) as a small
Consideration  percentage of a monster VM could still be sizable

Remediation This is complex. See the diagram at the start of CPU Alert section.
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Infrastructure Contention

RedCondition

Condition

Design
Consideration

Remediation

All these conditions must be met:;
1 Peak vCPU Readp#%
T CPU Contentior 6%

All these conditions must be met:

1 Peak vCPU Ready2%

1 CPU Contentior 3%
C2NJ Of dzZaiSNE ¢S YSIadaNE RANBOGE & I
the application. Aggregating from ESXi is less accurate.

For resource pool, the symptom does not work with cascading RP. Stacking RF
top of RP complicates operations.

This is complex. See the diagram at the start of CPU Alert section.

Consumption Alerts

Utilization alert is tricky to define as high utilization could mean good or bad.

VM Consumbption

Goal

RedCondition

Condition

Design
Consideration

Remediation

PART 20F 4

HighAutiIizAatiorl coqu causehbusinessApgrfor[na}nge, especiaIIyAfor online: Worklg'
gKSNE SYR dzaSNARA SELISOU | aNBIf 0U0AYS
All these conditions must be met for 15 minutes:

1 VMCPU Net Run 5%

T Guest OS CPU Queue >4

There is no alert as it will create more false positives.

15 minutes is used instead of 5 to reduce false positive. Take note this means \
will lose 15 minutes.

Added Guest OS CPU Queue to ensure that there is actual bottleneck, as oppc
running optimally. This should result in a more meaningful alert.

CAYR 2dzi GKS yl GdzZNBE 2F GKS | LILX AOLF
sustaining at >95% for the entire duration of the batch run. So long the job is
completed within the expected window, this is a healthy behavi&wclude this
application from this alert.

Find out from application team what metrics at applicatiager or business
transaction layer are proving that there is queue and latency. If the pattern matc
the number at the infrastructure layer, then add vCPU

Ly GKS S$0Syid 82dz RSOARS G2 FIRR /t! s
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Infrastructure Consumption

RedCondition All these conditions must be met for 10 minutes:
 CPU Thread Utilization > 40%
T CPU Core Utilization > 80%

There is no alert as it will create more false positives.
Condition

Design As this is a provider, the focison capacity management, not performance. Spa
Consideration notspeedd ¢ KI 1 Qa ¢Ke& O2dzyiSNJ adzOK a | &

The threshold is not that high as we need to consider HA. Ideally, we should ac
HA buffer into the threshold dynamically.

If this results in excessive noise, increase the threshold to 50% and 100%.
It is not set for Resource Pool as its use case varies.
ForclustetE A0 Q& &AYLX & olFaSR 2y B Hp: 27

Memory Alerts

Design the memory alerts as a set. That means cover all objects, and for each object, cover both
contention and consumption.

Contention Alerts

Memory performance is hard to trace. The memory contention can be come from different fadters.
OFyQli RAAGAY3IdzAiaK K2g YdzOK SIFOK LI NI O2y i N 6 dzi !
This could be due to

1 5 MB was limited Limit

1 1 MB was swapped

1 2 MB was compressed

1 Low $aressettingplayed a part

VM Contention

RedCondition  All these conditions must be met:
1 PeakMemory Contentiorr 24%
1 Memory Contention > 6%
1 CPUUsage >1GHz

All these conditions must be met:
Condition 1 PeakMemory Contentior> 12%
1 Memory Contention > 3%
1 CPU Usage >1 GHz
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Design An absolute unit is used for CPU utilization as opposed to relative (%) as a sme
Consideration  percentage of a monster VM could still be sizable

Infrastructure Contention

RedCondition All these conditions must be met:
1 PeakMemory Contentiors 16%
1 Memory Contention > 4%

All these conditions must be met:;

Condition 1 PeakMemory Contentior>8%
1 Memory Contention > 2%
Design C2NJ Of dzZaGSNE ¢S YSIadNE RANBOGE & I

Consideration  the application. Aggregating from ESXi is less accurate.

For resource pool, the symptom does not work with cascading RP. Stacking RF
top of RP complicates operatians

Consumption Alerts

There is no alert set at VM level as VM is just a motherboard.

There is no alert set &uest OS level as it varies per application.

Infrastructure Consumntion

RedCondition All these conditions must be met:
 Balloon > 10 MB\ND
 Consumed > 95%

2): There is na alert as it will create more false positives.
Condition

Design 10 minutes is used instead of 5 to reduce false positive. Take note this means \
Consideration  get notified later.

Balloon is set in an absolute term (10 MB) and not relative to the ESXi memory
consumed so the impact is standardized.

Swap and Compressed are not included so that alerts are triggered earlier, as
remediation action such as reducing demanzthn takehours or days to complete.
LGQa asSid +ad pmrr 2F K2ad YSYOSNE

I a
functionsascaché 42 Y2NB R2Sa y20 YSIy AGQa
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Storage Alerts

Design the storage alerts as a set. That means cover all objects, and for each object, cover both
contention and consumption.

Contention Alerts

Read latency and write latency are separated as their causes are typically diffidrenemediation
actiors likely differ as a result.

VM Contention

RedCondition For read latency, all these conditions must be met:
1 Average Read Latency8é ms
1 Peak Readr-Write Latency 8320 ms
1 CPUUsage >1GHz
1 Disk Read IOPS > 100

For writelatency, all these conditions must be met:
1 AveragéWrite Latency >80 ms
1 Peak Readr-Write Latency 320 ms
T CPU Usage > 1 GHz
1 Disk Write IOPS > 100

For read latency, all these conditions must be met:
Condition 1 Average Read Latency® ms
1 Peak Reatr-Write Latency 160 ms
T CPU Usage > 1 GHz
i Disk Read IOPS > 100

For write latency, all these conditions must be met:
1 AveragéWrite Latency 0 ms
1 Peak Reatr-Write Latency 3160 ms
1 CPU Usage >1 GHz
1 Disk Write IOPS > 100

Design Due to difference between vendor best practice and reality in customer

Consideration  environment, we set the wait cycle to 10 minutes and increase the threshold. In
theory | agree we should pick a lower number, but in reality, there is hardly any
complaint. Try to conwice your boss to invest when there is no complaint

The 20second peak cover both read and writes, this is a known limitation.

CPU Usage and Disk IOPS are added to reduce the alerts during low activity. 1
idea isbusiness impact could be negligible during low disk activity.
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Infrastructure Contention

Not yet implemented. The reason is theany:many relationshipetween VM and datastormakes it
impossible for us to set condition at VM level.
If you create, use these as a guide:

>25% of VM population has latency > 10/m&Ohighest VM latency > 40 ms\DOveral Datastore
Latency > 5 ms.

Consumption Alerts

Storage consumption covers both capacity (disk space) and performance (IOPS and throughput).
t SNF2NXI YOS A& KIFENR (204 d KSETOSREZyd2A4AKE& NROT 22 RS

Object Threshold forRedlevel
Datastore Used space > 90%
Datastore Not yet implemented. It needs to trigger when a member datastore has > 90% |
Cluster The remediation is to trigger storage DRS.

Network Alerts

| 2y adzyLJaA2y £ SNI A& KI NRUER ¢IKB yOSMT & yRdzS al XK | (INERS 21

Contention Alerts

Object Threshold forRedlevel
VM Transmitted packet drop #%and

In future the threshold should be relative to pack&@nsmitted 4% is a high
threshold as that means 1 #0 packets were droppedHowever, since it happens
within a 20second period, it is set high.

Orange alert is not set to minimize alert storm. Dropped packets are typically
retransmitted, so users do not experience problem. So the ratio is always 100%

ESXi Transmitted packet drop > 50 packets for virtual network
Transmitted packet drop > 50 packets for physical network

Distributed Port Redalert: Dropped packet > 10%

Group alert is not implemented due to false positive. In future | will change to
transmit only.

Distributed [A1Ste y20 WX AOIofSY a AdGQa eadzad

Switch
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The Art of Dashboard
Part 2 Chapter 2

There are many considerations required in designing a suite of dashboards that tell & botsst few
releases oW CF Operationsitroduces many new capabilities that change the way your dashboards can
look. Your dashboards are no longer confined to be standalone dashboard.
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oI CUTIUCT alivll

To a few of us who love visualizing information W@F Operationsve see the dashboard as a canvas.
DN} yGSRZ GKS gAR3ISGAE KIFE@S TtAYAGFEOGAZ2Y odzi GKIFGQa

Creating dashboards & art as you need to balance many conflicting requiremesush as:

The 5-second Test Purpose-Built Layout

Performance Scope Color & Content

Can the dashboard be understood within 5 seconds? If yes, you buy yourself a few more riinetes.

user understands what the dashboard does, and is willing to spend more time mastering it. To pass this
test, think of which information, object, metric can you tak@ayfrom the dashboard? See th€SS

Principle because auber-dashboard that tries to please everyone and cover all scenatiibend up not
being used.

Begin with the end in mind. Thrurpose dictates the dashboard design. 2 dashboards candrave
identicaltargetrole, purposeand use case (e.g. performanchit if the size of the environment differs,
the 2 dashboardwill be different. An environment with 5000VMs is managed differently with an
environment of B0 VMs.

A good dashboard answers a set of questions. So jot down the questions. Be specific, including the metric
and how it needs to be visualized.

A smallenvironment with 100 VIdin just 8 hosts in 1 cluster (hencalata center 1 vCenter) needs less
dashboards than an environment with D00VM spread over 80BSXhosts 100 clusters, 1@ata
centers and 3 vCenteBerves.

Product wise, the dashboard feature in VCF Operations complemedntiiitsn pages. Each pagehand
coded HTMlwith precision For customers who need to customize and personalize the information,

6SQ0S LINPOARSR 2dzi 2F GKS 02E RIFIaKo2l NRa GKIG O2vYLx
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Design Methodlogy

This section introduces us to a few considerations surrounding dashideaign We will walk through a
method where we are able to understand the user, the activity, the workflow and the other aspects

needed to understand the context before we start.

When we create dashboards that are used by others in our team we have to consider a few aspects that
are helpful in making information useful, usable and delightful.

Who

What

How

When

Begin with the end in mind. Who are actually using the dashboards you chaétaf
specific role and grsona is going to use&?

Start by creating a list of all users who would be accessing and using information in
dashboard

Against this list mention the kind of information they would find useful for the specific
persona
What is the type of activityganular vs. high level) they will perfofim

List next to the task if the information needs to be granular or high level. Sometimes
users are looking for just a KPI number, sometimes they are looking for trends.
Sometimes users might want to interact with the information, create drill downs etc.

The complexity of the activity will help you identify if you need a complex widget or ¢
simple one.

How (workflow)will they usethe dashboar@

List down what happens after they view the information, do they need to use anothe
application, anothewisualization Plan accordingly and place navigation to enable this
happen.

How often (hourly, daily, weekly, monthly, quarterly) wliky use the dashboarel

Think about the usage of the dashboard, is it a frequent use case needed for daily u
perform work, or is it for monitoring on an irregular basis.

Why (outcomeXo they need the dashboard?

Also list dowroutcomes from the dashboard usage. What is the usefulness of using 1
dashboard and what goals or outcomes the user is likely to achieve.

Once we get this information we can better design dashboards based on the needs of the users. One wa

O2dz R

PART 20F 4

68 G2 LX234 AdG 2y | 3AINKR (G2 dzyRSNERGF YR
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High level

Not frequent
frequent

O Manager O Admin

granular

An executive might use the dashboard less frequently and the type of tasks they would perform could be
high level. If you make a dashboard that is very granular and requires a lot of effort the executive might
not have the time to use the dashboard.

A manager might use the dashboard once a week, or on a monthly timeline, might need information on
both granular or highevel.

Similarly an admin agent might use it on a daily basis and might need information at times that needs a
lot of effort and at other times just a metric number would.d

Once you have reached a visualisation like this, you can better judge. If it needs to be a single dashboard
or multiple based on the persona. What items should you prioritise and what kind of complexity is
necessary based on the timeframe and time avadlatith the stakeholder

Clean Layout

Divide the screen into sections visually. This makes the dashboard easier to read. Here are some
examples of how you can divide the screen.
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Example 1

Here is a good example of laydutm Brock PetersariNotice how simple it idt is clear that it has 4
layers as layout is consistent among them.

Phiysmca P —— |

Slorage |

Example 2

You should alsplay with Dark Mode, and see how that lool$e following shows a clean layout in dark
mode.Notice howDale Hassingédras arranged this dashboard well.

Visually he has @sigredthe layouta (i 2 L) ,Rn2king it easier to see

Another technique is tareate2 sections: summary and detail.
1 The summary section is typically placed at the top of the dashboard. It gives the big picture.
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1 The detail section is placed below the summary section. It lets you drill down into a specific
202800 C2NJ SEIYLIt Ss AF AdQa F +a LISNF2NXIyOS:
VM.

This detail section is also designed with quick context switch, as you may want to check the performance
of multiple objects during performance troubleshooting. Take for example VM performance. The
dashboard gives you all the Vpecific information and klws you to see the KPIs without changing
screens. You can move from one VM to another and view the details without opening multiple windows.

Color as Meaning

LiQ&a S| colbr$alirea®@nuribsr§ if theolorhas meaning. There are many occasions in
operations that you just need to know if things are good or bad first, before diving into the actual raw
value.Coloris also easier at a glance, especially if you have read hundreds of numbers inside a large
table.

Here is thecolor| recommend:

Greenc> veliow ¢> Greenmeans good, and gradually getting worse as it moves towart
¢>Red red.

Typically used in performance monitoring and compliance.

. Take a look today, not immediately.
Take a look this week
Early Warning. Could be false positive
Great!

DarkGrey¢>GreenX Red We usedark greyin Capacity as wastage (unused) is a bigger issue
than over utilizatio® imfofant to show wastage as it can also
impact performance

For performance dashboard, you should consider usindo convey
that oversized is bad for performance.

Blue Neutral color. Used when it does not have any meaning.

System error. The data is missing due to collection error.

Typically happens in heat map. We use a color instead of white as
white is hard to read.

Threshold

At which point do you change the color? This is where threshold comes in.
Try to make the scale easy to remember by adopting a consistent scale

1 Yellow = 2xGreen

1 = 2X\eliow

1 Red=2x

The above also results iad being 8xgreen

PART 20F 4 Chapter: The Art of Dashboard Page44



PART 2 OF 4: Consumptions

The above does not work when the scale is small. For example, in Horizon, a user typicatiythas 1
RSa(1d2Lad LGIQA NINBE F2N) dzZaASNER G2 32 0Se2yR GKI

Ranges for metric coloring
Colaring: Above
Yellow Bound 2
Crange Bound: 3

Red Bound: 4

Gradient

Gradient can be handy in widget wherdative comparison among many objects is important. In the
following example, the widget is answering the question about the severity of imbalance among vSAN
RAa]l 3INRdzLJad 2 KIFGQa &@2dz2NJ O2y Of dzaAz2y ATF @2dz az2f .

Are Disk Group Space Utilisation balanced?

hK y23 (KSe& N8B y2a ol fwhighx8npdienfialfyintva Tefagytesiok data!S — NJ

But wait! We only care about unbalanced when they are significant. Minor unbalance is expedtad,
if they are perfectly identical, it would be strange.

The problem with the above widgetusilization should onlyurn red when it reaches 75%.

After fixing the 2 preceding problems, we have a meaningful heat map.

are Disk Group Space Wtilisation balanced?
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Example Implementation

In the Compliance dashboard beloggloris used to quickly show the various level of compliance. If all
you see issreen there is no need to look at the numbers & texts!

Togs Line
SUmIEHTY

Irend

Details

— Details
(Taa%s) - N

(W)

Last but not least, think of users who may not be able to distinguish atidiogs. Provide alternative way
for them so the functionality is not lost.

Past vs Present

Think of what timeline you need to show, as there are use case for both the present and the past. The

past useful when the present data does not tell the full picture as it depends on the time you login and

see it. If you login at 8 am in the morningtdsse ¢ K 1 Q& KIF LIJSYy Ay 3 2@SN) yAIKGX
not answering your guestion.

The past is harder to visualize as it has >1 data points. Ideally, you show the déteeashartso you

can see the trend. Showing a single data such as the maximum or average can miss critical information
ddzOK a daA&d AdG GNBYRAY3 dzZL | NR& 2N R2gy sl NRaé¢ I+ yR
chart is it takes up screen real estate.

If you need to show a lot of objects or mesj then you need to summarize. As coveretéading
Indicator, you may need to show 2 numbers, especially if one of them is an average.

Summary A List A Detall

In largeenvironment you manage a large numbefitems (e.g. K8 pods, AWS EQ2)js means you need
away to summarize the information, so you can work with a subset of the group. Within this subset, you
need to know which particular item to work on.

The flow Summang ListA Detail is one common technique to achieve the above.
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Summary

The summary shosthe overall picture, not a subset.

There are 2 techniques of visualizing:
1 Number oriented. Useful when the absolute value matters.

1 Non number oriented. Useful when relative values of the numbers matter, as the numbers form a

set.

The numberoriented uses a scoreboard. | find scoreboard is a good way to start, especially if the

numbers are suitable for color coding.

267 231 17 3 8

Tiztal wis Runraag Vi beoury Chmiwm Datwstcran

Based on the scoreboard, you may want to drill down to a subset of the environment. Take note that the

drill down is based on the object owning the metric.

The non number oriented uses a distribution chart, such as bar chart or pie chart.

List

TheView Liswidgetis a table that lists all the objects. Use a filter if the number of items is large.

Datacontars

Mame Clusters ESX| Hosls M3
EVN 1 1l 2]
SDDC-Datacenter

SODC-Diatacenter 1 3

wiphers World y | ¥

Having a filter also helps the dashboards scalability as showing tens of thousands of objects will impact
the dashboard performance. It also improves usability as you can use progressive disclosure, and draw
user attention to the big picture first.
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Detail

At the detail level, you deal with a single item, such as a Horizon session. If the item has large numbers of
metrics to show, you need a way to see them before plotting the trend chéotind the Scoreboarthe
most suitable as it can be color coded and supports drills down to see the trend chart.

Interaction

Interaction allows you to build interaction within the widgets. So it is himahboard, while navigation is
inter-dashboard. Take advantage of the interaction & navigationkkap them consistent so they are
not too complex.

Logically design the dashboard first using any drawing tools so you can see the flow of information. |
typically use PowerPaint, as shown in the following example.

A4 line chart, Aline chart.
| Ml [Dropped Pecket (%) amang all vDS]) | Sum [Ervor Peckets)

A table.
Al Distributed vSwitches

Atable.
Al Distribartod Port Growp n selected «05

A rabbka.
It lists all E5Xiin the salected v,

A table.
It llsts wil tha Vi in the sebocted w5, with kay propertias and metrics

A rich interaction will increase the functionality of the dashboaich for a symmetrical interaction as

AGQa SIFaASNI F2NJ 6KS RIakKo2FNR O2yadzYSNJ 2 dzy RSNRGF Y
chartsin a 4x4 combinationit looks complicateéh the screenshot belowut feels natural whemctually

used.
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Use progressive disclosure to minimize information overload and ensure the webpage loads fast. On the
other hand, so long your browser session remains, it remembers your last selection.

Widgets

Keep the variants of widgets minimals it improves usabilifyespecially when you have multiple
dashboard or adashboardwvith many widgetsYou notice that | mostly use the sarset of widgets in all

the dashboards | have created

The following lists the widgets | use
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Scoreboard Headline or Banner dummary. To get attention to the key point, | uage
text, space out the conterdind apply a gradient to make it stand out. | may eve
use color.

ObjectProperty. To show relevartonfiguration of a object | use small fontl
keep the visuaplain and simple.

alye YSONAROa LISNI 2062S00Gd . SAy3 Y2N
havemore metrics than screen real estate.

Bar Chart Absolute distribution. Thactualvalue of each bucket is importatd you.
| find manual bucket size usefuhen the bucket range values is important.

Pie Chart Relative distributionThe relative size of each slice is important to you.

Look forpatterns in the resultsuch as the numbef slices showrmatchesyour
designor desired outcome.

List Object Lists good for ondime, disposabl@ashboardd & A G Q&a O2y !
| useView Listfor permanent dashboard aslitas more featuresespecially the
data transformation and parent values.

Heat Map Use it if there are many objects, and you only need to see the present value.
AlQa adaadlrof S ¥F2 NeNOChdd Asiide fo02 y FA 3
performance(where you need to see trenalver timeanddata older tharb

minutes)
Health Chart Where the color is more important than the value.
Trend Chart I use View Trend Chart agymmain line chart. | rarely or do not use other forms

line chart such as Metric Chart.
| rarely usehe thresholdfor visual reasonThe thresholds make the chart hard 1

read.
Top N A table listing fotop N numberswithin the specified period.
Alert List Use to show relevant alerEor example, for performance, | only show

performance alertss the full alert is available in the object summary page.

Relationship | use the Advanceersionofthed A R3ISG a4 AGQa GOAadz f
all my requirements. | do natse the simpler version.

TextDisplay L dzaS A {0 I|taseithler explaistheRvhade $ldshboard or certain part of

Practitioners likeDale Hassingause a lot ofText Widget because he creates customeb pages. It
certainly makes a functioning and cool dashboard!
| rarely use the following
9 aSUNRO t AOI &N IRSRNsdESINAL ineDRrFsers will se
9 aSUNRO /KIFENI® LQR dzaS A0 AT L ySBdhglasBwidgetdS Ydzf G A
helps simpliy the overall dashboard look.
Object ListUseView ListinsteadC dzy O A2y f f & A0Q& |+ &dzLISNBSG®
Scoreboard HealttUse heat mapnstead.
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Scoreboard

g GKS G2L) 2F (KS R aKaketoNdealind, giving thedpiy pidtudefor G 2 LINJ
summary.For example, this is what | use for Inventory summary.

SuEmmANy

267 231 17 3 8 3
The above is not color codéda S| OK ydzYo SNJ R2Sa y20 KI @S | 322

also to have a neutral color.
The limitation is the number you see is the present number.

You can convey meaning by using coldrere is also a line chart in the background of each box.

Consenbor

&£14 - A10~ 23~ @ e
i T .unkt'ii[i AW e

Take note thattie background color is also based on this last value, not the average or peak of the
monitoring period Another limitation is the threshold

To see a trend chart, double click on it.

Gauge

This is a variant of scoreboart can show relative comparison. You can use another metric as the
Gid20rté¢d ¢KAA YSIFya @2dz R2 y20 KIFI@gS G2 ONBFGS |

Object Type Metric Box Label Unit Max Value Color Method (1)

Virtual Machine CPU|Usage GHz v cpulvm_capacity_provisioned v Custom (%) v

Absolute Value

© Metric Value

am I
x

> [&] Badge

> [&%] Capacity Analytics Generated
> [&%] Configuration

> [&%] Cost

> & cpu

> [&%] CPU Utilization for Resources
> [&4] Datastore

> [&] Disk Snace

You can also change the color coding of the threshold based on percentage.
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Table

A table is simply a list, where each row represents an object, and each column shiogke@alue This
enables us to list hundreds of rows, with ability to filter and sort. Each cell value can alsw ibmded.

View List also supports filter. The following screenshot sHomsissaHorizon hierarchy, so you can drill
down into specific area in the world of Horizon.

T13-vd|-posl Lrue
AutoFoatFuliPooll Lrise
clignt-poal failse

EZE-Test-VDi-Poal i ¥ Horizon Coud Pod Federation

Aggregation

Table is good for details. However, asianmary its main problem is how to give an insight over time as
each cell can only holtlvalue How to give an insight into what happens in the past? For example, how
to see the performance in the last 1 week? There are 2016 datapoints in the last 7 days, which one do
you pick to represent?

There are a few possible optiofe the values:

Qurrent This could the present value or the last known value.
LGQ& dzaS¥dAd G2 aK2g GKS LINBaASyd aal
happened 5 minutes ago. Its uséi capacity, compliancezcy’ ¥ A 3 dzNJ (0 A
rather limited in performance

Average The average of the period. Average isaaging IndicatoBy the time the average

is bad, roughly 50% of the number is unlikely to be good. It is not suitable for
proactive monitoring.

Worst The worst of the period. This is suitable f@ily averaggas there are only 288
data points in 24 hours. If you find that results in outlier, then replace it with 9¢
percentile As it only takes 1 peak to set this value, your chance of outlier is 7x
KAIKSNI AY | 6SS1{® LGQa ANBIFG F2N LI
with worst 5" percentilewhen looking at weekly or monthly period

Percentile Theworst 5" percentilenumber. This is a good midpoint between Average and
Worst. For performance monitoringhe worst 5" percentileis a better summary
than average.

BTW, we use therg.apache.commons.math3.stat.StatUtilsrary. The number
differ slightly toMicrosoft Excel or Google Sheetgeneralas they use a different
formula.

From the above, we should chooserst andworst 5" percentile

The following table implements the above concept.
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= Clusters Performance

apd

Mames

=

WSAMN-Cluster

= e Cluster-Performance

hsl

hs2-hs3

it T

< = Cluster]

* »Cluster-E2E

T« Dlusterd-

F=Z-Cluster

Coloring

3-

I:} =

yaphere Yarld

Worst Performance S51h Percentlie

5% 83.33 %
TAST %
BE54 %
5136 %
9318 %

9375%

BTW, | vrealize thahe threshold coloring works on string, so long it contains number. The following
table showghat any version higher than 6.7dseen The rest follows the logic shows next to this table.

Mame
evnil-,
evnl-,
bosi-.
bosi-.
10.186.

10.186.

To do that, set the following:

It also works on text

PART 20F 4

Present Compllance

0%

0%

45 %

45 %

45 %

45 %

Lowest Compliance
0%

0%

45 3%

45 %

45 %

45 %

Ranges for metric coloring.
Coloring Below
Yellow Bound:, 6.5

Orange Bound:

5
Red Bound: _5

Chapter: The Art of Dashboard

Vershon

7.02.0
7.02.0
6.7.3

6.7.3
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Allow Promiscuouls Forged Transmits MAC Address Changes
true true true

true true true

true true true

true trus true

false false false

false false false

false false false

Yes, you do not have to specify every color!

-

Coloring: low

J
]

Yellow Bound:

Orange Bound:

Red Bound: true

You cannot specify thgreencolor. What is noted is automatically shown ageen

Calendar Summary

Name Calendar Month Count of Total Count of Running WMs
vSphere World March 2024 1,324 1,132

vSphere World April 2024 1,283 .16

vSphere World May 2024 1,383 1170

vSphere World June 2024 1,423 1,207

vSphere Warld July 2024 1,388 1,165

vSphere World August 2024 1,428 1,201

m [7] 30 Mar 2024, 229 - 30 Sept 2024, 22:19 1 - 7 of 7 items

By the way, a little trickkom Robert MesropyanThere are times where you need to hide the object
name. To do that, export the view, astiangethe value belowo true.

<Property name="hideObjectNameColumn" value="true"/>
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Empty or Exist

In configuration check, we can encounter a need to check for exception. This is where the Exist or Not
Exist check and Empty and Not Empty check can come in handy.

elect the Ohiect Type that matches all of the following critaria

s Summary|Parent Clusta Current &) ~

=2

Add another criteria set

Distribution Chart

Distribution Charts can be used to give insight to a large datasdafble will show too many rows

There are 2 types of distribution charts:

1 Absolute distribution: bar chart
LGQa OFIffSR oaz2fdziS Fta @2dz OFNB lFoz2dzi GKS
You also call aboube orderof how they are sequenced. The brackets are linear and follow a
step up.

1 Relative distribution: pie chart and donut chart
LGQa OFffSR NBfFGADS | a dr kD Yyudafodabdidhéwattdz O NB
numbers are relative to one another. You also do not care about the order they are displayed
(the brackets are not in order)

The number of buckets on the chatiould bebalanced between the available screen estate, ease of use
and functionality. Modify the buckets to either reflect your current situation or your desired ideal state.

¢KS OKFNI Fdzi2YFGAOFEt €& adliNkE £ MKR OKK S IEFINBEHS &
remaining buckets.
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New Distribution view

600 —

461
400 — 375
200 — I
0 -
vmx-14 wrne-11

How does it work with a pie chart or donut chart?

2Stts Al adrNIa Fd mu 2002012 32Sa O0t2016AaS YR

Count

m

wme-13

167 156

. . = == I
B

wmx-1g vimE-10

W= 21 wE- 18 Others

New Distribution view

® vmx-14
® vmx-1
& vmx-12

vmx-18

® vmx-10

vimx-21
® vmx-19
@ Others

Bar Chart

When the order matters, use bar chart to make sure each bucket is meanihgkd.the following as an
example. It shows vSphere shared datastores by their capacity remaining. They are categorised into 5
buckets, from the lowest capacity remaining to the highest. Each bucket is gozdor&o convey a
meaning. Can you guess why >80%sesented byjrey, as opposed to even morgeerf?
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Shared Datastores by Capacity Remaining

¢KS NBlFazy KlFa (G2 R2 gAGK GKS NBlFazy &2dz 62dzaAK
0KS OFLIOAGEe A& y20 ¢Sttt dzaSR | dvértonght¥apatityKa 2 NJ -

The bar chart is also better at showing the outlier. The following cluster has 79 VM. If you want to know
their distribution by size, you can plall VMs in order of their vCPU size.

g 1T © S

X

WM by Configured CPU

20 —

16

wrnif2-bpetarson-xd
vCPU 16

vCPU
=1
H

5= 4444444444444444444444444444444
zzzzz:zzzzzzzzzzzz22222:222z:zzzzzzz11222112222““‘

S [T “““l““"““ “m“

¢KS RA&UGNRBwzhARY 0¥ RISVKIAGSer df KuSketd o0t | y1 @

“ Configuration

Visualization Bar chart e 3
Coloring Colorize
© select color

HEEM

= B

REER
Distribution Type Dynamic distribution MS

Manual distribution Count

Discrete distribution
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Pie Chart

When he numberof variantsmatters, use pie chart as it does not have space constiainL it Q& dza S F dz
you have an expectation of what is good or b&de thefollowing 2 widgets. They show the number of
resource pools in a cluster. What does each pie chart tell you?

Resource Pools by Memory Shares

AW
i

[N

Resource Pools by Meamory Shares

The first cluster has way too many resource godhis alone will make performanoganagement

difficult.

¢tKS aS0O02yR OfdzaliSNJ KIFa n NB&a2dzNODS L2t as o6dzi GKS
pool when they are the same share? It looks like a common mistake of using resource pool as folder.

(04

Summary

This widget can do-&vel of summary
1 First, the data is summarized over time.
1 Second, the data is summarized over members of the group.

The first summarization is optional. In the following example, it simply gets the VM configured size for
each VM.

The widget then aggregates 3 numbers: the average size of all VMs, the largest size, and the smallest size.
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Average VM

Average Largest Smallest
wCPU 6.49 16 1
Memory 35.7 GB 128 GB 0.16 GB
Disk Space 034 TB 1.05 T8 0.0098 TB
vDisk 2.46 17

You can also add standard deviation to see the size of the distribution.

Advance Example

You can use the widget to perform advance analysis, such as baseline performance profiling.

In the example below, we first take the'9percentile of each VM contention. This is then used as the
input to get the overall average, and the worst, among all the VMs.

Preview source, vSphere World

= O~ @ =
Average of all VMs Worst of all ViMs
The WM Peak Memory Contention at the 98th percentile of entire collection period 0% 0%
The WM Paak Disk Latency at the 989th percentile ol entire collection period B2 ms 46 me
The WM Pealk CPU Ready at the 99th parcentlle of entire collection period 04 % 341%

The 99 percentile is set on each row.
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General

Metric name Memory|Peak Contention within collection cycle (%)

Metric label The ¥M Peak Memaory Contentlon at the 99h percentile of entire collec’
Units % w~
Sort arder Mone i

Transformation

Percentlle bd

Mirirmum
Maximum
Average

Surm

Flrst

Last

Current

Standard Deviation
Matric Correlation
Forecast
FPercentile
Expression

The 2 columns (average and worst) are actually summary

Summary

Average of all WMs (]

Worst of all VMs

Configuration

Configuration

Ek

Summary title Average of all VMs

Aggregation lﬁwerage

Minimum

M & ximium
SHOW ADVANC Aysrage

Sum
Standard Deviation

Limitation: there is no functiosuch ascountandpercentile
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Heat Map

Heat Map lets you vary both the color and the size of each olj@dnhg the size can be powerful as it
shows a different meaningzrom the following example, you can see that there are metghan orange
+yellow combined.lt alsomakes the overall layout neatewhich is dvays anice bonus.

Heatmap

Fixing the size also enable you to use multiple heat map widgets together. The reason is the exact
location and shape of each box is identical across widgets. In the following exampileg teg comes
from the same ESXi host. This means you can see while this server across the 4 different metrics.

E54 Ballozrsdd Werrory (N8| EZN I Coemprasges Uereory JOH| ESKI Carprresd Mamory Ussge 0K BRG0P Uilendion (%)

oo ‘e Earh s ] i Motk

Fraducio.. , Pt Prodcia. wk-Olwcikcld mad . Sk P,

Top N

Top Nis asimplelist with visual It is ideal when you need to convey the value before the object name. As
you can see below, the presentation is more eye catching than View List table.

Top-1d at Max Value

Bemand [GHI) s
Y < oG
_ esx-DEa-BYNm
Iiij hr-Emi-mil-nsad
! I VMESP-nrdH
m enod-rlmpslab?
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Relative to View List, Tdg has limitation on data transformation. By default, it wileragethe value.
Since average is a lagging indicator, use the percentile function. As a bonus, the percentile is not locked in
the design mode. Any user can change the percentile on the fly!

Limitations

Distribution chartgpie chart, donut chart, bar chartiave the following limitations

f oNo data to édoespmatimply that there is something wrong wMICF Operationdata
collection process. It might signify that none of the objects meets the filtering criteria of the
widget, hence there is really nothing to display.

1 To see the content of a slice in a{gieart or a bucket in a barhart, simply click on it. Note that
the list cannot be exported.

1 The piechart and baichart cannot drive other widgets. For example, you cannot select one of
the pieslices or buckets, and expect it to act as a filter to a list or a tsithat you can do, is to
select one of the object in the slice. | use this technique to allow drill d¥wn.caralsoclick on
the object name, which will take you to the object summary page. The page provides key
configuration information, alongside other summary information.

1 You can apply a specifiolorin a pie chart or distribution chart for a specific numeric value, but

y2i &a0GNARYy3 Ot dzSP C2ddbobiti I2Y LIKSOidds@ @SSO Iy QG | LILIK & |

The following widget can only show the present data
1 Heat Map
1 Scoreboard

Log Insight. Unable to specify color in the bar chart. The color is automatically chosen. It can result in
Gede Ay (GKS fS3ASyeBr 0SAYy3I aK2¢6y Ay

HIIPICHICTIAdlivini

Ok, enough of theory . How do you apply all those in real wodgerations management when there
are many systemito manage and many roles are invohzd

Architecting a suite of dashboards spanning a wide area is complex. To address this, begin with the end in
mind. Different teamrin a large organisation are interested in different thin@sice you have the
standards, you can personalize as individuals within a teawe specific ways of doirgs or herjob.

Each peration is like a fingerprint. While there are commonalities, each customer runs their operations a
fAGGES RATFSNByGted | SyO0OS AGQa y20G LRaairotsS (2
needs. A configuration that is important for ongy not even be relevant for anothérailor this

dashboard to your unique environment. If needed, widgets can be collapsed or expanded allowing more
relevant data to be displayed.
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In VCFOperations, the primary role we target in our default dashboards is the VMware team. They are
often called the Platform Teanespeciallyf they run vSAN and owtine Guest OS that ruren top of

vSphere. The team supports the Level 1 Teampantbrmsii N2 dzo £ Sa K22 Ay 3Id ¢ KI G Q
dashboards span both monitoring and troubleshootifigey are interested in inventory, performance,
availability and configuration.

Rolebased Platform Team
Capacity teamCapacity and Reclamation
Compliance teamCompliance and Configuration
IT Financéeam: Cost and Price
Level 1 team: Live NOGlerts, Availability, Security
IT LeadershipSummary, long term, big picture.

Pillar-based Develop the following set of dashboards, each cover a pillar of operation

1 Inventory.
What do | have where? Is the inventory movement & volatility
matching expectation of the day?

1 Configuration
Any important settings that are incorrect, inconsistent, outdated, «
suboptimal?
71 Availability
CKAA A& GKS F2dzyRFGAZ2Y D LT (K
performance nor security problem.
1 Performance
Any VMs that is not being served as promised by our shared laa
LI F 0F2NXYK 2KIFI{iQa OlFdzaAy3da (KS
1 Capacity
Are we utilizing our capacity well? How much can we reclaim? W
must we buy additional capacity?
Systembased Each system has their ovamchitecture;hence their observability varies.
Popular systems are:
1 VMware vSphere
1 VMware vSAN
1 VMware NSX
1

Microsoft Windows
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Overall Design
Once you consider all the above, you will come up with a suite of dashboards that work like one.

VCF KB

Inventory VM VCF VCF VCF
Compute Storage Network

VCF K&

Configuration VM VCF VCF VCF
Compute Storage Network

VCF K&

Performance VM Top Heauy VCF VCF VCF
Talkers  Hitters Compute Storage Network

VCF K&

Capacity M VM VM VCF VCF VCF
Capacity Rightsize Reclaim Compute Storage Network

VCF K&

Availability VM VCF VCF VCF
Compute Storage MNetwork

Explanation:
1 VCF Network = NSX + Distributed Switch
1 VCF Storage = vVSAN + VMFS + RDM. We keep SRM separate as it's separate SKU.
1 VCF Compute = vSphere Cluster + ESXi + Resource Pool.
1 VCF K8 = vSphere Supervisor.

How about Kubernetes workload?

My take is they need their own set. Just like VDI needs their own set, as these 2 technologies have many
object types.

You need to have some consisterioy dashboards that coverso users need not learn repeatediywill

be confusing if each dashboard looks totally different from one another, considering they have the same
objective.Apply some design standards for different pillars of operations. After all, performance is
LISNF2NXYIFyOSs gKSGKSNI AliQa YdzoSNysSasSa 2NI!'YIFT2y 2856
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Multi -Dashboard

Dashboard to dashboard (D2D) navigation has to be part of your overall approach. You can drill down in
the object hierarchy from one dashboard to another, or move laterally. Note that you cannot go up the
parent hierarchy.

D2D capability also helps in avoidindeep dashboard with many widgets that requires multiple pages of
scrolling. Thewre harder to understand and may suffer from loading time.

Create a set of dashboards that act like one system. This is the principle we use when creating the out of
the box dashboards. The following shows an example for Horizon, a VDI solution. It integrates into
existing vSphere dashboard by enabling drill down.

Day to Day Operations

Horizon Performance Capacity

u
ser Availability

VDI RDS Storage Compute Compute

Performance Performance Performance Performance Performance
Configuration

VM Performance
Inventory

Object Summary Page (for each respective object)

Focus on the pillars of operations, not objects.

[ SG4Qa aleé @2dz2ONBF RSaA3IyAy3d F2NI /LI OAGe YIyl3as
together. Look at the systems being managed and the major tasks. For the case of vSphere and vSAN, v
can group the components into Consumer and Provider. Boln,ewe need to keep the lights on

(Operatg and improve Qptimize). Operate covers the capacity and performance management, while
Optimize covers reclamation, rightsizing and upgr&detimize also applies to infrastructure. You adjust
cluster size, upgrade ESXi, migrate from traditional array to vSAiNegdl increase efficiencieseduce

cost, increase capacity, etc.

You may end up with something like this as your initial overall design.

Operate Optimize

Consumer Capacity Performance

Reclaim Rightsize

) Tech Upgrade & Redasign
Provider Capacity Performance

Once you have an overall approach, you can plan your dashboards. Because vSAN has many metrics ar
components that need further check than a simple datastore, | need to give it its own set of dashboards.
There is a drill down from Storage to vSAN as ria@athstores are vVSAN. By keeping them separate, you
can also add physical array dashboards, so your Storage dashboard can drill down to both vSAN and
array.
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Take time to draw your mulilashboard solution. | found it helps clarifying my thought. The following
example shows an attempt to connect all products, not just vSphere and vSAN. It will be interesting to
connect VCF, VMware Clouds on AWS, NSX, Hor&zAN, and vSphere together!

g

VCF Overview  ——

vSAN Availability MNEX Performance +—

!:I'M Mmme
St
OpestgSyptams VM Ay

You can and should also organise by function, not just by VMware products. In the following example, |
group them into 2 (Provider and Consumer). | added Optimization as the lines became too complex. By
working at this logical level, it also helps me siptitere is inconsistency. Having gone multiple rounds, |
ended up with something like this.

PART 20F 4 Chapter: The Art of Dashboard Page66



PART 2 OF 4: Consumptions

Optimization

tightsize Reclaim
Provider
Compute Capacity Storage Capacity vSAN Capacity
Simpri Storage Pord WEAN Perfo
Peﬂofmanoa rage Forformancs rMmanca
Consumer
WM Capadity WM Performance

Notice something missing?

| do not have Network. | cover in Part 2 Chapter 5 Network Metric that the nature of network means its
capacity model is largely a non issue. You focus more on performance as you do not tolerate network
dropped in your data center. | plan to include Netwdterformance after | consider integrating NSX. If
@2dz KI @S 'y ARSI 2y K2g¢g (2 SyKIFIyOS G(KS Odz2NNByi

From the above, why are ESXi and Resource Pool missing?

The reason is they are part of cluster. Instead of separate dashboard, | feel adding it into the cluster
dashboard will increase usability. The drawback is it does not cover standalone ESXi.

Once you design the overall flow, you implement it on each dashboard. Here is an example, where this
dashboard drills down int6é other dashboards.

[ Eltee]

|

Il

S

® (©
® ®@ © @®
@ 1 Ly m
@
- @ @ -
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The screenshot shows the drilldown 1 dashboard at a time, hence | chose the last dashboard else the first
5 could not be captured.

Logical Design

| find it useful to design my dashboards in Microsoft PowerPoint before | implement them, especially if |
need to design a suite of dashboards that work together with kadkforth relationship. | find it helps

me see the big picture, as | can see multighshboards on one screen and spot any inconsistency among
GKSY® LGQa taz2 FlLradsSNIdGd2 YIS OKIFIy3aSao

List of all Pod
. Digiribcson of ROS Fams by Distriberion of W01 Pools by
Hebwork Pasloomanoa Rebwork Parficemance
KR
Axvragn Lansnoy Byarage Drophd Packes:
List of all RDS Farm
Ltncy dist Raalicn among Do Packels disirgion
SrEsaEis W SeEsRins

List of all RDS Session Aunrege Lalnncy
Average Dropped Packs|

KPRl

Ayurage Labercy Aymragn Dopped Pocked
List of afl wDI
il pew B
Latency disiimiton amang Diropped Packels disirboion
R R ] T Sestine

List of all RDS Session Avomoa Lalonoy

Averags Dropped Packat

Large Environment

The number of dashboards you will have depends on the size of the environment and the number of
people managing it. An environment with 100 VMs in just 5 hosts and 1 cluster will need far fewer
dashboards than globalenvironment with 100,000 VMs spread over 5,000 ESXi, 500 clusters, 20 data
centers, and 15 vCenter Servers.

In a large environment, where you have many physical data centers and even more vSphere clusters, you
will likely need to display the information per physical data center. There are several reasons for this:
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1 Aggregating data at a global level, which spans many physical data centers, will hide too much
information. Presenting data at such a level means you are getting an average of thousands of
objects. If your environment is generally healthy (and it should the average will logically fall
within a healthy range.

1 In most cases, the performance in a given physical data center is independent from that of other
data centers. For example, your Singapore data center typically does not impact the performance
of your London data center. An exception to this case is wierigk your data center at the
network (stretched L2) and storage layers (synchronous replication). From experience in
troubleshooting such a scenario, we recommend you keep the physical layer independent from
each other. Assuming your data centers amejpendent, it makes more sense to display the
chart on a per data center basis

1 VMs typically do not move from one physical data center to another (unless they are paired with
storage replication and your network is stretched), so an imbalance among multiple data centers
does not translate into a realistic rebalancing action.

PART 20F 4 Chapter: The Art of Dashboard Page69



Inventory

Part 2 Chapter 3

Theinventorydashboards aims to implement the inventory pages of VCF Operations.
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UVCidil VOOIgtl

The suite of dashboandorkstogether as one integrated set. They also have similar design.

Goab Check if the inventory matches your expectatidwot just the count but alsc
the change.

Cover all objects in VCF where inventory matters.

Questions 2Kl 0 +tad R2 L KIFI@SK 2KSNB | NB (K
know?

Assumptions To be used with configuration dashboards

Target Users Platform Team

Usage frequency Mostly ad hoc, on a need basis

Daily for VM inventory changes.
Features Visual relationship of objects.
Ability to traverse the inventory hierarchy quickly

Show the hierarchy and count of objects in the hierarchy. Ideally, it show
the movement of the inventory.

VIVI HHIVCIIVUTY

+a Aad Y2NB @2t GAtS GKIY AYFNI A0NHOGdZNBs: a2 Al
Template is notountedas VM.From capacity point of view, it does not consume CPU and memory
NE&A2dz2NOSad CNRBY O2al LRAYyOG 2F @GASs> Al R2Sa y2
The dashboard aims to answers questions such as:
What do we have in the environment? How does it change over time?
2 KFGQa GKS NI GA2 adiing SNsyn theBryindmgrd? Yy Ry 2 (i
2 KFGiQa GKS NIGA2 0SG6SSy 2AyR264& YR [ AydzE
licensing andELA

1 Do you have to many variants of Windows OS and Linux OS? Too many different versions,
editions, and updates can complicate operations.

1 The dynamic nature of private cloud means change is constant. Is the volatility matching your
expectation and business cycles? For VM, there are 3 types of changes (location, state and
inventory). They are tracked in 3 separate health charts. Tailor ttesiiold accordingly for ease
of report analysis.

1 How many VMs were deleted? How many were added?

PART 20F 4 Chapter:Inventory Page71


https://www.techtarget.com/whatis/definition/enterprise-license-agreement-ELA

PART 2 OF 4: Consumptions

1 Are you having many large VMs? Are the relative size of CPU and memory balance? A CPU
intensive VM should have high CPU:Memory ratio, while a memory intensive VM should have lots
of memory relative to its CPU.

1 2KFEGQa GKS F@SNI3IS +ta aiAlSK 1 2¢g R2Sa Al O2YLI NB
size and memory size?

1 What are the largest VMs in your environment? Why do these VMs neednthiayresources?s
the list matching your expectations?

Summary section
¢ KS adzYYFINBE aSOilAz2y O2yaraita 2F uw NRga 2F sAR3ISGao
Check that these numbers are within your expectation.

MNumber of VMs

534

Powered On

469

Powered OFf

If the number of powered off VM is relatively high, navigate to the VM Reclamation dashboard to see if
they can be deleted and taken off the systems.

Review if the numbers over time match your expectation. For example, if there was an activity last night
that impacted the number of powered off VM, yet the actual number differs, perhaps the activity was not
executed as per plan.

Povaeeded O vs Powensd O

vy

o Wiurmiatapy, Mirs oo i, Ly =
= & Auming VWM © 528 h l"—f [
Y s Porwered OF| | 486 \

The 29row of widget consists of 3 charts. They summarize the overall movement of all the VMs in your
environment. Make sure the amount and the pattern both match your expectation.

Changas in VM inventory Charges in WM Locaton Changes m VM States
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2dz aK2dzZ R 0dzad2YAT S GKS ( KNBe#cked KRaizQ aa 21 Od@isuad 1So

5

day to day operations. The value is every 5 minutes, so if 100 changes of statesasething you can
ignore, set the threshold ofciiow, orangeandred accordingly.

Detall section

The detail section has interaction where you can zoom into specific data center or clusters.

The first row is always the total. vSphere World object covers all the clusters, so its numbers are the
summation of all clusters.

List of ¥YMs by Environment

KMame Total vM  Running VM vCPU of Powered on VMs VM Created VM Deleted viMotion
vSphere World 1.003 534 1,430 o i) ]
site04-Datacenter 333 148 375 0 o o
pf-site04-vc.sga.local 333 148 375 o o o
Infra_DC 230 122 286 0 o 5]

[ s Y e Tt iSS ans - ~ -

To see a trend, click on any of the row. The 3 sets of scoreboards will automatically show the detalils.
¢KS FTANBG a02NBO02FNR Aa | o02dz2i GKS | @FAflFoAftAGR
It yOSe LQ@S aSi GKS (KNBakKz2fR FT2NJ G4KS *a wSas
When you customize, consider the steady clusters. They will have a lower threshold as there are

relatively less changes or movement. If you set a threshold based on your busy customers, these small
clusters will tend to showjreen

WM State Change

i‘f *‘“ wrw?“‘r_ II“T%“‘:_

The next 2 scoreboards cover the location change and inventory change. Again, customize accordingly.

Wi Location Changes

s -2 e s

W Inventory Change

e e e % e s e
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The dashboard lets you see the applications running inside the VM on any part of your environment. This
can be handy if you have policy that certain applications should only run on certain clusters, for either
cost or compliance reason.

Note: This requires Service Discovery adapter.

Applications Discoversd

3
2 # 2
2
| - - -
]
B

Popular VM Size

Since this is about inventory and not configuration, the following pie charts focus arthearsize
(most common). If this was a configuration dashboard, we would have ordered them based on the
configured size.

Make sure there is no odd sizes. They need to match your underlying CPU and memory.
Customize the pie charts if you need to see more than 5 sizes. | find 5 is a good balance since | can see the
details in the next table below the pie charts).

FPopular CPLU Size Popular Memory Size

@20 @ 4GB}

® 40 ® 2(GE)

® 10 @ B (GE}

& =0 @ 15 (GE)

® 50 ® 10(G8)
Orthers Others (GB)

Popular OS Distribution

The next pie chart shows the OS distribution, again sorted by the most popular.

They should match your expectation. For example, if you separate WindowReatttat into different
clusters, then you expect not to see one of them when you select a particular cluster.
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Operating Systems

#® ncne

@ Microsoft Windows 10 {_.
® Microsoft Windows Ser_.
® WMware Photon 05 (6.
® Microsoft Windows Ser..

Others

LT @2dz & S8nel KiBy RS NJdRSLISNG Ay 3 {eadSys GKFG YSIEya
G tdzS FNRY ¢22fa& AyadagSIR 2F @/ SyadSNIFa GGKFdQa -

Virtual Disk

The last pie chart shows by the number of disks.

VM by Virtual Disks Count &8 £ 1T O S

® 1.0
®:z0
@® 30
® 40
® 130

Others

-

Since a VM needs to have at least 1 disk, I've excluded VM with just 1 virtual disk so those with many are
more visible, 2 dZQNB 4SSt O02YS o
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Individual VM Section

The last section shows the individual VMs, and you can drill down to see its details. This is why | keep the
pie charts to just show 5 as this table lets me sort in any columns.

Select a VM, and you can drill down to see its capacity and performance.
Add or remove columns to suit your environment.

Customize the table furtherby col@2 RAy 3 (G KS @l fdzSad LQBS O2f 2NJ O2RSR
9 taa GKIFG FNB y2i LINPLISNI @& LI} | OSRovdedvitual F2f RSN ¢ K
maching T2 f RS NI
9 taa GKIFIG FNB y20 NBLRNIAY3I AGa 2LISNFGAy3I aeads
1 VMs with large CPU, memory or disk. Tailor this to your environment.

Y d

Select a VM, and its details of virtual disk, operating system partitions and network cards are
automatically shown.

Limitaton: It is not possible to see the mapping between virtual disk and partition. A partition or drive
Oy alLlya YdzZ GALX S GANLdzZt RAA1Z FYR | @ANLdzrf RAA&A]
keep the relationship simple (1:1).

Wirllial Dieks o salactiss] WM Guiskl 0% Partilions ol aslsllst VM

il -Eagle<| Bigdl i b i

wt-taghr-i

wt-bglr-| Hard disk 11 GH batiagemtoce
whbgl-

il -Eagle<|

VOPNIITICT HIVCIILOUTY

The dashboard aims to answers questions such as:
1 How are the VMs distributed across clusters?
1 What are the largest clusters in your environment? Which clusters have the most VM?
1 What are the largest datastore in your environment?
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There are 3 dashboards

1 Compute
1 Storage
1 Network

They have a fairly similar design. The compute has more details because it has more things to manage.

The design has 4 sections, as shown in the following screenshot

Summary.
ry 1,003

Interactive - o s x
Hierarchy g . 5
] il L] 5

L= @ .5 1 @ 12
: e ° .

9
[of? [ @ et
3

Bar Chart.

Absolute i ' 1 ;
Distribution . . !

Pie Chart,

Relative :'. e et
Distribution i L

Details, =
List of itermns

L¥ e2dz GKAYy] GKSANI RSaAdy O2LASE (GKS | 2NAT 2y L
oFaAroltte GKS won 2F GKS G{LKSNBE Ay@Syi2NE RI a
They can also navigate to one another. The relationship widget below sports the navigation. Pick an
object and then choose the dashboard navigation.
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Compute Inventory
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the cluster object. Since this inventory and not configuration, we should focus on the count of members.

Clusters by number of ESXi hosts

75 =

Count

2.5 —

The next row is a set of pie chartet me know if you havamprovementson what the top 3 things you
want to be shown as pie charts.
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ESxi Version sServer Model

L ]
®ET7 B Dal ing. PowerE.
k ® e ® Dell inc. PowsrE._
y $erz @ Dedl inc, PowarE.
® 7000 & Deil Inc, Powark,
7020 B vhwane nc VM.
@ 7030

If you have larger screen real estate, add more pie chart for better insight into the type of items you have
in your inventory.

Detail Section

The last row is always the lowest level of details, hence a table is chosen. For the compute inventory, we
YySSR (G2 O2@SNJ Ot dzadSNE 9{-A K2ad FyR NB&az2daNDOS |
for ESXi and one for resource pools.

| added a navigation from the cluster table into the cluster performance and cluster capacity dashboard.
Customization tip

1 A heat map showing clusters in the report scope. Size by the number of ESXi hosts, color by the
number of VM. Alternatively, you fix the size and use the VM:Host ratio as the color.

Hardware Integration

In large environment with hundreds of ESXi, it is useful to be able to locate the physical location. To do
that, integrate the hardware management with VCF Operations.

Ensure the rack name is unique, as you will use it to create the rack object in VCF Operations.
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Edit System. Location
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Performance

Part 2 Chapter 4

The performance dashboards aims to implement the concept cover&kiformanceManagement
chapter.
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WvVCiall vColgil

The suite of dashboasdvorkstogether as one integrated set. They also have similar design.

Goab Monitor performance
Troubleshoot performance
Questions Examples of questions answered by the dashboards:

Arethe VMsperforming well? If not, whicpbodsare affected by what
problems (CPU, Disk, RAM, Network)?

Is the VM performance caused by laaS not serving it, or by contention w
the Guest OS?

Are the VMs running high utilization? If yes, which VMs, how high, and \
resource (CPU, RAM, Disk, Network)?

Arethey really higlrelative to the underlying laaS capaéiffhat can cause
strain in the shared infrastructure

Assumptions They are designed for both day-day operationgproactive monitoring)
and adhocreactivetroubleshooting! & | NBadzZ G AGQ:z
dashboard, not designed for Level 1 Support.

Target Users VMware Administrators or Architects

Usage frequency Daily for monitoringThis ig0 encourage daily usage, as what happens

beyond 24 hours agmay bepractically irrelevant from performance
troubleshooting viewpointHence the views are set to show data in the la
8- 24 hours.

Ad hoc for troubleshootingdesigned to be used within the day of the
performance issue, or at most the next day.

Features Color codedEach of thecolorisaccording to the best practice of that
counter.

If you are unsure of what suitable numbers to set for your environment,
profile the metrics. The Guest OS Performance Profiling dashboard pro
an example of how to profile metricéVe also document the steps in
Baseline Profilingection of the book.

Design to see trend over time, agd back to any point in time. This is
important as by the time you have the chance to look at the problem, 5
minutes have passed, or the probldsmo longerhappening

There are 2 types of performance troubleshooting

1 Consumer. You focus on a single VM, container or application. Other consumers do not have a
problem, or they are independent.

1 Provider. You focus on the shared infrastructure as the problems impact many consumers. It
could be hitting them at random, meaning different VMs/Applications got hit at different time.

At the infrastructure layer, we care whether it serves everyone well. Make sure that there is no
contention for resource among all the VMs in the platform. Only when the infrastructure is clear from
contention can we troubleshoot a particular VM. If thé&astructure is having a hard time serving

majority of the VMs, there is no point troubleshooting a particular VM. Notice all the previous sentences
are about the VM. Yes, the infrastructureetricsare not that relevant.
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Logically split the dashboard into 3 parts:

Contention This should be the first part, and most visible.
Consumption Once you determine there ntention, use theUtilization portion to see if the

contention is caused byeryhigh utilization. When utilization exceeds 100%,
performance can be negatively impacted especially when queue developed i
the Windows or Linux.

By defaultVCF Operationsas a Sminute collection interval. For 5 minutes,
there may be 300 seconds worth of data points. If a spike is experienced for
seconds, it may not be visible if the remaining of the 300 seconds is low
utilization.

Configuration Only include the relevant settings that can impact performance

This separation keeps each dashboard simple, while emphasizing the concept of contention as the
primary counter for performance. You will notice in the dashboard design that contention is color coded,
while utilization is not.

Take note that kalth chartis not ideal whenth& S G NA O&4 R2eilyid 8 KEPEAYIasS |
GKIFG valeed 3KaX & mnm: Ad KEFENR (G2 RSTAYEWcodtext Y LI ¢
switch If your operations team has a standard that utilization should not exceed a certain threshold, you
can add that threshold value into the line chart. The threshold line will help less technical teams as they
can see how the real value compares with the #treld

For large vSphere environmentogp the VM by clusters of the same class of service (e.g. Gold), so you
can see the profile for each environmehfind the [ata Center as good boundary. In general, storage,
network and compute do not extend beyond a vSphere Data Center obgébriance problems tend

to be isolated in a single physical environmamtless the WAN link connecting the 2 data centers are
causing the problemA performance problem in country A typically does not cause performance problem
in country B especially if they share little in common.

Thedashboardshare the same design principlégence hey are intentionally designed to be simildr

will be confusing if each dashboard looks totally different from one another, considering they have the
same objectiveTo avoid repeating the explanation, read the VM Performance dashboard before
reviewing others.

tddd FTriviiiialicc riviiilig

Why dees this chaptebegin with this dashboard®hy not start with VM performancdashboar®
Because you want to be proactiv@ptimize your environment then it becomes easier to manage.

While performance is about what the VM experience, you can see it from VM perspective or the laaS
perspective.
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VM Perspective

We covered how to baseline performance in PART 1 Chapter 2. So in this section, we will go straight into
the dashboard.

Metrics to Use

Now that you know how to profile, what metrics do you choose?

CPU We chose CPU Ready.

L { 6pd endlugh to represerthe 4 types ofCPU contentiometricsk & & S Q NJ
20secondpeat L R2y Qi GKAYy]1l AlQ&ad ogopnIDerlap K
and Other Wait. You need to wait for 3 months as you need to create the super

metric first.
Memory We chos&/M Memory[ | G Sy O0e a (KI{iQa GKS 2yfe
Disk We chosé/M Disk Latency

For profiling purpose, there is maeed to split Read and Writ@verall is good
enough as the improvement will be across the board.

There is no need to do network as you should not have dropped packets in the data center.

When you have time, profile the following metrics
1 CPU Overlap. | expect the value to be <1%, with >90% of them below. 0.25%

1 CPU Other Wait. | expect the value to be <1%, with >90% of them below 0.25%. Read the
documentation of this metric as there is a false positive.

Metrics not to Use

You do not need to profile utilization metrics. For contention metrics, you do not have to profile less
important metrics.

CPU Run Queue These are Windows or Linux level metrics. They are application dependen
CPU Context Switch meaning not something the laaS platform controls.

CPU Usage Disparity This is also application dependent.

CPU Cetop This typically happens when the VM is oversized.

Disk Outstanding 10 This is impacted by IOPS, which is not something the laaS platform contrc
Disk Queue Length  This depends on the storage driver. | recommend you use PVSCSI

Free Memory It depends on the applicatiorCertain applications such as JVM and DB mai
Pagein rate their own memory, ot something Windows or Linux can control.

Pageout rate
VM Balloon Not a VM performance counter, but an ESXi capacity counter.

VM Compressed
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VM Swapped

Summary

How to summarize from millions of datapoints?

Hereis the technique | use:

Worst Values

|

=
= i
= i
[ | . |5
= Each row is a VM. ||
= 1 month gives you 8765 data points. I
= 8.7+ millions total data points per 1000 VM. =
= 99 percentile means eliminating the worst 87.65 data points per VM. =
= That means ignoring the worst 7.3 hours of the month period. As this can be significant, I
| that means the data :
=B m
= =
) [ |
= 1]
I Besi Value

In 3 months

After that, we take the average and worst value among these VMs.

The following screenshot provides an example.

Summary of VM Performance 5LA

Average of all VMs Worst of all WMs

I'ne wM Heak Memaory Contentlon at the 93tn percentile of entire collection period O % 0
The WM Peak Disk Latency at the 99th percentile of entire coflection period 753ms 57 ms
The WM Pealk CPU Ready al the 99th percentile of entlre collection perlod 0.47 % .95 %

The 2 summary numbers become ydafore Optimizationnumbers. Once you optimize the
environment, revisit this table and take the new value.

Theaveragecolumnsshould be fairly goodlTheworst of all them should not be too bad.

Here is my guidance:

Average of all VMs Worst of all VMs
CPU Low: <2% < 5%
Normal: 2¢6% 5¢15%
High: > 6% > 15%
Memory  Low: <1.5% <4%
Normal: 1.5¢4.5% 4¢12%
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High: > 4.5% > 12%
Storage Low: <10 ms <50 ms

Normal: 10¢ 30 ms 50¢ 150 ms

High: > 30 ms >150 ms

The guidance is set with High = 3x Low.

The normal range is the widest range, and most environmental will fall here. Naturally, your gold cluster
should be closer to the low range, while your bronze cluster will be closer to the high taypger

bronze cluster is showing very good performance, you can put more VMs to lower the overall cost per
VM.

Likely, you see that the average is good but the worst is bad.

That means majority of the VMs are being served well, but there is a small percentage that are not
getting served. You want to investigate which segment of your laaS is not performing. It could be due to
some configuration, or lack of capacity.

Details

If the summary is good, then there is no need to see the details.
What if the numbers are worse than expected?
One way is to use laar chart. Design the buckets to represent the ranges from good to bad.

Generally speaking, for environment where performance is number 1, you want the value to be in the
greento yellow NI y3S &Ay OS @& % pmodife. Abdehvikoyir@entivie® cadtds number 1,
you likely have to lower expectation of your customers.

The following table shows the recommended buckets for CPU and memory.

Green Yellow Red
07 4% 47 8% 81 16% > 16%
Depending on the result, adjust the bucket accordingly. For example, if your environment performance is
worse than the above, yet nobody complains, you can adjust the above buckets to something like this:
Green Yellow Red
0i 6% 61 12% 127 24% > 24%
For disk latency, | recommend the following:

Green Yellow Red

07 25ms 257 50 ms 507 100 ms > 100 ms

Depending on the result, adjust the bucket accordingly. For example, if your environment performance is
worse than the above, yet nobody complains, you can adjust the above buckets to something like this:

Green Yellow Red

071 60 ms 6071 120 ms 1207 240 ms > 240 ms
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If you have more screen real estate, do a split within each range for more granular visibility. Using the
preceding table as example, you may split this way:

Green Yellow Red
07 30 ms 607 90 ms 1207 180 ms > 240 ms
307 60 ms 907 120 ms 18071 240 ms

Compute Profiling

The following screenshahowsa sample profiling. Whahsightdo you getfrom it?
Y CPU Perfarmance

400 —
343

300

E]UD—

10—

1 (] 4] L:] L] o o o o o

20-second Peak wCPU Ready

The aboveshows an example of ddeal environment. All the 343 VMs experienced very low CPU ready
time. It is possible that either utilization is too low or no overcommit. This means the relative cost is high.
[ SGQa GF1S I RAFTFSNBYyG SEIFYLX S® hogrzdzates AdQ:
2 KIGQa @ 2 ditbin SeRingdhe fddviirg) ghart?

75—

-]
5 =
4
3
25 2 2
: .
.. N
i 1-d 2-3 “ =3 oL T 3= B - AL

Distribution of WM vCPU Ready (%) among all VMs

Count

This environment has worse performance. The distribution is evenly spread, meaning many VMs
experienced CPU Ready above 5%.

As a general guidance, investigalethose values that are really high, as they are not normal.

For memory, most customers do not overcommit memory. IMHO, this is too conservative for non
production environments. The following is what you can expect is you do not overcommit.
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Memory Performance

1.500 —
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Storage Profiling
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Peak Memory Conten
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The threshold that you set can provide interesting insight. For example, the following looks normal at a
glance. There are some bad latency numbers, as shown by tmed&lar at the end.

Wi Dk Performeance

200 —
150~

E 100
] BE

50 —| a2

1a
o - =

{AyO0S (KS LI G4SNy
it by applyinga higher latency buckeT.
The following is what | got!
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176
1
160 *

L& —

25 —

What do you think of the result?

LiQa AyiSNBadGAy3a (2 aSS GKS LRfFNAT Ay3d NBadzZ GH
SSD the other is magnetic.

Extra Analyzis

If you want to confirm that the worst value is indeed @utlier, compare the valuéwhich is 99
percentile) againstheworst@ £ dzS® L F G KS 3 LI dneoff dcautrdn@ef S G KI G

Export the table into a spreadsheet, and create a scatter chat. The following proves in my environment
that CPU Ready tend to be shdixted.

30
Analysis of YM CPU Ready
A000 production VYMs in 1 month
25
20
ggtn
Percentile
STRERe A high value tends to be outlier. The value
value at 99" percentile dropped significantly. In
the CPU Ready case, none of the =10%
10 Frimmm——— S — e o, CPU Ready is above 10% when we ignore
i i the waorst 1% in the series
3= .
]
o ] :
5 =% L] e f—
H » When the value at 99 parcentiie |s
ﬂ o E - g L _'_'_._.—F:.-'-'_'-"-J"-';::':ﬂ- -'I-"'.'1 sa ';!1""1 E";”" It Tike "-'"'s'
o L e P T L AT R R F means the bad value is one off
] 5 10 15 20 25 L]

Waorst value (value at 100" Percentile)

Notice the high values of 99ercentile value are around &8%, while the high of the worst values are
around 15¢ 30%.
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Infrastructure Perspective

Now that you know the overall picture affecting all the VMs, the next stepssdéahe performance over
time. You also want to quickly compare acrokssters or datastores.

In a large environment with many clusters and datastoyes,may have a few clusters or datastore that
fail to deliver the expected performance.
For each cluster, you want to measure both the depth and the breadth. That means tracking 4 metrics
1 the worst CPU Ready experienced by any VM
1 percentage of VMs experiencing CPU Ready
1 the worst Memory Contention experienced by any VM
1 percentage of VMs experiencing Memory Contention

For datastore, you take VM disk latency, not outstanding 10.
Having the depth and breadth give you better insight.

Just like the case in VM, take 3 months data.

A cluster with1000 VM will have a metric that represeh®00 VM in any given-Binute interval. Since
there are8765instances of 5 minutes immonth, that means you analy8765,000data poinsin that
one cluster. Taking the worst among millions will likely return you with an outlier.

This is why we use the average ofwedst { 2 A0 Qa GKS | @SNr3aAS 27F | f¢
the Worst VM CPU performance data point.

To implement the above comparison for compute, create 1 view that lists the metrics. Color code the
table so you can focus on thed ones.

Performance of all vSphere Clusters
MName Worst VM CPU Ready Worst VM Memory Contention % VMs facing CPU Ready (%)

Management_Cluster 0%

Client_cluster 0

Heorizon 713 Cluster 0.17 %

Infra_Cluster 0.16 % 0% 0.01 %
HorizonB_Cluster a7 % O % 0.0087 %
Site-04-Cluster 019 % 0 % 0.0019 %

Create a similar table for datastores. | added the percentage of VM facing disk latency just to get some
insight into how widespread the problem is.
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Performance of all Shared Datastores

Mame Average of Worst WM Disk Latency Average of Percentage of VMs facing disk latency
wi_hs1_680af _ds02 313.4 : 2.75 %

wi_hsl_6B0af_dsD1 0.78 %

FC-5TB-new 2.68 ms 0.4 %

wl_hsl_unity6BOf .. 2.3 ms 0.01 %

FC_LUNZ2_2TB-new 1.48 ms 0.0026 %

500GB-FC-02 1.23 ms 0%

As in the case with VM, compare this with tthefault threshold used iWCF Operationsas shown
previously.
¢KS | 02 g8wide@SNEemE&E ® 2 Sy S SRwli@sp@2I@ns Nabemésd | 2 4
many percent of the VM population is experiencing the problem? The range used is

1 Green 0¢ 2.5% of the population

1 Yellow 2.5¢ 5%

1 >5¢10%

1 Red more than 10%

Analyzis

Use both the breadth and depth as input to your decision.

Depth Breadth AnalyzisConclusion

Good Good Safe to add more load, assuming the utilization is low and overcomm
below your plan

Good Bad Performance is good but do not add more load as many VMs are
experiencing contention already.

Bad Good {Ay0OS AlGQa y20 6ARSALINBIRI OKSC
impacted VM

Bad Bad If there has been no complaint for months and businessate

impacted, it is possible that you do not have toatwything. If you have
good relationship with the application team, this is the time to set thei
expectation lowerOtherwise quietly andproactively plan for
improvement as future workload may be more sensitive to latency.

As a principlelT should be ahead of business.

Using the above as example, you can see that all the clusters can serve their VMs well, as the highest
values are 3.6%. If this is what you want to maintain, then use 3.5% as the threshold. The first cluster is
It NBFRe Fdzd to LG ORI KNFRRE SFOTERBY Zao dE: ® «

PART 20F 4 Chapter: Performance Page9l



PART 2 OF 4: Consumptions

For memory, all the clusters are doing well. If this is what you want to maintain, then set 0.1% as the
threshold.

If you want to be more aggressive, then you set 5% for CPU Ready and 1% for Memory Contention.

For betteranalyzis create a health chart or line chart showing the breadth and depth metric for a

selected cluster. This lets you see trend over time. Perhaps the time of performance problem happens

RdzZNAY 3 {dzyRF & yA3IK(G ¢ KSNBE KSNEackug Inthat daBef ydu chny @  dza S N&
adjust your decision.

The following is an example where both CPU and memory are well withoyéleerange.

How bad is the problem?

0.4

il =k | a2

Wodnesday; Aug 18, 0500 AM-05:29 AM
e Memaory : 0.23

i || «CPU:D7R2
|| - .'I: 8}

CPU Mermaory
hs2-hs3
Next, look at the breadth dimension.
In the following example, what problem do you see?
How many YMs affected?
20
CPU Memory

Platform

A high percentage of the VM population is experiencing CPU contention. On the other hand, memory is
perfect. If it turns out that there is no issue with both the cluster and VM settings, you should consider
buying more CPU as your workload turns out tadfJ heavy.
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Network Profiling

Network is different due to its nature as an interconnect. We cover thitepth invSphere Metrics book
As a result, we need to investigate separately. Instead of investigating per VM, we investigate per
network. This means per distributed port group.

We should investigate both the VMkernel network and VM network, as both can impact VM
performance.

What metric should we choose?

There is no network latency counter. The proxy for it (network dropped packet) tends to have false
positive, which makes profiling inaccurate. Luckily the false positive rarely happens. The false positive ca
be overcome by using 9Percentile metric, as it removes the outliérhe false positive happens more
frequently on received side than transmit side. When profiling, we focus on the transmit side.

a4 GKSNB Aa TFTSoSNIySGe2N)] GKIY xaX AGQa Y2NB §
all the networks, and show the received dropped packets a&@"9percentile.99" percentile is less
suitable as your tolerance for drop packet is higher, and they raaghpen

Sort the list in descending order so the problematic network appears at the top.

QUCol VO FCrivliiialicc rivliinig

LQY O2@SNAy3 (KA& RIFaAKoz2FNR ySEG a (GKS& NBGSIH
There arametricsthat directlyimpact the performance of Windows or Linux, the Operating Systems
running inside a VM. These KPIs are outside the control diythervisor, meaning ESXMkernelis not

able to control the increase or decrease of their values. Visibility into these KPIs also requires an agent,
such as VMware Tools. As a result, they are typically excluded in performance monitoring.

Because these KPIs are closer to the applications, it is critical to know their values and establish an
acceptable range, which will vary in your environment. By profiling the actual performance over time and
from of all VMs, you can establish a threshthldt is supported by facts. Since there are 8766 instances

of 5 minutes in a month, profiling 1000 VM over a month means you arezZmgy.8 million datapoints,
more than enough to draw a conclusion.

Use this dashboard together with application team to determine the acceptable level of these metrics.
Once you determinghat, add thresholds to the table so you can easily see the VMs that exceed a
threshold.

Take note thatliese guest OS metrics do not appear uniggghere prerequisitelsave been met.
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How to Use

Select a data center from thaata centers list.

1 The three tables listing CPU, memory and Disk will automatically show the VMs in the selected
data center or vSphere World.

1 Each table shows the highest value in the last 1 week (2016 datapoints basediontd
collection cycles), hence their columns are prefixed with Max.

About the CPU table widget

CRL
Kame Max CPU Gusge May Contest Switch/sec Caonfigured CPU
~
T oo 2
& WEE
g = ? '| A
-G -app 5. 7L s HSEO7

The CPU queue is the sum of all vCRlarger VM can tolerate higher queue as it simply has more

processors. If you want to compare VMs of different size, create a super metric that calculates the queue
per vCPU.

The Max CPU Queue column shows the highest number of processes in the queue during the given
period. Best practices indicate you should stay below 3 for each giena VM with 8 CPUs (8 queues),
you want to be below 24.

Show thecorresponding CPU Run at the peak of CPU Queue. High queue not supported with high run
indicates application creating excessive threads

CPU Context Switch. There is cost associated with context switch. The problem is there is no guidance for
this number, and it varies widely. This is the very purpose of this dashboard!

Reviewthe Memory listwidget below.Why are the Guest OS Paging metrics chosen, as opposed to In
Use, Cache or Free memory?

Memory

Marme Max Page-In/sac Max Page-Culfsec Page Size 05 Type
evr-uwsim-drivevm 28843119 538 47 0GB Llbuntu Linux {&4-bit)
vROps HCl Mesh maln 36, 44: 34.010.13 o GH Whware Photon O5 (64-bit)
BA latest 35,0222 24,089.73 o GH

dema_1713496 I.448.33 19.210.33 O GH Whkhware Photon O5 (G4-bit)

Becausehiey are measuring rate of chandperformance) while the other measures a static disk space
consumption(capacity).

Compare the page vs pageout. Is that what the application team expect?

Reviewthe Disk list widgebelow. Why are these 3 metrics chosen?
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Disk

Mame Max Guest O5 Disk Queue Max VM ODutstanding 1O

ContainerMP-vRealize-Op 739N
HCl-Mesh-togomain-versi.. 44557

vROps HCI Mesh main .71

290.88 Q105

1736 OICs

T OE e
.88 OlOs

Max VM OPS
163.4

2736

2878

The Guest OS Disk Queue shows potential issue inside Windows or Linux.

The 2 metrics at VM level provides additional contexts. If queue is high inside the Guest, and OIO and
IOPS are low at VM level, the problem is at Guest OS layer.

Select any VM from any tables above. Biime charts will appear automatically and will show data from

the same VM to facilitate correlation.

[ |
ha. Al AN A AT st nJ_-..-\i. o

ViVl Ferorimdrice

b2¢ GKIFG &2dzQ@S

LINEFAE SR 282dzNJ SYGANRYYSYy Gz &2dz

There are 2 team who have an interest. As a result, we need to cover both Guest OS and VM metrics. In
addition, we also need to cover both contention and consumption are they are intertwined. As a result,

there are 2 x 2 sets of metrics. The following ¢éahows the matrix.
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Performance

(it s about "speed” or contention)

Capacity

(it is about “space” or consumption]

Guestos AT

(unaware being virtualized)

Contention inside the Guest 05
directly impact the application
performance.

It is not visible to the hypervisor.

Guest OS unaware of Hyper
Threading.

The ideal utilization is 100%, so
lang there is no queue.

App Team

w

{it Is a motherboard)

This is about VM not getting the
CPU resource, It results in Guest
05 experiencing time freeze.

This is about the footprint of the
WM, which includes wark outside
Guest OS5 such as 10 processing.

Infra Team

\

PN

v

Keap the valuee low, ideally O.
Both Guest 05 and Wi metrics rmatter.

v

Keep the value high for Guest 05, with
buffer for spike.

WM metrics are not relevant from
applicatian point of view,

The following diagram is only showing CPU contention. A VM can have CPU, memory, disk, network or

system problem.
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I:l The prablam. Only 4 metrics deline the problem. All olhars are supporing, secondary metrics
i Graen boxes s abouf consumption (uliization, allocation, reservation ) or event
Yellow boxas s aboul confwuration or setiing
2 Ke R2SayQu UKS LINBOSSRAY3I RAIFINIY AYyOfdzrRS [/t
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There are 4 primary metrics proving that a VM does not get the CPU it denigatidsse are lowthe VM
doesnot have a CPU performance problem, regardless of what other metrics. show

Primary metrics are explained by secondary metrics. For a single VM troubleshooting, check the VM itsel
its parent ESXi, and Clustatting such as Resource Pools and-Nd4t Affinity. Factors outside the VM
is shown with shadow.

This diagram only covers VM. Guest OS has its own troubleshooting flow. Ensure BIOS is optimized for
virtualization. Logically, cluster level setting such as DRS plays a part. See the Cluster diagram.

Dashboard

The troubleshooting flow is complelxence the dashboard is complex.

The dashboard is laid out logically ir@@ections to provide a tedown flow of performance analysis

Summary

List

Detail

PART 20F 4

Quickly see the big picture.

The first thing to check when a VM has a performance problem is if other VM
have the same problem. If the problem is widespread the root cause is not wi
GKS zad | Sy0S AidiQa AYLRNIFIyd G2 as
VM

Atable listing all the VM&. (i Q& O 2 yasagagiabyywils (i 2
The table supportsasting, filtering and gport for further analyzis

This section is made of multiple widgets

Metrics. Only metrics impacting performance are shown. They are grouped
logically by category of problems.

Alerts. Only alerts impacting performance are shown.
Configuration. Only settings impacting performance are shown.
Relationship. Navigate into objects related to the selected VM.
Virtual Disk. Drill down into the individual virtual disks.

Virtual Network. Drill down into the individual virtual NIC.
This is not yet added out of the box.
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RN R

EEEE - - - -
| : z E-:tﬂ" 20 =4 0=l 0= = 4
List ; _E:'r [, T T A it e
' Alerts
. Configuration
Virtual Disks - - - Relationship
Summary

Thedashboard uses a list of Data Center as a selector/fitdt.&¢ R2y Qi 6S dzaS @{ LIKSNB / f
selector?

Because this is about VM performance, not cluster performance. Multiple clusters can share the same
datastore, and they often share the same network. These shared infrastructure can impact the

performance of VMs on it.
Select one of the data centefrom the table The followindbar charts will be automatically shown

What does the following 3 bar chattell you about the environment? They work in tandem to reveal if
there is any performance problem, and if yes, what problems and how bad.

1 tasng Mbwrmory Comieson

= z 1] .

b s o L T sty || ey VB
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Each charainalyze how the VMs are served by the cluster. For each VM, it picksdh& metric in the

last 24 hours. By defaul/,CF Operationsollects every 5 minutes, so this is the highest value among 288
datapoints. Once it has the value from each VM, the bar charts put each VM in the respective
performance buckets. The threshold in the buckets consider best practice, hence thmjameoded.

You can change the time period to the period of your interest. Mhgimumnumber will be reflected
accordingly.

Aro WMz facing CPU Ready? Arg WMz facing Memary Contantion?

- Bkl
i[5 50—

i34

Caunt

n

a [

Dashboard Tire Distribution of ¥k Memary Contertion (%] among all ViMs

Thevalue is actually thevorst 20secondwithin the5-Y A y dzi S® |, Sa sz A G QZovemdA y 3
herein the Troubleshooting Metrics sectiowWhy do | choose the 28econd average instead of the 5
minute average, considering your SLA should be basé&dnoinute averag@

LGQa (2 3IAGS eindfcators®tierwiRe yodzieldsonjetBingRike yhis

L2074 ]
casTd

Yes, the above shows 3405 VM. And not a single one of them has CPU Ready > 2.5% and memory
contention > 1% in the last 24 houts.il Q& vy 2 ih giving yod=ar§ Walziing.

For your missioitritical environment, you should expect that all the VMs are being served well by the
laaS. So expect to sgezenon both distribution chartlf they arethere is no need t@nalyzefurther.

For development, you may tolerate a small amount of contention in both CPU and Mesgou need
to balance cost.

If it makes more sense for yochange the filter from data center to cluster. Once you are listing cluster,
you can then add the cluster performance (%) metric and sort them in an ascending order. This way the
cluster that needs immediate attention is on top.

You can click on any of the bar to see the list of VMs under that performance bucket. From there, you cal
select a VM and have its KPI automatically shown on the lower section of the dashboard.
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Multi -VM Analyzis

When you select a data center from the taltlee table listing all the VMs in the data center is
automatically shownA portion of the table is shown below.

= VMs Performance in selected Datacenter

Name Hostname Services Worst KPl < CPU G
Ubuntu.. UbuntulBO45erver o o
Horizon.. mr-209-B4.5ga.local 0 0.07
RHEL-S... localhostlocaldomain 0 0.2
FARM-2.. FARM-209-88lsqgalocal O 0.05
Horizon.. rnr-209-85.sqa.local QO 0.03
fedora-. wdc--211-Bleng.vmwa.. O .13

e HBAADACIALET ~aa lmm= sl A7

The table shows the hostname as known by Windows or Linux. This is the name that application team or
VM owner know, as they may not be familiar with the VM name.

The table is sorted bPlcolumn, directing your attention to the VMs that are mrforming The
columnis basedon the super metricvyM KPI (%which we covered in Part 2.

BTW, if the KPI is blank, that means at least one of the metrics is blank. Use the dashboard to check which
metrics are blank. ot all theGuest OS metrigppear, then the VMware Tools is likely outdated.

The rest of the columns shosontentionmetrics Notice there is no utilizatiometricsat all. You should
know why by now

Because the goal is proactive monitorjiag opposed to reactive troubleshootirthe metricsshowthe
worstvalue instead othe averageof the monitoring periodYou can see from the following screenshot
that the Transformatioris setto Maximum instead ofCurrent

Data Transformation
Hasiname Currerst
P Breached Maxirmum
LU Ready | SRR LT
HAM Contentior Maximur
Disk Latency Maximmimry
Transmit Packet Dropped Maximum

For example, thePU Readgounter shows the highest CReady within the period you specify. The
default period is 24 hours, as the dashboard is designed to be part of theSd3f he reason 1 week is
not chosen ighe performance > 24 hours are likely to lessrelevant.

Unlike the bar chart, this shows average ohutesP ¢ KS NBI a2y Aa ¢SQBR aK2gAy3
should be based on-Binute average
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If you have screen real estate, group the VMs by cluster. In this way, you can quickly see if the problem i
in particular clusterAvoid grouping by ESX3 VMs may relocate.

Per-VM Analyzis

hyOS &2dz2QNB R2g¢y 2y | &LISOAFTAO *ax &2dz ySSR G2
following are Windows or Linux metrics to check.

Metric Optimize orFix

Runaway process The procesgoes into an infinite loop. Remedy is to kill it.

In a large VM with many vCPU, this can be impossible to detect if the proces:
only consuming 1 CPU.

CPU Run Queue Ideally, measure both the queue per CPU and the total quawgl vCPU having
gueue on each CPU means 64 processes were waiting. Performance could t
affected.

If utilization is high, then add vCPU. If utilization is not high, check if there is
imbalance among the vCPU. Some applications may need to be configured t

all vCPU.
CPU Context IO causes context switch utilization is not high, reduce vCPU to minimize pin
Switch pong. More onCPU Context Switdh coveredhere.

Network latency  Change driver. More CPU to process network packets

Disk Queue Problem could be inside the Guest or outside. Check if VM outstanding 10 ar

Length disk latency is high. If not, then the issue is with Guest OS, not underlying
infrastructure Check if Guest OS latency is high. If yes, change SCSI driver ti
PVSCSiI is one good remediation. If not, leave for now.

Driver Queue Storage driver such as LS| Logic and PVSCSI has their own queue. If you kn
to get the value, let me know.

Network Buffer The ring buffer in the virtual NIC card. This can get filled up.

Memory Page [ 221 AYaARS GKS DdzSaid h{ YR twWMROS
Fault O2y FTAIdzNBR w!ad LGQa O2YY2y F2NJ W
match Guest OS configuration.
NeedTelegrafagent as it is not tracked by Tools.
At the vSphere VM level, these are the metrics to check:
Metric Optimize or Fix
CPU Ready Check config: Limit, Shares (also relative to other VM, not just its absolut:
amount)

/| KSO1 AT AlGQa OFdzZAaSR o0& NBaz2dzZNDOS
Check ESXi utilization. A sign of ESXi struggtitigeisVMs are affected too.
Check vMotion stun time (requires Log Insight)

CPU C&top As per CPU Ready, but note that VM with many CPU has higher chance
experiencing cestop. If VM utilization is not high, reduce vCPU.
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CPU Overlap

RAM Contention

CPU 10 Wait

Network Dropped
Packet

Network retransmit

Network latency

Disk Latency

Outstanding Disk 10

vMotion

VM KPI (%)

VM has high IO (disk or network), causing its own CPU to be interrupted
10 by VMkernel. Check if ESXi cores utilization is balanced.

High ESXi memory utilization. Check ESXi Balloon, ESXi reservation.
Check vMotion stun time (this requires Log Insight)

High disk latency causes high CPU. Check for snapshot as snapshot req
double IO processing.

After verifying this is not a false positive, check for packet retransmit and
underlying infrastructure. If packets are broadcast packets it might be
dropped by the network.

2 KSYy | LI O1Si Aa tzaasx Al ySSRa
Latency caused by hops. Optimize the traffic. Note this néeddNetwork
Insight

Check VM outstanding disk 10

Check ilOPS Limibhas been placed.

Check underlying ESXi or datastore

Check DRS automation setting

If the actuavMotion istoo long, check if the active memory. You can use L
Insight to see the throughput.

Forstunnedtm& @&2dz YySSR [23 LyaAadakKid I a

Choose a VMf your interestfrom the table

VM Performance %)

i Operations-Appiance-9.0.0.0.2467 0461

— _— . - — = = — — - e —_

All the CPU, Memory, Disk and Network performacbarts are automatically showeach widget
showingthe KP$ of that VM.
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CPU Metrics

The CPU panel spottse following8 metrics Review them. Do you knowhy we pickthese8, and show
them in this specific order?

©0 " @1~ @0+ 97 0]

[ 0 %
..-_phth i m‘lﬁu Comaat Switel Unage &m

Themetricsare shown in the order of importanaa urgency Themost important ore for Guest OS is
CPU Run Queuwhile the most important fo/M is CPU Ready

Peak CPU Run Queue. Idealeydivide by the number of vCPU. Create a super metric for @mbd
practice

Peak vCPU Ready @&ksif any of the virtual CPU is experiencing high CPU Ready. It takes the highest
among the vCPU. This can be useful in large VMs with many vCPU.

Why are the last3 metricsare not color coded?

 CPU Context Switch actually impacts performahc® Y 2 dza (i dzy & dzNB  amirgid i :
customers. For your environment, set it as appropriate gftefiling.

1 TheCPU Usag(%)is showngrey as it actually hasegativecorelation with performanceGrey is
chosen as it also conveys wastage. Resources that are hardly utilized may not mean performance
is at peak. In fact, it could be the opposite. If a VM just need 1+ vCPU, configuring it with 2 CPU
will result in better performance than configuringwith 20 CPU.

1 TheCPU Usage Disparit%)metric. Color code it based on your expectation

The following screenshot shows the threshold used:

Metric Bon Label (5], ] Color Method Vellow Orange Red

The Guest OS CPU Queue has a high threshold due to false positive. For details, see the metric
documentation in this book.

The Other Wait metric has a high threshold due to false positive. For details, see the metric
documentation in this book.

Yes, they are based on the-88cond peak. Read more behind thestond metrichere.
The chart also displays tipeesent value, so you know if the problem is still happening or not

Why none of themetricshave decimal point?
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I round all the countebecause the decimal is not significant and clutters the dashboard witkalo
value. There is really no difference between 0.1% aB&0n all thesenetrics

Why CPU Latency or CPU Contentiod CPU System metrics arat shown?Refer to the metric chapter
for the reason.

Why is CPU Swap Wait not showtsvalue is a subset of Memory Contention.

Memory Metrics

b2¢ UGKIFIG €2dz 1y29 K2 (GKS gAR3ISH Aa Rebewihyg SR f SiQa
following screenshot.

& & " o B b ' '.-' - « I ™ e g
mﬂn #gi 0.1 12 Lé'*"%'?“ “'24 1 0 0.3

Page I3 Ruts Fugs Ot Sucs akzon Carprecss & e e
{ i ki

Wk | ALE

Whyis contention the only color coded metric? Balloon, page in rate, page out rate, etc afgeethis
exampleof where severe ballooning did not resultriruch contention at all.

Because memory is a form of storagost metricsmeasure usage of the disk space, not latency of
accessConsider the disk space occupied. A utilizatibB0%of the space is not slower than 10%
utilizaton®d L GQ& | OF LI OAdGe A&aadadzSs y23 LISNF2NXIyOSo

Why are thememory pagingshown in color?

Because they are leading indicatord possible cause of memory performance within Windows or Linux.

Metric Box Labsi Limat Color Method Yellow Orangs Red
I ik L LET 1 il O ViC| I (L]} AALF I} 1

Fres Mer ree Meme a e

GuestiFage In I i | i | 15t | lala] [ (]
Pag i per SeCod i 14| it Ra Pa 151 { i
| i I 1 aknilr I ul

Moy i Ba r

MemorylComoressed CoMmpressad GH M

Memory [Swapped Swapped More

Why is Balloon placetwards the end?

.80FdzaS GKIFI{iQa F +*a fS@St O2dzy G SN C2NJ YIBeY2NBR S @2dz
following shows thenetricswe useGuestY S ya A G Q& O2YAy3a FTNRY GKS DdzSad |

Why isballooned,compressed and swapped not shown in color?

Becausehere presence do not mean the VM has performapogblem. They ar@ot metricsfor VM
performancgd ¢ KI G Qa |  O2dzy i SNJ T2 NAsius(&, refytdtiteMdetdcichager 9{ - A | Y F
for details
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Storage Metrics

What do you expect to see for disk? What are the contenti@trics and what are the utilization
metrics?

Disk Performance

@O @3"“ @'om‘ @ LuiL] 2 0 .OHHM OHEpa
urue Prak Latency - fnT:im ‘_:n::;m hﬁ-m Foead IOFS L:in:nmmmput Fead Throughgut

The most important one for Guest OS is Disk Quednile the most important for VM is the Latendyhe
latency is based onthe 20S 02y R YSUNARO® LGQa |faz (KS KAIKSaA

Peak Virtual Disk Read Latency (arg} Peak Virtual Disk Write Latency (rtrelckwhether any of the
virtual disks (either VMDK or RDM) is experiencing latency. This can be useful in large VMs with many
virtual disks.

L Lldzi Lht{ 068TF2NB (KNER dz3BskDisk IOPSandThdughpit iogethér,Qa Y

especially for applications that use large block size. An 10 with 250x block size (e.g. 1 MB instead of 4 KI
will generate equal throughput at 250x less IOPS, all else being equal

oA

C2NJ 6 KNRPdAKLIzI > L dzasS o0& 2NJ OAG Fa AGQa GKS |
travelling in network line.

| use the following thresholdThey are based on the profiling result documented in Part 2.

Metnc Box Label Linat Color Method Yiadiowr Drange Hed
Guest|Peak Disk Queue within collection oycle Cueue Custom 1y 20
rti DiskPeak Latenc { Il {[sd} | Peak Lalency M5 Custom 20 40
Virtual DiskiHighest Read Latency of all instances Read Latency ms Custom L] 20
Virtual DiskiHighest Write Latency of all instances  Write Latency  ms Custom [w} 20 AD
I Cii jrega I all instances!Write KDPS |
rtual Disk;Aggregate of all instar - 5 r
I | W Thiraughput M
virtual DiskiRead [ hroughput MHp=

| round all themetricsto the nearest whole number. By now you know why
Why is Outstanding 10 metric excluded?

Read the description of the metric in Part 2

Network Metrics

The last component is Network. Whatetricsdo you expect?

These are thenetricsl use:
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Metwork Performance

180 | 1204 O+ 8.8 O socnen sy
0 3 anm
| Thrnmghpst Recoive Rate Tramsmi Fate Bachalafsechng TH Broafcmst Barkeby T haltcant Packaks

T i

The Packet Dropped (%) formulgdsopped / (dropped + transferreBackets)) * 100%. In a rare case
where there is no packet at all, the result shows undefined (blank). This is because the maths of 0/ 0 =
undefined.

The following is the threshold | used:

Metric Box Labsl Limit Codor Mathoo Yadlow Orangs e
rkcAnoregate of all nstancesiPackets Dropped Auto Custon

I kT Trarsmitted Packets Dropps T¥ Packets Dropos I packets  Custam 25 100 400

h Peak | 2 Rate with Sction = zau T ahput Mbp I

\ f ! | | 5] @ [ WAL

ketworklData Transmit Rate Transmit Rate Mbps hone

e T 1 | = 15T il TXE I i Kt O

Netwark|Total Multicast Packsts Transmitted T¥ Multicast Packets packets Mone

Why did | set the packet drop higher than | set in the super metric? It is in fact 2x higher.

The reason is this includes RX and TX. The RX tends to be several times higher, so setting it at 2x is
actually conservative, relatively speaking.

Notice the missing counter?

There is nareceived packetdropped The reason ifalse positive

LT AGQa NBfESGIyd (2 @2dz FRR GKS LI O1Sda LISNI aSO02yR
Broadcast packets and multicast packets metrics are addetbasVMs should be unicast. If the number

if high, investigate with the application team why thpplicationsare behaving that way.

Alerts

The relevant alerts are also automatically shownou can see the settings by editing the widget, and
adjust them accordingly to fit your operational needs.

RT TYRE » STATUS CONTROL STATE CRITICALITY MPACT ACTIDNS

Hardwara [O5]) Akerts

Aalability
u Parformance
Ca 1

orage alerts

row

=11
Metwork Alerts

Compllance

Canfiguratio
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Configuration

This showshe relevantsettingsof selected VM. Customize as you deem appropriate.

Canfiguralisn

Virtual Disks

Atra Oly KIFI@S YlIye RAalaz FyR AlQa LRaaroftsS GKI
tablelists the individual virtual disks and their contention and utilization metBogh read and write are
shown.

Wirtual Disks

Meme Instance Name Read Latency write Lalency Read IOPS Wiite IOPS Fead Thioughput Wrlte Throughput  Label

ma.. scsilo 54,07 12,64 Mbps 15.55 Mbps Hard diak 1
ma.,.  scsioe &7 ms 38.73 39.8 22,39 Mbps 3,45 Mbps bl ik -
ma.. scsiln? 0 s 0 ms o o 0 Mbps 0 Mbps Hard dick 3

To see a trend over timelick onthe VM object, and choose All Metrics.

Relationship

From the VM, you want taavigate to the parent cluster or datastore. Use the relationship widget to
navigate and auto select the associated cluster or datastore.

% Welalhermhi

T v 7
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riCavy riiticio vivi

laaS provides four services, CPU, Memory, Disk, and Network.

1 CPU, Memory, and Disk are bou#dvM with 4 vCPU and 16 GB memory cannot consume more
than this amount, the same applies to disk space. A VM configured with 100 GB disk space cannot
consume more than that.

1 Network and Disk utilization are not boundh Active VM can consume all your network
bandwidth, packet per second capacity and storage IOPS capacity.

TheStorage Heavy Hitterdashboard forms a pair with thidetwork Top Talkerslashboard. To

understand the 10 demands in your environment, use them concurrently. If you are using ethernet based
storage, storage traffic will run over the same physical network your network traffiavislling

Why not combine into 1 dashboard?

1 Theusers are different. 8twork dashboard may be required betwork Team while storage
dashboard by Storage team.

1 The remediation actions are different.
1 The customization is differenY.ou extend each dashboard, going into physical array or NSX.

The dashboard aredesigned to help yoanalyzethe impact of these VMs on your laaS. It classifies the
workload into two categories: short bursts and sustained hits.

Short burst last for a few minutes, while sustained hits can last much longer. A sustained hit that lasts for
an hour can cause serious problems.

z P

I KSFO YFL) ¢g2ddZ R Syl ofS dza G2 @AradzaftAiAl S (K REGE

not used. If you want see in heat map form, seeltivee! Heavy Hitters dashboard.

Points to Note

! adda line chart to automatically show the selected VM usage. Add the CPU usage also to see
correlation between disland CPU.

1 Group the VM by clusters of the same class of service (e.g. Gold), so you can see the profile for
each environment.

For smalleenvironment, change the table from listing data centers to listing clusters.
Forlarger environment, add a distribution chart so you can see the spread onétiecs
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Compute Performance

— Limit -~

— Shara -

— vidotion —_—— DRS Satlings

Marrow Problem  ——g T

— HA Event

~—  Host - Wi Affinity —_— Cascoding -
|— Resource Pools

~— ESXilmbalance ——t— Reservation
: !

—p Fort Group [~—— Inconsistent Settings NURMA
- Monster Wi J

ESXI Unlization ——7 Cwvarcommit

Wida Protlem ' Shared Datastore 3  WSAM, NSX VR
TOR Switch [ Power Managamenl
e VAAI

I:l Slowness in VM population is actually a range. Wide problem means a large percentage, while narrow means
a small percentage. They have different root cause, hence different worflow.

Green boxes is typically caused by consumer. This means VM, or how you slice the clusters (Resource Pools,
1 VM - Host Affinity).

Yellow boxes is typically caused by provider. This means ESXI, cluster, hardware, and infrastructure outside
the clusters (TOR Switch, Shared Datastores, vSAN)

This dashboardovers vSphere Cluster, ESXi host and resource pools, hence the generimngmeésis
adopted

Design wise, hile we can further adanalyzi& L FSSf Ad0Qa y20 kadddtdad (0 KS
the very large customers may want to add maralyzis If you are one of those, drop me a note.
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Overall Analyzis

2 colorcoded trendchartsare provided.
The first one gives the overall performance. Expect this to be steady, especially in a large environment.

The second one complements it by showing the count of clusters that are no longergretiiezone. If
your problem is isolated, the first counter may miss.

Average Performance

[ 221 WieradeK8stedPerformance €6) K S| f at e tépfithdHashboardn a high
performing environment, where all the clusters are doing well, you will see something like this.

A Ay _I.f i e by L '1.-.i|'- s 0 g A L T R A 0 o P P et P YA i i iy I'I-“—_ll-_llr"u'l Sk

There was only one occurrence where ttworis notgreen At that time, theactualvalue is also
relatively good

In this @se, all igjood,and you may not need to look further.

On the other hand, if the clusters are unable to seheVMs well, you will see something like this

The average among all the clustéso longergreen with a fewoccurrence®f reds. The good part is
the value does not trend downward€heck if this is normal in your environment.

As this KPI takes into accountery single runninghWsin your environment, the number should be

steady, especially in a large environment. The analogy in real life is the stock market index. While

individual stocks can be volatibe a 5minute by 5minute basisthe overall index should be relatively

steady. AbigdropiscalledY N] S ONJ} 4K YR GKIFGQa y20 aMSGKAyYy3
drop like the following warrants an immediate investigation.

Therelativemovement of the metric is as important as thbsolutevalue of the metric. Your absolute
number may not be as high you wish it to be, but if theage beenno complaints for a long time, then
perhaps there is no urgent business justification to improve it.

As the chart shows all the clusters, it usesti@here/Vorld object This object is the parent of vCenter
object, so it will show all clusters from all vCenter, making it suitatblen you want to show everything.

The actual metric used isrformance Clusters Performance (%as shown in the followindialog box.
This is the primary KPI for your entire laaS. It plots how your laaS is performing every 5 minutes, giving
you the trend view of overall performance
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o
-]
-]
o
.
Hilon®
° - - .

What is this metric based on?

It is simply the average éflusterKPI\ Performance (Yanetric. Ths performance metric in turraverage
the VM Performance Number of KPIs Breachemetric from all running VMén the clusterHence a
value of 100% indicates that every singleningVM in the cluster is served well

More details on the formulaverecovered earlieherel & A G Q& 'y AYLR2NIIyYyG F2d
performance KPI.

Non GreenClusters

This trend charts shows the numbef clusters that are no longer in thgeenzone. Another word, the
value of theCluster KPI Performance (%metric has gone down below 75%.

Review the following chart. What trend do you spot in the last 1 week?

Count of Clustars nat in Green 2omne

¢CKFiQa O2NNBOGzI GKS ydaeozénihag goneQp ford B NE FIL € £ Ay 3

Earlier, I wrote that this counter complements the first counter. The following chart is what you get from
the 02 dzy G SN b20GAOS A4 custerkKHaweRillen elowRrtigzRedzO. Initislcase, o
some clusters actually went up as we powered off their VMs, so the overall numbers remain similar.
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Average Performance of All Clustars

7 9036 (%) 9005 (%) 96,79 (%) -

.;T.I.le i*' Fiyy iy Hll._.,‘T f ﬁ al 'FNM]' ﬂl.lllﬂliltlll.iw;w‘ ﬁ] ,I,,i._r,}lﬂ., I‘fL’d Jf*'ﬁﬂhll"f“ “”,- T ( "r'!'f"'i'lf“l-"l' 1 ™ i J}Z..

Fab 27 Fab 2

Mar 2 Mar 3 Mar 4

Multi -Cluster Analyzis

If the chart is showingreen then all is good. If not, you want to know which clusters are not performing.
This is where th€lusters Performancable comes in.

z

¢KS GlrofS fAradta Fft (GKS OfdzaldSNARX adGFNIAYy3I ALK GKS
the last 24 hours as this dashboard is designed to be part of your daily SOP.

vaphere Clusters

Name Worst KPI Average KPP Running ViMs ESXi
ER HaaS Cluster 30.08 % 49.41% 126 4
Management_Cluster 44.6: B2.02 % 15 4
Site-04-Cluster 78.75 % 138 3
Infra_Cluster 799 o 5g 12
Client_cluster 79.55 % Fr.94 % 21 5
Horizon8_Cluster 87.24 % 98.13 % 27 5

The Worst Performance shows the lowest number in the time perio®.@¥s Operationsollects every 5

minutes, there are 12 x 24 82data points in alay. This column shows the worst point amorg2
datapoints.
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Dats Transdarmation Configuration

Wars! Perfonmancs _ !.'_ Ganeral

G5th Parcentile _ !:- Mitie narme Performancel kKBl (%
Metric lanei W riarmarn
Iriit% W
ST apdet Agcmnd

Transformation

For a very large environment with many clusters, add a grouping to make the list more manageable.
Group it by class of service, so you can focus on the more critical clusters. You can then adjust the
threshold accordingly. For example, add the columumst 1 percentileto complementthe worst and

the worst 3" percentile This is useful if you have clusters witbre than 1000/Ms as %' can be too

late.

You may not be comfortable not seeing utilizatimetrics Old habits die hard . Modify the table to
add key utilizatioometrics The following table showan example of metrics to add. Notice that | do not
color code the disk IOPS and Network Usage.

Clusters Utilization

Mame cPu Memry Ballzon 1DPS MNetwork LUsage Runining VMs

Clust 7462 % 715 % 0 Gh B762.67 0,33 Ghps 4

m2-. 50617 146,22 % 2.3 GB 30,627.27 4 52 Ghps 194

vi) 324 % 10738 % 104.47 GB 13.345.8 326 Ghps 159

2y, 26 B4 67.31 0GB BOI3 0.0046 Gbps G
Per-Cluster Analyzis

The table is accompanied by the health chart. It allows for quick toggling achastgrs.

Select aclusterto see the trend over timeand see the Performance (%) health chart.

Performance (%)

gE1E (% 100 (%) 9808

| | A | Al k. ||| | r“1 A 1 | TR o

(i | 1||!Irll1l_ll1l | 'IIII.!I‘II 0 | |I‘I'-|-|'n'| llIiL' H '- "|_'| "|||, I *'_'. | Il I!"I -rl- Illllnl. -lll '_'|-"'_il I I|__II II IJI‘IIJ |
B 1 1l | 1
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If the cluster has a daily or weekly pattern, increasedhshboardime duration to at least 1 weellere
is an example where the performance problem is clearly shown. You can see the cluster performance has
regular drop in the last 7 days.

Performance (%)

Once you determine the cluster to investigate, review soereboards. There are 5 of them:

1 CPU

17 Memory
1 Disk

1 Network
1 Others

Theyare shown separately, because you can have one problem and not the ¥Wiemay also drill
down into a different patle.g. into vSAN dashboar@)nd talk to different team (e.g. Network team).

CPU problems tend to be more common than Memory problems, due to lower overcommit ratio in
memory in practice among custometsis common to see customers do 4:1 CPU overcommit and only
2:1 memory overcommitThisconservative practice watue tothe inherenthigher value of memory
counter.vSphere cluster shows high memory value as memory, giving the impression the actual
utilization is highAnd the reasorior high valuds modernOperating Systemigke ESXVMkerneluses
memory as disk cache.

C2NJ LISNF2NXI yOSs AGQa AYLRNIIYyG G2 akKz2g 020K GKS RS
explainedhere. A problem that impacts-2 VMs requires a different troubleshooting process than a
problem that impacts all VMs in the cluster.

The depth is shown by reporting the worst among any VM counter. So the highest value of VM CPU
Ready, VM Memory contention, VM Disk Latency among all the running VMs are shown. If the worst
number is good, then you do not need to look at the rest of the VM

A large cluster with thousands of VM can have a single VM experiencing poor performance while >99.9%
of the VM population is fine. The depth counter will not be able to report that most VMs are fine. It only
reports the worst. This is there the breadthetricscomes in.

The breadthmetricsreport the percentage of the VM population that is experiencing performance
problems. The threshold is set to be stringent, as the goal is to provide early warning and enable
proactive operations.

CPU Metrics

This is the first of a series of performancersetmards.
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410+ | c61- 58+ das At 23

There are 3netrics measuring the deptof the problem:
1 Worst CPU Ready among all the VMs in the cluster.
1 Worst CPUWCostopamong all the VMs in the cluster.
1 Worst CPU Ready among all the VMs in the cluster.

CPU Ready is the primary counter. Do you why CPU Contention is not used? See CPU Contention metri
Part 2 of the book.

CPWCostopis included, but placed at lower priority than Redmhcause higlCostop does not mean the
ESXi is struggling to serve the Viestopcan be reduced byight-sizingan oversized VM the
remediation action is not always on the ESXi HOBtJ Overlap is included as it can happen when there
are manyactive VMs in the cluster.

CPU Overlap is included as it indicates interrupts. A running VM was interrupted b&ddksmelneeds
the physical core to run something else. A high and frequent number of interruptions is not healthy. This
can also impact the VM performande.i Qa LJ | OSR GKANR Fa GKS @It dzS

Here are thresholslused.

Box Label Lirplt Color Method Yallow n']-raru_.]-.'- Rad
Worst VM Ready % Custom 5 5 10
L3
Worst WM Co-5top % Custor 258 5
Worst WM Owverlap ms Custom 500 1000 1500

WMs with Ready %

VMs with Co-5Stop . Custom 2.5 S [+

A N v oA A~

Take note that the/VorkloadY SG NA O OF y S E OS SaRanu husble @@ *d&S8 A U Q¢
this could happen if you have 4 hosts in a cluster with each host running at 100% demand and admissior
control is set to 50%.

If your clustethas many resource pools aitbst to VM Affinity create a super metrics to track the gap
betweenhighestand lowest CPU usagenong ESXi hasin the cluster. The reasoniisbalanceis pretty
common,especially in large clustevdth many hosts or VMsThere are many settings that can
contribute to it (e.g. DRS settings, VM Reservation Q\Hst Affinity, Resource Pool, Stretched Cluster,
Large VM).
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Memory Metrics

Mpmary Rofomance

B e
ot | MR f:'f' i

Expect memorytilizatoni 2 06S KAIKSNI GKIFy /ThéMembnaCohsinedcounterf 2 NY 2 F
Ad dzASRX a4 AGQa Y2NB I LILINE Eaehve is &y, rio Kdedto updtedtle a SY 2 NB |
wla & /2yadsySR O2yiltAya RAA]l OlodkSohg RAMKdnediah A G Q& 7
is 0.

The high utilizatiormetricsare explicitly shown. Balloon, Compressed, Swapped. Noticectregxist
even though utilization is not even 90%, indicatihgre washigh pressure in the past. If you look at only
dzi A € AT I G A 3o0Bresaf® dzZQR (KA Y

I use the following settings for the threshoM{/hat do you notice?

Box Lakbel Linit Cobor Mathod Yefow Orange Red
Waorst Wk Contention % Custom 1 &

VMes with Contention % Custom 2.5 L 10
Contention ME Custam 256 5t 124
Comirassed 1= Custam

Swap In Rate MBpE Custom 05 25 e
Swap Cul Rate MBps _ustam 0.5 25 {[¥
Swap Out GE Custom 05 25 10
Balooned GE Mone

Highest Host Usage % None

The threshold for contention is much lower than the thresholdother metrics This is because contention
is the only performance metric. The rest is secondantaying supporting role. You can have 10 GB
compressed, so long they are not used, the VM does not experience delay.

Storage Metrics

The disk IOPS is split into read & write to gain insight into the behavliook. at the valuefor that
cluster. Do they match your expectation?

For throughput, why are thanit set at Gbps? Why not GBps or Mbps?

. S0l dza S ¢ S QN omBnREsSsaliNdowhdhe Gadle (your DC is not wireless, Yeti)
ethernet cable olFC cable use bit, such HGbps or 32 Gbps.
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Mbps is too small for a cluster. A clustiring useful worlshouldeasilyexceed 1 Gbps & A (1 Qa 2 dza
MB/s. Ifyou have distributed storage like vSAMuU can very well exceed 10 Gbps.

If you use VMFS datastores, add the disk contention metrics such as Bus Reset and Aborted Commands
You should expect they return 0 at all times.

Network Metrics

Prpius Paibly Cropoe o Wt Pex hety Croseed Pyt Fom ey Thefughiel it Taraw ¥ TR D [oertidt Rotiye THivustond l'l!u-i Trienird Thiousgheed|
s i Lkl L
1 8 E wlid ik FEL i Lo s Ldunial

i ©0- ©0- o (o Q- Qe
g s

For network dropped packets, there are 2 types: physical (ESXi) and virtual (VM). The physical counter i
used as that better represents infrastructure problems. The VM counter may suffer ffalseapositive |
recommend you customize this dashboard and add it anyway, for completeness.

9ELISOG GKS ySise2N] SNNBN M2 YR RNRLILISR LI 018
analyzeto see if there isny patterns across all ESXi Hosts, and bring it up to your network team.

The network throughput is split into sent (transmit) and received to gain insight into the behaviour. Plus,

the total usage can be misleading because it sums send and received traffic. In reality the network pipe i
1x for each direction (due to the fullglex nature of ethernet), not 2x shared by both.

Other KPI Metrics

a1 23 | o) | [32

|
Crtdear Alerin “i 'I I':-'j.‘.:' _I__H’-tul-m-r'nh | DR e viiodon L '.h.'ﬂ.'l'"'""'"“'

The vMotion line chart is added as a high number of vMotion can indicate the cluster load is volatile,
assuming the DRS Automation level is not set to the most sensitive setting.

VM Shares

One common root cause for uneven performance problemmisven shares. This is easy to make a

mistake, as shares are relative. So when you see many slices of the pie, ask yourself why you need that
many. Each slice should correspond to a Class of Service. So the entire cluster is serving 1 class, then y
shoul seea simple circle with no pizza slice.
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CPU Shares Distribution Memory Shares Distribution

-

Resource PooAnalyzis

Resource Pool is another common reason behind uneven VM performaineg.can also get
complicated as you can cascade resource pbled. following example shows a cluster with way too many

resource pod. This alone will make performance management difficult.

Resource Pools by Memory Shares

Thesecondcluster hast resource pod. They are sized by their respective share. A pool with 2x share
will have 2x the size. With that mind, can you spot a problem?

Rezsaurce Pools by Memory Shares

Yes,KS& INB 27F Sldzf akKINB® 2KFIiQa (GKS LRAY(d 2F KI QAy
looks like a common mistake of using resource pool as folder.

The dashboard also provides a table listing all the resource pool.
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You can navigate to the VM performance dashboard. It will show the VMs in the selected resource pool.

ESXi Analyzis

At the end of theday, aclusteris just a collection of ESXi. The performance can be caused by uneven
performanceamong the member host¥ ou can drill down from cluster 8SXiThefollowing tablelists
all the ESXi hosts the cluster sorted by the worst performance in the last 24 hours.

s ESXi Hosts in the Selected Cluster

Mame Worst Performance 95th Percentile Mazx CPU Ready Max RAM Contention
ev BO.T1% 92,86 % 1704 % 229%

gv. 6B4.29% 92.86 % 16.23 %

ev. BBTS% 100 % 4539 %

ey 77.78 % 37.68 % O.87 %

ey 79.97 % 87.5 % 0.1 %

ev 8214 % 96.43 2176 % 0.02 %

ey 85 % 3203 % 0%

eV 8571 % 92.86 % 2.41%

By 95 % 100 % 6.16 D3 %

If the table is all showingreen then there is no need tanalyzefurther. The reason 24 hours is chosen
instead of 1 week is the performance > 24 hoageare likely to be irrelevant.

You can change the time period to the period of your interest. The maximum number will be reflected
accordingly.

The table helps you quickly compare the performance of each E&Xtcan also see the performance
over time, to see a trend. For example, heréhis performance of one of the host

e Ll LT nﬂ”'-ﬂruur--p-n---"-ﬁ.--- -—|r--||-,,m---\ lpln.--rn-l.-'l.-.r-lf.h----rw-—-n! FHT T FimyeE e prTne .l'|-'

v

Another ESXi on the sarshkister is showing a different experience. What does it tell you?

ey f-rn-':.‘-,lr-'l.‘,._.q.,-r—!—",-r.- |m-r -ﬂr.ﬂ-hr]mqﬁll":H-h||rr1"::;|!|lr-r—r1'ihvr—[ll,*.l| " rarhy— H.fhnmwtwwq s
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Yes, there igmbalance A cluster is meant to be balanced, if you enable DRS. The above proves that
something has constraéu DRSability.

Just like the cluster KPI, you can also see the KPI of althestare similar to the clusteso to avoid
R dzLJ A O oy cdwérihg the@i¥ference.

CPU Metrics

L) Paformancs

o8 8 9- 10-
i dﬁ' A Ui R aballial

An ESApically has a few dozgphysicakores, whichake turn to run a few dozen VMs. This could
createimbalanceamong the coresThe metricHighest CPU Core Uséaracks the highest utilization

among the cores. If this number is consistently near 100%, that indicates at least 1 core is always busy. If
this number if much higher than the Usage (%), that indicadmlance

Memory Metrics

Mhwrswirry Paasierrevie

Eo o fro- RS- [ wiss ices st

For metrics where the cluster is the sum of its ESXi, the threshold used for ESXi is lower. For example, the
red threshold usé for cluster for compressed is 10 GB, while the threshold for individual ESXi is 2 GB.

Storage Metrics

LGiQa tA1Ste GKFEG GKS 9{-A Kz2ada Ay I OftdzaldSNI gAff K
with different purpose. Even if all the VMs are the same (e.qg. they are all from the same VDI pool), the
way the users use the applications aréefient.

For ESXi, we show both the datastore level and adapter level. Why is that so?

Review the Storage Metrics chapter for the detail. In short, an ESXi can mount datastore and non
datastore (e.g. RDMja itsstorageadapter.

Disk Perfoomance

91~ (@0~ AT~ -.@;gm. 518 (130 | O= |Om
nl:i:r:"L T i e e e e e e
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Network Metrics

@0+~ ' @0 Q== 0 =
fir e L e
Configuration

Certain settings such as power management and hyper threading can impact performbace.
configuration widget shows the relevaptoperty of a selected ESXi Host.

VM Analyzis

Selectinga cluster or ESXi will automatically list the running V¥&e this table to check if the cluster or
host performance problem were caused by VM configuration and uségfe. that it is possible that the
VM was not on the same host at the time of problem, due to vMotion.

To drill down into garticularVM, select it and click the double arrow before the widget ti@doose the
VM Performance dashboard.

= Virfual Mechires in the salected Cluster or ESX)

- o o | [T 2 =
vigale Eacmumms Compresuss Piubweark rmags Dok Throwghp {Hek B0
wid Forformance
- WS [ g | T.6EGH alel] Q00487 Mbps E4.15 Mibspa 84.31
ARC-8 a A.07 GHz 0.000 GHx B8 O =8 a 7.62 GH DB 0049 Mbops GE Y Mbps &r.6
Canto 1 O3 GHe 0,001 GHz 768 0 GE o% 1.54 GB 0GR DD0AT MEps 0,74 M Ls3
Choad 1 U0 Gl 0,00 GHE 1GH - 0OE 0% 0.7 GR 0GR 2 Mg 106 Mg 033

The table is color coded for easeanfalyzis as you can have >1K VM in a cluster. Tailor the threshold to
your environment.

Each of the column is showing the maximum value of the time period, so you can spot even if there is a
short burst.
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Datastore Analyzis

The list of shared datastores accessible by hosts in the cluster is shown. Take ndtgdhatlesign has
M:N relationship between clusters and datastore, then the numbers at datastore level is a number from
all clusters.

= Shared Datastores in tha Clustar

Do pe0T-LSE_OLD- bk 1 £54 MBjpi L6867 Z ]

veRRDAtaarore

You can also drill down into the selected datastore.

Slorage rerrormance

Use theDatastore Performancdashboard to view performance problems related to storage such as high
latency, high outstanding 10, and low utilization. This dashboard is designed for both VMware
administrator and Storage administrator, with the goal of fostering closer collaboratitwelen the 2

team.

Local datastores are treated separately, as they have their own use case.

Overall Analyzis

The threebar chartsprovide the overalanalyziof the datastore performance in a given vCenter DC or
World. They work togetheto give a better insightlust like otheperformance charts, the value shown in
the worst value during the time period.

i Pt rrti

The first one showkow many VMs experience what kind of laten€iis is your primary chart &sii Q &
measuring at VM level. The next two charts are measuring at datastore level, which means they are the
normalized average of all VMs in that datastore. Expect the first chart togher than the last two.
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Read and Write latency are shown separately for a better insight. The nature of read and write problem
YIed y20 0S GKS arkryS a2 AGQa dzaS¥dZ G2 aSS GKS |
The dashboard does not have datastore clusters. If your environment use it, add a Vieght_adfter

the list ofdata center and havet alsodrives the Datastore Performance view list.

Datastore Analyzis

A tablelisting all theshared datastores in théata centeror vSphere Worlavill alsobe automatically
shown

Datastores Performance

MName whors? Write Latancy 95th percantile Wite Latency  Worst Read Latency 351h parcentile Read Latensy | WM
Datastore-ISCS5-EEN. 380.71 ms 45.18 ms 183.51 ms 31.41 ms 105
Datastere-fSC5)4 127.16 ms 30.04 ms 87
DO -y 107,19 ms 64.94 ms 22.53 ms 64
vaanDatastord 100.78 ms 6.52 mz 243 ms 0.85 ms 25
DC24EN i 6.5 53.E1ms 79
vsanCiatastor <o 6.79 m= 6.35 ms 1ms 0,15 ms

nte0-] 0 ms ) s Ome 0 ms

{AyOS AlGQa I GFrofSs ¢S OBoth the WoFse(peRk) pedormariceand Y dzf (i .

95"percentileare shown. IftheatterA & Of 2a4S G2 GKS LISF]1 FyR AGQa
IfthelatterA & f 263> (GKSYy Ad0Qa | aK2NI RdzNI A2y ®

The table izolorcoded. If you require a different threshold, adjust accordingly.

Select a datastore you want to troubleshodhe relevant metrics and configuration will be shown
automatically.

214 = 410 = e3~ 2 g
b D Lt el g Mw [e— Wbm

Its latencyand outstanding 1O igutomatically shown.

Note the latency is the normalized average of all VMs in the datastore.

L ki o

. 26 92 0 == l 0 = | 8“'
[T e W = A Wt s T

Its IOPS and throughput are also shown. These line charts aoelootoded as it varies per customer.
Edit the widget and add your expected threshold. It will make it easier for the operations team.

Thelist of runningVMsin the datastords automatically showrwith the relevant contention and
utilizationmetrics
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= VM in the selected datastore

Mame  Worst Write Latency Worsi Read Latency IORS Throwghput

ale. B21ms 9.1 ms 29 2.69 Mbps
ma. B1.38ms B.58 ms .33 245 Mbps
lat.. B0.93 ms E0.73 N.42 Mbps
loc,.. 77.Bms 50,33 ms 25.8 2.66 Mbps
he. 74.6ms : 32 315 Mbps

Al 55.42 ms 5.2 £3.83 12.34 Mbps
dewy Gm 0.93 ms 0,13 0.02 Mbps

VM Analyzis

Select a VM you want to troubleshaodiis contentionand utilizationare automatically shown.

Do ko

Note that this number is at the VM level. If you suspect one of the virtual disk has high latency, use the
counter Peak Virtual Disk Read Latency (ms) and Peak Virtual Disk Write Latency (ms).

For utilization here are the keynetrics

Uk izabon

m&m&m'l 51'1_ o | M%L-*..-

If you have many VMs with virtual disks on multiple datastores, add a View List widget to list the
individual virtual disks. Use this list to plot the late&cytilizationof individual virtual disk.

Q =

Wi Thapimad

= P
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Relationship

From the datastore, what if you want to check whathsters othosts are causing the problems?f A G Qa
vSAN datastore, what other relevant KPIs should you check?

Fromthe relationship widget

asSt Soi

contention and utilizationmetricswill be automatically shown.

% Related Clusters to selected Datastore

ﬁ] Siistord

-

L

=]

i

vEAN ClusterClust

merty

aax12-r02 015114t

eex12-r1% 01 51lab

‘eEnd-rS.po1 5 a

The following table shows the contentiometricsfor the 3 object types:

st Ty

Flast Sys

Host Syaism

Host Syate

Host Systar

Host Gys

(CJsker

Chyshes

ompute Pesoirr

Lo

Cory

fam

e Resour
=1

pule He

npule Rescurce

Clugter Compute Besolirce

sl o

wEAMN Clustar
5 Clusstar
SAN Cluster

Just like all the contentiometrics they are color codetbr ease ofanalyzis

Mubsle

DatastorelEghest Write Latency of all nslance

DalastorelHghest Read Laterty of all Irelardes

DatastorsiCutstanding 10 requests

Storage AdapteriHghest Read Latoncy of all instarcos

widulye-c] AdapteriH gnest WVritE La

DatastorelOutsianding 10 regiests

= Dialastoraivworst Y Disk Latency

DiskiRead Latency
DiskiwWrite Letency
DiskiTotal Latentsy
K iMax Disk Group Congastion
ERiMax Disk Sroup Rasd Cache/Wnte Buffer Latency
Hit Hats

EFMin Disk Group Bead Cachs

Capacity Dsk Latency

-

KFESUum YaAN Poilgrouss Packetd Diogded

The following table showthe utilizationmetrics

PART 20F 4

stency of all mstances

Box Labal

Wirite Lateney of
Read Latency af all Oatasiores
Total Cutstanding 10

ftead Latency of all Adapters
wirite Latency of all Adapters
Total Cutstanding |
Wiorst e Disk Latency
Read Latardy

WWirite Latency

= he HIt Bate
-epacity Disk Lajency

Packet Droppe
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Obgect Type

Cluster Compute Re

Cluster Compute Re

Cluster Compiute He..,

Cluster Compite s

WEAM Clustes

waAN Cluster

WwSAN Cluster

wSAN Cluster

Matric

CatastoreiRead KOPS
DatastorelWnte IOPS
DatastorelRead Throughput
Ratastare!Write Throughput
DatastoreiRead I0PS
Diatastore/Write IOPS
DatastoreiRead Throughput
Datastore!Write Throwghput
EFiMax Capacity Disk W3PS
vaAMPerformancelWrite I0FS

vSAN[PerformancelRead I0PS

wSANPerformancei Tata! Throughput

Box Label

Unit

Ghps

Ghos

Colar Mathod

v Teiplid

None

MNone

Mone

Mone

MNone

MNone

MNone

Just like all the utilizatiometrics they are not color codeso not to give the wrong conclusion.

VSAN Pertormance

This dashboard is designed to complement Y&phereCluster Capacitgashboard It focuses on the

aG2N) 38
vSAN clusteit K I (1 Qa
performance
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Cluster Analyzis

The table lists all theSANclusters, starting witktluster with the highest VM disk laterdy . @ RS T | dz
showing data from the last 24 hours as this dashboard is designed to be part of your daily SOP.

= wSAN Clusters

ud Worst VM Disk Latency Worst vSAN CPU Roady Worst vSAN Network Dropped Packel All WM
I 12523 ms 0% 0% EE
5 4.22 ms 0% 0% a3

Q ms 0% 0%

All Flash and Hybrid have different performance. Since there is only 1 benchmark, the all flash will
LISNF2NY o0SGGSN) GKFYy KE@oNARRX YyR GKIFGQa oKIFG &2

The firstcolumnshows if the distribution of disk latency experienced by all the VMs in the cluster. You
should expect majority of the VMSs to experience latency that matches your expectation. For example, in
an all flash systems, the VMs should not be havit@ms disk latency. If your vSAN environment is all
flash, you may need to adjust the distribution bucket to a more stringent set.

The secona@olumnshows if any of the vSAN kernel module has to wait for CPU. Expect this number to be
near 0% and below 1%, as vSAN should not be waiting for CPU time. vSAN gets higher priority than VM
World as it lives in the kernel space.

The thirdcolumnshows if any of the vSAN cluster is dropping packet in the vSAN network (not the VM
network). vSAN relies on network to keep the clustesync. This number should be near 0% and less
than 1%.

Select a cluster to investigate furthers M latency distribution will be automatically shown.

What can you conclude from the followi@gbar charts?

Ipnd | Alercy among Ve White Latency nmang Vs

ik
n a3
10 D
5 '
- g
i : u
] 1 3 4
- - : -
] pr———ry

You can tell that most VMs in the selected cluster experience write latency, but not read lakaiy.
helps you choose the right path of investigation.

¢KS fF0SyoOe O2dzyiSNJ I 602@S A & mgafitg if b M hasal0 Girbad@sk © |
it takes the highest among any of them.
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Contention

You can see variouiskrelated contentionmetricsof the cluster as shown below.

Conteniion

All thesemetricsare at vSAN cluster level, so there are some roll up involy. are the Read Latency
and Write Latency not shown as the firsetrics?

They are averagd®y the time the group average is bad, you could have half the populiationrse
situation. One way to overcome is to use a tighter threshold, as shown in the following table.

Metric Box Label Umig Color Method Yellow Orange Red
Summary |[Worst WM Disk Latency WM Disk Latency ms Custom 102 20 40
KFliMax Capacity Disk Latency Capacity Disk Latency ms Custom 5 1o 20
vEAM|Performance|Read Latency Read Latency Auto Custorm 5 ¥ 20
vSAN|Performance|Write Latency Wiite Latency Auto Custam 5 10 20
vaaN|Performance|Dutstanding /0 Outstanding 10 Custom 12 20 40
ySAN|Performance|Congestion Congestion Custom 60 o0 150

Read and Write are split as they tend to have different patterns.

Utilization

As expected, we complement the contention metrics with utilization metrics.

illzatian

Large block size can result in high throughput in relatively low IOPS. If you are seeing large block size
whenYou arenot expecting it, investigate which applications are the using it.

Max IOPS among capacity disk is shown as a disk has a limit, especially magnetic disk. A typical magnetic
disk delivers ~200 IOPS, and this can be easily saturated.
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Disk Groups

You can drill down to thdisk group level. All thesaetricsare the worst value among the disk groups.

Analysis of DNsk Groups

{IYS GKAYy3 6AGK GKS NBIFR OF OKS® I f ¢ G§KS oI f dzSa
read cache

Read Cache

Raad Caché [rasared) Dead Cacho (faserved) Read Cazhe (latal)

Other KPIs

The performance problem could be causedoy-storage

Compute & Matwaork

e
VSAN Resync is a type of utilization metric, but its presence can impact performance. vSAN has two
scenarios that trigger rebalance (the reason for resync).

1 Proactive: A large variance among devices disk space utilization.

1 Reactive: When devices reach a critical capacity threshold (typically ~Bi%adjustment can
be in the form of object components moving to other disks, disk groups, or hosts, or even
splitting of existing large components into smaller components to achieve the desired result.

Resync

s e ot
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Disk Group Analyzis

You can drill down into individual disk groups.

Disk Groups

Hama Road Latency ‘Wiite Latency WOFS Congeston Wiribe Butfer Free
Dask group (S20Md389e-5004-6474-1376-36ac 2B TG B6.91 ms 3.22 ms G 69 %

Disk Groug (52665924-d400-c52c-bc39-3ddafs5897dog) 185 5 0.84 ms 3] 69 %

Disk group (528867 37-3361-37ee-9902-1 Te5d55e901a) 13.B7 r 0,068 ol & 649 %

Disk group (528e86da-ca26-31d7-a6aB-fa6a704d0883) 0.59 ms 69 %

Make sure they are fairly balanceld not, you have a hot spot.

Select a disk group you want amalyze Both the contention and utilization metrics are automatically
shown.

Diss Clraup Coiilaslian

o3- (ge: Hos

There are more metrics for the utilization. To avoid the name being trunctezkp them short. To see
the full name,simplymousehoverover the counter name, as shown below.

iees Be03- EQ- 0

3 e Rl (5320l 230 230 O=| 0%

Forthe throughputmetrics, why do | choodeytes instead of bit? | use MBps, not Gbps.

Revisit thevSphere Metrics boofor the answer.

Cache Disks

You can drill down into individual disk groups. this is SSD, you should expect their values to be below 5
ms.

Cache Tk

Hava Desyicm Lweray st Latency Winks IDRE Fead I0FS Type Wencion Bas Capmm Dapih
#vmvlab-esy TR eng vmwarecom MAA SSCOZEADSCI0GECT 067 ms D6S ms T4 203 S5 ATA, 10 GR
mvrrlab-ean-Foeng ymware com_NAA SBCDRES0ACIORERF LAY ma 183 ma &, 936 1rat S50 ATA SO0

Tl k- - A0, ang virwane com_ MAA SECDIIES0AC205DRE 1,79 Wi 1,087 mi& 9,433 1,633 558 TR, T GR

The configuration is also shown. Make sure they are consistent.

Select a cache disk you wantdpalyze Both the contention and utilization metrics are automatically
shown.
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Tracihws Desic Combantae

VSAN has various layers, which is covered in Pahabter 4StorageMetric.

Congestioris a special derived metric in vSAN.

Cache [Hek; Llikzation

‘ TN 2 N NW&%M.; Wit

Why is the cache disk space utilization not considered contention?

Becausep/r: dzaSR R2Sa y20 YSIyYy AGQa FlLadSNI 2N aft 268

Capacity Disks
You can drill down into individual disk groups. The latency value will vary between magnetic and SSD.

Capacity Ciaks

Hams Devce Latency Gueal Labency L Wendar Type Sze G Depth
aym-iab-ain 73, eng vmware.com_NAA SOODCS00REENIEF 5O ms S0.53 738 SERGATE WD 1200 GR B4
evr-lob-esx- PR eng vmware.com, HAA SO00CSO0SGEENGT  30.59 ms A0U6 Ms s SEAGATE MWD 1200 GB Gl
evn-lab-eix-T9 engymware com_NAASOOOCSR096EINSE  BEAS ms 55.85 ms 540 SEAGATE WD E300GE a4
evn-lab-esn-TH eng vmware.com_NAA S000CS00REEMEST 7115 me 7116 ms 673 SEAGATE L 1200 &8 G4

The configuration is also shown. Make sure they are consistent.

Select acapacitydisk you want tanalyze Both the contention and utilization metrics are automatically
shown.

Capiscily Dmi; Corsention

At this level, what you can do is basically observing if there is sduobt

Capperty Diwi: Lilimabon

erm.d. lm,ur"tm..hw wi vwie 1) Lm:*mm -'|iu_LIT't“TTT;' lmmmﬁ.::m_
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INCLWUIRN FCHIUTITNIalicc

Use theNetwork Performancelashboard to view performance problems related to network such as high
latency,unusual traffic and many dropped packets. This dashboard is designed for both VMware
administrator and Network administrator, with the goal of fostering closer collaboration between the 2
team.

The dashboard enables drill down from distributed switch to the ESXi host and port groups in the switch,
and then to the VM.
To prove that Network is performing well

1 NoErrors

0 Not a single ESXi host is experiencing packet drops in any of its NICs (vmnics). If there are,
show the ESXi names.

o Not asingle VM is experiencing packet drops.

1 Latency
0 Good round trip latency. No network trombone across physias centes if NSX is
used.
f Utilisation

o Not a single VM is hitting its limit, be it 1 GE or 10o6Glgher.

o Not a single ESXi vmnic is hitting its limit.

0 Total bandwidth hitting the physical switches is below capacity.
1 Special network

0 The broadcast network is minimal. For both ESXi and VM.

How to Use

Review theDistributed Switchedable

1 ltlists all the switches, sorted by the highest packet dropped. The table splits the incoming traffic
and outgoing traffic for betteanalyzis
1 As the focus is performance and not capacity, the througipetricsare not shown.

Select a switch from the table

1 The health chart will automatically show the dropped packet trend over time.

witch: Dropped Packet
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1 However, it will not narrow down the list of port groups automatically, as the list of port groups
are always showing all the port groups in your environment.

1 If necessary, expand the 2 collapsed widgets. They are showing the network throughput and
broadcast packets. Utilization is also shown so you can correlate if the dropped packets are due
to higher utilization

Review the port groups and ESXi hosts in the selected switch

1 They are automatically listed when you selected a switch from the table above.
f Just like the distributed switch, you can also see their relegannters The following shows the
same chart, except for a single port group.

Dropoed Pacies

If your environment has unused network switches, you can filter them out from this list, as this
dashboard focuses on performance.

Points to Note

Network hAtency within adata centershould be below one millisecond. UadaNetwork Insight to study
the latency or the retransmitting problems, caused by moving into the lateral traffic.

Add a physical network using the appropriate management pack, such as True Visibility Suite.

Most packets are unicast, between a pair of sender and receiver. If your environment has many VMs
sending broadcast packets to everyone and multicast packets to many targets, adeNaiwidget to find
out which VMs are sending these packets.

Enhance to include analysis of distributed port group. Does any of them hit their limit?
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Capacity
Part 2 Chapter 5

The capacity dashboards aims to implement the capacity concept cove@aparcity Management
chapter, and complement the existing product pages.
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WvVCiall UColgil

You may notice that the performance dashboards and the capacity dashboards share similar layout. The
reason is there is commonality in both pillars of operations.

The suite of dashboasdvork together as one integrated set. They also have similar design.

Goab Determineoverall capacityCover compute, storage and network.
Network covers ESXi physical NIC, NSX Edge and NSX Manager.

Optimize capacity. Reclaim, rightsize, and redistribute.
Questions Examples of questions answered by the dashboards:

2 Kl 6Qa GKS 2@0SNIff OF LI OAGEK 52
network to meet present demand + demand in the near future?

Any hot spot? Do we need to rebalance?

How severe is the wastage? How much can we easily claim within a mao
How much will take much longer to reclaim?

Assumptions Users will use the buiinh pages. These dashboards are designed to
complement, not replace.
Target Users Capacity Team

This is the main targeThe team responsible for overall capacity life cycle
from planning to upgrade. Not interested in day to day, such as a host g
down or put into maintenance. Keen ¢ang term and top down vievgs
they areplanningfuture expansion and ageing hardware technological
refresh.

Their primary focus is the Provider

Operations Team

The team running the day to day, live operations. Not interested in long
term, both the past and the future.

Their primary focus is the Consumer, especially oversized VM.

Storage Team.
{LISOALEtAAG GSFYD /2tfF062NXdA2Y 0

GKAYE D

Usage frequency Weekly
Quarterly

Features ¢ KS RIF&aK0o 2| NRdowE ®R I HA KfF HR Ha SO0/
detail.

The summary lets you see the big picture.

The detail section is placed below the summary section. It lets you drill
R2gy Aylu2 I &LISOATAO 2062S00Gd C2N
the detail capacity of a specific VM.

Quick context switch. You can cycle through objects quigithout
changing screensr opening multiple browser windows.
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Ul wise, the dashboard usesogressive disclosute minimize information
overload and ensure the webpage loads fast. On the other hand, so lon
your browser session remains, it remembers your last selection

Color coded.

A high capacity remaining could indicate wastdém. ease of identifying,
wastageis shown by a newolor. Dark greyindicates wastage as capacity i
not used. In fact, there can be performance problem is the low utilizatior
was caused by bottleneck somewhere else

Complement the out of the box pages by visualizing information differen
and giving more choice of customization. For examples, the reclamatior
is grouped into buckets so you can focus on the largest reclamation
opportunities first, and trend chartare provided so you can quickly see tr
growth over time, without changing context (e.g. open a new screen).

There are 2 types of capacity management

1 Consumer. You focus on a single VM, container or application. You want to right size them and
reclaim unused portion.

1 Provider. You focus on the shared infrastructure as the problems impact many consumers.

For cluster, special types of cluster alter the capacity model. One exangpletehed clusterlt needs its
own capacity modednd visualizationYou will need to have an object or custom group for each site, and
then displays them side by side.

GUITIPULC Capalily

Thecomputecapacitydashboardcovers vSphere clusters with their associai&®Xi host and resource
pools, aghey impact the cluster capacity.

The dashboard is designed for cluster, and not standalone ESXi host. The layout has these sections:
1 Multi Clusterslt should have a tablbsting all clusters.
T m /fdza0iSNY 2KI{iQa (GKS 20SNIfft dziAftAT I GAZ2Y D
1 Subcluster. Break into the ESXi hosts. This is only needed if there are imbalances.
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Overall Analyzis

The3 bar charts show all the clusters, summarizing the overall situafiba.first 2 are shown below.

DR Dy Capacty Bamaiimg Clusters by Time Remuinisg (o)

Thefirst two bar charts workogether. Just because you are running low on capacity does not mean you
are running out of time. Cluster withayclical loadhat hits high utilization but never trends toward
100% will have low capacity remaining, but plenty of time remaining.

Generally speakinghé ideal situation is low Capacity Remairamgl high Time Remaining his means
your resources are cost effective and working as expecétedclusters where you intentionally need to
run at low utilization (e.g. stretched cluster), increase its buffer accordingly so the capatitgswill
reflect that.

The ¥ bar chart isvM Remaininglt gves more complete contexts, as different clusters can have
different VM size.

The barchagOl y Qi a K2 g @aatdrs Ll NStydi2 ROIMNY QG aK2g¢ | f €
large environmenta heat mapcomes in handy.

[N
~

L Ve T8 WIOL LR

| ——
The three heat maps are Time Remaining, Capacity Remaining, and VM Remaining.
Thecolorindicates usage. Low utilization is marked as greygnatn as it represents waste.

Why is the box size made identical?

For ease of usandbetter focus on the action to be take®therwise the small clusters will be dwarfed
by the large ones.

If your cluster sizes are not standardizetkate another heat map, anase the number of ESXi hosts to
show the size difference.

A table provides the next levef details.

Clusters Capacity

MNams ESXI Hosts Time Remalning Capacity Remaining WM Bemaining Running VMs Total CPLU Total Memory
Clus

vRO > 1 Year 4591 % 7 B4 302.4 GH: 169 TB
Clus 3 > 1 Year 6551 % 312 B2 247 82 GHz 1.6B TB

Thenumber of ESXi hosts are color coded as smaller clusters have relatively higher overhead.
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Cluster Analyzis

Select a cluster from the table. Its detail capacity will be awtteally shown.

Performance

The first thing it shows is the cluster performanbtéake sure this is within your expectation.

P %)

B

The counter is covered in Performance chagted Performance dashboard.

Utilization
The next chart is utilizatioh. § Qa4 aK2gAy3a Ay 23 | &

Memory Workioad (%) CPU ‘Workicad (%)

M WAL

g

[ { . S i

1

Utilization displayed for three months and not one week. The daily average is displayed and not the

hourly averageso you can focus on the overall trend.

For memorythe focus is ortonsumed memonrand notactive memory

LT AdQa dad@akdefcompldmedt Avdzage btilizatiothe peak is defined as the highest

among any ESXi hosts. If the peak is higher than the clwstieraverage, thetthe clusterisimbalance

Find out the cause dfmbalanceand optimize it.

If you have the screen real estate, add the absolute utilization.

Allocation

Next isAllocation, as not all demand is regbu need to use both models.

Workload can be low, but is overcommit ratio high? Newly provisioned VMs tend to be idle for weeks,

and suddenly grow.
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Cwercommit Ratio

Youcan see the trend of the 3 components together on a cifdhat is relevant to you. In general, your

CPU overcommit should be the highest, followed by disk (due to thin provisi@mory overcommit
tends to be near 1 due to its nature as cache.

Use theline chart to see the trend. As usual, the data is averaged hourly so you can focus on the big
picture.

Allocation £ 4 9?7 O

Wednesday, Jul 21, G800 AM-09:59 AM _ | i T
» CPU : 1.509 *
» Disk | 0.246582
= Memory - 0.14923

L

T L&

u Jul 12 i1 Ll 2E
CPU Memory Disk

Clustar-]

-

Next is the VM CounA trend line of numbeof VMover time is importanto spot if there are many

newly provisioned/M. If you see VM growing but demand remains low, that's a sign of potential demand
coming up in the future

WM Count R ¢ T @/
Monday. Jul T O8G0 AM x
» Tolal : 93 L 90
& Powered On - 84
- ——_‘—i—\_
B
1 I 1 | | 24 | Il lig g
Total Powered On

Cluster-1

=

¢23 GKS 2@0SNIff +aY9{ - A NIdA2 Aa I oft@2néasedas/ dzY
costefficiency proof.
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Reservation

Reservation can impact the efficiency of your clusééhy isthe clusterlow on capacity? Is it because of
real workload, or just reservation?

Resarvation

If your cluster size varies, complement the reservation number by showing relative @aloe.you have
a standardized number, you can visualize them on a heat map! This enhancement requires super metric,

good practice!

Reclamation

As covered in the Capacitjanagement chapter, therare 6 types ofreclamation. Some of them are
shown below.

Faciamabis

LT AdGQa NBEWwisnnent, dd thenurdb@rdd undersized CPU and undersized memory

ESXi Analyzis

Just because the cluster capacity is good, does not mean there is no issue at ESxiblalslicas
common issue, especially in large cluster and stretched cluster.

The following table shows all the member E¥Xu can see thienbalanceclearly, thanks to the color
code.
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ES¥i Hosts In the Cluster

LTS Timae Remaining Capacity Ramaining 95in Percanilie Perlcamanca
b LaEye) Jha. W Wb ~

Fun 76 Day(a) 36,26 X 83,75 %
BV 76 DEy(s) 36,36 %
gvr-l T Day(s) 3697 % BT.5%
BT TG Day{a)

vl a4 Do 10, L&l
o 144 Dia 1a7
BV 1494 Cayis 45.74 | 100 %

The 99" percentilePerformance column takes the 9percentilevalue of the ESXi Performance (%)
YSGNRAO® ¢KS NBlFazy 6SQNB y20 GF 1Ay 3 "pekdédtiles2taNB G |
rule out outlier. In addition, the performance threshold has been set to be stringent.

Select one of the ESXIl its detail will be automatically shown

CPU Waorkload (%)
Wednasday il 28, D800 PM =,
& fofal: 82.61 75
» Usable - T4.66
Laage 17498
S0k
25
o
Memory Waorkload {(3) ! =
Wiednesosy I 28 10000 B —
= Tolal | 574.52
o Lisabis = HER 28
« Consumed ;| 146.419 A0

100

Both CPU and memory tretide chartsi K2 ¢ A F Ad0Qa adSFReé RSYlIYyRI Oé@
declining demandThe trend is as important as the present vallie.see trend, you need to see over

longer time.Utilizationis displayed for three months and not one week. The daily average is displayed
and not the hourly average and the focus is on memory consumed and not memory active. Note that
memory consumed includes the total memory consumed, so it includes memory consyrivddkiarnel

Both total and usable utilization in terms ofemoryand CPlre displayedThis gives you the absolute
amount of capacity.

A technology refresh is often used to address capacity shorfdgerelevant configuratioshows the
hardware model and specification to help you determine the age of the hardware.
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VM Analyzis

2 Kl GQa OldzaAiy3a GKS t2¢ OF LI OAvihdt inf\aBirvdtuse yesoyreeGPU2 K A O K
memory, disk spage

I+

Use the following table tanalyze It lists either the VMs in the cluster or host.

VMs in the selected Cluster or Host

WM Mame Guest 05 wCPL Mamaory EMsk 7 Disks Creation Date

AVS-Cie Orther 3.x% Linuy (&64-bit) 4 12 GB BO GB Februar 8, 202135
CentD5-.. CentDSs 4/5 or later (64-bit) 2 1GE B GB 1 February 8, 202192
CentO5 Cant0s 4/5 or later (64-bit) ] 2GB 8 GB 1 February 8, 2021 8:2

You can dect one of the VM, and additional relevant information will be shown.

You carenhance this by using 2 heat maps, one for CPU and one for memory. Shows all the VM, sized by
configured and color by capacity remainiffgyou see many large VMs running low on capacity, that
meansyou should stop provisioning until you upsize existing VMs first.

UdidolUIC Capalily

This dashboard complements out of the lmapacitypagesand dashboardIt focuses on storage,
provides overall picture, anbighlighsthe datastores that need attention.

Overall Analyzis

OWhat do | havén terms of capacity

The summary banner answer basic questions like this

5 54.5~ N 69

bt e e -

LT NBldANBRY OdzaG2YAT S Al L 1S8SSLI AL anustid S a @&2dz
because you have 100 TB available in South Pole DC does not mean your servers in North Pole DC can use
it, unless you tunnel dark fibre over earth core.

Next is the distribution charDo they look familiar?
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B B

LGQ& AydSydGAazyltte

As you can expedty now, nextin the dashboards the heat map.

RSaA3ySR

02

0S

O2yaraisyd

pe

g

There are three heat maps, the primary being Remaining Capacity heat map. The 2 other heat maps cov

Used Capacity. One of them is designed for environment that use Datastore Clusters

Each box represents a datastore. If you have many datastores, the heat map will group them. You can
drill down to see its member3he larger the datastore, the larger its box is. If you have many small
datastores, consolidation can make operations easier.

Following the design used in Capacitgidzoard, next is the table listing @lle Shared Datastores

Shared Datastores

Hamo Cagacity Remaining T

via. O%

WEE 5B 96 %

By BB.56 %

BO_ 96.91%

Ta_

Total

19.65 TB

41.92 TB

N.7s T8

B3 TE

Aemalning

oTA

B54 TB

BEB&ETE

N3aTBE

3878 TH

Time Aemaining WM
O Dyl &) 56
> 1 Year

=1 Yoar 2
= 1 Year B

76

Drphaned Disk

43978

ETO93 GB

796G

99,34 GB

45878

Srapshot

0GR

1 GB

oGB

o GB

1.0 GB

The table provides a summary, showing all datastores a glance. They are grouped by Data center. If you

use Datastore Cluster as your standard it suits you betterreplace the grouping with it.

By default, be table is sorted by the least capacity remaining

There are3 reclamation opportunities: powered off VM, snapshot, and orphaned VMDK.
Why is Idle VM not included?

Becauseyou should power offirst, and let it go through powered off peridzefore deletion.
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Datastore Analyzis

Select a datastore from the tablls detail capacity will be automatically shown.

iz 1B [t s B

The snapshathouldbe 0 GB. If it is not 0, then it should be temporary. A snapshot lasting beyfemd a
days shouldbe investigated.

OrphanedDisksare VMDK fileghat are not associated to any VIExpect it to be 0.

For disk space, the total capacity, allocated and actual used are skiéhat.does it mean when the
provisioned disk space metric grow but the actual used does not?

sk Space (TA])

Thatmearsthe VMs are yet to use it. Watch out, you can run out of space sooner than expected.

The value is daily averaged to show the big pictittaving Sminute spike can visually make the chart
harder to read.

If you use allocation modehadd a second line chart showing the allocation over time. Add a threshold so
you know how close you are.
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VM Analyzis

If you need tcanalyzeat VM level, review the table listing all the VMs in the datastore.

WMz in the Datastare

Wame L [FEE L] Provisioned SHacn SnapEhat Puormwrad CiF? a2 LR T

ale 16T W L0k GE 1 GE (] 1] 1 Dayis)

ma. 929 £ 45 G 0 GE o o 2 Dayis}

he.  2F5% 434 GE 1 GR [+ o 3 Day(s}

al_ 1299 % 35,5 GE {1 GE [&] o 3 Dayie)

A 14,18 % i BE GE 0GB [+] a] & Day(s)
16.79 % AR DD GE 0 GE o o W Dayis)

Sl 20268 % 3500 Ga 204,158 0GB

If you have hundreds of VMs, create a heat rshpwing all the VMs. Color it by the used space so you
know if the VM is reaching ifsill size. &e it by the allocated siz® you can see who the big VMs dfe.
the big VMs have plenty of space to grow, watch out.

Click on the VM you want to investigate furth&iou get to see its usage over time.

srmard_slert_tes

Local Datastores

Theyare shown separately as a table on its own, at the end of this dashboard. Avoid running VMs on
local datastores, unless its storage requirements can be met with a locardiskdoes not need
vmotion.

Local Datastores Capacity
Hame Total Bemaining WM Datacentsr EEX Mosty Tvps WMEFS vhphere Tag vEphars Foloer
Datastore-98 653 TH 592 TR Evi VMFS
Datestore-09 653 TB 576 TB | EWM VMES H ane
Tatal 1106 TH NGB TE 10
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Points to Note

L¥ @2dz FNB dzaAy3d GaGKAY 2y sbkikpgrévBion¥dSady/ visifillly infiokh8 dzy’ R S NI
physical array.

The dashboard does not havetastore clusterslf your environment use itnodify this dashboard or
create a new one. In a large environment with many datastores and datastore clustersVasd kist to
list the datastore clusters so you get summary information. Fromlisiisdrives thedatastoreview list.
Alternatively,create a heat map, listing the datastore clusters.

Diatastone Chasters Capacty Remaining

Frodecton

vSAN Capacity

ThevSAN Capacitgashboard complements theSphereCluster Capacitgashboard by showing vSAN
related capacity. It focuses on the storage and vVSAN specific metrics, andad®e® LIS G ¢ KIF G0 Q& | f NJ

covered¢ KI 1 Q& + f2y3 6AYRSR gl & (s@®manhgevSARamadtg G il dzaS o

Because the metrics are VSAN specific, this dashlmagnot list non vSAN cluster.

Overall Analyzis

The dashboard starts with the familiar banart combo that Cluster Capacity dashboard has. The
difference is this focuses on the vSAN disk space, not compute and network.

Clusiers by Capaciy Remalning . 7 & Clusters by Time Remaining
1% — 1%
A A ' 1
E - E
8 e
os— ?
=] =] o
o o o o

Similar to Cluster Capacity dashboard, next is a heat itagre are 2 heat maps provided.
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Heat Maps

o R e By Capaciy Nesaning
By Capacily Remaning
GODC-Datac siies B Taris Rrsbitir ) BOOC-alrenisr

Why is the box size made identical?
Head to the Cluster Capacity dashboard for the explanation.

As you can expect, a table provides the next level of defiks.difference is you get vSAN specific
metrics.

= vwSAN Clusters

Name Capacity Remaining Time Rermaining configured Haosts Disk Groups Capacity Disks
vSAN Clust . - - . 3 [ 18
v5AN Clust. O % 0 Day(s) 19.65 TH 9 g9 18
vSAN Clust.. 58.41% >1 ¥ear 4192 TEB 3 L 24

z

LT AGQa dzaS¥dzZ = FRR YSGONAROAa adzOK la G2aGFf RAAT

Cluster Analyzis

Select arSANcluster from the table. Its detail capacity will be automatically shown.

Utilization

LGQa aK2éAy3ad GKS dziAt AT I GA2Y T2 NINétofk is aot hdws 28S y i
GeLmortte AGQa y20 |y AaadzsS yR AGQa O2vYLiX SE (i

Just like physical array, there can be hot spot @moialance The following heat map shows individual
disk groups
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Is Disk Group Space Utilization balanced?

2%

Notice they are aljreend dzii y 2 (i An@rgl fbritherh fo Havelmindr ¥ariance.

Reclaimable

LGQa I 1 S eprdadivédaagitdninageteéntThe dashboard shows ydoth the VMsand
non VMs portion

Reclaimable: Non WM Reclaimable: WM
TB T TB TB
0.1 O- 0.9 0.1
Orphaned Disk Snapshat Idle Powered Off

Dedupe and Compressed
The scoreboard shows details on this area.

Dedupe and Compression

1.25 2.4~ 10.6 13.1=

Used after Used Before

If you are concerned with the CRidage from the dedupe and compress feature, add a line chart of vSAN
CPU usage.

Disk Group Analyzis

If there isimbalance you can drill down into each disk group. Otherwise, skip this section.

The following table shows all the disk groups in the cludtkér usagemay not be similar but they
should not deviate drastically.
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Disk Groups in selected vSAN Cluster

Mame Taotal Capacity Usage T Capacity Remanining  Time Remaining
Disk group (52Bae737-3361-37ee-9902-f7ebdbbe9bla) 218 TH 8399 % 16.7 % =1 Year £
Disk group (52665924-d400-c52c-bc39-3dd3f5897d0.. 218 TE BG.14 % 14.4 % > 1 Year

Disk group (52194 7d9-16a0-7abb-e609-ea1b0M47bN4) 21BTB 86.36 % 13.86 % > 1 Year

Disk group (52f1b0Ec-abb6-b85b-2922-1a6c3922d3ad) Z 18 THE BY.39% 15.57% =1 Year

Disk group (529c6afd-51a0-2d0c-a589-14134c5d8b06) 218 TE B7.E7T % 1448 % > 1 Year

L‘:iglr aroln (528aB6da-ca?6-31d 7-a6a8-196a704d0883) 218 TH B7.65 % 14.29 % > 1 Yaar 2 b

To see any of the disk group usage trend, click on it.

Utilization

Disk group (52f947d9-16a0-7ab6-e609-ee1b0f47bf14)

— Usage

In addition a heat map is provided see the usage among the capacity disks in the selected disk group.
Expect them to be uniformed atthisleveld A G Qa w! L5 A0GNALAYy3ID
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VM Analyzis

You can get down to individual VMs in the selected cluster, and check their usage and snapshot.

WMs in the selected vSAN Cluster

Lised Lisaa Provisianad Spacs Snapshot Powesrad OIT7F idla? Age +
& - - - L
MN.31% 10,949 GA 0GB [} 0 3 Day(s)
77.84 % 508 GB 0GB Q0 0 3 Day(s)
17.73 % 219.53 GB 0GB o] 0 3 Day(s)
12.22 % 3348 GB 0GB ] 0 3 Day(s)
FO0. 9 GE D GB o o 3 Day{s})

To see the usage trend, select the VM.

In addition, the relevant configuration of the selected VM is also shown.

VM Capacity

The dashboarthelps youanalyzethe capacity of all the VMsvith ability to dril down into each VM.

Overall Analyzis

The dashboard begins withtable listing all your data centers.

vSphere World is also included you can see all the VMs from all data cent®rdike infrastructure
objects there are potentially tens of thousands of VM.t8ke note that the charts will take longer due
to refreshif you select vSphere World.

How do the following 2 charts provide insight into tegacity of all the VMs in your environment?
2 KFGQa 0KS ARSIt RAAGNAROdzIAZ2YK
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WMe by Capneity Hermaining Wl oy Tima Remaring

L '| &0 -

|

)
oo
¥ :
g
| = :Ir i B — =
FoE |
| it L]
] a
| - i o
Capacity Femainng Tims Awmsicing

The first charggroups them by capacity remaining, while the second one by time remaining. Ideally, you
want all of them to be low on capacity remaining (meartimg given capacity is actually fully used) but
high on time remaining (meaning they do not need additional).

The bucket size has been designed to map the default settings in VM capacitylpgbcychange it, also
OKIy3aS (KS @FftdzS Ay LRfAOe a2 AGQa O2yaraitSydao
The heat magrovides additional view by grouping them by clustehelps you spot which cluster is at

risk (majority of its VM need more capacitygnd which cluster can provide extra resource (majority of its
VMs are not using their capacity)

WMs by Capacity Remainirg

Custer-1 wROps- 100 Clustera

I B C T T T T T T 1] |
|| . I . 1T
| T i

I O A S — 11T 1
I O SRS N g

I . e T -
I I O s [ O O O O s |

[ I
Review the heat mapt provides the next level of details by grouping the VMs by clusters, so you can see

which clusters need attdion.

Note the VM size has been standardized for better visualization. If it suits your capacity team better, add
the size. Note thaby doing thatyou have to pick CPU or Memogo you may have to create 2 heat
maps.

Review the tabldisting all VMs in the selected data center.

YWis Capacity in the Selected Datacentor

Elama Tie Remalrrg Capacity Bemalning (€3 COUCO Mesnpry CH vCPL MEmary Creatie Dats

Filter. O Day{s) 0% oGa 2 BEGH

7/3a 0 Dray(s) % aGh rd EGH 1308 PM GMT+08:00

Expo. O Dayis) 0% 1. 73 GHz il - ¥ G Iuly 20, F0 TO06 T P GMT+3800

intex D Dranyy{s) O% 0 GH 2 BGH July 28 2001 B:25:459 P GMT+08:00

Shop_ 0 Dayis) o% .56 GB 2 tGa Movember 10, 2020 54074 PM GMT+08:00

The list is sorted by the VM with the least capacity remainirgprifng byTime Remaininguits your
operations better, modify the dashboard.

The table is alsoolorcoded. Take note that the threshold is unable to show the grey (wastajm)

The creation date is addefdr the same reason in idle VM case.
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VM Analyzis

Select a VM from the table. Its detail capacity will be automatically shown.

You get both the CPU and memory trend over tidieonths data is shown, and they are averaged to
hourly so you can see the overall treims$tead of spiky chart

CPL LMRE sdods [B%)

For memoryjt uses Guest OS, for the same reason explain&MrRightsizing dashboard.

Femory Utilzaton (GE)

For the disk, it uses the Guest OS partition. Do not use VM virtual disk as there may not be 1:1 mapping
to the actual partition.

Rightsizing recommendation is also shown for both CPU and Memory. Unlike physical server, it's
important to rightsizeVM for the benefits listedhere.

For CPU, the CPU Usage counter is used instead of Delhsmthe knowledge you learnéére to
figure out why.

C2NJ RA&1Z AGQa aK2gAy3d G GKS DdzSad h{ LINIAGAZ2Y
different partitions have different capacity.
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Relevant Configuration

The relevant configuration is automatically shotergive context to the VM

Information such as VM Ownandbusiness unitsan be useful in thanalyzis

neciamation

TheReclamatiordashboard helps you managing various types of reclamation that can be do¥idon
and datastorelt is designed for both the Capacity team and the Operations team.

Overall Analyzis

The scoreboard provides a summary of the total reclamati#urest wat infrastructure resource is
missingfrom the scoreboar@

SUmMmATY

@0 @0m Dm @9 e
Tatal Aucismable D=k Space snapthots Powsrad OF Vs Ttk WM Mamory
CPUismissing. SO dz&a§ &2 dzONB NBOt FAYAYy3I o6ty | AND

You can drill down at either Data Center level, cluster leweiatastore levelDatastore level is required
a4 2NLKIFIYSR RA&|l R2Sa y2i rédatedtbanycustéra 32 O0AF GA2Yy >

wErimre Yemnz 1 Oy HEN -1 JEE 1 ‘Wi a2 D

The table above can drive all the charts undernglatgim, shown belowgiving you a flexible way to slice
the information Take note that the datastore tabtely drives thesnapshot table. The reasontiaversal
spec. The view widget can only use 1 traversal spec

The summary information will be automatically shown. To show from all clusters, s€lelcere World
This object covers all clusters. Take note that the charts will take longer due to refresh due to higher
amount of data.
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s St wae ey Coanmed THEAR D L

If necessary, @just the bucket sizen the chartgo suit your operational requirements

Thereclamation potentialare presented as 3 bar charts, each corresgindan area you can reclaim:
1 Powered off VMghat are no longer needed contribute to wasted disk usage. Consider deleting
them to free up space or moving them to archival storage.

1 Idle VMsare running, bunot being used actively. These VMs consume memory that may be used
by active VMs. Consider removing these VMs to reduce memory conte@iess why is VM
level metric used instead of Guest OS metric?
Memory reclamation is based on the memory footprint at the parent ESXi. The value inside the
Guest isnot what is being reclaimed, and so it is irrelevant

1 Snapshotare meant to be temporary and can cause performance issues and waste disk space if
not deleted after a few days.

Focus on snapshot first, as it does not involve changing VM.

Next is powered off VMThe longer it has been powered off, the lower the risk of deletion. Ideally, you

want a confirmation from the owner, and have a backougside vSpheret KA & A& K& A0Qa AYLE
have meta tag such as VM Owner email addes8. S A F GKS +a Kl imthayl LJAK2GS A G
calculation so there can bedouble countingince the VM also appears in the snapshot table.

Idle VM

As the VM istill runningc  feléti@ediyharder to reclaimas shutting it down may require approval from
the VM Owner.

BTW, if there is nothing to reclaim, you get a blank table. The following example shows no VM meets the
criteria for either powered off or idle. If you suspect the table is wrong, review your ctiteria

\/ \/

We discussed in Capacity chapter that botbtricsneed to be true to ensure the list does not contain
VMs thathas recently become active.
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Select the Object Type that matches all of the following criteria:

Metrics summary|Reclaimable |dle Current E T
AMND
Properties mary|Runtimefldieness mdicator Current I5 1.0

[ SG§Qa RNAff R2gy Ayid2z2 ARES za | & 0KI GedentlefCBU Y2
usage?

Idle Vs

Hame Consumed Mamory 89P CPU Usage VTP Hostnams Creation Date &

V.. BRI19GB 4,73 MHz I WMC-Tes June T, 2021 1000628 PM GMT+08:00
V.. Q6GB 4.93 MHz 1 WMC-Tes Jure T, 2021 1000627 PM GMT+08.00
V.. 0.35 GB 4.8 MHz i uburtu June 7, 2021 10:06:27 PM GMT+08:00
VP 08 GB 4.07 MHz 1 tgb-ubun.  June ¥, 2021 1206221 PM GMT+08:00

The 99P CPU Usage shows@RlJ usage at 99 IS NDOSYy G Af S RdzZNAy3I GKS GAYS
OKS Ol AT AHEsseatally if iREERU WilRatidh 8 low for 99% of the time, the VM could
indeed be idle.

Why is theCreation Dateespecially important for Idle VM case?

The answer is newly provisioned VM may remain unused for months. The following show how to set it.

WM Age - Edit View

FWiE sialar oOTETE FOFE [N (TS SN0 L e ) O FLE. o Yo
1| Marrasnct Cigscrpmion bl

Hatew Lye & E

[ a8

Vel e W s Serva 2008 _ 165486810 S Da{sh E

! Wansewi2M2-1 0 Hermeal-phvetsl-aclive M-S -MNging a‘

1 Tlite Wy 2015 L

"

n ' Trmesinm; QELT-30.LE ?

Canton F-actrewbig-tomo st -pevntal- 1115

Eaala

Duin Tra=wfarreton Caslujadavar
a0 Timesnne i
Wairic rame g
Mal LI e
il il
Sort orde Hiof
Transformati
i |  Femmime |
Sucpec v e ity
A Dain L3
B Wiy o

ChoosevM property Configuratiorh Creation Datgthen doose theTransformation: Timestamand
then Relative Timestamp.
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VM Analyzis

To analyze VMs for reclamation opportunities, select a VM from one of the three tables (Powered Off
VM, Idle VMs or VM Snapshoth} detailvalue over timewill be automatically showrNotice the VM
name is the same in all the 3 charts.

AR DO RLLINSC v _san_ Hew WA Gl R i dpy; UL R M WAL G RO PTG mrm_ s Mew

" F.

Powered off over time shows VMatus (on/off) over time. £ true, meaninghe machine is powered on.

CPU Usage over time provides insights into the aggregate CPU usage, including peak usage periods. This
way you can validate that an idle VM has not had any brief ud&bat you want to see igreenover a
long period of time, as shown in the following example.

CPU Usage over time

(51 evn-uwsim-... 15.73 (MHz) 85,73 (MHz) O 3587 (MH) ¢

&

If the snapshot is expanding rapidly, ensure that the VM diska|(relative tosize ofthe underlying
datastore) as it can fill up the datastore

Lastly, the elevant configuratiorof the VM is also shown to giventext

Contexis of salactad WM
vmx-11 localhost. localdamain 2147483647 CeontOS 4/5 or later (64-kit)
Hawtlwate Weigion Hosinane Toods Version Geest O3 Troen Toais
- Cluster-1 [=Linux_WVH-Linugs] vsanDatastore
PE= T e Parenl Duvler wSphere Tay Clabawdorais)
2 1GB 1 8 Ga
WP Hamzry Yirtual Daka Dk Spacs
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Points to Note

If your environment is large, change the dashboard filter to a functional filter. Group by the class of
services such ampld, silver, and bronze and default the selection to the least critical environment. In this
way, you can benore active in reclamation

If reclaiming is a long drawn manual process in ywganization add a filter by department or VM
owners.To organize your reclaim efforts it is helpful to create custom groups to make it easier to filter by
department or VM owner. This can make it easier to seek approvals and communicate with anyone who
may be impacted.

You shouldgenhance this to includ&rim and Unmap Happy to collaborate and make this into the
product. We need to check on only the thin provisioned di&le should also check at the array level,
using the TVS adapter.

NIGHILILNTTS

TheVM Rightsizingashboard helps you in adjusting the VM sizebfestlong termperformanceat

lowestcost It covers both undersized and oversized scenaticgs.Qa y 2 G RS & A I-siiBuie T2 N
performance burst. The reason is high utilization is actually good for performance. As a result, this
dashboard is categorized under Capaaeitgl notperformance

It is designegbrimarilyfor Capacity teamnot day to day operations team.

Overall Analyzis

The scoreboard provides a summary of tb&at undersizd and oversized CPU and memory.

SUITITATY

69 @0~ @0~ A 110 v @ 2 v

Funning iis Chisaraleod My LT B Marhar eewtaized CPJ Lirstuirs lewd EP0U

If the number isacceptabletoyokli (0 KI G4 Q& A ( danhlye YSSR (2 FdzNI KSNJ

¢ KS NX I & dof addirfg &he nufbér of VMs that are undersize or oversized is screen real estate. It
needs 4 metrics to account for all the combination.

You can drill down at either Data Center level or cluster Iénehost casesjghtsizinganalyzishould be
done atCluster levehsVMs typically do not move integluster.At cluster level, the table looks like the
following. Guess Wy are theclustercapacitymetricsshowr?
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Clusters in Selected DC

Nama Tima Ramaning Capacity Bamalning WM Ramaining ESXi Hogte Running YaiE
Cluster-1

vROps-100 =1 Year 45.84 % T8 B4
Cluster-1 =1 Year 65.48 9 33 3

Total - = 3Im 12 146

Themetricsare showrto give better context. Focus on reclaiming on cluster that is low on capacity
remaining For upizingVMs, ensure the parerdlusters have goocdcapacity remaining

Thedistribution chartsshowing the rightsizing is automatically shoynS &t Qa RA @S Ay G2 GKS
Fa AGQa Y ®NMN&Ere B YWY 2yidocused on the first 8 vCPU, angtmory to addfocused
on the first 16 GB?

WM Ccounis- by CPU to add WM counts by Memory o add
15 — 30—
28
1
0
= u
[ 10
1) a [ a [+] r o o
& — L]
wCPU to add Memory to add

The main reason is you want &void adding large amount without strong justification.

For CPU,Athprimaryjustification is theCPU run queue counter, not the CPU usé&yen if the CPU

'al3sS Aa FElL G 2dz2i mnm:s AF GKS [t addimhy WCBS dzS A &
For memoryGuest OS does not provide deep visibility into the depth of memory shortage. Adding
memory may also requires changing application setsingt can take advantage of it

Do the same capping for oversized VM. make a drastic reduction, discuss with the VM Owner.
Reducingnemory may also requires changing application settegpecially application that manage its
own memory such as JVM and DB.

Other than the bar charts, you also get the table listing the actualXéd.have 2 tables, one for
undersized and one faversized. Whp | y Qi ¢S 2dzald dzasS wm Gl o6f SK

Undersized WV

Mame CPU o Add Configunid CPU Vi o i e G R ]

R ’ s iiily 29, 2021 45450 PM GMT+08:00
Ba. 9 2 2 GB g GE July 27, 703 4:06:36 BM GMT+0E00
WS a 2 2 GB B GB uly 25, 01 23345 M GMT+0600
. B : IGE e IT30E PM GMTH08 00

WR. © 4 3GB a3 3 R B o s
Taw, 2 k] 37 GB 361G
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Thereason for separate table is thmisiness processes for oversized and undersized VMs are different,
as one requires the affected VM to be shiawn and theVM Owner to give back resources. For upsize,
you want to add incrementallgr even automate this procesor downsize, you want to remove in one
change window as the effort to reduce is the same and there will be only one downtime.

CPU/Memory to remove is color coded to help you prioritizedcolor means they are excessively
oversized

Configured CPU/Memory is color coded to help you focus on the large VM. They are shegn in

Take note that a VM can appear in both lexb It can be undersized for CPU, oversized for memory, and
vice versa

Here is the table for oversized.

Oyarsized WM

Bamo TR o Remove Configuied CPU semory Lo Remove Configurad Memory Creation Date
aws 13,07

wre-ava-Extensibilit <GB

mmain_T2.07

rhevhannisyan-4no } GH

B 22,07 1 O =B

Tota 144 298 M3 Ga 1062 GB

The metrics usedre Summany Oversized Virtual CPUand Summany Undersized Virtual CPUSt
stores the capacity engine calculation on recommended number of vCPUs that must be removed or
added.

VM Analyzis

Select a VM to investigate further. You get its utilization awtoally shown Naturally, you expect the
utilization to go higher if the VM i®duced.

-

Take note since thpurpose herds capacityand not performancgeyou should notliveinto individual
vCPUWitilization, nor increasecollectiongranularity toshorterthan 5 minute (e.g. to 20 second).
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Having said thatjghtsizinga VM can help improve iggerformance or maintain its currenperformance.
How do you prove that?

Youshow the performance bottlenecks, such as CPU ready and CPU run Ghedellowing is what you
get out of the box.

You should expect th€M contentionmetricssuch as CPU Reaalyd Costopto either drop or remain
the same.

You should expect the GuedS CPU Run Queteeremainthe same. It might go up a bit, so longsit
lower than 3 per vCPU, noneedtoincrease ! a A1 S RS &L fysuwait@be shiglzy y Ay 3 KA 3
modify the widget touse the 26second counter.

You should expec@PU Context Switch to be less, as there are less CPU to gMlitelse being equal, this
is a positive change.

If you have the need, add mometricssuch agCostop.

Memory utilizationis collectedfrom the Guest O3f guest OS metrics are not availajlleen youwill
only see theConfiguredcounter.Guess W & A & y @all badkiis SNNEvel memory?

BMemary Utlization

14

LG R2Sa y24 FrLftt olFO1 G2 +*a fS@St O2dzyiSNI I a AdQa y
Memory Metrics.

Rightsizing memory improves performance by reducing memory ballooning and contention. For example,
VMs with overprovisioned memory are more likely to experience ballooning

If you want to be conservative, add the free memory counter. If this never touch 0.5 GB, you do not need
to add RAM despite its utilization.
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Memary Page-in Memary Ballooded Memody Canlention

(]
i | 5
! ik Lt

7

If you have the need, add mometricssuch ag?ageOut rate

Relevant configuration for the purpose of right sizing

wim-11 wRealized M o5 Viwiare Pmoton Q.. Iy vROgEs-100
# et €38 ey Taivim Fabinr

il e W Humlngsn ik Yo

] YT 00 -WFS 4 V& oa 3 274 as
yighme Tag Patemireini [0 gy Thadey Cmb Sy

Points to Note

If your environment is large, change the dashboard filter to a functional filter. Group by the class of
services such apld, silver, and bronze and default the selection to the least critical environment. In this
way, you can benore active in relucing the oversized VMs.

For another example, sd@ale Hassingeat code.vmware.com, where he has more data showing the
proof that performance can improve with reduced size.

Monster VMs

You can enhance the dashboard if you need to convey the overall situation to senior management. You
plot every single poweredn VM in the environment, sized by their vCPU. In this way, the monster VMs
will be highlighted. A 64 vCPU VM will appear 64lattgan a single vCPU VM. This is good as the focus
should be on the large VM, as discuskedte.

The heat magolors the VM by its capacity remaining. A VM with high capaeityaining means it has
plenty of wastage resources.

What would it look like on an environment with many monster VMs that are oversized? You get
something like this. The grey boxes dominate the space of the heat map. One of the boxes consist of 48
VMs with total > 1000 GHz. All of them have 87.79% capacitgining. Another word, they are

oversized.

PART 20F 4 Chapter: Capacity Pagel61


https://code.vmware.com/user/2287325117
https://code.vmware.com/user/2287325117

PART 2 OF 4: Consumptions

Maps of WM CPU Rightsize E & 7 @ S

Datacenter Prosduction
Cmject: 45 boxes ralled up o
Size by - CPU| Total Capacity (MHZ: 107519983

Datacenters

Codor by - Capacily Analytics GensralediCapacity Remaining Petoeniage (3% 87,75

You may want to do the same for memory.

You can also focus on the large VM by specifying a. fittedhe following example, | set to 16 vCPU or
more, and the VM has to be powered on at present.

Sesert the Object Type that matches all-of the foSowing criteria)  Wirtual Machine

Froportias « irowargiMumber of virtas! CPUS is groater than . &0d Bemove
Al
Metrics System|Powersd ON % 1 add Bemove

Since we only have the large VM, we can further refine the heat ifag size remains by vCPU size.
However, the color changes to the number of oversized v&CR&more | can reclaim the mored the
color shows, and anything above 14 vCPidds

Large VM (16 or mare wCPU)

—{ || |
1 1
e -
] —
I N o
[} Z 4 [i] B 10 12 14 16 (=] 104
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Configuration

Part 2 Chapter 6

The configuration dashboards aims to implement the concept cover€airiguration Management
chapter.
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WVCiall vColglil

Use theConfigurationdashboard to view thekeyconfiguration in youCFenvironment, especially for
areas that need attention.

The suite of dashboasdvorkstogether as one integrated set. They also have similar design.

Goab

Questions

Assumptions

Target Users

Usage frequency

Features

Address configuratiorssuesefore they cause impact

In the event of issues, check configuration to see if it plays a part.
Arethe configuration matching best practices?

Are the settings consistent when they have and up to date as per our pl.
Do we have undesirable drifts?

You have the enterprise standard and policy documented.

Platform Team

Daily, for urgent settings

Weekly, for non-urgent settings.

Show the configuration that needs attention first, before showing overall
configuration. The idea is to drive action towards optimizing configuratio

Balance ease of use, performance (loading time of the dashboard page)
completeness of configuration check. As a result) maynot be able to
show allsettingsof desired objectsLack of screen real estate is another
consideration behind the design

The current dashboards are

VM Configuration

VM Storage
Configuration

ESXi Configuration

vSphere Cluster
Configuration

vSphere Resource
Management

vSphereNetwork

Configuration

VSAN Configuration

PART 20F 4

These 2 dashboards work togeth&he 29 dashboard is created as the
dashboard was simply too large, impacting usability.

These 2 dashboards work together. TH&dhe is prefixed with vSphere as
the wordclusteris a generic English word.

Ideally, there is a drill down from cluster dashboard to ESXi. However, tl
will increase complexity in the user interface.

This needs to be a separate dashboard as the configuration spans VM,
resource pool and clusters. The flexibility and complexity warrant a
dedicated dashboard to help you optimize.
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In some dashboardshére are simply toonanyconfigurationitemsto check than the screen real estate
provides. If you have a larger screen, add the additional check as you deem fit, or add legends to the pie
charts.

In a large environment, create a filter for this dashboard. Group by the class of services such as, Gold,
silver, and bronze. Default the selection to Gold. In this way, your monitoring is not cluttered with less
critical workloads.

NCOVUUILC ividlilagCITiciit

[el: this section is draft]
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The VM Configuration dashboard and the VM Storage Configuration dashboard were designed to
highlight the settings that you need to fix or improve. To balance usability, it does not show every single
setting.

How to Use

Select aata centerfrom the Data centertable

1 Inalarge environment, loading thousands of VMs incréhsavebpage loading time. As a
result, the VM is grouped lgata center In addition, it may make sense to review the VM
configuration pemdata center

1 For a small environment, the vSphere World is provided so you can see all the VMs in the
environment.

The dashboard is organized irBsections for ease of use.
1 All3sections will automatically display théM configuration in the selectediata center
The first sectiorrovers limit,share andreservation

9 Limit should not be used, as explained previolske.
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1 Theirshare and reservatiomalues an easily become inconsisteatnongVMs especially in an
environment with multiple vCenter Serveithe following shows an environment with far too
many variations in shares.

CPLU Shares Memory Shares

w i

1 Sharesshouldbe mapped to a service level, to provide a larger proportion of shared resources to
those VMs who pay more. This means that you should only have as many shares as your service
levels. If your laaS providé®ld silver, and bronze, then you should have only three types of
shares.

1 The alue of sharas relative. If you move a VM from one cluster to another (be it in the same or
differentvCenter Servgr you may have to adjust the shares.

1 Reservation impacts your capacity. Memory reservation works differently from CPU reservation
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The second section covers VMware Tools
1 Tools is a key componeat any VM and should be kept running and up to date.
1 The distribution chart shows the various versions. You should keep them minimal

The third section covers oth&M key configuration
1 Keep the configuration consistent by minimizing variants. This helps to reduce complexity.
1 Pay attention to VMs with many virtual disks or many virtual network cards.

PART 20F 4 Chapter: Configuration Pagel66



PART 2 OF 4: Consumptions

Count
=

=l
Lt
£
T
=1

Couimt

.

|
L~}
o=
(=]
w

1 Keep the number of VM hardware versions minimal, and keep them current.

VM Hardware

® vmx-07
EE;! 8 vmx-08
vmx-09

ymx-10
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1 VM Network Card widget. It you suspect your environment may have VM with no NIC card,
consider adding it as dedicated bucket.

The last part of the dashboarddsllapsed by default.

1 It shows all the VMs with their key configuration
1 You can sort the columns and export the result into spreadsheet for fuethelyzis

C2AI COTHNIgUuiraliori

The dashboard is organized into sections for ease of use.

The upper part of the dashboard displays basic ESXi configurations that should be standardized for ease
of operations.

1 There are six pieharts that are displayed as one set because there is a relationship in their
values. There should be a correlation between them. Ideally, the ESXi version, the ESXi build, an
the BIOS should be identical across all ESXi hostsin& &ldstd YSSLI G KS @1 NR I (
model, NIC speed, and storage path minimal. The more complex the pie chart, the more variants
you have. This results in complex operations, potentially resulting in increased OPEX.

1 The configurations should reflect your current architecture standard. Eaethie counts the
occurrence of a particular value. A large slice signifies that the value is the most common value,
and if that is not your current standard, then you must addré.
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The second section of the dashboard displays configurations that are potentially suboptimal.

1 The three baicharts display various size dimensions of the ESXi hosts. Thhdrts are
designed to be seen as one set. Ensure minimal number of variations to reduce complexity.

1 Smaller ESXi hosts have a relatively higher overheadqrandnited in running larger VMs. If
they have a low core count, they could be using outdated CPU. Small ESXi hosts are more
expensive on a per core, per GB, per rack unit basis than larger ones if they occupy the same
space. On the other hand, a@PU scket ESXi host is likely to be too large, resulting in a
concentration risk (too many VMs in a single ESXi host). Maintain a good balance that balance
your budget and risk constraints . You should adjust the distribution chart bucket size to fit your
envronment.
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The third section of the dashboard displays configurations that you may want to avoid.

1 The six bacharts focus on security, availability, and capacity settings that you can set as a
standard. For example, you should consider enabling the NTP daemon for consistent time, which
is critical for logging and troubleshooting.

1 The three tables list the actual ESXi hosts that are in gonoductive state. They can be in
maintenance mode, powered off, or in a disconnected state.

7 .¢23 LQ@S Y2RATFTASR GKS f1ad 2yS (2 aK2¢g AYyTF2NNI
your operations. | do not do it for the out of the box version as visually it will look awkward as the
first 5 charts do not need it
The last part displays all the ESXi hosts in your environment.
1 You can sort the columns and export the result into spreadsheet for fuethelyzis

1 Some of the columns am@dlorcoded to facilitate quick reviews. Adjust their thresholdetther
reflect your current situation or your desired ideal state

CIUSLET LOrniguraciorn

The dashboard is organized into sections for ease of use.
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The first section shows 3 bar charts. They correspond to the 3 main features of vSphere clusters, namely
High Availability HA)ynamic Resource Schedul®RS and Distributed Power Management DPM.

1 HA The best practice is to enable HA admission control. You can specify the Ad@isgroh
Policy in vCenter and the threshold for failover shares.

1 DRSThe best practice is to have DRS enabled. Think of a vSphere cluster as a single logical
computer that balance within itself.

1 DPM The best practice is to enable DPM in an environment where environmental concern is the
top priority or the high peak rarely occurs (most of the tif@u arerunning very low utilization).

The second section of the dashboard shows 8 pie charts. They show the relative distribution of key
configurations.

1 2 bar charts cover Admission Control. You should enable admission control. The pie chart display
the policy code instead of the policy name, as it is based on the pro@&rsterconfiguration |

Das Configuration | Active Admission Control Policy
2 bar charts cover the HA Failover Share, one for CPU and one for memory.

2 bar charts cover DRS setting. Generally speaking, you want to have DRS fully automated,
meaning no operator intervention is required for both initial VM placement and subsequent load
balancing, but with a moderate migration threshold (value = 3.0). @hesvwange from 1.0 to

5.0.

1 There are 2 pie charts showing reservation, one for CPU and one for memory. Minimize the total
reservation value as it prevents overcommit of resources and hence results in a less optimal
utilization. Memaory reservation can remain and occupy the memorged the ESXi host even
though the VM does not use the memory anymore. Consider the analogy of unused files that you
have not opened for months in your laptep drive. They still take up space of the hard disk.

Keep the number of distinct shares below three (or at a minimum), matching the distinct classes
of service.

i\ I - }'.-

The third section of the dashboard shows 2 bar charts. They show the absolute distribution of cluster.

1 The first shows the cluster grouped by the number of ESXi Hersgsire this matches yoptan
and cluster sinig standards

1 Small clusters (defined as having less ESXi hosts) have higher overhedargéitdusters hava
higher risk in case of clusteride outagesFor large cluster, have a disaster recovery plan an
unexpected clustewide outage can impact many VMs.

1 Performance risk is lowén large clusters partligecause there are more nodes that DRS can tap
on, but if there is an actual problem troubleshooting can be harder (because there are more
nodes toanalyzg.

1 Inlarge environment, small clusters can result in cluster sprawl.
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Clusters key configuration
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The fourth section of the dashboard lets you drill down into individual cluster.

ll

It begins with a table listing all the clusters with their key configuration. You can export this list as
a spreadsheet for furtheanalyzisor reporting.

Select a cluster. The list of ESXi Hosts under the cluster, alonghaits andesourcepools
information, is automatically filled ufznsure as all its ESXi Hosts have identical configuration.

Keep the number of distinct shares below three (or at minimum), matching the distinct classes of
service. You should avoid giving different senéselto individual VMs as that increase the
complexity of the cluster performance.

Verify that Shares are used consistently throughout your entire vSphere environment. Do note
that they are relative numbers, not absolute. Ideally, avoid using it altogether as it's easy to
overlook. When you move VM to another cluster or vCenter, you fo@et to set the new share
appropriately.

Are WM CPU shares consistent? Are VMs Memory Shares consistent?

Keep the number of resource pools minimnRésource Pools can impact performance, if the
number of VMs in the pool do not match its intended shafidge newScalable Sharefeature in
vSphere7 automates this adjustment, which has to be done in older verditore about ithere.
Some of the columns alorcoded to facilitate quick reviews. Adjust their thresholdetther

reflect your current situation or your desired ideal state

Points to Note

1 You might notice that th®RS Migration Thresholdidgetis using the propertfpRS vMotion
Rate Thisisthe correctpropety 2 S gAff O2NNBOG G KS LINPLISNI @
1 TheHA Memory Failover Sharegidget should be nanitHA Memory Failovepercentage This
is a known typo.
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1 TheHA CPU Failover Sharegdget should be nameH A CPU Failovgrercentage This is a
known typo.

Network Conftiguration

For a more complete visibility, consider adding physical network device monitoring by using the
appropriate management pack. More infiere.

The dashboard is organized irR@ections for ease of use.

Thefirst sectiondisplaysnetwork configurationsthat needs your attention

1 There are 5 bar charts that focuses on critical security settings.
1 The last bar chat shows the version of the vSphere Distribution Switch. Aim to keep the version
current, or matching your vSphere version.
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The second sectioprovides overall configuration, with ability to drill down into a particular switch
1 Start by selecting a switch from the list.
1 The ESXi Hastport groups and VMs on the switalill automatically be shown.

Port Groups

Mame WLAN ID Allow promiscucus Forged Transmits MALC Address Change
DC-South-DVUplink.., B faise B e B faise
Edge-Uplink-all-VL B raise B faise B ralse
F5PAN-DB-Demo-V.. B raise B iaise B raise

Internal B raise B faise B false
IT-NF5-Storage-VL.. - B faise B iaise B false
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VMs on the Selected Switch

Mama Power State B MIC IP Address 8 MAC address
at-ubuntu-01 B Powered On ] 10.196.164. 241 Q0505695 28:ab
CCExplorer_V1.1 _ Powered On 1 10.196.165.72 QO50:569529:38
dc-pks B Fowered On 1 = 00:50:56:95:beac
FoldingAtHome-01 B FPowered Off 1 O0:50:56:95:d7 ea

Review each of the tables. For the ESXi Host table, ensure their settings are consistent.

Some of the columns a@lor coded to facilitate quick reviews. Adjust their thresholckeither reflect
your current situation or your desired ideal state.

You can sort the columns and export the result into spreadsheet for fuathalyzis
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Storage Configuration

The dashboard covers both vSAN and non vSAN.

The dashboard is organized irBsections for ease of use.

The first section display&pie charts

9 There are 5 bar charts that focuses on critical security settifigsirvaluesshould match your
security policy

9 The last bar chat shows the version of the vSphere Distribution Switch. Aim to keep the version
current, or matching your vSphere version.
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The second sectiogisplays 3 bar charts

1 Together, they provide good overview of the vSAN key capacity configur8yoseeing the
distribution, you can see if you have capacity configuration that is outside your expectation.

vSAN Clusters by no of Hosts
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The last part of the dashboard shoalsthe vSAN clusters with their key configuration.
1 Some of the columns amlorcoded to facilitate quick reviews. Adjust their threshtceither
reflect your current situation or your desired ideal state
1 You can sort the columns and export the result into spreadsheet for fugthaelyzis
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Availability
Part 2 Chapter 7

The availability dashboards aims to implement the capacity concept covered in Availability Management
OKI LJGSNY ¢KSe |NB NI}IGKSNI fAYAGSRT KSyOS AT @&2dz KI @S
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ViIVI Avdliaviiily

Use theVM Availabilitydashboard to calculate the availability of the Guest OS. The availability of the
Guest OS is calculated because the Guest OS might not be running even when the VM is powered on.
There are two layers of Availability, that is, the Consumer layer and thed@rdayer. This dashboard
covers the Consumer layer. You can view VMs in the seldetadcenter uptime trend for a selected
cluster, and so on.

Questions asked:
1 Overall availability over time.
f  What are causes of the availability? How many VMs affected by HA? How many were reset?
9 ¢22fa FOLAflIOAfAGED® 2 KAOK +*aa KI @S ¢22fa y?2
configuration issue, it impacts availability.

Design Consideration

The dashboard is designed to help check the availability (uptirpercentagé of VMs, as availability is
typically a part of services provided by the laaS provider.

This dashboard does not check the application up time. It is possible that the application (e.g. a database
web server) is down while the underlying Windows or Linus is up. Generally, the service provided by laa
team is only until Windows or Linux. Toeck application level, use network ping or application specific
agent (e.g. Telegraf)

How to Use

Start inData centeswidget by selecting one of théata centes listed.

1 In small environment, or if you want to see overall, you clickvtBphere Worldobject.

1 The above action will update other widgets automatically.

T Think of creating a filter for this table that reflect your class of service. Group by the class of
services such &sold silver, and bronze and default the selection to Gold. In this way, the
monitoring is not cluttered with less critical workloads, and you can focus on the important VMs.
One way to achieve this is by creating@F Operationsustom group for each class of service

About the VMs by Uptime in the last 30 days bar chart

1 It displays the average uptime of VMs grouped by their availability. The bucket distribution is
designed to cater for a wide array of environmenty®iu aremonitoring only production VMs,
where uptime is expected to be near 100% all the time, edit the bucket to meet your operational
need.

About the VMs in the Selectddlata centetable
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1 Itlists all VMs currently deployed to tliata center Average Uptime is displayed for the last 1
month of data. Expect this number to be 100% or near there for production VM.

1 Note that theServiceolumn will be blank unlesService Discovelg enabled and
services/processes were discovered on a spe¢ic

1 The columnvMsincludes all VMs including powered off VMs.

Select a VM from the above table.

f The remaining widgets will automatically show the detail of the selected VM.

9 { St SOGSR *a ! LWGAYS ¢NBYR RAALXlI&a GKS aStSOGSR #
days.

Expand the 2 collapsed widgets

1 If Guest OS services or processes are discovered inside a VM, their availalititydel. Service

WadlFiSQ 208SNJ GAYS A& RAaALI I @SR Ay DdzSad h{Y { SN
1 The dashboard displays the process or services running inside the Guest OS. This requires the

Service Discovery Management Pack.
1 The ESXi Host where the VM has run widget can show historical migration of the VM. This can be

useful in determining the cause of a VM downtime.

Points to Note

f The metric is only tracking the availability of VMware Tools, not the entire Guest OS. If Tools is
not up, it assumes the Guest OS is down. To help you check that this is not a false negative, add a
few line charts that shows sign of life. A good courgdOmetricssuch as Disk IOPS, Disk
Throughput and Network Transmit Throughput, because 10 requires CPU processing. CPU Usage
is not a reliable counter as work MMkernelon the VM is charged to the Chétrics

1 VCF Operation8.2 sports a hew ping adapter. This means you can enhance the accuracy of the
uptime measurement by creating a super metric that adds the ping information or checking the
process (needs an agent, such as Telegraf).

{1 Add a property widget that lists the selected VM properties to give you more context about the
VM. In large environment, it is possible that the VM name alone may not be providing enough
context.

VIONMIICIC AvValiaviiily

There are two layers of Availability, that is, the Consumer layer and the Provider laygSahere
Availabilitydashboard covers the Provider layer. This dashboard includes a cluster and not an ESXi host
because the cluster is operationally a single compute provider. This dashboard considers the N+1 design,
where the cluster can withstand one host failure. Logycallcluster with fewer hosts has a higher risk.
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The dashboard is designed to help yamalyzeand report the uptime, as availability is typically part of
2FTFAOALIE odzaAySaa {[!d LGQA Ffa2 2FGSy NBIj dzA NB|

The dashboard is not designed for live monitoring of the uptime. An NOC style of dashboard is better
suited for that use case. Tools suchfaimLog Insight should also be leveraged as fault is typically
preceded with soft errors.

How to Use

¢CKS FTANRG AYT2NXIGA2Yy aK2gy Aa (GKS | @SNF3IS I+ at .
simple average, regardless of the clusters function.

Average of all Cluster Avallability (%)

Y B7.58 (%) O B9.39(%) O 89.39 (%) :

qm

v

0300 PM 0600 PM 0900 M Mar 5 0300 AM OO A 02:00 &M 1200 P

Ideally what you want is something like this:

Average of all Cluster Availability (%)

100 (%) *

Mar 24 Apr 74 May 34 Jun 24 el 24 Aug 24

The next health chart shows the count of ESXi hosts that are not available.

Unavailable ESXi Hosts

0300 PM 000 P 09:00 FM Mar & D300 AM DEO0 AM Q00 AM 1200 PM
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Next is a table showing all vSph&Zkisters
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In a very large environment, creating a filter for the list of clusters can make it more manageable. One is
to group the clusters by their class of services. Group your clusters into Gold, silver, and bronze and
default the selection to Gold. In this waygu can see your Goldusters more easily.

Mams= dvernge Liptme Funning Hosde WS AT #gtmission Conbred Folidy H& EnabiedT CPLU Fabowet (%) Warmnry Farover ()

It is sorted by the lowest uptime, so your attention is drawn to the cluster with the lowest uptime in the
last 1 month. The column is based on the=rageof the last 1 monttasavailability SLA is should be
calculated per month (but reportechuch more frequently)

The metric used iSummarh ClusterAvailability (%), which assumes Ndekign. That means if there is 1
node failure, the metric is still showing 100%.

The columrRunning Hostsre color coded as logically a smaller cluster has higher risk. A single host
failure results in relatively higher capacity degradation.

The columnvSAN7s added as hypesonverged means you need to consider both the compute part and
the storage part.

TheAdmissionControl Palicy is based on the propetiyter configuration \ DAS Configuration ~ \ Active .
The mapping between code to name is

1 -1=Disabled

1 0= Cluster Resourgercentage

1 1= Slot Policy (Poweramh VMS)

1 2 = Dedicated Failover Hosts

The duster failovempercentagecolumns map to the following values in vCenter client Ul.
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Select a cluster from the above

1 ¢KS Of dza G SNJ dzLIJGAYS g Af £ T5%,5000,0mid25% ksithie Diledhdld® LIt
for red, andyeliow respectivelyThe reason for low threshold ke 5 minute window. A
complete 5 minute downtimés only 0.016% when measured against a-88y SLAf the uptime
was 100%, it will only go down to 99.988

1 The ESXi in the selected cluster table will be automatically filled up. For more context, you can
add a property widget that lists the selected ESXi Host properties.

1 The 'Connected to vCenter' and 'Maintenance State' columns are not the average values, as both
are string. However, they display the last state in the selected period. This allows you to go back
to a specific point in time and view availability at thatngoi

lo2dzi GKS a5FGFrad2NB y20 @At oftSé fAad

Datastores not available

Mame Accessibie
b 5-1 PoweredOff
L -+ o5 Powersd O
= - 06 =re I

1 It filters to only those datastores with status powered off. This covers both local and shared
datastore. To add context, consider adding extra column such adatlaecentemwhere it resides,
and the datastore type (e.g. NFS, VMFS)

About the Port Group availability list

{ This lists port groups which at present has uptime of less than 100%.
1 To add context, consider adding extra column such agléte centerwhere it resides, used
number of ports and maximum number of ports
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Points to Note

Consider adding vCenter Server availabditg NSX components availabilityhis requires th¥ Mware
SDDC Healtmonitoring solution.
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Role-based Contents

Part 2 Chapter 8

It is imperative to get other departments to use VCF Operations. Different persona have their own
agenda and goals, so take time to sit down with the individuals and understandiheot just the
what.

11 LCAUCiSIp 1Calll

The most important persona or role is your boss. In large organisation, there can be multiple layers
between you and your CIO. Each layer has their own nééuiterstand the need of each individual. The
nuance matters. Different managers are likely having slightly different requirements. Take time to
understand the real needschindthe ask. Learn what questions need to be answered, what answers are
expected, and what actions are taken based on the answer.

You also need to think of what you want from theas they hold decision making authori§ow them
problems that you can get help, which is budget and resouboehis by showing data. By giving visibility
into live environment to senior management, you prove that you do need additional hardware. If there is
wastage to be reclaim, you also prove on where and how large the wastage is.

Think of what approval you need to do so you can do your work. How do you present the supporting
information without burdening them with too many details?
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