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Foreword

Digital transformation is one of the most significant contributors to business transformation. In this
agentic Akra, data center modernization, application modernization, and cloud regigtn are the

norms. Broadcom VMware Cloud Foundation is at the core of these transformations for many companies
globally.

Iwan has spent 3+ decades in the field working with companies of various sizes to make their "IT
transformation” a success. He is the-tpoperson for our product managers, UX designers & engineering
for mappingVMware Cloud Foundatiometrics into dayto-day operations. | first met him back in 2015
VMworld and he has since become a trusted technical advisor to our product management team globally

The book is deeply technical in content. Reading this book feels like having a conversation with lwan. He
has taken time to explain the concept, showing the value of each metric, and mapping them together to
answer realworld questions. Many oddities malsense and complexities clear once you understand the
underlying architecture.

| am always thankful to have him in my team and proud of his accomplishments

Kameswaran Subramanian

Product Management
VMware Cloud Foundation

Broadcom


https://www.linkedin.com/in/ksubramz/

The BigRicture

The program is delivered as a small an
focused workshop among practitioners
who are responsible for operating
private cloud based on VMware Cloud
Foundation.

It dates back to 2016, whdfenon

i-day, smeafl and focused discussbons amang peers. OWeng:reated Operatlonalize Your

What this book is

What this book is not

World and We deliverediozens of
sessionsvorld wide, especiallin Asia
Pacific.

An informal book.

CKAY]l 2F AG Fa LQY GFrft1Ay3a (G2 &2
discussion.

A living book.

The main reason why | open source the book is it is a call for collaboratic
the VCDX, VCAP and all VMware professionals

An advanced book.
This is a level 300 book, written for VMware practitioners.

An editable book.

Keep the good parts, throw away the bad ones, add your unique content:
and voila you have documented your operations! Post a screenshot of a
OdzatG2YAT I GA2Y &2dzQ@8S R2yS | yR &2
It is a solution bookpot a product booklt does not coveMware Cloud
Foundationfeature by feature It is not a place where you learn the product
There are manynaterials on the Internebn how to use the product. Theris
also theofficial manuat 2dz R2 NBIR KSYZI R2Y

5

It focuses on the management, not the architectuaspect of private cloud
So, nacoverage on VGdesign deployment and product troubleshooting

It also does not cover all aspects of operations, such as process innovati
organizational structureandfinancialgovernance. VCF Cloud Operating
Model covers that.


https://www.linkedin.com/in/kenon-owens/
https://www.linkedin.com/in/kenon-owens/

How To UseThis Book

The book is designed to be consumed&bne Microsoft Word document on Windows. Itiist
designed to be printed. Its table of content is the side menu of Microsoft Word. Follow the steps shown
on following screenshot:

Under the View menu, click on =
s Navigation Pane and Multiple Pages. S

& Click on Print Layout Mode at the
Use this as = bottom corner.
Table of Content

'aS GKS yI@A3rdA2y LI yS a I ReylFrYAO (GloftS 2F
monitor. If you simply read it top down, without having the navigation on the left, you will feel that the
chapters end abruptly. The reason is each chapgbesnot end with a summary, which is required in

printed books but redundant in online books.
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Consumption
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Chapter 9: Logs Analysis

Chapter 10: Reports

It coversall the pillars of IT Operations, atite best practiceso manage them.

It explains the root cause of why IT struggles witliti-cloudoperations, and then
shares a new paradigm that has resonated well with customers. It aims to corre
decadeold misconceptionsn dbest practiceé @

It covers dashboards, alerts, reports that implement the conceptit can be
consumed by the right persona. This part gets hamusnd assumes knowledge o
the products

The reference section. It goes deep into metrics useidifdement the dashboards
reports and alerts in Part 2.

Reach out to collaborate on NSX and vSAN metrics.

Beyond metrics, we have events, logs, and properties.

You do not have to read the chapterssiequencdrom part 1 to part 3, although it will be easier to
understand if you reath order. Because each part stands alone, the chapter numbers within each part
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Assumptions

Version You have the latest release of VMware VCF Operations.

Having said the abovepme contents of the book can be implemented using earlit
releases. To assure you that you can do thhgvekept screenshots from older
versions whenever possibli.is also myexcuse for notipdating the old
screenshas!

Customization The ability to customize VCF Operations to your operations has been the hallm
the product since it was released more than a decade ago. | wassalg®
engineer when | first saw 1.0 a long time ago, in a galaxy far away. The ability t
slice and die an environment was a godsend, as | spent a lot of time working w
customers troubleshooting and optimizing their environment.

This latest evolution continues the tradition of the book by showcasingtlhe
potential of the product.

IT Operations are like fingerprints. Two companies can have identical architect
yet their operations will not be the same. Their policies and processes will diffel
and so are the people and politics, hence this book supports the idea that you t
the product to your unique operations.

A great tool to tailor isCommunity adapteby Onur Yezseveand VCF Content
Factoryby Scott Bowe

Part 4

| added Part 4 for miscellaneous sttifatL QY  dzy' a dzNB g KSNB (2 euddrially { 2 Y S
become its own books they share a common theme

Chapterl: Super Metrics. Authored byarghese Philipose
Chapter2: Automation. Authored byrhomas Kopton
Chapter3: SDDC vs laaS

Chapterd: Terminology

Since Part4isthelastoneQii I f 82 GKSNB L Lizi | LISNER2Y It y20(S8

Removed Chapters
L Qrén$ved the following chaptersf you need them, just reach out to me aimkedin

Chapter Reason
Availability Management The content is not deep enough to exist as a separate chapter

Compliance Management As above

Kubernetes As above. If you need the formula of the metrics, reach out to 1
viaLinkedIn

True Visibility Suite Authored byBrock Peterson

Dashboards

GreenDashboards Authored byVarghese Philipose

Log Insight Authored byMarine Harutyunyarand Samvel Israelian

VMware IT Story Authoredby George Stephefrom VMware IT
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Concept



Your Private Cloud

Part 1 Chapter 1

This first chapteprovidesa tour oflaaSoperations management, starting with why reactive and hectic
operations icommon and the paradigm shift required to proactive & predictive operations.
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UVCTI VICW

What you architect iSDDCBut what you handover asbusiness result tgour CIO idaaS What you
bought from your vendor is SDDC, but what you sell to your customers is laaS.

The transformation from SDDC to laaS requires Operations Transformatotnaigform from
complaintbased to SLfased, which requires fundamental process changes from-dfaren to insight
driven.

SDDGs a systemlaaSss a serviceA system cares about its architecture, while a service cares about its
service level.

Whether the Application Team or VM Owner pays for the service with a chargeback model or not, itis a
service. VM Owners no longer own, hence care, about the undewdyaigtecture

They are 2 sides of the same cdivie can assess if the architecture is good or not, based on the actual
result in production. Does it result in firefighting and blamestorming@d@ou have peaceful operatien
where alerts are meaningful and actionable?

Many operations rely on alerts as the starting point. Actions are taken based on alerts, resulting in
reactive dayto-day operations.

L¢ hLISNIidAz2ya O20SNE | 6ARS I NBI 2 Hefi@idnaatrSsyald L
systems under monitoring. As the team wants to be alerted early, a conservative threshold is set up. This
results in alert storms.

Since automation is perceived as the holy grail of solutions, alerts are typically set to auto close if the
symptom disappears. The creates a bigger problem, common in large enterprises with a large IT team.
¢ KIG LINRAybpSrstionsd @KSNBE y2 |fSNI Aa aa20A 4GSR ¢

Complaint-based Operations

How do you know that thénfrastructure as a Servicaé$3 Platform (be it oRprem private cloudor
externallyin the cloud) is serving its workloaet!l? If you depend on complais, then you run
& @nplaintbased operatiors.

Changing from reactive to proactive is unfortunately a complex undertaking, especially in large
organizatioswhere there are many roles amgkrsonas It requiresoperationstransformationand a

paradigm shift It is not easy to get customers to agreea®ervice Level AgreemeliBLAG K Sy & 2 dzQ ¢
LINE Y A & S ®odi K$ ¥ Nalieddy ThisBook aims to provid@ractical guidance, something you

can implemenwith the current version ofriaproducts.

PART 10F 4 Chapter: Your Private Cloud Page3


https://en.wikipedia.org/wiki/Software-defined_data_center
https://en.wikipedia.org/wiki/Infrastructure_as_a_service
https://www.vmware.com/topics/glossary/content/private-cloud.html
https://www.vmware.com/content/dam/digitalmarketing/vmware/en/pdf/files/pdf/services/vmware-operations-transformation-services.pdf
https://en.wikipedia.org/wiki/Service-level_agreement

Private CloudManagement

The Litmus Test

Thefollowing questiondelow helps you assess the maturity of your laaSiness

Is vour IaaS cheaper than nublic cloud?

The commoditization of infrastructure means your laaS is being compared with similar platforms such as
VMware Cloud on AWS and Amazon Web Services.

If not, your CIO may question your business value.pFimearyreason for having an ihouse architect is
S0 you can bringetter price/performance after taking into account your salary.

Do vour customers blame vour IaaS?

If the answer is yes, take a moment to ponder why. There is a high chance you are relying on complaints
in your operationsso@ 2 dz | Ol dzl £t t @8 Sy O02dzNJ} 3S (KSY® b2 O2YLX FAYyG:
namedComplaintbased Operations

The reason why you rely on complaints is the operations team have no other means by which to measure
4dz00Saad , 2dz KI@S y2G RSFAYSR (KS LISNF2NX¥IyOS 2F &2
A sign of matured operations is that you have complete, correct, and accurate SLAs {8eelice

agreements). Complete means you have Performance SLAs and Compliance SLAs, not just Availability

SLAs. Correct means the SLA is measured onpegalgVM, and not at the infrastructure level. It also

means you use the right metrics. Accurate means the measurement has to be measured every 5 minutes,

as any longer intervals than this can miss the problem.

Does troubleshootine mean all hands-on deck?

Do you have a process that is followed by all teams (network, storage, server, OS, application)? Does that
process end witiRoot CausénalyzifRCA}

As part of RCA, do you set up alerts so the same issue can be detected faster if it happens again? Without
an alert configured, the RGAouldnot be closed. The alert isecessaryas it will trigger thenextRCA
process.

Does Help Desk nrovide a sood first level defence?

If Help Desk simply passissueghrough to the next level, you need to look at why.

Help Desk is your first line of defence. They are not as technical as ydtgaie.them withStandard
Operating Procedureandsimple dashboarsisothat they can handle VM Owner complasriby
discovering

1 Is the problem caused by laaS not serving the VM well?
1 If yes, which part of thenfrastructure CPU, RAM, Disk, Network?
1 If not, how to prove it convincingly?
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Do vou strueole with manv over-nrovisioned VMs?

This is an indicator that you are operating as a System Builder as opposed to a Service Provider. As a
System Builder, you are meddling with each System (read: Application). Ythesizandargue with the
application teams, who are actually your customers. You are busy as there are many applications, and
you are outhumbered.

If you are operating as an intern@loud Service Provider & 2 dz & K 2irdife Ragy 2A1F 06K St 6 o
You use an effective pricing model to drive the right behaviour. Does a public cloud provider block
application teams whenthey buy 40 CRWS EC2a d o KSy GKSe 2yfeé ySSR H
neither should you.

Can vou iustifv new infrastructure when utilization is not hich?

This is not referring to additional money that comes with new prg€ethis is referring to existing
workloads on existinglusters/storage

Capacity is measured on utilization and performance. A cliserfullOF LI OAGe AT Al Ol
well. Since it takes time to buy hardwag@u musthaveanearly warningsystemto detect this
performance degradation.

Common Mistakes

G F e2dz R2y Qi KI @S | LEPHABYWENKT &2 yK2ig KL sB5/ 3 3&
decades of engagements with hundreds of VMware customers and outsourced partners, here are typical
YAaill1Sa LQ@S 20aSNBSRY
Using automation as the primary solution for transformation.
Private Cloud is seen astomationproject as opposed to operation. Private Cloud is not
virtualization with automation and se#fervice. It is the required technical foundation to
transform the business of enterprise IT from system builder to service provider. The automation,
workflow andselfserviceportal are merely supporting features. The primary components of
t NAGFGS /f2dzR FNB {[! & | YR -céntrit, AokhautdnfatiofcNigd A O S
1 VMware Cloud Foundatias architected with serveconsolidation mindsetThat means the
system has o awareness of laad SLA. Different classes of service are mixed in the same
cluster or datastore.

1 There is class of service, but the system does not clearly state it. The naming standard does not
include class of service.

1 Performancds never defined properly. The infrastructure is designed for performance, but the
benchmark does not align with what actually being sold. There is no Performance SLA, and often
there are nokey Performance Indicato(&P) .

1 The infrastructure hasmawaranessof business units, applications; applicationtiers. The
business is not reflected in the infrastructure.

! Forexplanation of the terminology, refer to the Terminology section at the end of this book.

PART 10F 4 Chapter: Your Private Cloud Page5


https://azure.microsoft.com/en-us/overview/what-is-a-cloud-provider/
https://aws.amazon.com/ec2/?ec2-whats-new.sort-by=item.additionalFields.postDateTime&ec2-whats-new.sort-order=desc

Private CloudManagement

Maturity Model

=N
R
w

LiQa | 3I22R LINIOGAOS (2 laasSaa f
FNB® ¢KSNBE INB RAFTFSNBYG GFNRIyda 27
short assessment within Part 4 Chapleto get you going.

When scoring yourself, assign score on the following area:
1 Policy Is your policy outdated? Best Practice typically means proven or common practice.
1 People How skilful is the team vs the need? This includes the way the team is organised.
1 ProcessHow effective are the key processes (e.g. planning process, troubleshooting process)?
1 Pillar. How mature is each pillar of operations? For example, if your capacity management is
mature, you are balancing cost and capacity very well. If your performance management is
YI GdZNBSX €2dzQNBE y2i NBIFIOGAGS (2 SyRdgeddia O2YLX I Ay
1 Platform: This covers both the technology supporting the business workload, and the IT tools

used by the operations team to support the former. For example, if you do not have clear
GAaAOATAGEY @22dzQNB FteAy3d ofAyRO®

Multi-Cloud Management

A single private cloudsomething you have complete control a6 hard enough to operate, let alone

operating multiple incompatible infrastructures. Muttioud operations, where you are responsible for

something that you do not have complete contrdist S G KS 2LISNI GAz2ya OKIfftSy3as i
be disheartened if your organisation is struggling with running reidtid operations.

The complexity is due to the immaturity of the architecture. There are simply too many components
involved, as shown in thandscape diagramy Cloud Native Computing Foundatidie individual
products that make up the architecture is not important, hence | intentionally make the diagram small.

9PSyldzr f e G(GK2dzZZKXZI GKS I NOKAGSOGAzNE gAtt atz2gfte Yl
focus on the operations, as the business will demand proper governance with SLAS.

Regardless of the underlying system architecture, ClOs are still required to manage cost, capacity,
compliance, performance, and availability. The Pillars of Operations do not change just because you
change the plumbing.
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The Business of laaS

There are 3 variants of an laaS busin@$gey differ in terms of what you actually sell, how you do pricing,
and what SLA you put on the table.

Item Pricing Availability SLA Performance SLA
Price depends on VM size. A larger VI Per VM. Per VM.
hasa higher price. Depends on the tier. Depends on the tier.
Price depends on quality. A better tier
VM hasa higher price.

Example ofinitem purchased: 1 VM, 4
vCPU, 16 RAM, 200 GB disk, in Gold

Tier.
Sold per GHz, GB RAM, TB Disk. Per VM. N/A.
Example of item purchased: 100 GHz Limited iering While Resource is reserved
CPU, 1 TB RAM, 80 TB Disk. capabilities. customer is allowed to
It can come with a 100% reservation; overcommit within their
KSy0S AdQa 3Jdzt NIy 2oy tAYAUD Li
may have partial reservation. It something the laaService
Resource typically comes with best effort burst, definitionimposes.
Pool in the form of expandable resource
pool.
On the other hand, it may come witn
limto dzi AGQa |t ol ea

you paid for For example, you pay for
TB of RAM. You can have 0.5 TB
guaranteed and a 2 TB limit.

Price per ESXi host. Customers decid On the Host or Cluster, na N/A

how many VMs they want to placelA VM. Customer can squeeze as
is provided by vendor many VMs.

Hardware Example of iterapurchased8 ESXi
Hoss.

Example provider Azure VMware
Solution (AVS).

Class of service is harder to implement in resource pools as there are more moving parts. You can have
cascading resource pools.

VM as a Service

7

¢KS Y2al LR2LJz NI @FENARFYy(dG 2F LI Huyvihdlesateaselllressl | { S
business. You buy in bulk (hardware, software) and commit DC space for years, then sell in small chunks
(VM, K8 Pod). You make profit as your buy price is several magnitudes lower than your sell price, on a pt
unit basis. You probably pay 5x less pee @&tdn you sell.

Purpose Serve thevorkload They take the shape of VMs. The VMs in turn can be
nodes or classic applications.

Theworkloadmust be grouped by tenant and business applications.

KPI The key metrics usetd measure the performance of the infrastructure.
Is it serving the VMs according to its SLA?
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Cost The total cost should be cheaper than public cloud.
Typically, customer aims at >2x cheaper, not just marginally cheaper.

Pillars The key pillars that transform the SDDC into laasS.

laaS has multiple class of services. Each has their own Availability SLA,
Performance SLA, Security SLA, and Service SLA.

Proof The metrics demonstrating that the architecture works as intended.
hLISNFdAz2ya 06S02YS LINRFOGAGS® LGQ

The businesgyoal is to ensure the application aiMiMs are runningwell yet cost effectiveln this way,
you keep the customers happy.

The cost part is easy to quantify. You know what gowallyspend on hardware, software, services and
al f I NPea¥indkidng deliis the hard pargs there is a big unknown. This is also the source of
argument between application teams and infrastructure teams.

Say you are architecting for 10K ¥M 2 data centers. You envisage 2Ks\vthe first month, 5K VIglin
the first half year, and eventually to 10K within the first year. Do you know the basic info about each of
these 10K VMs, so that you can architect an infrastructure to serve them well?

1 How big are theyWhat are theivCPU, RAMind Diskconfiguration?
1 How intense are they? CPU utilization, RéatMzation, disk IOPS, network throughput?
1 What are heir workloadpatterns? Daily, weekly, monthly, no pattern, &tc

The answer is obviously no. Even application teams do not know as some of the applications may not be
developed yet. Their vendors may not know either as the actual usage is not yet known.

Promising that the SDDC will serve all 10K VMs well is akin to promising the highway you architect will
aSNBS ff GKS OFNBRI 0dzaSa YR Y2G2NDeoOf Sa ¢Sttx
they will use it. We will cover this more in tReerformancechapter.
So how can we promise that your laaS will serve your customers well?
We can by using price/performance. The principle you share with your customers is the common sense
principle used in all service industries:

1 You want it cheap; it won't be fast.

f You want it fast; it won't be cheap.
This is where the Class of Service and the associated SLAs come in. The highest class of service provides
the best uptime and performance but comes at a price. All these attributes are well defined in the SLA,

leaving no room for ambiguity. The contrachis subject to interpretation. You define all the key
metrics up front, assuring your customers that you are confident of delivering as promised.

You then architect your laaS to deliver the above class of serVibe class of service becomes your
business offeringwith that, you are ready to begin with the end in mind.

Canabilities

The platform should provide a completelserviceportal for all types of usersrhe features should
cover all staged the life cycle, starting frorprovisioning Provisioning should have an SLA and be
supported with workflows and electronic approval.
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Kev Metrics

You measure across the pillars of operations management. Each pillar is measured, hence managed, by
purposebuilt metrics. This enables you to manage at scale.

Pillars Metrics
Availability Operational Availability (%) Relative Availability, against your availability
architecture andyreenzone.
Actual Availability (%) Absolute availability, reporting the fact as it is. Thi
metric typically has lower value than Operational
Availability (%).
Performance KPI (%) Absolute performance, reporting the fact as it is.
SLI (%) and SLA (%) Relative performance, against your promiseidA
SLI = SLA Leading Indicator
Capacity Capacity Remaining (%) Relative to usable capacity, not total capacity.
Time Remaining (days) The number of days until Capacity Remaining (%)
hits 0.
Compliance Benchmark X (%) Compliar Compliance against specific industry or internal

benchmark, such as ROES.
1 metric per benchmark.

The Restaurant Analogy

Sunny Dufand | use the restaurant analogy when explaining the need of SLA. The analogy has resonate
well with many customers. Humans can always relate to food!
Essentially, a restaurant has 2 areas, often with a clear demarcation line:

1 The Dining Area.

1 The Kitchen.

Think of your laaS business like a restaurant business. Itdingmgarea, where your customers live, and
akitchen, where you prepare the food. Guess which one is more impottethite owner?

You areright. The dining area.

If everything runs smoothly in the dining area, customers are being served on time and on quality, and
they are paying you welit is a good day for the business. Whetlyeu arerunning around in the hot
kitchen is a separate, internal matter. The custonawaotneedto know about it.

We use the analogy to drive the message that you need to focus on the customers first, aisDy@r
second. If you take care of your customers well, and they are happy with your service, the problem you
have in your laaS is a secondary and internal matter.
1 ¢KSinigareg Aa (KS / Rogkiatihé Sidgram befo® NP A & 6 KSNB & 2 dz
VMslive.LyY GKS Llzof AO Of 2dzR adzOK Fa !'2{3x GKIGQa
9 ¢KS8itcherd A& GKS t NPGARSNI [ @SN ¢ KAAankdthe & 2 dzNJ
hardware reside.

2Sunny and | went back a long way. We both came from the field before joining product team.
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Public cloud is part of the kitchen. Just because you no longer own the infrastructure does not mean you

R2y Qi GF{1S YIylFr3aSYSyid NBalLRyaraoAfAled ¢KS &idNHzOG dzNB
up being held accountable.

Performance:

We check if It is being served well by the platform.
Other VYMs are irrelevant from a YM Dwner point of view,

Consumer Layer 1

WM [ | VM | [ WM || VM

| WM || VM || v | v Capacity. We check if the WM is right-sized.
M | [ v | [ wm ] [ v 2 If too s.rfnaﬂ_, |ntrgasg i_ES configuration.
If too big, right size it for better performance

m] ()] [ ] v
Performance:
laas
1 We check if |aa5 is serving everyone well.
hake sure there is no contention for resources amaong all Vs,
Security
Capacity:
Hetwork 2 Check utilization. Too low, we spent too much on hardware.
Too high, we need to buy more hardware,
Storage
Configuration: Check for Compliance and Config Drift
Provider L ayer 3 || Availability: Get alerts for hardware faults or the software will

stop working.

There is clearly a line of demarcation between tive layers. Your customers should not care about the
details of your SDDC or EUC. The VM Owner does not care if you are firefighting in the data center.
Because they do natare whether you are using an older VMware Cloud Foundation or the ldtésis
not something you want them to dictat® you. The same goes with your choice of hardware brand and
specification.
Conduct regular sessions with the application teams on the following topics:
1 How to run best on VMware, with optimal performanckighest availability, most securadile
keeping cost minimal
1 How to monitorthe LISNF 2 NXY' | y OSZ | @ Af I 0oAf
l2¢ (2 1y26 &2dzOQNB 060SAy3d ASNWSR ¢Sttt o0& 0
1 Windows and Linux performance best practices.
1 Why rightsized is better than oversizéa VM.

Understand their expectatioof the infrastructure.In large environments, different VM Owners can have
different expectations and levels of knowledge.

The application teambecomeconsumerof a shared serviaethe cloudplatform. Depending on the

SLA, the application teasean be served as if they have dedicated access to the infrastructure, or they
can take a performance hit in exchange for a lower price. For SLAs where performance is guasanteed,
VM running in the cluster should not be impacted by any other VMs. The performance must be as good
as if it is the only VM runningn the ESXi host
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Application team Application Application Application
[each team has their own hardware) team team team

Platform Team
Netwark Server Storage

Team Team Team MNetwark HCI 0%

[ SGQa T22Y Ayid2 GKS ({AGOKSYy FINBFZ Fa GKFGQa | f
Windows team or Linux team typically took the ownership of the shared platform and evolved to become
the platform team. With the evolution dflyper Converged Infrastructyrstorage is being absorbed into

the platform. The boundary with the Network team is also becoming blurry with network virtualization.
Many network services such as Firewalls and Load Balancers are virtualized. Recently, with the arrival o
the Kubernetesthe platform team began owning containers and K8s, plus there are new teams (DevOps
and/or SRE) that sit in between Platform team and Application team.

FUrpOC-uUIivarl ArCriiciiurc

When you architect laaS @resktop as a ServicBga® ¢ KI & 3I2Ff & R2 @&2dz KI @S
the design considerations, suchasilability and performancbkest practices. | mean theusiness resudt

that your architecture has to deliveviewed from the people who paid for the'stern; and by the people

who will pay for theservice Set aside your opinion on the goal, as you neither pay fariuse it.

Logically, the answer depends on what is being Stidl can either sell application or infrastructure
broadly speakingSome popular examples are:

Service What you sell Examples

SaaS The software is provided as a service. Custome Salesforce, VMware Skyline, Microsoft Offic
need not instalit on-site. Common among ISV~ 365,
who want to avoid orprem installation, avoid
outdated installatiors, or mine their custome@

data.
DBaaS Database as a ServiCkhere are? variants: Examples such as Mongo B8a Servicer
Instance A aistomer shares the binary with MS SQL as a Service are common among

others. Patching the software means all instanc €nterprise. The DBA provides this as service
using the instanceet patchedThey all need to  the application team, who are not as deep o
have common maintenance window. databases knowledge.

Dedicated binaryCustomersan have different
versionspatch leve$, and downtime schedute
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PaaS Platform as a Service. Central IT provides a set of common service

A set of services used by business applications (€-g-, 10gin, payment) to all business units
AWS provides many such Pa@®vicesandisthe ~ Websites.
main reason why customers choose them.

DaaS Desktop as a Service. Typically, Windows 10 + Many enterpris@ KB provides this for better
EndUser application. Apdicationteamsmust be security and P@anageability. They may
involved, asa simple 10% CPU increase of your deploy this with thin client.

browser can impact performance SLAs as the E \/\ware Horizon Cloud, Microsoft Windows

The goal is to ensure End Users are getting a
quality desktop experience while keeping the
price per user low.
K8aaS Kubernetes as a Service. There are 2 variants: Amazon EKS
Dedicated cluster.
Shared cluster.

laaS There are 3 variants here. Astisgsi KS G 2LIAO 2F GKS 0.221z2 tSa¢Q

Beginwith The Endin Mind

LGQa AYLRNILIyYyG G BothkiB mdSplaiform angobr opedaionsif Bakes thad y
infrastructure team aware of the context and impact to the business. In theitalahay operations, they
need to beBusiness Applicatiocentric. This calls for a paradigm shift.

Your CIO wants live information projected for his peers to see on how IT is serving the business. This
requires you tchave awareness of the business units and their critical applications.

In your service offering, you include the ability for customers to check their own VM haatlthow

their VMs are served by the underlying platform. This means your architecture needs to know how to
associate tenants with their VMAL the very least, create a structure so they can browse or find their
applications and VMs.

Business Application

Is the problem with your business application caused by your infrastruciithieproblem is typically
performance, although it could be availability or security.

You can create a universal model for all business applications since the infrastructure metrics are the
same.
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Load balancer Load balancer

Product Management Payments
r F r
Web Web Weh Web P lissass » BodN Podl ssess » PodN
Server Server Server Server
= ——— = —_—
Shipping Refund
Laad balancer Load balancer
' r Podl =eees * Fod N Podl =eees » PodN
App App App App
Server Server server Server . - =
Customers Discount
r r -
DB Server DB Server Podl === * Podh Podl ==s=- * PodN
[Active) [Passive)

The health of a tier is the average health of its mensb&his is because a tier scales acitoss
distributed instancesWe are not taking the minimum valleecause processing within a tier does not
happen in sequenceThis is not a convoy good Load Balancer will balance both performance and
availability.

oHold onk, you might say. Since it is scalet architecture the ApplicationTeam has catered for this. If

they only need 3 web servers, they will deploy 4 or even 5. So, both performance and availability are not
affectedif one web server goes dowithemeasuremenbf atier has to take into account this extra

capacity andnot simplydo an averagef all members.

This logic sounds reasonable. But is it correct?

It is correct for availability. It is not correct for performance. Performance needs to include allamies
reflects reality.

Day 1 | Day 2

Architecture is Day BndOperations is Day Ray 1 happens before Day 2.

By Architecture, | mean the detailed technical work, including building and commissioning the system.
While the business plan and high level marketectisealefined during Day 0 (Planning), the real
architecture work is done on Day 1.

However, if we think deeper, Day 2 impacts Day 0, which is Planning. The reason is the End State drives
e2dzNJ t t I yo 2dzNJ t £ 'y RMROZSLIanot®A AN2.! NOKA G SO0 dzNB @

5

3 Marketing architecture. A jovial reference to beautiful PowerPoint based diagranhities implementation
complexity! YFT 2y 2dzy3tS t2214& 3INBSY |yR o0SIdziAFdzZ FNRY ™.
matter.
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Day 2 Day0 Day 1

Operate Plan Design
High level architecture and Low level architecture and

aperations model are actual deployment

covered as part of planning

Major Upgrade or Migration

Day 2 is not simply the firstfew daysF 4§ SNJ @2dz 32 fA08d LGQa GKS RI& @&2dz
[ S ilis@ &n example to illustrate how Day 2 impeRay0, which in turn impacts Day 1

Say youare an internal cloud provider, and you plan to charge per VM. You plan to have 2 classes of
offerings:

1 Gold suitable for production workloas Performance optimized.
1 Silver. suitable fomon-productionworkloads Cost optimized

For Gold, you plan to not overcommit CPU and RAM. If 1 CPU typically uses 4 GB RABY-tioza a
ESXi host will only ne&b6 GB. If you buy a host with 1 TB RAM, then you may end up in a position
where you are not able to sell the remainin§8 GB as you have moorevCPdto sell. This means your
KI NRgIFNB ALISOAFTAOLIGAZ2Y A& AYLI OGSR® ¢KIGQ&a Iy SEI YL
For Silver, you plan to overcommit 4:1 for CPU and 2:1 for memory.
1 You assume that 1 vCPU typically uses 4 GB RAM. Your customers are allowed to buy more or less
memory, so this 4:1 ratio between CPU and Réjust a guideline fooverallplanning
f You plan to run vSAN with dedupe + NSX + vSphere Replication. You also expect heavy 10 VMs,
which requires kernel processing. For all these supporting;luminess workloads, you allocate
8 cores and 64 GB RAM.
If you buy a 64ore ESXi, you have 56 cores left and you will be able to sell 224 vCPU.

These 224 vCPU will need 896 GB RAM. Since you overcommit 2:1, you need 448 GB for VM.
Total RAM you need is 448 + 64 = 512 GB.

1 Thatmeans the hardware spec you need is 64 core and 512 GB RAM. If you buy more RAM than
this, you may not be able to sell this extra RAM as you may not have vCPU to accompany them.
¢tKS 10208 n SEIFYLX S&a aK24 K2g @&2dz2NJ KI NRgFNB &LISO OF
VM profile and the overcommit ratio you plavies, Day 2 does dictate requirements and constraints to
Day 0.

You also promise the concept of Availability Zones for Gold class, as they host mission critical business
services. Your company policy fwsiness Continuitgictates that in the event of an entire cluster

failure, you plan to cap the number of VMs affected. If you limit to say 300 production VMs, then your

Of dZaGSNJ aAT S aK2dzZ R y2i 06S (22 o0A3 la e2dz o2y Qi 08
customers having 38ode production clusters running K VMs.

4 Day 2 will eventually hit technology refresh, which could be major overhaul in architecture. This will take you back
to Day Oas you need to plan for the new world.

PART 10F 4 Chapter: Your Private Cloud Pagel4


https://en.wikipedia.org/wiki/Business_continuity_planning

Private CloudManagement

Promise vs Reality

In a large environment, you may have the luxury of designing different infrastructure for different
workload types. Common examples &@U Intensive workload, Disk Intensive, etc. If the infrastructure
is superior to your standard offering, you need to be careful in setting the right expectation.

[ SGQa GF1S Fy SEFYLXSY &2dz LINEYAAS &2dz Oty KI yl
CPU.

Notice the issughere?
There are at least 2 of them.

1. You probably heard alinston Churchilj dz2 & | Sbkeinyfes doing your best is not good
enougté 2 KI G @2dz GKAYy]l Aa GKS oSaid /t! Yle y2
terms of GHznumber of threads, or power efficiency. For example, if your ESXi sports a 3.8 GHz
speed but the application wants 5 GHz, giving it extra vCPU does not exactly meet the
requirement.

2. Assuming you pass the first issue above, how do you prove that tiid's6 t SR ao6Sad /
I OlGdz- tte Fo6fS (2 KIFEYRtS GKS g2NJf2FRK 2KI{
you have as metrics are just GHz and vCPU. If you rely on the applieatin metric, you need
to be prepared to spend time doing testing with them. You should also apply 100% reservation to
eliminate infrastructurelevel contention. The problem with reservations is that you cannot
overcommit. It means you defeat the purpostvirtualization to begin with.

So, what can you do?

1. Set the right expectation. For example, you state that your infrastructure uses dynamic power
management. In most cases, this is good for the application as they get Turbo Boost when they
are running hard. In situation of light use, the application mayatulower speed.

2.52 y20 LINRPYAAS a2YSUKAy3 @&2dz OFyQi YSI adaNBo
A &s thée CPU available when the VM asks &rd a S G NRA Oa &ade@, Ovetlap, amdS | R &
Other Wait track these moments of contention. You provide great observability by showing these
metrics.

3. Measure what is relevant to your business. If what you offer (read: the SLA) does not guarantee
that the whole cords available to the VM, then do not measure the time the VM vCPU runs on a

shared core.

VCDX | VCMX

Why do we draw a distinction between promise and reality?

My take is because IT Architects typically do not include Day 2 in the architecture. This is specific to
VMware;K Sy OS L QY LINBLRAAY 3 =/ 5 MX(E&agemeR:. DesHning B2 Y LI
architecture and transforming the operations are 2 different skills

As a service provider, while your technical knowledge is important, your customer measures you on your

service level. While they care about your systems architecture and its technological marvel, they measur
you on service quality.

5 For consistency with other VCDX certifications, we should call it VCDX Operations ManagementMXse VC
drive a point. Certification wise, it can start at VCP level, such as VCP Operations Management.
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Architecture Operations

System Service
sDDC laas
EUC Daas

Architecture and Operations are two equally large realms. While we certainly consider Operations when
designing a system, it is not a part of Architecture. This book is an example of Operations. Notice it goes
deep into metrics as troubleshooting is at theart of operations.

Architecture and Operations also differ in other industries. The person who designs the space shuttle is
not the person operating it. You need to be an astronaut to be qualified to operate a space shuttle. The
person who designs an F1 race car is not thiespn driving it. Different expertise is required. They
complete each other and are intelependent, likeYin and Yang

Relevance to the Business A

Business Builds upon the service by adding the
Architect financial element (costing and pricing) that

results in a profitable business,

Focuses on planning, defining, and monitoring
Service Architect classes of services. Defines SLAs and KPls, so

actual vs plan can be compared.

cus on the technology. Design and build
ble architecture of an integrated system,
automation capabilities.

Systems
Architect

Since Infrastructure is becoming a service, you need to know how to architect a sergigads,
Databaseas a Service Desktop as a Service).

f  What are the services the laaS is providing? ldowou define a service?

1 What metrics do you use to quantify its quality?

1 How many services? How do you distinguish betwahigherclass service and normal one?
You also need to know what type of services are on demand. Service Argfdemit, meet customers

and understand their requirements. Whalasses of servicegse on demandow and in the futur@ From
there, you can architedhe corresponding servicds anticipate the demand.

As a Business Architect, you not only know the cost of running the service, but you also know how &
when to break even. You are not responsible for profit and loss, as you are not the CIO or Cloud Service
Provider CEO, but you do play a strategic advislerto them. You know what to price, how to price, and
most importantly you know your price is competitive (or, at least you can provide a business justification
for reasons other than price).
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From my interactions with customers, | notice that Infrastructure Architectsaréeading the Day O

phase. They provide input to the Planning stagedretnot the lead architectdriving it. The

Infrastructure Architect tends to focus @achnicalbits, something that CFOs and ClOs value less (hence
they spend less time on it). They also do not architect the operations. | see many seasoned VMware

| NOKAGSOGA y2i SEGSYRAY3I GKSANI AyTfdzSyOS oae 2y |
1 and Day 2 is actually part of the same side. Think of itMahéus strip

Service Architect and Business Architect are the next steps for Infrastructure Ardnifeated story

GThe Chefand hiscookihng 6 F O1 Ay HamWVMEseEdSof.d 2yS 2F (KS

By the way, how do you knowho is the real architect of asystkn [ SG Q& &l & @&2dz KI @
with integrated components such &Mware Omnissathin clients, office networks and many other
things. Who is the true architect of this?

My answer:
The owner of the hands on the keyboard figuring out the root cause when there is a massive problem
that no one knows why. Thatds your real architect. The team who

not.

Automate | Operate

You need to account fosituations where things go wrong, intentional or unintentior@eal problems
KFELIISY Ay 5Fe& nw Fa (KFiQa ¢KSy @e2dz KIFI @S o0dzaAyS:
not architect something you are not willing to troubleshoot. Think of the roles and skills required to
operate your architecture. Providéé necessary visibility into each component and define what
constituteshealth.

| hope the above exampleshowthat Day 2 is where you want to stais said irafamousquoteY Begin
with the end in mind.

Did you mtice something missing in the discussion above?
Yes, | did not covekutomation
Why is that?

C2NJ YSI (é#&dnhileduge. Yol sNdiuld ibffautomate what you cannot even operate.

automation is not part of operations. Automation is a feature of your Architecture, meaning you design
0KS aeaidsSyYy gA0GK Fdzi2YFrGA2Y AYy YAYR® ! aAy3 |y |
Flyby-6 A NB @ fe¢akiie of Deiplahe. How yousethe plane to ensurg@assengers arrive at the
RSaUAYylIGA2y alFStex O2YF2NIloftes GAYSEE |yR FNJ
In terms of transformation journey, automation should be placed Bstnot automate what you cannot
operate., 2 dzZQNB A LISSRAY3I dzLJ §KS LINRPO6fSY AF &2dzNJ 2 LISN
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F

Intelligent & Automated

You have developed trust for you

system and feel comfortable allowing it

- : to make fides for you

= o ,

Predictive & Proactive You focus on Improvemeant
Your system tells you something s

going to go wrang, and you can spend

Reactive & Manual time warking on expected issues, That
means less alerls, more insighls,

You are manually remediating and
rastaring issues thal you didn’l see
comirg. A lal of blamestorming

Observability

Observability is not a superset of monitoring. They are two different things.

Observability Monitoring
It is a property of the system to be managed It is an action done by an actor

Observability and Debuggability are peers. Just Monitoring & Troubleshooting are peers. Just
because a system emits metrics and logs because an admin has the skills to monitor a
regularly, does not mean it has ways to be system, does not mean he can fix it.

stepped through and debugged.

For details, see the terminology chapiarPART 4 of the book

Input | Output

There ares® typesof inputs which work together to give you your alerts, dashbogadsl reports Each
of thoseinput types has their own purpose and formatey also tend to overlafso typically, different
observabilitytools excel on each.

Output is documented in PARDf the book.

An alert may feel like an input, as you startfromia & y2 G Fy Ay Ldzi & AdQa
the values of the data types. For example, you create an alert when certain log events occur, certain
property changes and certain metrics threshold being crossed.

Review this diagram. What do you notice?

6L R2Yy Q0 dza S is@dretfundamental MR ISbEIAIBO misses NetFlow
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Metric

Property

PART 10F 4

Outputs
Live Screen
| Push |
Alert
"
[ Pull |
NetFlow

The definition istiis produced at regular intenvaleven if the value is constant.

¢ K I { Qsateig &metric, not a property.

Unlike property, a metric is not editable by user. Its valued is not entered by use
LiQa 3ISYSNIGSR o6& aeaisSvyo

A metricalways originates asnumber. It may be translated inta stringfor ease of
understanding.

¢KS ydzYoSNJ O2dZf R 6S | O2RSI g¢gKa&a SYRI
no limit. By the way, | prefer infinity to indicate no limit as that seems more natu

It can be a raw metric or computed metric. A computed metric is derived from
existing metrics and properties. An example of a computed metric is a super me
in VCF Operations

There are 3 types of metri¢sontention, consumption and contexffhey are
explained further in the vSphere Metric book.

If it crosses certain threshold, it can trigger an evenit generate a log message.
From events, we can create a metric, suclkaasunt ofvMotion in the cluster.

If the number does not match expectation, we can trigger an alert. A daily proac
dashboard showing the trend across hundredslustersmay give a clue if a
problem will happen todayin this case, the proactive work avoids the alert to be¢
with.
This is the opposite of metric, as it does not happen in predictable interval.
There are 3 types of properties

Label or Tag Label is alwaysxternal;we attach is to an object

Examples: VM Owner Name, Cluster Class of Service, Cost Ce

Setting Also known as configuratiomherent or original parof the
object It also defines the object

Examples: VM Configured vCPU, ESXi Power Management, D
Level.
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Nonsetting It just provides context. Does not define or impact the object its
Examplesdate created, parent folder, parent ESXi.
Property change is a type e¥ent, which can trigger an alei®ince not all
properties are important, the significant of the event is also impacted.
For examples

1 Number of VMs in a cluster is not a property, even if it does not change
years.

f al EAYdzY ydzYoSNJ 2F¥ +a Ay | OftdzaGS
cluster capability.

T Number of ESXi hosts in a cluster is a property as the cluster is configut
with that. Number of running ESXi hosts is however a metric.

Log A log is a raw message, typically produced by developers directly.

Numbers can be extracted to form metrics, while text can describe an event. M
and Eventganthen trigger alers.

>99.9% of the logs are not usefidiow do you minimize the cost while maximizing
the benefit?

Event An eventis a record of somethintipat happened. It could be bacheutral, orgood
It could beplanned or unplanned. The bad ones may warrant an alert. Ualike
metric, it does not happen on regular interval.

An event has a start time. It might also have an end time. For example, thresho
bridged is an event. If the value drops below the threshold, the event ended.

It can be asettingchange, a state changer a label changd. f | @8&cnaéiza
meaning it is not an inherent property of the object. Eveaalo trap the activities
performed on those objects

For example:
T dal NASttS GKS G{LKSNB ! RYAY Syl o
MmaYnc FYéd b20GA0S Al KlFa GKS IO

date/time.

f a/tdzadSNI nnt 5w{ 6lFa&a SylrofSReé¢ Aa
disabled to enabled)

1 a/ tdzaldGSNI nnt 5w{ +tdzi2YlIGA2y fS@S
of setting change. The state remains fully automated.

9 Cluster 007 will be decommissioned and has a tag assigned to mark it a
such. This is an example of a label change. There is no setting or state
change.

In addition to thed basic inputs above/ou needhe following in certain situation:

Traces A trace is aecord of code ifmotion. Some can produce numbers, which are
metrics.

This is needed is low level, functiteveltroubleshooting.
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By the way, function tracing can be traced back (pun intended) to Solaris 10
Dtrace back to 2005!

NetFlow A NetFlowcaptures patitaken, typically flows of network packets.dhows
networkedrelationship andcan produce metrics.

Symptom | Alert | Insight

The reason you have alert storm is you treat alert aP®dd.ist. You want to be reminded of everything
S0 you do not miss anything.

Analogy: Think of Alerts as your Accident/Emergency Department. You can have dozens of departments
dealing with all sorts of illness, but only 1 central location for urgent matter§f 2 ¢ KSNB | NB ¢
2 T RS LI NJovrPnrateickoud Some focus on security, some on storage, some on capacity, some
of performance. If you monitor your blood pressure, weight, regularly, why not have daily health check
for VCF?

Alert hopefully starts witlsymptom, a minor and nofurgent issueThis gives you a window to catch
during your proactive daily health check.

Mild symptoms that do not go away over time becomes an alert, as it has beogest

While symptom and alerts are closely relatatsight is something else altogether.

1 The former is bottom up, the latter is top down. You typically gain an insight from a collection of
alerts and symptoms, plus additional contexisight uses many more metrics, especially the
supporting metrics.

1 Insight is much harder to realize as it requires both technology expertise and environment
experience. It deals witbhint¢ A y & i§sBd.YBu ne®l to know the overall architecture and
GKIGQa KIFLILISYyAy3 2LISNFrdAzylffes a2z e2dz OFy

1 Insights complement alertsiot NB L)t | OS (KSY® Ly air3daKdauoR®E yRa
they do not involve help desk tickets

Proactive Alert is an oxymoron
t NEI OGA DS acthgbgidre sdraethiOg\iBppened whichrcesyou to react. The moment you
NEF OG> &2dz2QNBE NBIOGAQBSd® Wdzad o0SOlFdzaS (GKS o6dzaAy!
For example:
1 9{!'b &aK2¢a KAIK RAaA] flrGSyode 2y {dzyRI & YARY
become impacted on Monday morning. You fixedntthe weekend and save the business.

52S5a viedkend wadioé YFE1S AG P LINBFOGAGS | £ SNIK
What if the same alert happens during business hours and business impacted? Does that make i
reactive?

Alerts rely on threshold, be it dynamic or static. A Threshold has an inherent limitation. It misses the big
picture, as it can only see what has crossed the threshold.
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For one object that reached this threshold, there could be many just beribattevel Think of an
iceberg. The small portion above sea level, the tip of the iceberg, is an alert. It does not provide the total
picture. In fact, the chunk beneath the surface is far larger.

LydaAadkida yasSNI YdzOK KFNRSNJ ljdzSadAizyas gKAOK |
Examples of questions are:

1 Are we being attacked? Are they events and activities that happens in parts of our environment
where they are not supposed to happen?

1 Is performance degrading? Is there any common pattern and cause?
1 Is the environment behaving differently to what we expect?
Insights focus on the underlying problem. They also help buy you time so you can address the problem

before the users complain. In the following example, the alerts use the SLA metrics and threshold.
Insights require more granular metrics and supportingnie

The point when you know The paoint when your customers
it's a probliem know it's a problem if you do nothing

|

\ A i J

h v
Examples: Examples:
Anomaly metrics SLA; VM CPU Ready > 5%
VM CPU Co-5top > 2.5% SLA; VM Disk Latency > 10 ms
VM CPU IO Wait = 1% Cluster average CPU Ready.

W individual Virtual Disk Read Latency = 10 ms
viotion stun time = 0.2 second
ESXi VYMEkernel gueue > 1 ms

Cluster average memaoary contention.

What do you think of the preceding example? Would it result in less aadtess reactive
troubleshooting?

The main limitation of proactivity is false positives. It also requires daily operational discipline.
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An Insight is useless to those who are not familiar with the environment. The numbers shown by an

Insight should match reality, and only a person intimately involved with the actual operations can sense i
the numbers are not correct.

[ SGdQa GF1S Iy SEFYLXSY GKS AyaAirakKid akKz2ga @&2dzN
expect on that day, that number is meaningless. But if on that day you expect high throughput because

@2dzNJ O2YLIl yé& A& Ay ( Ma9 belok® Chridgtrhas, thghRazknoWibe shigs Bre roti Q

happening as per expectation. Proactively check before your CEO complains why business is not doing

well.

Goal
What it is

Situation

Nature

Person

Metric

User Interface

Alert
To fixd | 2dzOQNB Af f @

A formal event with ticket recorded in
the system May have an incident
associated.

Business or operationmsay be
impacted.

Knownproblem. You may not know the
root cause though.

Urgent.You nust look at it today.

Hopefully not importanissue

Reactiveand unpredictable.

The system tells you. Response is
mandatory.

Lowexpertise Follow stepsr SOP.

Does not need to know theverall
environment and workload well

Focus on primary metrics (the What).

Start withEmailor notification on your
mobile phone.

A specific alertYou work bottom up.

Lagging Indicator | Leading Indicator

Used in

PART 10F 4

Lagging Indicator

Alerts.

Reason is alert is your fallback, if you
forget to proactively address.

Insight

To prevent® 2dzQNB y2a a

5

Not a formal eventNo incident.

No impact.
No knownproblem.

Not urgent. Can don the nextbusiness
day, or even axtweek

Importantissue

Proactiveand regularDaily, weekly,
monthly.

Response is not applicable as you initiate.

Deep expertiseNo steps to follow

Must knowboth the environment and
recent operations.

Focus on both primary metrics and
secondary metrics (which explains why
primary metricsare bad)

Start with a big dshboardon desktop.

Thebig picture of the overall environment
You work top down.

Leading Indicator

Insights.
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Focus diningaree¢  YSUNR Oa ® a ¢ diched YSGNARO&AD® ! YR
impactcustomers. that impact the primary metrics.

Technicality =~ Smpleto understand the meaning (not Tend to be low level metrics that require
necessarily the underlying formula). deep technical knowledge.

Persona Level 1 and Help Desk. Subject Matter Expert. Familiarity with

the environment is required.

The 2 Sides of VCF

Availability Performance  Security Compliance Capacity Configuration Inventory

Platfarm
VCF a= an laas Platform of customer Waorkloads

Dependency

Vi _:,.--! |:|:I--_|'--'|I,;,|'|--"

Product
VCF a4 a software product of Broadeom Compatibility, Fatch, Upgrade Config Max Template

Users & Roles Certificate LECENSE Log Analyses

¢ KAY 1l @Worllohd | @& darkloak @ 2 2Ny f 2F R YSIEya youkS Odza G2 YSNE
infrastructure software.

Infrastructure software areirtual appliance or K8 pods that you need to have as part of your private
cloud platform.

VCHoelongs to a category of software called SDDC. You use the software on commodity hardware and
ONBIGS | LINAGIGS Of 2dzR 2y @2dzNJ LINBYAASAD ¢CKAA Aa y?2
Because of its nature as a datanter defined as a software, there are 2 sides of VCF:

1 As an laa®latform of customer
This is what the application team care.

1 As a softwareoroductof Broadcom.
This is what the infrastructure team care.
The softwardakes the shape of one of the&eforms:

A Virtual appliance. Examples are vCenter Server and NSX Edge
A OS kernel software. Examples are ESXi VMkernel, vSAN and NSX kernel modules.

The 2 sides can impact one another, requiring you to see them as one. You need to manage all aspects of
operations such as availability, security, and inventory.

1 There are 2 layers: consumer and provider.
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1 The consumer layer is where VM and containers run.
Thislayerconsists of 3 sublayers (application, Guest OS, and virtual machine).
VCF scope ends at VM (BIOS & motherboard) and, esolhe Guest OS is largely outside the
influence of VCF the product.

1 The provider layer is the virtualized platform (compute, storage, network).

SCIVILT LTVCI AGICCITICIIL

The difference between an enterprise grade Cloud andemterprise grade Cloud is the SLA. A cloud
provider can state that they have the best technology, the most experienced professionals, the most
innovative process, industry certifications, blah blddhto prove that they are the best. All that will not
carry weight if they are afraid to back it up with the SLA in their contract. The SLA enables customers to
hold the cloud provider accountable as it carries a financial penalty.

Once the SLA is defined, then customers want to know how it will be delivered. This is where the proces:s
architecture, certification etc. come in. Théat always comes before theow.

2 A 0K GKIFIGX t£SGQa RSTAYS a{[!é¢d

First, it is just @aomponeniof a business contract. The business contract is a legally binding document
which has many other clauses outside the SLA section. The contract first needs to set the context and
definition. After that, it has a set of agreements, with SLA being one of.tBsamples of other

agreements include confidentiality agreements, terms of payment;ecammpetitive agreements, and
marketing agreements.

The SLA section has actual metrics that define the Ghdglecalls this SLQAt works for them as they do
not have SLA (to you as their customers). As enterprise IT, you havey®luAtemants. SL@reates
confusion as it sounds like a peerto SLAg K Sy A (. RrivateaCtaididoes nothesl ©, aSLA
and SLlare sufficient in practiceSLI$ not a peer to SLA.

Business Contract

Clauses & Context

Consuming Entity Providing Entity
(pay for the product & All other agreements {supply the product &
service) service as per contract)

Service Level Agreement
SLO definition

Guess how many S&do you need?
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It depends on the type of serviseMost service providers will only commit to the simplest and most

200A2dza 2yS>Y 6KAOK A& F@FLAflroAtAGEd LIQa (GKS aAyYLX S
Google only covers availabilitytimeir SLA poghere, which is based on Google CIQ@& AAWS only

cover their infrastructure, and not your EC2 MMave readhis and many other articles. While it makes

aSyasS F2N) D223fS odzaAySaas AGQa y20 adzZAdGrofS F2NJ LI
Just because something is up, does not medsfist.Ly FIF OG> + &aSNBAOS G(GKIFG Aa af
unusable is as good as down.

Wdza i 0SOlFdzaS a2YSGKAY3I A ThisTslwhaSEcurRySBAds ngcessaryY STy Al Qa

The 4 SLAsof laaS

The business of laaS should provide four SLAS, as customers want complete coverage. Taese four
focused on Availability, Performance, Compliance, and Service. Below is a diagram showing the first
three: what they do, and what they measure.

s it secured? Compliance SLA Unsecured time

s it fast? Performance SLA _ gy siow time

RAM | Disk | Netw

s it up? Availability SLA Downtime

Wait, why am | not showing the"bne?

Because it plays a secondary role. The first 3 covers the actual workload, whiledhe dovers the
human (typicallgenant or application team

Availability This is the most basic SLA. It is ¢haest and most welknown.

In reality, it is largely a giveh.does not matter what thegreednumberis. Ifthe
darn thing isdown, you better hurry to bring it upefore there is a complaint or
things get worse!

Performance The Performance SLA is far more valuable than Availability SLA. It is the solt
to complaintbased operationd @ RSTFAYAYy 3 gKI G SEI O

In laaS ticovers CPU, Memory, Disk and Netwohence there are four metrics
used.

Compliance Also called Security SLA as the goal is secured environment.

This is hardly talked about, as customers and providers expect this to be 100
This is why you need to provide an SLA, as promising 100% will lead to
disappointment.

It measures the security compliance to industry regulation or certification.
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Service Service provided by both human and system (typically in the form e§eslice
portal)

In the Availability SLA, you measure downtime. In the Performance SLA, you me&surenes. In the
Compliance SLA, you measuresecuredime. Regardless, you measure something and exptésg ¢
100%, with 100% being perfect relative to the contract.

VM vs Guest OS

VM and Guest OS are 2 separate objects but they are 1 logical entity due to 1:1 permanent relationship.
is common for laaS provider to cover both.

If your responsibility includes the Guest OS, then your SLA needs to include Windows or Linux.

Type of SLA Virtual Machine Guest OS
Availability VM is powered on. BIOS is up and Windows or Linux is up and running. Th
running. A VM is basically a virtual may include basic services such as
motherboard. security agents.

Windows and Linux are not part of SLA Application is not part of SLA

Performance VM is getting the CPU, memory, disk, Windows or Linux performance countel
and network resources it demands are within expectation.

Security VM is protected as per vSphere Windows or Linuis protected as per
hardening guide or industry regulation. respective vendor or industry regulatior

In this book, | assume your laaS offering includes Guest OS. However, the metrics for Windows and Lint
are not yet complete due to the lack of maturity of their performance modelling.

Availability SLA

Up

Scheduled
Downtime

YYYYwy

Down
30 days time window
Many vendors claim a very high availability SLA. Thisslsadingas they do not include schedqled o
downtime.¢ KA & dzyAljdzS al gAy3 3INIFOS fSua e2dz adul us
reality, experienced by end customer, is lower. This is why you Pewstrics:
1 One for availability as defined in the SLA

1 Onefor actual availabilitylt reflects reality.

D
N
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The 2 metrics names are:

T Actual Availability (%).
This is much easier to measure as it does not consider context. Down is down, regardless of
when, who and why.

 Operational Availability (%)
This isharderto measure.

Example:
T AIVMsKI & ¢6SS1fé aOKSRdZ SR R2¢yGAYS G2 I LIJE e dzZNASy
0200 hours.

f Last month, the database server was brought down for patching 3 times. But all happened within
the scheduled downtime. While Windows was only shutdown for 15 minutes, the large database
took 45 minutes to fully restore.

In this case, the Operational Availability (%) for the month of June is 100%. It meets SLA.
The Actual Availabilitipo)accounts for the 3 hours of total downtime.

LiQa oE 2F omp YAydziSa b np YAydziSaoo

In the month of June, there are 24 hours x 30 days = 720 hours.

Actual Availability (%) = 717 / 720 = 99.58%

Formula

Definition Defined as Guest OS is pingable, because running but isolated fails the availa
test.

The Ping Source is predefined and set by the paa8der, notthe customer. It

pings the VM, not a specific process (e.g. web seigs is laaS, not web server
a service.).

The uptime only covers the Guest OS. If it takes the application 15 minutes to
0S502YS TFdz feé 2LISNIGA2YIE & AG KIa

counted.

Inclusion If the crashis causedy VMware Tools or Ihfrastructureowned drivers/agents,
GKSy AGQa O2dzyiSR

Exclusion Unscheduled downtime caused bystomers If the crash is caused by bad

AAAAA

applicationsbehaviorg G KS {[! A& y2d4 FFFSOGSR
laaS provider.

As it takes time to figure out what caused the downtime, you need to be able t
recalculate the metric.

VM ownerinitiated reboos as they might reboot their OS to solve probkeon
after installing software. How to track as developer may not inftrenlaaS team,
as Windows does not fully trap this event?

Scheduled downtimeGuest OS upgrades, patches that requires reboot, Tools
upgrade, VM Hardware version are not counted if you execute within the agre:
scheduled downtime.

Complication A challenge that impacts availability but not performance is recovery time.

Windows or Linux maybe up in 1 minute, but it needs to perform fsck (filesyste
consistency checlgefore application can launch. This is considered as part of
downtime.
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Supportine Technigues

You need to back up your promises with solutions that are convincirguétomersHere are some
solutions that you may offer to justify and support the higher availability SLA.

Backup Gold Tier provides applicatidavel back up. It also provides more frequent f
back up, and customeeme provided with seHservice individual file restore.

High Availability Gold Tier provides applicatidavel monitoring. Customers can also ask for
specific bootup sequence of their VMs, and ask for ¥dst affinity rules to
minimize risk.

Disaster Recovery  Gold Tier provides lowdRPO and RT@ustomers are also entitled to annual
realworld tests, where the production workloais run from the DR site.

Snapshot Gold Tier provides longer snapshand largersnapshos.

OS Management Gold Tier provides flexibility in patching. Customers can specify
delay in patching antequest custonpatch package where not all
patches from Microsoft oRedHat is applied.

VM Management Gold Tier provides flexibility in updating Tools and VM Hardware
Customers are allowed to defer the update

Performance SLA

B

19

Margin for slowness

WDFSt—

30 days time window

PyEALS FOFAtTLOoATAGES 6KAOK KIFa (GKS f dzE dzNE siéwF &
time¢ GAGOGK LISNF2NXIYyOSd , 2dz OFlyQid alreée GKFG &2 dzQNJ
for why VM performance will be slow. As a result, you need to put your margin or buffer somewhere else.
{t26 Aa y20 O0OAYINRB® LGQA | &LISOGNHzY FNRY n O2y

d4dz0OK a4 RAal tlrasSyoe OFly yS@OSNI oS no LG gAff o
of the CPU Ready metric. So, we need torded threshold above 0.

z

Definition lff NS YSFadz2NBR 4G *a fS@Stz y2i A
average of Read & Write.

All are averagedver 300 secondswhich is an appropriate balance for SLA
monitoring. An SLA that is based on-mihute averagewill be too tight and result in
either a cost increase or a reduction in threshold.
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Inclusion
laas VM Counter Threshold
CPU Ready 2.5%
RAM Contention 1%
Disk Latency 10 ms
Network T Dropped Packet 0%
Exclusion wWSOSABSR t I O1Si 5NRLILISR® L theSiAoftgadt dus.
to false positive.! LJ- O1 SG O2dzZ R 6S RNRLILISR I a

the Network metricchapter.

Other forms ofcontention, such as CPU Overlap, CPU Other Wait, and vMotion
They are too granular fdhe purpose of a&ontract You track them via KPIs insteai

Why shouldyouonly use CPU Ready and exclude CRBt@wand CPU Contention fraime

Performance SLA?

It took me years to vrealize the mistake

You should excludEPU Contentiobecause its value can go as high as 37.5% without the application

Vy2UAO0AY3 | ye

RS 3I NI

RFGA2Y D 2dz Oy f23Ay G2

Use the above threshold as they are. There are two main reasons:
1 Major changes in the value, such as changing CPU Ready from 2.5% to &¥uinallyou to

I R2 dza (hinegé2 dIN &

K A. This Eetiireg vaY @ Brddile your environment first.

2 Ay R2 64

1 A common value in the industry will also enable you to compare with your peers and get an
industry-acceptable numbers. You can then compare how well you serve your mission critical
VMs, your Test/Development VMs, etc.

Just like in Availability, there are extra things you can do to give confidence to your customers. For

example:

1 Gold Tier provides priority on the network. Customers can opt for a periodic ping service to
ensure network latency between their applications remain within the agreed threshold.

Compliance SLA

Compliant

Non-Compliant

Maintenance
Windows

Y TTYTY

>

30 days time window

Definition

Percentage of compliance against an agreed security policy or benchmark. A

compliance SLA differs from an Availability or Performance SLA in one key are
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compliance SLA should promise perfect compliance. Compliance is binary: yc
SAGKSNI O2YLIX ALyl 2N é&2dz I NBy Qi o 2

5

will have less than perfect compliance with your own security requirements.

It has a window, typically adoc, to enable investigation or maintenance which
may result in temporarily becoming narompliant against your compliance
benchmark.

Compliance calculation is purely frdnfrastructureTeam point of view.

Inclusion Internal security standards, typically an adaptation of VMware best practices o
VMware Security Hardening Guides.

Regulatory benchmarks, e.g. CIS, ISO, DISA, FISMA, PCI DSS, HIPAA.

For the vSphere infrastructure, compliance with these benchmarks (and custor
ones) can be directly managed through the compliance features of VCF Opera

A VM compliancenustconsider itdmmediatesurroundingIf the parentESXithe
VSAN storage, and the distributeétwork and storagés notsecured, the score
need to reflect it

Exclusion This depends on the definition of your laaS Service. You are only providing Sl
what you control.

If you provide the guest VM OS as part of your laaS service, then you will neec
maintain compliance by managing configuration (using something like Group F
and/or a configuration management tool) and you will also most likely have sot
security tods and agents that run inside each VM. When the guest OS is patrt «(
service, you should be measuring availability by whether the guest OS is runni
(e.g. via ICMP ping).

If you do not provide the guest OS as part of the laaS service, then you do not
to worry about maintaining compliance in the guest OS, and you are also mea:
availability by whether the VM is powered on.

Service SLA

laasS is built on commodity hardware and provided as a utility. Having said that, there are many ways to
differentiate your service vs your competitors. Use class of service to distinguish premium service classe:
The following table lists some examples.

Provisioning In environment where the churn is high, the time taken to provision become

Time AYLRNIFYyOGd ,2dz ySSR (2 Ot SIFNIeé RSTi:
from bare Windows or Linux to completely set up and configured with applicati
& database loaded.

Provisioning Provisioning a complex set of mdiiger business applications with many VMs anc

Success many external integrations or endpoints may fail from time to time. If this is
relevant to your environment, then add it as part of the SLA so you can focus «
the higher clas of service.

Support Gold Tier customers will be alerted over email and messaging network within :
minutes.

The two popular examples are response time and path to escalation. Do not

LINPYAAS NBazfdziazy GAYS dzyt Saa AdQ:
Gold Tier provides faster response time and longer coverage hours (e.g. 24 x
365). Your ticket is also directly answered by Level 3, bypassing the front liner
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Gold Tierromes with egular business reviesvattended by your management.

TAM Gold Tier comes with a Technical Account Manager, acting as single point of
contact for customersTheTAM is also the internal champion, representing
customer interess within the vendor internal world.

Monitoring Gold Tier VMs will be proactively monitored, not just relying on alerts.

Gold Tier provides deeper visibility into the underlying physical infrastructure
where customers VM are running. Customers are entitled to see levet
internal metrics such as vMotion stun time and VMkernel latency.

Gold tier provides selervice monitoring. Customers are given their own login t
portal where they can monitor their own VMs. They can initiate scheduled
downtime

There are other metrics you can add to differentiate one class from another. However, be careful of
adding metrics that do not actually serve your business. For example, it can be tempting to put the
accessible time of your sedkrvice portal, to protecyou from scheduled downtime. You need to work on
G§KS 0l &A afficiéK [Ald &2Lld3NJ ein E T E ocp Rl &ao

The Metrics of SLAS

Do you set it per week, per month orperyefr8 G Qa FTAYR 2 dzi H

The Time Window

SLA is anonthlymetric, not daily or yearly. You use an entire month of data to calculate it, averaging
8640 datapoints of #ninute averages.

In the following table, notice 99.999% in a yeanisre timethan 99.95% in a week.our customers

would not accept a yearly metric as they can be exposed to a long downtime. You would not accept a
daily metric as there is no room for error. The monthly metric provides a balance between service quality
and cost to deliver the service.diso makes reporting easier as you simply follow the calendar month.

Total Allowable Downtime

oA In 1 week In 1 month In 1 quarter In 1 year
99.999% 0.1 minute 0.4 minute 1.2 minute 5.3 minute
09.99% 1.0 minute 4.3 minute 13.1 minute 52.6 minute
099.95% 5.0 minute 21.6 minute 65.5 minute 263.0 minute
899.9% 10.1 minute 43.2 minute 131.0 minute 526.0 minute

91 OK | RBEA BAKNAIFENSEK yeR2deNI 60 @ M n E @ ¢ KdaicOsia lat iare nfomhed K RS OA Y
as a different architecture may be required

Even if you measure the SLA once a month, it can still be very difficult to meet. Take a look at the
following table:
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Total Measurement Period in minutes Allowable SLA Breached

SLA Relative
Window 28-day 30-day 31-day 28-day 30-day 31-day
month month maonth month month month
99.999% 1x 0.4 min 0.4 min 0.4 min
99.995% 5 x 2.0 min 2.2 min 2.2 min
99.990% 10 x 40320 min 43200 min 44640 min
99 950% S50 x 20.2 1 21.6 mi 22.3 min
Q9 a00% 100 x 40.2 min 1 I d44.6 min

If you promise 99.99%, you only have 4.5 minutes of downtime per calendar month. That means your
I NOKAGSOGdzNBE Ydzad oS +ofS G2 RSGSOG GKS AaadzS
a tight space to manoeuvre.

[ S @malizethe size of the failure window we have per month. The table below gives you a better gauge
into what SLA you want to set for each class of service.

30-day SLA FailureWindow Failure Chanceer SLA
99.99% 4.3minutes < 1ltime
99.98% 8.6 minutes < 2times
99.97% 13.0minutes < 3times
99.96% 17.3minutes < 4 times
99.95% 21.6minutes < 5times
99.90% 43.2minutes < 9times
99.80% 86.4minutes < 18 times
The 2 Sides of an SLA
CKA& A& 2yS 2F (GK2aS GKAy3a Ay ftAFS HKSNB AdQa

There are 2 sides of an SLA.

Promise What you promise to your customers.
Obviously, the higher the price, the better the service, the higher the SLA. So,"
can be multiple numbers, matching the number of class of services.
Reality What is actually deliveredCalculated at the end of the month.
There is only one number, regardless of the class of service. A Gold VM can fe
{[!' S@Sy (K2dzaAK A06Qa 3ASHGAy3a I KAIK
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SLA Calculation

Since an SLA is a monthly counter, it needs to be derived from thousanasio@ite counters.

SLA Leading Indicators SLA

The four elements of laaS (CPU, Memory, Disk, Network) are evaluated every 5 minutes. As this results in

a metric, we need to give it a name. | call thisA Leading Indica®Dr ' & AGQa (St Ay3

going to fail the SLA or nowhich is at the end of the calendar month

We need onemetric for each service. In laaSetformula is

If VM CPU Ready > 2.5% then 100% else 0%
If VM Memory Contention > 1.0% then 100% else 0%

If VM Disk Latency > 10 ms then 100% else 0%
If VM Network TX Dropped > 0 % then 100% else 0%

VM SLA Leading Indicator (%) = Average of Abavetdcs.

So, every 5 minutes, a VM gets a score of 100% or 75% or 50% or 25% or 0%.

The VM Performance SLA (%) value is simply the average ofrimute datapoints over the last

calendar month.

2 KSGKSN) GKIFGQa 3I22R 2NJ o6FRXI Al RSLISYyRa 2y ¢gKIQ

higher the price, and hence the higher the SLA.

Performance Quantification

CPU

Memory

Disk Latency

PART 10F 4

CPU Ready time of 2.5% in-mhute collection period translates into 7.5 seconds
ready state. This 7.5 second freeze does not have to be a contiguous block. Liki
sub-seconds, spread well ov800,000milliseconds.

The number is not measured against CPU Utilization. 2 VMs can have identical
time while having very different utilization.

VM 01: CPU Ready 10%. CPU Run 90%

VM 02: CPU Ready 10%. CPU Run 10%

To VM 1, the situation is not that bad as it still got to run most of the time.

To VM 2, the performance is bad as it cannot run half the time.

Memory Contention is relative to the amount of memory being used. Unlike CPL
Ad y2i YSIFadaNBR I ONRaa GAYS® wSlazy
This is the average latency across 300 seconds. As disk 10 is measured per se¢
VM doing 1000 IOPS is doing a total of 300,000 IO commands over the entire 3
seconds.

LGiQa Frftaz2z Fty @SN 3IS 2F NBIRA YR 6|
this number is normalized at VM level.
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Class of Service

Now that you have the 4 SLAs, you compare them with the associated Classes of Service. The reason tc
offer multiple Classes of Service is that if you only have one Class of Service offering and you promise
good service, everyone will expect the same filsiss experience.

Kim Ramireadvises that from a pricing psychology standpoint it might make sense to offer Gold, with

the expectation that nobody will buy it, and it only serves to make Silver look like a goothdéal.one

way we know something is good or bad is via comparison. Relative value can complement absolute valut
in educating customers.

Having a comparison also addresses potential confusion where customers wonder where Gold is, if they
only see Silver and Bronze offers.

If you do not wish to make a certain class available, provide the reason to your customers and/or
management.

Price/Performance

Thepriceperformance ratioh 8 ¢ A RSt & | OOSLIWISR Fa AG A& &AYLX S
,2dzQ@3S LINPolofé KSENR 2F GKAAY aL 2FFSNI o QI NA
Al OKSFLI FyYyR 322RT Al 62yQi29Q0Th50@22Rdx gR Al 6.
FLradT AdG 62y Qi 06S OKSILHE®

In laaS, how do you apply the above principle?

1 For Availability, this is measurable. If you reduce the downtime window by 2x, logically you
should pay 2x.

1 For Performance, how do you quantify this since it depends on utilization? Since utilization does
not exist yet, you use overcommit ratios. If there are 2x vCPUs in the cluster, then each of them
pays half price. This is fair as the cost must be distribteall.

1 For Compliance, this is a little different. Unlike with availability and performance, it is in your
interest as a service provider to provide a perfect and consistent level of compliance across all
classes of service.

The class of service impacts many parts of operations, so it needs to be central to your plan. The
following diagram shows how the quality of the service and overcommit ratio serve as input to
operations management.
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Price Cost
Overcommit Ratio and Quality of Service

. Capacity

Owvercommit Ratio

Cluality of Service

Class of Service Compliance SLA

e.g. Gold impacts 5LA
Overcommit Ratio Relationship among these
. *# Performance SLA & boxes are not shown, as
impacts SLA the focus in on Class of
Service

Cuality of Service

L 3

Availability SLA
impacts 5LA

The followingable shows dasic andyeneric guideline to alass of service. The actual model that you
will implementwill differ, taking into accounactual hardware modednd business demand.

Tier Price Overcommit dPerformanceé Positioning

1 (Gold) 1.00 X 1:1 Perfect PerformanceGuarante@. Suitable for latency
sensitive mission critical applications.

2 (Silver) 0.50 X 1:2 Great 50% discount foa mere5%penalty. Great value
compared with Gold Tier.
Suitable for most Production workload.

3 (Bronze) 0.25X 1:4 Good 75% discount foa mere 10openalty.

Notice the price is half and the performance
drop is doubled. This makes it fair and
consistent.

Suitable for Test & Dev workload.

4 (Free) 0.00 X Max Average Suitable for temporaryprojects
No Availability SLA, no Performance SLA

y2i Lk2aair

ax

L Lddzilantég Ay ljdz2GS 06SOFdzasS F2NI /t! (GKA& A
register 0.00% when there is no contention.

Performance
CKS ¢2NR Aad akKz2gy Ay [[d24GS Fa Ad0Qa I OoNRBIR RSTAYAGA
The performance column in the table above is backed by clearly defined SLA, because you need to
guantify what the penalty exactly translates into.
9 [ SGQa GF 1S . NmydSenaly tqobdiibnihe lusnessalue. In reality, the
performance metric is not simphg90%(for Bronze
Using CPU as example, it is not that the CPU Ready Wwl®# at all times.

10% is too high a numbeh VM experiencing 9.9% CPU Ready constantly for entire month will
pass the SLA. This is obviously unacceptable. A fairer nunth&fssince it is an average of 5
minute.
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1 oAtalltimeg GNIyatlisSa Ayid2 wmanm: {[!'d LGIQa 024f
f22a80 {[! ned SEBRANDKASR BHpddho 2N o yAySao L
such as 95% as that translates into 1 in 20 faitates

9 Hop>r gAff asSNBS |ff OflaasSad , 2dz 2dzad ySSR

Free Tier
TheFree Tieis useful to convey the value of the SH&Iman nature tends to appreciate something when
FFAGSNI AGQa GF{1Sy lgFe& FTNRBY dza®

Business wise, the free tienust befunded bypaidtiers. Since it is fregyou are excused from providing
SLA.{ @cteptableor them tohaveunpredictable downtime and slow tim&€ommercial cloud providers
provide free tierthat are intentionally designed to be slower and less reliable, because they want you to
upgrade and pay.

The Benchmark to Rule Them All

Gold class has higher SLA than Sileess For that tohappen that means they areneasured againgtie
samethreshold orbenchmark

1 For availability, you measure all classes against the ideal, which is no downtime.
1 For performance, you measure them against the same threshold, whiciKi§owdime &
1 For compliance, you measure them against the ideal, which is perfect compliance.
71 For service, you measure them against the ideal, which is the best possible service.
AVM insilver environment will expect that it does not get what it demands as often as a VM in Gold. If

the VM Owner wants to have momnsistentservice inperformance, then simply pay more and upgrade
to the goldcluster.

This approach is easier than setting up a different performance threshold for eacBdieyou set the
following:

1 Gold VM Memory Contention: 0.5%
1 Silver. VM Memory Contention: 1.5%

You notice the problem already?

It is hard to explain the delta or gaps between the class of services. Why is Silver 3x the vislaslyf it
halftheprice?{ K2 dz2f Ry Qi AU 0SS LINRPLERNIAZ2Y!Il (SK

There is 2" problem. If you setlifferent standards, it is possible that Silver will perform better than
Gold, because it has lower standafdhis can create confusion.

This means the performance in production is expected to have a higher score than the development
environment. Development environments will obviously perform worse than Production environments.

How muchworse exactly?

[ SG Q& by apglyg &l dzé above into actual numbers. You have 9 numbers, 3 SLA x 3 Class of
Service.
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Recommended SLA

[ SGQa Lizi Fff (KS¢KB82W8t{RPBHAYYE Ay BRI VLIESQSR NBO2YY

Tier Availability SLA PerformanceSLA Compliance SLA
1 (Gold) 99.975% 99.9%
2 (Silver) 99.950% 99.8% 99.%%
3 (Bronze) 99.900% 99.6%

S

y

Why they are all different numberd?d y Qi S+ aASNJ (2 KI @S M ydzYoSNJ ¥F2NJ S|

Well, they measure different things

Availability

Performance

Compliance

It can afford to have the highest SLA because scheduled dowatiehelowntime
caused by customas not included.

| put 99.975% as Windows or Linux may need to run filesystem integrity check.
If you have many IT services or Security services that must be started before
application services are started, adjust the SLA accordingly.

Notice the downtime windows is 1x, 2x, and 4x. It helgsstifying theprice when
the gaps are clear and consistent.

[26SNJ {[! RdzS (2 adNRARy3ISyid aidl yRINR
environment. As a result, the Bronze environment will have a harder time meeti
AGd LT e2dz GKAY] GKIFGQa (22 aidNxOh&
reality, use KPI.

Notice the number for performance is 1x, 2x and Silver failure window is 2x
bigger because its price is 2x cheaper. Remember the Price/Performance princ
The basic concept is you pay double you get something 2x better

Why not 100% for Gold since there is no overcommit?

. S0lFdzaS GKIFGQa 2dzad GKS 0O02YLziS LERN
storage portion.

tKF&a ARSYGAOFE {[! F2NJIff edhybnd i
R2y Qi ¢ yi { BbopKole@Sich ban BeSisedasJumpEbox to attack tl
NEadd L RAR y2i0 Ldzi dodhdpg> a4 GKIGQ
compliance is the last value of collection, that could be as short as 1 second

Consider how fast it takes for you to effect a change. If you rely on manual char
then adjust the number accordingly.

Penaltv Ouantification

[ 8GQa RNAEf R24y (2 4SS 6KFG GKS {[! ydzroSN&

In the following sample of 1 hour window, there are 12 measurements of the CPU Performance SLA for

VM 007.
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SLA Window CPU Ready In 5 minute Status
00:00-00:05 2.40% 7.20 sec SLA pass
00:05-00:10 0.10% 0.30 sec SLA pass
00:10-00:15 48.25% 144.75 sec SLATfail
00:15-00:20 1.30% 3.90 sec SLA pass
00:20 - 00:25 2.49% 7.47 sec SLA pass
00:25-00:30 2.51% 7.53 sec SLAfail
00:30 - 00:35 0.10% 0.30 sec SLA pass
00:35-00:40 0.90% 2.70 sec SLA pass
00:40 - 00:45 1.24% 3.72sec SLA pass
00:45 - 00:50 1.92% 5.76 sec SLA pass
00:50 - 00:55 2.19% 6.57 sec SLA pass
00:55-01:00 0.06% 0.18 sec SLA pass

The VM 007 suffers 2 SLA failures.

il

f

The Ffailure is bad. The number is very high. Since SLA is binary, this is simply counted as
failure. There is no severe failure in the book of SLA.

The 29 failure is barely a failure. Again, since SLA is binary, this is also counted as a complete
failure. There is no patrtial failure.

So why did | recommend 99.9% and not 99.95% for Gold?

1 The 0.05% matters operationally.
1 99.9% means the VM may not get the promised SLA for up to 0.1% of a given month. Using a 28
RFe Y2yiGK Fa AdQa GKSOImihatedli SAGX dGKAAa GNIyaft
1 Since SLA is computed every 5 minutes, the provider only has up to 8+ chaBté&dtire in
the month of February.
f This means CPU Ready > 2.5% for 8 times in the February months.
Sample Offering

Putting the above together, what does a sample class of service actually look like?

Price & SLLA

SLA is the hard product, the main thing that you get when you pay for the service. Using the airline
business as an analogy, the hard product is the seat. Other things sucfiiglstiantertainment and
meals are soft products.

In laaS, since you do not typically care about the hardware specification (e.g. the type of SSD for storage
the memory brand and technology), you focus on the SLA.

Gold Silver Description
Price 2X 1x Gold is priced 2x Silver.
Overcommit CPU 21 CPU 41 The reason why Silver is half prisdbecause
RAM 1:1 RAM 2:1  there are twice as many consumers.
Availability SLA 99.975% 99.950% Gold has 2x lesswntime
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PerformanceSLA 99.9% 99.80% D2f R KI dlowdiee f Saa a

Compliance SLA 100% 100% You should maintain perfect compliance wit
your compliance requirements for all classe
of service.

Service SLA Gold Silver See the Service section for details.

If you mix environmentdt becomes operationally challengingour only tool is tcapply reservations and
shares For example, give Gold 2x the value over Silver to justify the 2x price.

The preceding table is a generic guideline. As part of your planning with IT Management, you help them
define and decide on each Class of Service. This planning session requires vendors input as you want to
optimize cost. Use vendors discounting and licegisnodel to complement the plan, not dictate the plan.

843 AGQ&E F olftlryOAYy3I 06830658y ARSIt azfdziazy | yR

At the end of the planning session, you may end up with something like this.

Tier Price Compute Storage
, CPUL:1
Gold Highest All Flash
RAM 1:1
; Good CPU 2
Silver (67% of Gold) RAM 115 All Flash
Low CPU 1:6
Bronze (33% of Gold) RAM 1:2 All Flash
Free Free N/A Magnetic

For Silver and Bronzey thaximize consumption of hardwangmubase omverage ratio ol vCPUo 4
GB RAMThis is a common ratio. If you want to tailor this to your own environment\Vi@&e Operations
to give you the actual ratio.

For Silver, you decide on 3:1 CPU overcommit and no RAM overcommit. Based on 1 vCPU 4 GB RAM, you
need to buy 12 GB RAM for each physical core. Buying 64 cores maximizes your vSphere license. That
means you need 64 x 12 = 768 GB of RAM. If you run vSANSfd/ou need to account for the

overhead accordingly.

The 3:1 overcommit enables you to lower the price by 3x for CPU portion. If you do 50/50 split between
CPU and RAM, the overall price is 67% of Gold, yielding a 33% discount.

C2NJ oo RA&AO2dzy iz 6KIFEGQa | NBIFaA2ylIo6fS LISNF2NXIyYyOS

application team?

/Lh fa2 RSOARSR (GKIFG FNBS GASNI Aa y2i 2FFSNBR | 3

As you can seehé hardware spec is driven by the business model. Decide on the overcommit & price
first.

If you want your customers to right size in advance, then a 64 vCPU VM needsitodtban 64x the

price of 1 vCPU VM. If the pricing model is a simple straight line, there is no incentive to go small and no
penalty to over provisioimg. You will end up forcing rightsizing in production, which is a costly and time
consuming process.
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Size Limit

Because you overcommit, you run the risk of contentiOnewayto minimise this risks to control the
maximumsize of VM. You want to avoid monster VMs dominating your overcommitted ES>&. idet
following table provides an example of the size limit you associate with each class of service.

Tier 1 = 1 socket 32 vCPU, 512 GB RAM

Tier 2 < 50% of a socket 16 vCPU, 128 GB RAM

Tier 3 < 25% of asocket B vCPU, 32 GB RAM

nfa

Tier 4 [Free Tier)

1vCPU, 4 GB RAM, 100 GB Disk

Capping the size at each tier is a good way to prevent monstaifidih causing performance problesn
in environment with higher overcommit ratio.

If you allow a single VM to be the same sis¢he ESXostz & 2 dz LINF OGAOFtf & Ol yQ
want good performance.

TheFree Tier may also be limited further by capping the number of freeME NJ Odza 1 2 YSNE S
bankrupt.

For comparisonAWS fiiee tierfor EC2 isonl§-2vCPW& 1 GBRAM & A (i Qa ol aSR 2y i
t3.micro.

Service

Beside the hard product, soft products playienportantrole in further differentiating Gold from Silver.
Support, both reactive and proactive, is one major area where different classes of service can show the
value of higher tiers.

Gold Silver Description
Response Time 2 hours 4 hours Gold has 2x faster response time
Support Hours 24 x7 12x7 Gold has 2x support hours
Support Process Level 2 Level 1 Gold bypasses the first level help desk.

Additional  The RCA includes setting alerts to ensure tl
Charge same incident is identified immediately.

Gold VMs gets daily health check (KPI and

Root Causénalyzis Provided

Proactive Support Daily None alerts).
Silver VMs are ndlisplayedn a livescreen
NOCScreen Yes No of Network Operations Centepom. Reason

isthe businesseed to focus on the Gold
VMs.
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Report Weekly Monthly Gold has more frequent report.
Business Review Monthly None Face to Face dlsgussmn where we review t|
SLA and support issues.
. . . .. We patch all Gold VMs first before protectin
Critical Patch Higher priority Lower priority the lower tier VM.
Optimization Yes No Performance and capacity optimization (via

proactive rightsizing, for example).

Availabilitv

This is another soft product in lagEhsure that Gold has much better offering here so the 2x price is
clearlyjustified.

Gold Silver Description

Snapshot 1 week 1 day For Gold, we will a[sq remind you just in cas
€2dz F2NEBSUD @Rldg { Af

Size of snapshot  No limit 100 GB

No of snapshots 2 1 Gold can have 2x as many snapshots at an
given time.

Back up Higher priority Lower priority \é\fﬁ/;a\(;l;ip all Gold WWbefore backing up

Full back up Weekly Fortnightly Gold has 2x full back up frequency

Back up level Application (X We will install & manage back up agent

Back up report Yes No We provide report for back up status

Disaster Recovery Separate adebn service Bothserviceslo not have DRs default
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Compute & Storage

A VM runs in a cluster big stored in a datastoregdow do youarchitect both the compute and storage
subsystems to support the class of service?

Highest SLA Lowest SLA
Service Tier 1 (Gold) Service Tier 2 (Silver) Service Tier 3 (Bronze)
Tier 1 Compute Pool Tier 2 Compute Pool Tier 3 Compute Pool

Tier 1 Storage Pool Tier 2 Storage Pool Tier 3 Storage Pool
Mgmt Compute Pool NSX Compute Pool

No SLA. Only KPI
Mgmt Storage Pool NSX Storage Pool

Froma performance management point of view, vSphere clustgith vSAN fornthe smallest logical
building block of the resources. While resource paold VMHost affinityrulescan provide smaller
subdivisionsthey are operationally complex, and they cannot deliver the promised quality of laaS
service. Resource paatannot provide a differentiated class of service. For exanyoler SLA states that
Gold is two times faster than silver because it is charged at 200% Amsource pool can give Gold
two times more sharesut whether those extra shares translate into half the CPU readiness cannot be
determined upfront.
Same with storage. A VMFS datastore is not able to provide differentiated service levels. Even if they car
AlQa y2i o6lQlaSR 2y flGSyoOesx 46KAOK Aa ¢gKFG &2dzNI
[ SGa GF1S Iy SEIFYLX So

1 You promisésoldVMs will getl0 ms latencyt worst. For Silver VMs, you promise up tbrs

latency. The justification for 2x the latency is thegyhalf as much. So far so good.

1 You set your storage policy and 10 Control, favouring Gold while trying to ensure Silver gets
something.

1 Since storage 10 control configuration is not based on latency, you may end up with 9 ms for Golc
and 21 ms for Silver, where you could have gotten 10 ms and 20 ms.

Mix and Match

Should we provide flexibility, where customers can choose Gold Compute but Bronze Storage?

In the followingexample laaS, mixing is partially allowed. Tier 1 cannot mix with Tier 3, as seen by the
missing lines.

The result is 7 combinations instead 9f&® shown by the Greenlines and 4edlines.
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Compute Tier 1 Tier 2 Tier 3
Storage Tier 1 Tier 2 Tier 3

It looks operationally visible.
b2g tSGQa asSS AT GKS o020S ARSI aldrftSaxo

We will just add one extra cluster for each tier. Only 6 clusters in total.

Simply adding 1 cluster for each tier dramatically increases the permutation. What if you have 10 clusters
each?

This is a classic case of flexibility becoming complexity. Flexibility has its price, so you need to make the
business call. In smaller environment, you can afford to be more flexible.

There are further complications. As examples:

1 You need to have two tags: one for compute and one for storage. What do you call a VM with
Gold compute and Silver storage?

1 Separating storage from compute also means 2x the tagging. You now need to tag both the
clusters and datastores.

1 We can create a logic where the virtual disks inherit the class of service from the datastore. But
gKIFEG AF 6S KIS w5aaK ,Sasx KFadQa adAatt I NI GKSN

1 If you further allow different storage classes for different VMDKSs, then you need to tag each
virtual disk. This makes reporting difficult as now you need to list each disk attached to each VM.

1 Performance troubleshooting also becomes difficult. Say you allow a VM to buy Bronze Compute
but Gold Storage, because the load is storage sensitive, but the application team does not care
about CPU. What if the VM disk latency is caused by CPU contention?
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QF Framework

VCFas the core of your private cloudquire a new IT operations management framework. | calhé
SS5Frameworid LG Qa GKS L¢ . dza Aty5Sémponénts Rdlicy,SIArs, Pracess)L)?2 NI S
People Platform).

Business
Strategy
SLA-batked Business Model
Policy ¢ ; » Process
Business | IT 1 Day 2 = Day 0 = Day 1
People
; Users | IT Application | IT Infrastructure - ;
S W AP sy OO
Operations : .
P The 5 Pillars of IT Operations Management for SDDC
Availability Perfarmance Compliance Capacity Cost + Price

Inventory | Configuration

Architecture
Platform
System Architecture of Enterprise Private Cloud

Management + Portal
Compute Storage Metwork

Security

There are 5 pillars of operations management. They are the management disciplines a CIO directly care:s
Fo2dzi s 6KAOK Aad @K@ &GRod o IR | I0K ASyBESdzNIK | (kS &) KI-SNJ
organised accordingly. Processes and policies are then put in place to balance between governance and
agility. A complete set of policies and SOPs answerno does what when where and hénd CA Y | f f €
implement all these using technology product, such as VMware Cloud Foundation.

What are the capabilities of a privatdoudware? How would you explain to your CIO and CTO?

Using a vendoneutral diagram, we can say that virtualization is the foundation technology that enables
the creation of flexible pool of resources.
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Private Clowd: Conmimer

Tenant’s Portal
ElA Morrimreg trurriory Pyt Tiouerdmatiog Soumtty Tesm LL
Private Cloud: Provider
i g b vl il b 4 flans Manapemant
Bideteln Tarabas Depton Erhure Al Wirlial Wailere
Priwste Dioud Operaticns Cloud Platform Maragemant Saurity Dpannloss
Dy 1Dy Bariring s Managesnenl Irrerfior p Pelamageirm idemity Patloem
Wi (Ll Rauiarity i (=] e Fhimit
e | pmpnam Tapanmy Tog Famanind Coriticanss Camahaue
Taskz Perrmse [T Fae Pnpr dawn
Dwrnt o || Wi kb Saghe Ggria Appluncs [
msdin Chmch Gritgamm
CTY atgrabiing

Virtualization

What do you manage, actually? What do your customers want you to manage? How do you manage what
you need to manage?

The most basic thing is you need to have visibility into the environment. There are thousands of objects
(e.g. VMs, applications, firewalls) with complex relationships and interdependence. Inventory gives you
GKAAD CKIGQ&a sKeé Nambdlowi KS FTANBG 02E Ay GKS RAL 3

Environment Health Risk Efficiency
Inventory Performance Capacity Cost
Availability Configuration Sustainability
Security Compliance

Once you know what you manage, you can then move on towards making sure those things are healthy.
If there is no real problem, then you move to address potential problems. If there is no risk, then you look
for optimization.

| 26 R2 @2dz {y2¢ @2dzQ0S Yl aAGSNBR 2LISNIGAZ2Yya YIylraSyYsS

When you can go on long vacation in peace, without the worry of urgent escalation calls asking for
information or decisions that only you can make or provide.

See Part 4 of the book on details of Health.
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Why a New Framework?

Before | came up with the pillars of operations, | studied other IT framewogks A G Q& S| & A SNJ
as adoption will be fasteThere are many frameworks in running the business oTBM IT4IT ITIL,
COBITMicrosoft Operations Frameworlind many others where you can learn about overall IT
Management® Ly GKAA&A 02213 LQY F20dzaAy3a 2y I NBla (Kt
on Day 2.

The philosophy of ticket and incidebtsed operations are reflected in these framewolkQ Y y 2 (i | =
the principle of using tickets as a unit of work, bubstimplementations have been disappointing to

dza SNE® ¢KIFiQa 2RR la (GKS @SNE LJ2N1R2asS 2F (KS K:
bank, airline, etc. for support and you get a ticket, how has the experience been to you?

LiQa GSNNAoft So
So why impose that bad experience to your customers?

The S5 Frameworkdiffers fundamentally as it aims to away not just minimize tickets and incidents.
The proactive, insigHbased operations require a small numbersefisoned IT professionalséth deep
technicalexpertise and knowledge of the business. It does not work on a very large number of teams
spanning many departments, eafllowing rigidand siloedpolicies

| found many frameworks to be heavy. This means they are complex and costly to operatidfklize.
has34 management practicder the entire IT Business. | find 34 are simply too many to manage. You
end up managing the management. This defeats the purpose to begin with.

Service Management (17) Technical Management (3)
Business Analysis Deployment Management
Service Catalogue Management Infrastructure & Platform Management
Service Design Software Development & Management

Service Level Management
Availability Management

Capacity & Performance Management
Service Continuity Management
Information Security Management
Service Request Management
Service Desk

Incident Management

Problem Management

Change Enablement

Service Validation & Testing
Service Configuration Management
Release Management

IT Asset Management

" There are other frameworks, such as eTOM BiN. Since they are domain specific, they are not suitable for VCF.
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In addition to managing 20 types of services and technologies, you also need to manage 14 general
management:

1 Strategy Management

Portfolio Management
Architecture Management
Service Financial Management
Workforce & Talent Management
Continual Improvement
Measurement & Reporting

Risk Management

Information Management
Knowledge Management
Organizational Change Management
Project Management

=2 =4 =4 =4 A4 -4 -4 -4 -4 -4 -4 -

Relationship Management

=

Supplier Management

Even with 34 management practices, [Fterges Capacity and Performancelak the context
Broadcom VCEF private cloud, they distinctdisciplines done by a different persona arade having
different processes. This book covers both disciplinetejsth, while ITI5 does not.

Duplication

Frameworkshave lots of big words that are subject to interpretation in the real world as you try to
implement them. Some of them also overlap, or even mix up concepts altogether. For examples:

Monitoring and Alerting  They are not peers.
When you monitor a system, you will arrive at one of these 3 conclusi
1. You need to troubleshoot (because it is broken or wrong)
2. You can optimize. It is not broken or wrong, but you can save
money or improve performance.
3. There is nothing you can do.

Alerting is one of the 3 ways for your monitoring system to communic
to you. You interface to the tools via alerts, dashboards, and reports.

Changing vs Optimizing  They are not peers.

hLIWAYAT Ay3 A& LINIG 2F OKIFy3aAy3ad
change at all. You change something because it is broken or it needs
improvement.

Operating vs Supporting Support is part of dayo-day operations. It mostly revolves around
AYl jdZANARSE YR AYOARSyidaod LF &2d
insights and proactive changes.

Automation and Ldzi2YF A2y Aa GKS ao6A3a A0GSYE&dD h

Orchestraton for automation. It typically strings together a number of different scrip
which could be in different programing languages.
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Measurement and LOQR NI GKSNJI OFff GKAA az2yAld2NRAy:
Reporting Reporting, as covered in Part 2 Chapter 1, is just one way for comput

systems to talk to humans. The other two are alerts and dashboards.
Monitoring and Event Monitoring is a process, an activity. It is not something you manage. -
Management diagram in the next section shows how Process and Pillar are related

Unlike alerts, events could be neutral or even positive. An event is an
accounting of something happened, aredated to tasks or activities. Jus
like a metric is an accounting of utilization or contention. A log is a re«
2F az2YSOKAYy3a G(GKIFG KFLWLSYSRd | 2d
€2dz R2y Qi KI @S FdzZ f O2yGNRft 20¢€
{2 S@SydGa INB 2dzai Aylldzia G2 &2
to monitoring. The other 4 are metrics, properties, logs, and netflows.
These 5 measure the observability of an architecture, and they feed il
your monitoring tool. Their values or meaning are defined by the cont

of the pillar.
Operations and They are the same. You manage operations by having governance.
Governance Operations management covers risk (availability risk, capacity risk,

security risk) and applies control (compliance to approved configurati
clear accountability for each role, mana@e2 a it a2 G KSe& |

Complexity

There are many IT management areas that are not pillars of operations. They are either unnecessary or
just providing support to Operations ManagemeRtr examples:

Service Level Management An SLA is not something you manage; it is-priogluct. You
manage availability, performance, compliance, and if you do t
well you will pass your promised SLA.

Service Continuity Management  This is part of your architecture, not something you manage. ,
goodt NOKAGSOGdzZNE Aa || tAQAy3
updates and upgrades without compromising the SLA.

Demand Management This is part of Capacity, as the art of capacity management is
about making sure there is just enough supply to meet demar
Both insufficient and too much capacity are problems.

Continuity Management This is part of Availability, which cover snapshots, HA, DR,
replication, active/active, back up, etc.

Incident management To me, inciden{e.g. your website goes down) and problem (e.

your core router hit a rare bug) are not something you manag

You manage the impact, such as availability and performance

Problem management part of availability, performance and compliance managemen
you are bound to hee incidents, which were caused by
problems (e.g. incompatible configuration, bug).

You should focus on why you have so many availability,
performance, compliance, configuration, or capacity problems
By reducing them, you will reduce your incidents. Aim to
minimize incidents and problems, instead of accepting their

Service request management
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prevalent existence as acceptable and invest on their
management.

Service Desk This is a technique, a solution you design as part of your
monitoring strategy. While the team needs to be managed, it
span thousands of people; it is not a pillar of operations.

Continual Improvement To me, this is more culture, realized as a set of processes, pc
and structures. Seaized- & |y SEI YLX S 2 |
AGQa y2G | LIAETEFNI 2F 2LISNI @

The Pillars

What doyour ClCactually care? Because that is what you will manage.

Well, the first thing your big boss caresigailability You haveneither performancenor security issue if
the system is dowrtacker cannot even login to an vCenter that is not even available.

bSEGE 2dzald 0650l dzaS &2 Y S KA Y 3 canarguddhi yol 8yStém is/sa (i
slow it is basically not available to users. So you need to mana@e mance

bSEGZ 2dzad 06SOFdzaS GKS &aeadSYy A& dzJ) R2Sa y2i
There are 5 pillars of operatisrEach pillar is an individual unit of management. They represent
individual disciplines and are compatible with one another

T Availability management
Performance management
Security and Compliance management

1
1
T Capacity management
1

Cost and Price management

How do manage them? What are the key processegsired to run multicloud operation8

The following diagram maps the process and the pillars.

The 5 Pillars of Operations Management

Availability Performance Compliance Capacity Cost
Day O: Planning p Yes Yoz Yes Yas Yes
Day 1: Design & Build Yes Yes Yes Yes Partial
Day 2: Monitoring Yes Yes Yes Yes Yes
Day 2: Troubleshooting Yes Yes MfA MA M8
Day 2: Optimizing . Partial Yes N/A Yes Yes

Major technology upgrades require planning and redesign, hence it repeats the cycle above

The complexity of each pillar depends on the technolégyexample, vSAN capacity is more dynamic
than atraditional SANIn vSAN, changing the storage potioyldcreate a sudden spike consumption

PART 10F 4 Chapter: Your Private Cloud Page50

YSIy A

YSIy A


https://en.wikipedia.org/wiki/Kaizen

Private CloudManagement

The 5 pillars oOperations Managemerare interdependent. Knowing the relationship is as important as
knowingthe individualcomponent Relationship matters as the symptom and the root cause are often
two different things. A performance problem could be cause@ bgnfigurationproblem, such as an
outdated configuration or incompatible versians

Performance
Capacity Cost & Price
]/ [
Availability ;ﬂi’;ﬂ;‘;;
| | |
Inventory —————————  (Configuration ————+  Sustainability
Ichoseaedt AYS |a AGQa I O2YLX SE NBfIGA2YyaKALD | & |/

Capacity drops below 0%, performance suddenly takes a hit.

| put Securityand Complianctogether2 dzi 8 A RS | a AdGQa GeLAOrfte YIyl
scope extends beyond the Data Center to areas like physical building security and employf®mverk
home solutions.
Lines with arrowheads means there is impact:
9 ' GLAfLFOATAGE AYONBlFrasSa e2dz2NJ Ozadsx & @&2dzQNB
1 Compliance typically increases your cost. The more compliance requirements you must maintain
the larger the operational overhead involved in managing and measuring it.
Lines without arrowheads means there is relationship but not impact:
1 Availability and Capacity should not overlap. You calculate capacity after taking out availability.
71 Inventory and Configuration do not impact each other.
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The following diagram provides more details.

— Performance »> Capacity + » Cost
=,
Availability % Configuration =% Price -

'
- ~
¥ ¥

Compliance — Security Sustainability =+— Inventory
LY -

[ SG4Qa StlFo62NIGS 2y SIFOK LA N®

Availability

There is a spectrum of availability solutions, including snapshots, back up, redundancy, fault tolerant,
clustering, and SRM. Each can have impact on cost. Most of them require additional resources so they
must be part of capacity planning, so they do mopact performance. For example, load balancers and
replication needs to be accounted for.

You also need to include the potential workload caused by DR events in your capacity planning.

There aregwo metrics for availability:
f Actual Availability (%)
1 Operational Availability (%)

The first one simply measures the fact as it is. It does not consider the HA (high availability) configuration
and scheduled down time.

Operational Availability complements it by considering the above. So its value will be higher, as it reflects
the operational impact. This is also the number used in the SLA.

The higher the Availability SLA, the higher the cost of the service. There is a big increase for each
additional 9 of availability. Five 9s of availability costs 10x more than four 9s as the margin of error is
reduced by 10x.
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Availability events like a host outage, when accounted for in the design, shouilthpact performance,
as it does not lead to a drop of usable capacity.

Performance

9 S NI K 8t NFRemTFo sbow it is as good as ddvkr  Wdza
FLaGdod hy

Al Qa

impact on performance and capacity.

GKS 20KSNJ KIFyRX AT

0 SOl dza S

Aa2YSUOKA
g2dz KIS OI (S|

Fromday-to-dayoperations, performance is the most importgoitlar of operations. This is why the next
chapter is Performance Management.

Performance is often confused with capaditth G Y2 NBE ¢2NJ] R2yS YSIya 322
G2N] € NBldANBE KAIKSNI dziAf AT FiA2yd ¢KAA AAYLI S
performance.

¢CKS LINAYINE YSONARO F2NJ LISNF2NXIYyOS Aa 02y GSydAa:

contention. One common cause for contention is utilization over capacity or limit.

Capacity

There are 2 types of capacity:

Performed by
Availability Management

Performance
Management

Cost Management

Timeline

Scope

Focus

PART 10F 4

Short Term

Day to day Operations
Highly relevant

Highly relevant

Not so much

Present.

This means now or today. It cares
less about tomorrow.

Projection is not applicable.

Resources that can be provisionec
within an hour or so

Hardware

Chapter: Your Private Cloud

Long Term
Capacity Plarar
Not so much

Not so much

Highly relevant

Future.

Depending on the lead time to adc
capacity. If procurement is
required, this can be months.

Projection is mandatory

Resources that are not yet
purchased

Software (as they are more
expensive)
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Short term capacity igelated to performanceTheyare interdependent;hence one is often mistakeor
the other.

: ............................. RESE ruarinn Eﬂm (01 I-tmEHt
+
Contention  [dee=sseeesas weasmeenn  |tjlization Allocation
L
Performance Capacity & Cost & Price <

What you care | Input to what
& manage YOu care

Capacity is affected by Performance as it needs to consider contangdnics not justutilization. If you

OLyQil &ardAraa¥e SEA&GAY3I RSYIYyR&S GKSy @2dz 62y Qi LINROD
The utilizatiormetrica Y I & y2d 06S KAIK &Sz odzi GKIFIGQa | &aSO2yR
workloads until you figure out why.

Capacity also considers demands that do not manifest yet. This is why you need to consider reservations
and allocationThey also minimize the consumption to go too high and cause contention.

Price can help address capacity. The best way to address oversized VMs is having a pricing plan that
encourages smaller sized VMs. If the price is free then use a business justification-sizeghstead.

Using highway transportation as example: You do not add lanes because of congestion that lasts a short
time or rarely happens.

But what if the workload is revenue generating? For example, during annual sales you expect a much
higher demand that happens only 1 day in 365 days. Do you build permanent capacity for the rest of the
364 days? Are you able to provide a burstable capaeitiier in the cloud or opremises?

Applying the above into vSphere -pnemises, perhaps on that special day you need to limit other
workloads, power them off, take hardware from other clusters, or move workloads to other clusters.

It focuses on the consumer, while the Ietegm capacity view focuses on the provider. The shenn
view answers questions thaareabout today. Examples:
9 a/ Ly @&2dz RSLIX 28 | RRAGAZ2YIE @g2N]f2F RAKE
Thenow part of the question is important, as the deployment is typically done by automation.
You want to prevent the deployment if it will cause problem. This means you need to check both
the present situation and the future situation.
T a/ 1y 6S GF1S 2dzi NB&2dz2NOS LINPDOARSNAE G(GSYLRZNI NRE &K
Examples are putting ESXi hosts into maintenance mode, or doing a cluster upgrade.
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Reclamation

Infrastructure team should not force their internal customers to reduce their own consumption. This is a
hard political battle, as there are more developers than administrators in a typical large enterprise. A
better way is to show the CFO the total costn@astage, money that can otherwise be saved. CFO will
simply hold the budget for new hardware, aftdce the respective line of business to optimize their
current consumptiof

Compliance and Security

Just becausa systemisupand¥ I A G X R2 Sasestrrll YSIy AGQa

Security is relatetb but not the same as Compliance. Security covers issues such as étaakoy

internal employee or by external threat). Compliance deals with configuration settings or values that may
expose security loopholes are required toconform to specific sets of standardompliance is closely
related to configuration as you comply by controlling the values of specified configuration items.

Compliance is measured against both internal/anihdustry standard® L G0 Q& It a2 Y SI & d:

In Security you worry about being attacked. This means you track malicious activities, such as
inappropriate usage of administrator accounts, or denial of service attacks.

Compliance is binary: you are either compliant with your defined compliance requirements, baselines, or
O0SYOKYIFNJaX 2NJ &2dz I NByQlio /2YLXAIYOS Aa |faz
contention and performance. For this reasos,aservice provider, you should guarantee to your
customers that you will be perfectly (100%) compliant with your own compliance benchmarks for all
classes of service.

| 26 SOSNE &2dz 2yt & LINRPGARS | O2YLX AL yOS 3dz NIyl
3dzSaid h{ Fa LINI 2F GKS ASNBAOS>I (KSy e2dz R2yQ
against it. If you do provide the guest OS, then yust also manage its configuration via something like
Microsoft ADGroup Policy.

Cost and Price

Last but not least: money.

Cost and Price ameecessaryin the transformation towards becoming a real service provider.

Price With hardware becoming commodity and infrastructure becoming invisible, price he
naturallybecome a common denominator among all laaS providers. The general
expectation ighe price per VM is similar across cloud provid€@sae way to provide
differentiated pricing is SLAs.

While Price should be higher than Cost, it can be set independently of cost. Use
discounts and progressive pricing to set the correct price for the right terms and
conditions. Progressive pricing will also discourage oversized VMs from being
provisionedini KS FANRG LJX | OS® LGQ&a SF&aASNI (2
already in production.

8 ThanksTyson Theffior this idea.
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At an individual VM levelhe better the Performance SLA, the higher the price
customer is willing to pay, hence the term Price/Performance.

Cost At the platform level, astalsogoes hand in hand with capacity. The higher the
utilization of the laaS, the lower the cost per VM. Cost is separate from capacity as
be optimized without reducing capacity
Cost and capacity can also go independently of each other. You can increase cape
without increasing cost via technology refresh. You can reduce cost without reducit
capacity by lowering nenapacity costs such as the rate you pay for services.

Non-Pillars

2 KIFGQa YAaaAiay3da Ay (GKS p LRAffFNEK
1 Inventory.
Inventory is simply what you hav¥our responsibility is a lot more than accounting of what you
havewhere and how they change over time.
Inventory is just byproduct You plan for capacity, with certain configurasoAs you manage
your cost & capacity, the inventory will adjust accordingly.

1 Configuration
Configuration is just a means to an end. You care about configuration only because it impacts
security, capacity, performance, and availabilg. itis often both the problem and solution to
all the above pillars.

f Sustainability
LiQa O20SNBR o6& 020K OFLIOAGe YR O02aid ¢KS 2yfe
looking at the same things, albeit from a different andieloes not replace any of the existing
pillars of operations management.
1 Reliability.
This is just a characteristic of the system. Obviously, you penfidrmance& available to be
consistent, hence reliable and as you gain confidence, it becomes predidtablexample, if
your website performance is not reliable or its uptime is not stable, you will troubleshootdrom
performance or availability angle. There is no need to eletra@aature of something into an
entity by itself. It complicates operations as you end up with overlap.

1 Recoverability
This is just a property of availability. Just like debuggability is a function of performance &
availability.

1 Manageability.
This is just a property of configuration.

Inventory is related, but not identical to configuratiorhey tend to be confused easily. For example,
GO2YyFAIAAINI GA2Y YIFEAYdzYé | OhGdzZtte YSIya Ay@Syiaz2zNE Yl

Inventory Configuration

An account of what you have where. So, the Properties of your inventory. The location is jus
location, the movement, and the count matter. another property of the object

Inventory uses a small subset of configuration a The full set of settings, that you either
the focus is on counting the number of objects. intentionally set or have to accept.
The majority oproperties managed by

configuration are not relevant to inventory.
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Configuration drift i10t relevant Configuration drift is important
Inventory movement is important Inventory movement is not relevant

Inventory has stock stake concept. This can Configuration does not
involve physical or virtual items

Deals with distributionYou want to keep them  Deals with variancé/ou want to keep them
GolfFyOSRE ® minimal.

e.g. number of VMs across all your vSphere e.g. version of VM hardware versions.
clusters.

Examples:
1 Number of VMs in a cluster is a part of inventorgt configuration.
9 bdzYoSNJ 2F 9{-A K2aiha Ay I OftdzaldSNJ A& | LI NI

the design of that cluster. The cluster is configured with 8 ESXi hosts for a raadateviation
may need to be explained in design documentation.

Inventory also deals with thehangeof inventory. A high number of churns is an inventory problem, not
configuration problem. For example, as part of inventory management, you may want to check how
many VMs were added, were deleted, were changed in your environment in the last 1 month.

There is a subtle difference between volume of change and the rate of change. Volume typically covers &
longer period (e.g. 5 minutes, 1 hour, 1 day), while rate covers shorter period (e.g. per second, per
minute).

To make inventory management easier, you typically gitemsby function. For example, in laaS, you
may have

Consumer Layers Business Application (typicaltyspans multiple pods or VMs).
Software (e.g. Microsoft SQL Server).
Container or pod.
VM (which could be in cloud).

Provider Layers Cloud services (AWS something)
Kubernetes
vSphere + vSAN + NSX
Physica(network, arrays, servers, UPS, racks).
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Proactive Operations

While we cannot eliminate troubleshooting, we can perform regular health check + auto remediation to
minimize the reactive action.

Manual Process by Operations Team

Camalairt
Reactive } Configuration |ssus? Axailability lssue? Kmiowr Bugs? Consumdption issus )

Automated Process —. Miowe ¥M aut

Mgrming health check of config and state, with remediation following rules set by I7

Insight

Imporiant-but-riot-urgent symiptoms that an= best freviewsd top down, by somecone familiar
PFroactive == Human Expert ——
Performance Quantification

important but not urgent symploms that are bect reviewed Top down

Monthly Performance Baselining

Marthly overal performance analysis. Caver both Guest O5 and v

The preceding diagram shows the dual tracks.
It uses proactive as the primary, while still having reactive as the fall back.
There are 3 techniques we can apply. They must cover all the things you check manually today. Automate
your entire check list.
1 Daily Optimization.
1 Insight review.
1 Performance Quantification
1 Monthly Baselining
The techniques are based on the fact that there is enilyite set of rulesThe logic that human experts
use to troubleshoot performance kxown. This means it can be automatekhe final solutiordoes not

even need Al for almost all cases the final remediation action is basically moving some VMs out of the
cluster.This too can be automated.

Thisdaily check + remediation, coupled with human verification, should free up IT Team to deal with
corner cases.

The check must be quick, ~1 minute, so you can do 2x a day (Start of Your Day and End of Your Day).

PART 10F 4 Chapter: Your Private Cloud Pageb8



Private CloudManagement

The following diagram shows how Level 1 Team (the frontliner) and supporting team (Level 2, Applicatior
Teams, etc.) work together to avoid alert in the first place.

Day-to-day Operations

NOC Screens |

Timeline: Now

Daily Check

Timeline: 2x daily

Alerts o

Timeline: Negative

Business App (@)

Timeline: 4x daily

Log Analysis ﬂ

Timeline: daily

Week-to-Year Operations

Deep Analysis & Long-Term Planning

Timeline: 1 week — 1 year
Done by L2 Team. Covering capacity, performance, configuration

Day-to-day Operations
The following shows the timeline of actions taken during @@dr period.

00:00 09:00 18:00 24:00

I | —

£ ] Alerts (random) b Reactive Operations

NOC Live Screen {always on)
Daily Check (10 minutes)

Proactive Operations
‘Weekly Check (1 hour)

Monthly Review (1 day)
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08:00¢ 09:00 Automatic Health Optimization script runs. It flags VCF components needing
attention that it cannot remediate.

09:00¢ 09:30 Human Expert reviews as part of Daily SOP.
1 The script outcome.
1 The daily dashboard, which also has the alert trend.
09:30¢ 10:00 Having reviewed in totality, humans proactively prep the environment for the
expected load of the day. For example, approves totester rebalancing.
Live NOC screen and dashboard work together to realize proactive operations. You need both.

Live Screen They provide live, redlme, information. They are conveniently projected on the
big screens for NOC Team to glaqoéky: It is always available, and autefresh

The NOC Room screens enable the L1 Team understands the situation better
Coupled with clear SOPs, it should result in less quantity and higher quality
escalation

They complement daily check weldlince you only check the dashboard in the
morning, what happens to the rest of the day?

Daily Check They focus on insight, not alert. We covered bothi@pth in Part 1 of the book.

Insight and alerts are complimentary. Open both pages side by side.

They complement alert well. The main limitation of alert is bottdehJ® L G OF y Qi aK2g (KS
picture. Alert is the tip of the iceberg.

Why do we add critical business applications in the methodology?

As covered in chapter 1, we need to begin with the end in mind. Since the purpose of laaS is to run the
applications, we need both the application team and the infrastructure team to track the critical
applications. | put 2x daily as the minimum.

Proactive operations should result in less aleotsth in frequency and intensity/olume wise, the bulk of
alerts are the yellow alerts, due to their lower threshold. They can be replaced with insight, which is
discovered as part of a daily proactive health chez$éhthoard

Alerts A better name for alert iguard rail This way, the purpose is clear. It is to catch
when human forgets, or system fails without warning.

It is not the starting point of operations, where operators passively waiting for
alerts to happen then do something.

A wellrun operations have a low number of alerts.

The nature of alert means its use case is narrow. You do not want to run your
2LISNF GA2ya oFaSR 2y FftSNIhaod ¢22 Yy
lack the early warning.

This is why insight is the main driver, with alert playing secondary role.

2Kl GQa GKS tAYAGIGAZ2Y 2F (GKS F0620S8K

They focus on dato-day operationsBoth have short timeline. Marmum 1 day. If you have quarterly
workload, you will not see them.
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You also need a deeper and longer analysis, to implement major improvement. You do this via a set of
interactive and powerful dashboards, such as the performance baseline profiling dashboard. Because yo
do it monthly or longer, you can afford a longer &rto execute it. Use it to solve larger, more complex,

and political problems.

Ld GKSNB | y2GKSNJ 0SYSTAG 2F GKAA aG2dzi 2F ol yRé¢
Yes. Use it to improve your daily operations itdgtith the Daily Check and the NOC Scresiosild help
in preventingthe alerts in the first place. However, you may have alerts that fall through the crack. On a

weekly basis, review these alerts and improve the dashboards accordingly. Once this is repeated over a
f2y3 LISNA2R 2F GAYSI &2 dzHdl ged etteyiRpreticatingthem.OK Y I y

Roles and Timelines

The roles conducting the tasks are:
Level 1 Team Watch the Live Screens on the NOC wall

Manage alerts and perform the SOP associated with the alerts
Level 2 Team Conduct the daily health check with the goal of preventing alerts of the day
Analyse the logs to catch issue early

App Team Watch their own critical applications. Frequency depends on the business cyc
the application.

Human and Al agents are 3D being. We operate on a timeline. Human operatocsralsiyto the
nature of days and nights.

Different roles have different time pace. The following diagram shows only some of the roles.

Speed of Operations (longer bar = faster pace, more reactive, shorter term)
L1 (NOC Team) Real time. Rely on alerts and streaming projected scresnss ReactenVSnAIEISEN
4 escalation -4

L2 (Platform Team)

|

Daily, not hourly let
alone real time.

Goal is to prevent alert,
by proactive health

L2 (Network Team) N ek
etwar eam
Do not rely on alerts,

L2 (storage Team)

but deal with escalation

L2 {Security Team) from L1,

Capacity Team — Weekly, looking ahead 1 quarter to 1 year

Audit/Compliance Team _ Monthly, looking at the past

The NOC room team runs at the most pressing speed as they deal with real time situations. They are the
only role watching the operations live as it unfol8s. a result, they are typically equipped with multiple
large screens on the wall.
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Their focus is to keep the environment healthy. Typically, they do not have the skills nor time to improve
the environment. This is where the Level 2 team comes in. Unlike the generalists in Level 1, the various
groups that make up Level 2 team are spésialn their own area.

These Level 2 team perform proactive check, at the start of each day. The goal is to prevent alerts firing
during the day, as that would make their life easier that day.

| added Capacity team and Audit team to show examples of team that do not get involvedtoratay
operations.

Cadence

[ SG4Qa y2¢6 &aSS GKS RAFIANIY RAFTFSNByGteod ¢KA& GAYSEZ
timeline. We adhere to the natural cycles of nights and days.

As part of proactive operations, there are at least 2 cadences:

1 Daily

1 Weekly

Monday Tuesday Wednesday Thursday Friday Saturday Sunday Monday
M M s " H s & N

Daily Cadence, First thing in the morning. Goal Is to minimize alerts and surprise for the rest of the day,
Aim to get the health check done within 10 minutes.

Focus on Urgent, then Important matters,

If there are 3 shifts, then each shift focus on their own shift, That means 9 hour look ahead.

suitable tor: Availability, Performance, Security, Compliance.

S . _ . [

Weekly Cadence. Monday of the week. Goal is to improve and maintain
Aim to get the planning done within 2 hours

Focus on Important only. Not suitable for Urgent matters as it's weekly.
Suitable for: Capacity, Cost, Canfiguration, lnventory, Sustainability

[ SGQa KAIKEAIKI GKS RAFFSNByOSay

Daily Weekly
When First thing in the morning. Do it before On Mondays.
you jump into the first problem. After you settle with your daily cadence.
You are planning your day here. Does not have to be first thing. However,

you need to block longer time

Duration Minutes. ~ 1 hour.

Aim for 5 minutes. This will allow you 1 hour is probably what most
to do ita fewtimes a day. administrabrs can practically afford.

Other Tools  Use the dashboard together with the
Alerts home page and NOC screens.
yes, ideally you have multiple large
monitors.
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G2 FIalfiCWUIRN. FCUpNIC

There are many personas required to keep operations running well. Some are directly involved in the
day-to-day operations, while others focus on the big picture, hence requiring a longer time frame. In
small branches of a large organisation, the rolespaged by the same few people, backing each other

up. You can have 3 people doing everything with no structure, or 300 people with clear demarcation and
formal hierarchy. Regardless, the jobs still need to be done, so document all the roles and responsibilities
Now you know why | make this document edita

Thereisamanyo-Y I y& NBf I (A 2jybdad heldond SG g RSYISHEBE2Y I & LG NEB-
nature of live operations. You have team members taking leave or away, hence you need someone else
to step in on an adhoc basis.

Day to Day Non Day to Day

Level 1 (Help Desk + NOC)

Kubernetes End User Database IT Leadership
Linux Platfarm Windows Capacity IT Finance
Storage Network Compliance Architecture
Data Center Security

Day to Day Roles

Level 1 Operators Deal with the production environment. Perform a regular check on the overe
environment. Use both insight and alerts.

Responsibléor clogngalerts.Alertsshould be closed only when root cause is
known, not when symptoms disappear. Closing alerts without knowing why
happened prevents lesson learned and can potentially backfire.

Perform simple troubleshooting, following SOP. Typically, these SQfs do
require reading logs.

SOP is ideallgutomated taking input parameters, so the chance of human er
is minimized if the number of manual steps or frequency is high.

Focus on Availability, Performance and Security.

Typically stationed atletwork Operations Centepom and called the Help
Desk.

Platform Activated when Level 1 is unable to solve the problem. For each problem sc
this role should update the troubleshooting guide so Level 1 can be empow
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Operations
Manager

Focus on insight, not alerts. Look at the big picture and try to prevent alerts
happening. They focus on risk (e.g. configuration risk, compliance risk).

More senior than Level 1. May specialize is some areas (e.g. VSAN, networl
They document the knowledge base and develop SOP. They automate the
as much as possible.

Perform advanced troubleshooting, which often requires logs analyzis. Worl
with the Architecture Team.

Lead or involved in the evaluation of operations management tools. Design
maintain VCF Operations dashboards and alerts.

In larger organization, there can be more levels.

Manage the level 1, level 2, level 3 operators.
Deal with tenants on SLA.

Other Roles

There are other roles that Ops Teams need to deal with. Here are some of them. In larger organisation,
each could be a team on their own.

Security

Compliance

Capacity

IT Finance

IT Management

Architecture

PART 10F 4

In large organizations, this could be a separate department by itself. It coulc
report outside IT if the scope covers beyond computer system.

They work closely with the Compliance persona.

Set the compliance settings to agreed internal and industry standard.

Verify that noncompliance alert was addressed timely and correctly by the
operations team. Report & discuss the compliance status with upper
management.

Focus on Risk (Configuration, Compliance).

Plan the supply side of capacity, working with the architect role.
Plan the demand side of capacity, working with line of business or sales tea

Does not get involved in the dag-day capacity. ESXi hosts going into
maintenance mode is an operational problem, not capacity management
matter.

Typically work with Capacity Team on purchasing.

There can be multiple levels here, all the way to the CIO and CTO.

[221 TG GKS 0A3 LAOGIINB:EI GNBYyRa 2¢
on hourby-hour.

Weekly report, focusing on the overall health and not individual users or poc

Monthly presentation and review, supported for live dashboard for an
interactive discussion.

Generally, does not get involved in troubleshooting and architecture.
Primary focus is Compliance and Cost. Performance is not the focus, as the
fA1Ste LINPXYEASR GXKSOSNHDKAGSOG | a
Design the system architecture. Needs to get input from Day 2 team, and d«
with the end in mind.
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Look into the future. Evaluate new technology and assess if technology refr
or migration to a new architecture makes business sense.

May lend support on complex troubleshooting.
In larger organizations:
1 ¢KS aG2Nr3a3sS GSrY Aa GeLAOITTEe
1 OSspecific teams. They are responsible for setting the build standar
for each OS.
Network The network team is typically separate. This is due to the nature of network:

Guess what role is missing?
Yes, Site Reliability Engine8RIE

The role focuses on automation. | see them as a variant of platform team, because in operations you
should only automate what you can operate. Doing automation without mastery of operations have
resulted in manypevOpsturned into Dev Oops!

Exit Criteria | Entry Criteria

Among the roles and departmes)tthere are handoverand boundaies. This is especially important for
escalation.2 K| (i Qa Ciité&ri§andHbthy Criteria?

Exit Criteria for Role 1 Entry Criteria for Role 2

Input information for Role 1

given by system ExIt Criteria from Role 1
Value-Add by Role Additional centext needed
Activitles performed on the by Role 2 to do his job

issue

Take for exampléhe escalation process froievell to Level2 support

L1 ExiCriteria defines the set ginalyzidi K S& KIF @S LISNF2NX¥SR 2y (GKS A&z
they have the right to escalate t@L

L1 Staff Perform check following their SOP to ensure the Exit Criteria is satisfied.
The guide to analyze is provided by the respective L2 as part of the alert
definition.

Addadditional information that L2 needgiving & the contextanL2 personnel
needsto perform their job The context is part of the handoff process, meanin
Level 2 will not accept the escalation if the necessary details are not provide

The list of information can be basic informatj@uch as VM owner. It can also |
a set of additional lowevel counters or test results that the L1 Team ran but
R2Sa y2i KIFIgS GKS aiatta G2 Fylftel
who asks you to bring your test results.

Since L1 is generalist, while L2 is specialist, the L1 staff suedaee to the right
Level2 group.

L2 Staff The 2 pieces of information abobecomes the Entry Criteria for L2
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L2 Team automatically accept the issue and now the ball is in

“It’s on my court”

Each team need provide the standard list of metrics, evester that shows that the problem is on their
court. These items are monitored by their respective team, and alerts graae.

The followindist examples metrics and events for different team.

Application Team  Naturally, the actual metric and event are applicatepecific, and even versier
specific.
There is general abnormal behaviour regardless of application. Examples:

1 Memory that grows over time and does not go down despite loads
going down. This indicates memory leak, or application does not rele
the memory back to Linux or Windows.

1 CPU on a thread that runs 100% constantly. While high utilization is
good, a perfectly flat line over minutes could indicate process run av

Database Team The counter depends on the specific database software
Windows Team CPU: Context Switch, Run Queue

Linux Team CPU: Context Switch, Run Queue

K8 Team K8 Pod: CPU Throttle, Out of Memory event.

Virtualisation Team For VMware vSphere VM:
1 VM CPU: Ready, &top, Overlap, Other Wati
T VM Memory: Latency, Zipped, Swapped, Ballooned
1 VM Storage
T VM Network:
T VM System: vMotion down time
ForlInfrastructure:
1 ESXi Performance (%)
1 ESXi Performance Risk (%)
9 Cluster Performance (%)
1 Cluster Performance Risk (%)
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Day 0 & Day 1 are typically done by the Architecture team, and Day 2 is typically done by-thalday

operations team. In large organisation, Day 1 could be different as there is enough workload for them to

continuously upgrade. For example, if you h&0 ESXi hosts, and you have-yeardepredation

LRt AO&=

Troubleshooting is oftemronglySt S@F 6 SR Ay AYLR NIl yOS
operations. It is not. What you can troubleshoot, and how you troubleshoot it, should be planned during

& Fa@chdl 00 boixeBperrioritht That means 25 hosts per week on average.

system architecture phase. Another word, think of what can go wrong, how trepe detected, and

the remediation action. If you do not plan the troubleshooting element of your architecture, each actual

troubleshooting event will be more painful that it needs be.

Day O

Plan

Size

Day 1

Design

Build

Test

Upgrade

PART 10F 4

This is where you set the gealhe goal should follow thEMARTriteria. Make sure
they are aligned with the business deliverable.

For example, if you plan to build a private cloud, how do you measure success? \
are themetrics,so you know how successful you are?

A big chunk of planning is sizing the environment.

Some companies perform stress tests and load tests, so they know what to expe!
GgKSY GKS NBIf f2FIR 200dz2NE® 2 AGK2dzi L
should be, as you do not have a measured goal.

When you architect vSAN, how many milliseconds of disk latency did you have in
mind?For example, you set the goal® ms measured at VM level (nattthe vSAN
leveland not at the individual virtual disk leyélased on Eminute average?

This is where you design, build the system, and launch the service. This includes
configuring the various operations inputs such as cost drivers (e.g. application lic
costs, electricity rates). This is not part of the book as there are plenty of ralsten
it.

5 M Aa 3ISySNrftfe Otz2asSNI G2 5F+e& n=z
Ideally this is automated to ensure what is designed is 100% identical to what is |
This includes deployment of the infrastructure, physical and virtual.

Ensure what is built works as intended. For example, if you build a vSphere clust
test that each ESXi host can recover from an HA event.

| do not consider them as part of Day 2.
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Migrate

Day 2

Day 2 is when the real challenge happens, as this is the stage you need to ensure critical workload is

served well.

Upgrade varies from a simple patch to complete rearchitecting, where you are
running the old and new system side by side. This type of upgrade is basically a
migration, as you have the luxury afnew build. It also involves substantial plannin
S0 you might have to circle back to Day 0.

As a result, itncludes proactive testof the system resiliency and security. Monitoring is more tjues

OKSO1AYy3Id LGQA lo62dadi SyadNAy3d GKIG (KS asadsSy Aa |

Define yourStandard Operating ProcedwéSOP) to ensure knowledge is captured and lessons are

f SENYSR® LGQA | wdloeawnbda/Ngl | ¥ S¢2adzyB ¢3laLIa | NB
operations are partly or fully outsourced, ensure the vendor provides the documentation.

Having SOPs does not mean that you do not havecadtasks at all. You do, however, want to keep
them minimum and so they are manageable.

Deploy

Prove

Monitor
Troubleshoot

Optimize

PART 10F 4

This refers to the deployment of worklogchot infrastructure Workload lifecyle
managemenhappens throughouttheyears KSy OS A (i Qa O2y aai

You have redundancy (HA) and DR, right? How do you know they work if you ne
test them? A pair of core switches that have been left untouched for years may g
you a surprise when there is an unplanned HA event. Once a year, test your HA
make sure tky work.

Annual reboots could be a good idea to clear cache and logs. As part of firmware
driver, OS, and VM Tools updates you may need to reboot anyway. Take advant
this downtime by testing the resiliency of your infrastructure.

Another area you need to test is security. Conduct independent penetration tests

These 2 will be elaborated as they form the bulk of Day 2 activities

As partof your monitoring, you may not discovaproblem, butyou spot an

opportunity to make performance even better, reducestseven further, and free up
wastage incapacity. 1 Qa 02YY2y F2NJ ySg OSNRBAAZ2Y:
improvement. Again, you do this proactively, not waiting for complaints to happet
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Monitor | Troubleshoot

Monitoring is\What, while Troubleshooting ig/hy.

Monitor is where you compare Planvs ActalK I 4 Qa4 ¢ K& (GKS 32| Doe¥tbled i 0 S
reality match what your architecture was supposed to deliver? If not, then you neadjuist your plan.
CKIFIGQa gKeé tftly FYR a2yAG2NI F2N¥ | OANDt So

For example, you plan to deploy VDI for 10K users. At 1K, you find out that the users are consuming mot

resources than plan. You either need to scale down your deployment or add more resources.

You do this when reality is worse than phea, or something is amissot when there is a complaint. You

gryad G2 GF1S GAYS Ay {NERdzo t JvidKuiedyiwikhyhdahe rasiinghduQ &
for results.

Monitoring Troubleshootng

Question What is the problem? Why does it happen? Whé the actual

answered cause of the problem?

Nature Proactive Reactive

Expertise Low. A junior IT person is better High. Needs experienced IT Pro as there
adzA 6 SR a AGQ&  arewide variances on the steps taken.
aid of predefined dashboards and  Also needs someone who understands tl
alerts. environment.

Metric Generally, Inetric. And thismetricis Always manynetrics There are layers of
also the SLA. This is th&rhetricyou metrics, one impacting another.
or your customer check. Secondarynetric. You only check if the
Primarymetric. You check it primary is reaching threshaold
proactively as part ofour SOP.

Duration Should take just 5 minutes. Can take days, with ba@nd-forth

discussion amongst various teams.

Frequency Performed aily. On demand.
Gold Class will have higher frequenc
of regular monitoringhan Bronze as
part of the SLA.

Timeline Now and FutureYou consider future Now. Future is irrelevan¥our focus is to
load and anticipate. put out the fire or potential fire.

Logs Not required. Metrics, properties, antc Almost always required. For network
Event suffice. troubleshooting, you also need netflow

data.
SLA SLA is applicable in monitoring. Yes. It becomes urgent if SLA is breache
KPI Use KPIs in monitoring instead of  Yes but as a starting point. You then drill

individual metrics.

down into supporting metrics, which are
often raw metrics.

In most caseanonitoringis best done using afinute interval, as 1 minute of bad metrics may not have
business impact. Troubleshangon the other hand may require pesecond granularity. However, that
does not always mean you need to see each and every counter if your remediation action is the same.

PART 10F 4

Chapter: Your Private Cloud

Page69



Private CloudManagement

Health Check

When you monitor, what you check is the health of the system. Health Check is just another buzzword as
AGQa NBfFGroftS G2 KdzYly KSIFfOGK®

This is part of monitoring. There is no need to complicate with another jargon.

When you monitor the health, cover all 3 aspeet health:

Present Health Future Health Better Health
Focus lliness lliness (risk) Fitness
Nature Mostly Reactive. Proactive.
With KPI, you can do some Alert is not a suitable Ul or flow as there is intiay
proactiveactionfor urgency.
performancemanagement.
Scope Availability (Reactive) Capacity Cost
Performance (Proactive) Configuration
Security (reactive part) Security (proactive part)

Freauencyv

How often should you monitor?

The answer depends on the types of information available:
1 For issue where there is no early warning, then no point wasting time doing proactive check as
@2dz 62y Qi FAYR lFyeée airdya 2F RSIAINIRIGAZ2Yy® | 2dz Ol y
an area where the software or hardware typically go dowthauit warning.
1 Forissue where there is early warning, the frequency depends on the suddenness.
A For situatien where the degradation is rapid, you may even need live streaming screen that
is conveniently displayed 24/7.
A Forsituationswhere the degradation is slow, such as capacity, once a week is enough.
A Since daily fits well with business cycle, the overall performance is best checked daily,
complemented with NOC screens and alerts.

For details of thdealthmetrics, seehe vSphere Metrics book.

Troubleshoot

There are many things that can go wrong, especially in production and on the eve before you take a
vacation.

Troubleshooting requires expert team. The expert team is also the team setting up the thresholds used

by the Level 1 team. Troubleshooting involves lagalyzisas many systems do not generate complete

metrics, and there can be many different causes behind a common proBietihe end, the actualoot

cause may not even bdoselyrelated to the problemTroubleshooting is much more than simply

Gindingou¢ ' yR 3I2S& o0Se2yR 2dzald 3l dheSdidulaEs akdlubontod LG T2 0
prevent future incidents. Incidents mean something is dead, slow, or breached. You troubleshoot

availability, performance, and security. Capacity and cost are not something you troubleshoot.
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4 possible areas. Check in this order:
Contention This is a Primary Indicator.

Not
Healthy!

Configuration Examples: version incompatibility.

Availability Examples: soft errors, vMotion stun time, lock up. Likely requires
Aria Operations for Logs to troubleshoot further,

Litilization Check this last. Even at 100%, it does not matter it 1 - 3 are good.

Due to its complex nature, the first time an incident happens is forgivable.

ﬁl:h%eslmo{
Alert Set

1t A4

nd Alert Same problem happens again = know within minutes,
2 Triggered Similar problem happens = have good understanding within 1 hour

ﬁ

To codify troubleshooting, consider a layered approach. This makes it easier for the less technical teams
Classify your troubleshooting metrics, events and properties into two categories:

Primary Metric Th[s defines performance. It is tMéhat, This is always pxpressible'a§IDO%, SO
AUuQa SFAASNI F2NJ uKS [S@USE m 0SIFY®P |
Example: Kubernetes Cluster Performance (%)

Secondary Metrics This provides some explanation to the primary metr[c. It is\/lshg/. Aim for this to
be expressibleas@Omn k2 X a2 A0Qa SFaASNI ¥2 N |
Example: Highest ESXi Memory Consumed (%) in a Cluster.
aSUNAOa GKFG OFyQiG o6S 02ft2N) O2RSR |
depends on the context.
Example: VM Disk IOPS
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Root Cause Analvzis

Root CausénalyzifRCA)s an important component of an optimized process for operations
management.

Manual
Blarme Storming Ping Pong Mo RCA
Process
All Hands-on Deck Time loss..,
Optimized
P 30 Big Plcture loint Analysis R AEE
Your Dashboard Shared Tools VCF Operations
Ideal P i
Early Warning r:vgnwe Optimization
Process et

The structure of an RCA report varies among customers, even if the issue they are troubleshooting is
essentially the same. Regardless of structure, what do you think is the most important content in the
report from an operations management perspective?

The most important content in the report should be the corrective actions to prevent recurrence, such as
alerts that are configured to proactively highlight indicators of recurrence. Without these alerts, you
cannot reliably detect the issue before it ranrs and take corrective actions if required.

There is a good chance that the root cause is different than the symptoms. It may happen on a different
object altogether and the error message could be seemingly unrelated. A root cause typically starts as a
log message, meaning it has not bubbled up thimscreen (Ul) as formal alarm. When the vendor

support team recommends you a specific log message to trap, how do you validate it is correct?

You need to ensure that the alert is valid. That means it should not result in false positive.

[ SGdQa G} 1S | yDIfass di¥dalinéissule lwheBe >100 users had their sessions
disconnected at the same time. Thealyzioncludes that the problem started with a log message
Orésuming traficonDVpatv = &2 ¢S ySSR (2 GNXY L) 0KA& YSaal3s

vimware.log
= 2016-02-01T23:42:15. 2662 vmx| 1120: GuestRpesendTimedOut: message to vdlagent timed out
= 2016-02-01T23:42:15,2662| vmx| 1120: GuestRpe: app vdiagent's secand ping timeout; assuming app is down

vmkernel log

= 1016-02-01T23:42:14 8427 cpud 49141417 |NetPort: 2916: resuming traftic on DV port 588

Analysis:

= The message “resuming traffic” means VA was unavailable for a brief duration and resumed traffic transmission.

= This implied that the issue occurred on the server side and not on the dient side. Coinciding with the GuestRPC
timed out messages, we conclude that the Guest was unresponsive during this time and resumed subsequently.

The first thing you need to do is validate the above alert. Using tools like VCF Operations for Logs, you
cross check the message against your entire environment, especially the healthy (in this case, unaffected
users). Ideally, you cross check for entieek, not just during the time the incident happened.
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The following was the result when | cross checked against all the users in tBeviasting daysThe log
message has happened more thE®00times, meaning thatt NE A dzYAy 3 GNI FFAO 2y ¢
message that | should base my alert on. There are too many of them and there is a clear pattern followin
office hours.

Optimize

The outcome of monitoring is not always troubleshooting. You may discover nothing to fix. However, that
does not mean you discover nothing as you may discover the opportunity to improve.

Optimization delivers many practical benefits and real business results. Here are some of them:

Lower Cost Reclamation: Orphaned VMs, powered off & Mile VM, Oversized Vi)
shapshos.

Reduce DC footprinBaves Software (MS, RedHat, VMW, etc.) and Hardv
(server, storage, network) + Data Center (rack, space, cooling, UPS)

Move burst capacity from Own to @emand.

Better Performance Performance Profiling. Enable proactive monitoring via actual baseline
Establish Performance _.Aomplementing Availability SEA
NOC Dashboards. Insight, then Alerts.
Faster business service via ssdfvice + approval workflosy

Lower Complexity Standardize architecture.
Simplify business policy or security policy.
Standard Operating Procedw¢SOP).
Reduce human erroriaautomation
Replace ageing hardware and upgrade outdated software.

Higher Customer Internal IT department. Reputation amoAgplicationsTeam.
Satisfaction External SP. Repeat business
Ability to justify or defend pricing. Price/Performance
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Higher Compliance Internalcompliance with evolving, mandatory and/or optional security
benchmarks, such as VMware security hardening guides, CIS, ISO, or FI
baselines, omdustry regulatiorsuch as DISRCI DS®r HIPAA.

LQY ads2NB GKSNB INB Y2NB 2 F-wirlksboed 5NRBLI YS | y23iS 6Ad

Day to Day Operations

The daily discipline of who does what everyday matters.

1. The most important and the most basic is availability. If your system is down, you cannot have
performance problem
2. The next thing you ensure is performance. A system that is so slow is as good as down, perhaps

to the point the hackers get tired of waiting
3. Yes, security is number 3, not number 1 in the grand scheme of operations.

Day to Day Operations -
s it safe?

Security & Compliance management

Is it fast?

Performance Management

Is it up? \VVCF the Software

Availabllity Management

VCF the Platform

Longer Cadence

L 2dz FaaSaa (KSled 02BS+/2¢> ol KGKSe FNB AYUiSNIgAYSRD 2
this book.

Day to day operations become more systematic when you distinguish between ming#éod
troubleshooing.

Real Time

This is assisted with a set of live dashboards on the big screen in the NOC, showtingerasdtrics and
events. As the time duration is basically minutes, capacity is typically not relevant. You focus on
availability, performance, and security.

The focus is to gain early warning, hence buying time if operations turn into an emergency. That means
there is no alert triggered yet.

You want to put out fire fast.
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Availability Focus on undesirablevents Make sure they match yowxpectationsof what is
I Oldzk f & KFLIWISYAYy3a Ay &2dzNJ SYGANRY"
RSt SGAy3a ztada FyR GKS fAQ0S aONBSy al
amiss.

Performance Focus on overall performance and make sure the fluctuation is within your
expectation.

Security Focus on suspicious activigych as loosening of firewall rules or usage of
administrator accounts.

Dailv
The daily SOP should look ahead, using the historical data and business context as a guide.

Availability Check for soft errors. This likely requires you to look at the logs from each
hardware and software vendor. For example, vSphere has proactive HA.

Ensure backupare performed For example, if you take a snapshot of 1549 VM
and only removed 1518, the backup likely failed to consolidate the snapshot.
Performance Insightanalyzis. Look at the overall environment.

Mission Critical VM Performance. Focus on looking forward to the next 1 day,
considering the pattern over the last 1 week. Know the expected workload, by
working closely with the business owner.

Compliance  Ensure norcompliarceis remediated.

Security Check for potential security attacks, such as loosening of firewall rules and us
of administrator accounts.

Configuration Check for misconfiguration that can cause issue
Implement urgent patchesafter appropriate validation

Capacity VM provisioning. Ideally this is automated, so it happens throughout the day. |
this way, your developers need not wait for the end of the day. What you neec
ensure is the aggregate load does not overwhelm the shared environment.

Snapshot deletion. Set up a policy to delete snapshot older than say 3 days. ®
not want to wait until 1 week.

Ensure the exclusion is properly implemented, so you do not delete from VM
gK2aS ayl LlAK20 &2dz2Q@S | IANBSR G2 1S
Poweredoff VM deletion. Once a VM passes the poweodtidefinition, there is

no need to wait for another week before you delete them. You do have backu
R2y Qi @2 dzxK

Powering off Idle VMs. Once a VM passes the idle definition, there is no need
wait for another week before you gracefully shut the OS down.
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Longer Cadence

[ SG§Qa NBOGASs &a2vyS SEFYLXSa 2F {hta GKIFIG &2dz aK2d#Z R

Weeklv

Weekly or longer is suitable for different types of tasks. As you have more time and are working on longer
time horizon, you should look at both the big picture and look ahead.

The end of the week is a good time to document the changes and lesson learned from the week, and plan
ahead for the next week.

Capacity Capacity monitoring and planning. Check actual growth vs projection (plan)

Reclamation Process. VM rightsizing, Idle VM, Bits can be done weekly as yo
need to deal with the VM owners.

Compliance  Root causdor non-compliance islocumentedand preventive measuremetisg
put in placeso it does not happen again.

Configuration Minor updates. For example, from vSphere 7.0 U1 to U2. This is typically part
standard IT tech stack hygiene, where you keep up with the update from all y«
vendors while making sure they are compatible. This protects you from securi
non-compliant and emergengyatching during business hours.

Review does not mean immediate implementation. For example, there is a ne
version of VMware Tools. You may decide to start implementation in 2 month:
you have 15K VM and you need to prioritize and batch them.

Major upgrade. For example, from vSphere 6.810. This is typically a onaff
project, as opposed to regular maintenance. The implementation is typically
executed within ayreenzone, so other regular maintenance may be deferred tc
make space.

Overall Weekly Management Report. Focusmviewing theoperationsof the week, and
plan for next week.

Review of aehoc events. What are the lessons learned, and can they be turne
into an SOP and alerts set up?

Monthlv

The month serve as logical time period as human and business relate well with calendar months. There
are different activities at the end of the month or the start of the month.

Availability Restore test of backup. Make sure it can be restored and the data is readable

Configuration Less urgent update. Review new versions and ensure you do not fall too far
behind.
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L.onocer Cadence

You complement the above frequent SOPs with a regular cadence with a longer time horizon. Naturally,

the focus is on the big picture, major projects, and strategy.

Quarterly Overall Quarterly Management Report. Focus on longer term items such
budgeting.
Cost Budgeting. Review actual versus plan
Availability DR Test (Production is still running). Isolate the network. To ensure
users are comfortable with the procedure when actual DR strikes.
Half-yearly  Availability HA Test. Actual test that your HA works as intended. Covers vSph
physical switches, storage array, etc.
Yearly Availability Actual DR Failover (Production not running) and Failback to primar
Capacity Inventory Stock Take. To discover unused VMs and physical items
data center
Ad-hoc Capacity ' vy SELISOGSR RSYIFHYR® ¢KAA A& 6KE

VM Life Cycle

stay close with the business, especially the ones working on major
initiatives.

This should be supported with an approval system, so all Change Requests and associated actions are
properly recorded. This eliminates finggointing in the future. It will also support audit: who is keen on

GoK2 RAR gKI{G OKIFy3dS (2 gKAOK 202800 2y 6KSy&¢K
Stage Notes
Request If a VM is free (price is basically $0), then rely on business justification and IT
policy. Policy states the criteria for the different class of services.
VM size is requested by the application team, approved by their management
size or quantity above certain thresholds, IT should review.
Creation The actual deployment of the VM in vCenter. This is ideally automated.
This stage generates the actual VM name, create folders if necessary, and pl:
the VM into the correct folder.
Once the VM object is registeredWWCF Operationgreate the custom group is
necessary, and set the custom property
Changes Changesn VM sizeneedto be approved as it impastapacity and performance. |
you have to use shares and reservation, ensure they are updateordingly.
Retire Delete the VM and remove it from inventory.
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rFerionmarice v Capdalily

Think of it as Quantity vs Qualif@r Spacess Speed.

They are heavily intertwined.

71 Rightsizing belongs under capacity, but it uses performance as the primary considdfation.
mission critical, the metric is highly granurak(20 second), not 5 minutes average.

{1 Infrastructure capacity is about maximizing utilization, but it gets overridden by performance.

Performance is more time sensitive and important than capacity. Manage performance first, capacity

second. Using theestaurant analogyyou focus on the dining area first, then the kitchen

In larger organizations, they are typically managednay different teams. The capacity team does not

get involved in the dayo-day operations as they focus on longerm resource availabilityTheyalso

consideratent workload and future demand, which performance doesconsider.

The capacity team may not have the techvnigal skills to troubleshoot pefformance. On the ogher hand, theA
dayto-RIF @ 2LISNI 0AZ2¥a (RSl & IKOGKRS 2RINGF OSY G SN ¢ KSANI LI
the demand from applications on that day.

Capacity involves factors like HA, Buffer, Overhead and Reservation. None of these are relevant to
LISNF2NXYIFyOS Y2YyAG2NAYy3Id LYy t SNF2NXIYyOS> &2dz R2y Qi O
(what actually happens). Those factors may cause performmprablems, but they are not considered in

the performance metric.

Capacity uses a smaller subset of the resource than performadige.main concept issable Capacify
which is unique to capacity. There is no usable performance, usable compliance and usable availability

~100%

Butfer B
100%
Performance Capacity
-

Usable Capacity

Availability

Management Management

0%

Hypervisor

— 0%

The relationship between capacity and performance varies depending on the object.

1 Consumer objects (e.g. VM, K8S Pod) have different retiua@ provider objects (e.g. vSphere
Cluster, vSAN Cluster).

1 For provider objects, performance is always bottom up. You start with the VM running inside in
the provider object, andhen aggregate the metrics. Capacity is always top down. You look at the
big picture first, then drill down. For example, you start with the vSphere cluster, then drill down
to ESXi.

For an laaS provider, the following tables explains how performance and capacity differ.
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Cluster Performance Cluster Capacity
E W ESXi
oo Are the Vs being served well? Are the ESX running hat?
Time Duration 1 second — 1 hour 1 day — 1 year
Contention Consumption
Counter Utilization is for troubloshooting, not monitoring Driwe it high, o long there is na contention,
Does not take into account, Takes Into account.
Availabifity SLA Mot relevant Gold Class s in fact Availability-driven.
Litilization Measured against total capacity Measured against usable capacity

Utilization vs Demand

Utilization is not something you manage. It is just an input to what you actually care, which is capacity
and performance. The nuance is both wgiization differently. In addition, capacity uses demand
metrics, which takes the highest of utilization & reservation.

Performance will betbsolute(real value), Capacity will elative (it depends on settingsYnlike
performance, Capacity is measured against usable capacity, not absolute capacity. There is no such thin
as usable performance.

Performance Capacity

1005 utilization is not only good, it's perfect. 100% demand is bad, especially it breaches Usable
So leng there is no queue, drive this high Capacity

Low utilization may mean bad performance. Check Lew demand always mean good capacity, but cost is
the gueue likely bad

Look at actual utilization. Ignore Buffer and HA, Look at relative demand. Include Buffer and HA,
Use 20-second peak interval, together it S-minute Use hourly or daily average,
average. Consider performance separately.
Look at 1 day time period Look at 3 — & months

b2¢g GKIFIG 6SQ@S t221SR Fid Lz2N1R2aSz y2g SiqQa f 2;:
Take a 1610de vSphere cluster, for example:

9 C2NJ LISNF2NXIyOSs GlFr1Ay3 GKS | @OSNF IS dziAt AT |
@2dz R2y Qi GeLmAOlrftfte gl Ad dzydAt £t mc KI @S
among the host as your primary counter for cluster uttlma. If the counters show no issue,
then there is no need to look at the remaining hosts.

1 From capacity, taking the average makes sense, as you do capacity at cluster level. You will
continue adding until either you run out of capacity or you hit performance problems.
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Contention vs Consumption

The following diagram shows 3 different scenarios on how contention and consumption can play out:

1 Whatyou think will happenyou theorize that contention will only happen when utilization is
high, and the unused capacity acts as cushion to prevent unmet demand from happEmBsE%
unlikely as there could be imbalance.

1 What actually happens in most environmentemand is unmet even though utilization is not
high, due to suboptimal configuration or constranimbalancesnd incorrect cluster
configurations argéwo typical causes of contention at low utilization.

1 Whatwould happenif your environment is optimized/ou have very high utilization yet you keep
unmet demand within the promised SLA.

‘What you think What actually Ideal Situation
will happen happens
——
[ ) U Eﬂ
Unused  \Unmet i SLA
= Demand Unused B
Unmet
Demand
ESXi
Capa I'.It'f Lsed s=emand Used = Damand
Uzed = [emand

Doy @2 y Tz Sighds dzi Af AT I GA2Yy Ay RAO (HRyMNGlizaticn ddes nbdS NJF 2 NI | y O €
compromise performance, so long as there is no queue or contentisi.because an ESXi Host is
experiencing ballooning, compression, and swapping does not mean your VM has memory performance

problems.
. .

Physical Capacity SH B

Buffer
Usable Capacity D

Usable Capacity
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A LiQa I 02YY2y YAALISNOSLIIAZ2Y GKIFG LISNF?2
rarely happens here as utilization rarely exceeds 100f#al world due to buffer created b
high availability.

B Maximum utilization is achieved at 100% utilization. Consequently, the overall Perform
is best here athe systemcompletes the most amount of work.

C Worst performance actually happens when utilization = 0% as nothing gets done. The
demand is not being met at all (for whatever reason).

D This is the threshold of Usable Capacity. It has nothing to do with Performance. Perfor|
is in fact better above this threshold.

Pattern Difference

,2dz OFyQil F2NBOIFAG LISNF2NXIyOS dzaiy3a OF LI OAleod
[ SGdQa GF1S Fy SEFYLXS G2 4SS K2g O2yiSyiAzy Iyl
as the example. There at@o metrics each expressed percentage

Cluster Utilization (%) Cluster Performance (%)
100% R 4 100%
95%
0% .1 95% ”
: 4

Owercomimit =1
. 2dz 61yl @2dzNJ dziAt AT I GA2Y G2 0SS a KAIK | a L&
from 0% but want to move up as far as possible.

Performance is different as it depends on the class of service. Your Gold Class should deliver higher
performance than your free tier else you may breach your SLA. Metrics wise, there are 2 metrics: SLA ar
KPI.

PART 10F 4 Chapter: Your Private Cloud Page81



Performance Manacement

Part 1 Chapter 2

Thegoal ofperformance management is tddresd NP 6 f SY 60 SF2NB Odza i2 YSNBR O2 Y LX
detecti KS LINRPOfSY 0SF2NB OdaAali2YSNARA R2X (GKSy @&2dz R2y Qi
word manage implies proactive. Passively waiting for an alert or complaint to trigger the troubleshooting

process is not performance management. Proactivity requiegsilar cadence to prevent the problem.

This cadenceequires an internal threshold that is more stringent than the external, formally agreed SLA.
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Here is a common story often told in the virtualization community, which will resonate with you as an
laaS provider.

A VM Owner complains to you thaer VM is slow. It wasot slow yesterday. Her application architect
and lead developer have verified that:

TheVM CPU and RAM utilization did not increase arewithin a healthy range.

The application team has verified that CPU Run Queue is also in the healthy range.

The disk latency is gooll.isbelow5 milliseconds.

Thereare no network packetloss

=A =4 =4 4 =4

No change in the application settings. In fact, the application has not had any changes in the past
month.

No recent patchswereinstalledinto Windows.
Therewas no rebootlt has been running fine for weelsior to this issue

She said your VMware environment is a shared environment, and pedmdpsrease in the number of
VMs andanincrease in the workload of oth&fMs are straining your laaS.

She also said that her other VM, which vig&v/recently, was performing much faster in physical.
If youthink shet & & & A y 3, yaula@ &ightt 2 dzNJ F I dzf
What do you do?

It is certainly a difficult situation to be in. Youerseemore than 10000VMs. You have successfully
consolidated them into SDESXi Hosts, saving the company®&rvers, not to mention a lot of money.
You built your reputation during the process, so ikisot justa matter ofher VM not performingYour
reputation is at stake here

You also recall that your team has been adding new VMs regularly over the past several months so she
could be right about the increasing number of VMs straining the laaS platform. In addition, there have
been several soft errors in your network and storaged your team has been investigating for weeks.

But why did she say it only happened today, but not yesterday or a few days ago?

LGQ& F KFNR | dzS & i A 2takeda stebadk W SNIF BB NI 4B oy $ B/ Q2
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In the big picture, there arg realms of IT in businesEach realm has its own settems. Each team has
a set of unigue responsibility and hence skills required. The following diagrtimesthe 3 realms
alongside with typicdhyers within each realm amguestions being asked

Layers Sample Metrics

= How much sales do we make today !
Business Results
* How many customers buy our products this week?

i 1
Business = On avirage, how long did the X¥Z transaction take this hour? 3 I l i “[[m'! lh‘
*  How many customers lagin yesterday? 1"lll:lﬂ commaon metric 15
Business Transaction T s
* Omnaverage, how long do they stay? Page Response Time

Custom Code = How long does 0L QGuery ABCD take in the past 7 days?
* What's 5QL Server free memory vafue 1 hour ago?
* What's the overall application uptime?

Application .
Metrics depends on

Packaged Software = Are my apps confligured for perfermance ? each software
¥
VM or Contalner = What's Windows CPL Run Quedin?
= What's KB namespace performance?

Horizontal

Common Metres

laas K& & Virtual Infra + What's the peak VM CPU Contention in the past 24 hours?
= WWhat's the total 10 hitting ¥5AN from 9 =& pm yesterday? .
Physical Infra * What's the buffer in physical switch right now? applicable for all apps

The fight typically happens betweapplication team and infrastructure tearas both are IT. The
business folks are reabnsumers or end useend not technical enough tprovide solutiors.

By the way, for those who use enterprise architecture framework, the 3 realms above actually map to
TOGAby The Open Group

1 Business maps to Business Architecture

1 Application maps to Information Systems Architecture
1 laaS maps to Technology Architecture

Each team need to have their own KRAnd there must be SkAetweenthem.

Layer Owner Observability

Business NonIT Service Response Time. This is busHasstion
the business functios) such as Website, a good example of function is the

Internet Banking) payment br ashopping cart.

Application IT (Application Team) It depends on the application software and
codes. Typically requires agents with specific
knowledge of that application, as it has unique
metrics.As a result, itd not possible to develop
a generic KPI.

°LQY ¢hD!C /SNIATFTASRY odzi AdQa F t2y3 GAYS 32 Ay | 3Jt
architecture, butnot its heavyimplementation.
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Infrastructure IT (Infrastructure Team) LGiQa LlaaroftsS (2 RSO
g2N]l a 2y Fff | LILIX AOI(
CPU, memory, disknd network.
This is the focus of our work.

While businesses run on IT, not all business KPIs depend on IT. Some depends on marketing, pricing
strategy, and what your competitors are doing. Take an ecommerce portal: its top business KPIs probabl
involve revenue and gross profit. As you can imagdfngur competitors are doing a massive discount,

you may not be able to achieve your sales and profit target.

That means there are 2 types of businessKPI
1 Metrics basedn ITsoftware
1 Metrics not based on IT software.

Examples for the ones relying on IT are business transactions (e.g. buy a product, update personal
information, transfer fund) that are provided by the IT system. They can be online (real time, a user is
waiting) or batch (runs in the background) in natuféey can be user to system, or system to system.
Online transactions are often measured in time taken to process a single transaction (typically less than e
few seconds) and is called Online Transaction ProceSBINGN Batch transactions are often measured

in time taken to process many transactions (which can be hours).

As you can imagine, different transactions require different amount of time. Even thelgachef
transaction (e.g. generatg a report), can vary as it depends on the amount of data or records. As an
application architecth G Q& A Y dgendlihdexpécteditithe taken to complete commonly used
business transactions. Obscured business transactions that are rarely used can be given low priority.
However, this effort is not scalable if you have hundreds of business applications.

If you want universal metrics for all business applications, then page response time and error returns are
the only metricsl like the principle behindpdex but not its implementationHappy to share an
improved formula if you are interested.

Performancdroubleshootingis largely an exercise in elimination. The methodolsiges eaclayerand
determinesif that layer is causing the performance probldrence it is imperative to have a single
metric to indicate if a particular layés performing or not. Thigrimary metric is afy named ley
Performance Indicator.

Higherlayersdepend on the layerbelow, and hence the infrastructure layer is typically the source of
contention. As a result, focus on thettom layerfirst, as it serves as the foundation for the layer above.
The good part is thisyar is typically a horizontal layer, providing a set of generic infrastructure services,
regardless of what business applications are running on it.

b2z 6S R2Yy Qi | Yy @oplicatiokvheniherels I&éncyiitige infiakiBcture. That

depends on the application. Even on the same identical software, e.g. SQL Server 2019, the impact may
differ as it depends on how you use that software. Different nawfebusiness workload (e.g. batch vs
OLTP) get impacted differently even on the identical version of the software
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The Layersin IT Systems

To continue the discussion of layers in IT systems, the following example of an IT system shows 5 layers.
The challenge in performance troubleshooting is the layers may not share context. Depending on the
application and infrastructure architecture, theceuld be more layers.

Troubleshooting Layers Example of Metrics

Customaer lohnny complained. He said system was slow when he tried to make payment

Business Layer Analysis showed that he made payment on 28 Feb 2020 at 3:14 pm. Between 3:12 to 3:14 pm, 30 payment
transactions took 6.3 seconds on averagae. Johnmy's transaction was the worst at 2001 seconds

The payment transaction uses 8 functions calls. For Johnny's casa, the function GetBankDetall|} took 5.2
Application Function Layer seconds, whan it should take 1 secomd. The ather 7 functions tock 15.1 seconds, faster than the aversge of
888 transactions on that day. Code was last changed several months ago. Mo performance regression
x detectad based on max and count above threshold meatrics.

i . Other than Johnny, ne other user complains.
Application Software Layer

The applications use Mongo DB, Apache Tomcat, and other popular COTS software. None of these

» software show abnormal behaviour in their metrics.
The application spans across 7 tiers and BD containers. All the BD containers run on Ubuntu Linug
Guest 05 Layer e pans
Ubuntu showed normal utilization counters for CPU, memary, disk and network. All are wel] below 70%
based on 1 minute average.
laas Layer The app uses the following services: EC2, 53 and Aurora

Mone of the counters are AWS shaws any signs of perfformance counters
Using the example above, we can demonstrate how the lack of visibility is making troubleshooting
GANI dzl f & AYLRaaAofSed [SGiQa NMzy GKNRdAAK (KS KeLRIKS
complaint as that resonates better.

At the Business Layer, you can see the performance of each business transaction. You not only know
which user was affected, yalsoknow what transaction was affected as the metric has transaction ID.
You can trace it in the code as you know how long each function calls take place, assuming you log for
every single transaction.

The problem starts when you move beyond your code and into Commercial of the Shelf (COTS) software.

The software may show that its queue is 10000, which is 5000 more than what the manual say it can

KFEYyRt So . dzi &@2dz KI @S y2 iktRaBdueud of notli ECOEA HMara G NI yal Of
metrics do not relate to users anymore, let alone individual transactionsrelthexplosive icon marks

where context is lost.

Moving from application to infrastructure resulted in another loss of context. Windows or Linux has no

ARSI 6KIFO FLILX AOFGA2YEa @2dzONB NMzyyAy3Id !'a FIEN Fa (K
will report basic CPU, Memory, Disk andWatk utilization per process. More advanced metrics are

reported at OSevel, system wide. For example, you do not know if your process was the one

experiencing networlpacket lossThe packet loss metric is a systantle metric.

Moving from individual EC2 or VM to the shared infrastructure results in another loss of conte.
case of public cloud, you may not get visibility into the physical layers at all.
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The Layers inlaaS

[ S G Qathellaydistb RasS.

VM
Vi A i Guest 08 ' Guest Contention Guest Performance
' VM Utilisation VM Capacity
VM Contention laas Performance
ESXi + physical infrastructure laa$ Utilisation laas Capacity

The P level is Guest OS contention. This is beyond the control of theplai&rm® L 1 Qa 02 Y LI S
eachGuest OS to manage their given resources.

The 2t S@St A& dzaSFdzZ F2NJ GNIO1Ay3a +xa O LI OAGED |
it, this is the area where you measure it. Whether you measureguést orat the VM level, it depends

on the specific use case because each layer lacks visibility into the other.

The ¥ level is where the VM meets therovider. This is where you trackhether thelaaSplatformis
serving the VMwvell.

The 4" level is the underlying lagsatform. This level is irrelevant to the VM Owner. This is normally the
domain ofthe capacityplanneis andthe troubleshooting specialists.

[ S @ri down further, breaking the layers more.

laaS Metric Types

Broadly speaking, there are two categories of metrics we are interested in: consumer metrics, and
provider metrics.
Consumer metrics consist of:

1 Business Applications: this could span multiple VMs, containers, and serverless functions. The
metrics here are business metrics, not IT metrics. They are the best at measuring the application
LISNF2NXYIF yOSs odzi GKSe OFyQi SELXIAY K& AGQ

1 Service: this is a process running inside Windows or Linux. We normally call this the application.
An example is a database server.

1 Guest OS: there are two kinds of performance metrics; One at the Windows/Linux layer, and one
at the driver layer (e.g. PVSCSI, vmxnet).

1 Container: this typically runs inside a VM. If there is more than 1 container in a VM, it makes
operations management harder.

1 The Virtual Machines themselves.

Provider metrics consist of:

1 Compute virtualization, also known as the hypervisor. This is where the VM or container is
running.
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1 Storage and Network virtualization: they act as subsystem, supporting layer to the hypervisor.
Ideally, they should have \AMvel metrics, so you can trace how a single VM is performing deep
into the storage and networking stack.

1 Physical resources: with hyperconverged, the only physical resources which are not already
included in the categories above are basically network equipment due to their function as

interconnects.

The following diagram captures the interrelationships between these metrics.

Business Application

Sarvice

Container
Vv

Guest 05

VM
Compute Virtualization

Supporting Layers

Storage
Virtualization

Metwork

Physical Resource

Virtualization

Metric Types

Business metrics
App Contention

App Utilization
Container Contention
Container Utilization
Guest 05 Contentlon
Guest 05 Utilization
VM Contention

WM Utilization

ESKi Contention
ESXi Utilization
Contention metrics

Utilization metrics

—p

Operations Management

Performance B Capacity
App Performance

App Capacity
Container Performance
Container Capacity
Guest 05 Performance
Guest 05 Capacity

VM Performance

VM Capacity

ESXI Perfarmance

ESKI Capacity
Parformance

Capacity

Notice how consumer and provider metrics are intertwined. A consumer contention metric becomes the
performance metric for the provider.

I 2yiSydAzy YSAGNKOA |
AsMark Achtemichulsaid inthis articlg &drive by contentiog ® C2 NJ S| OK

NB

LX F OSR

62@S dziAftATFGARY

fr@8SNE &2dz

The black line indicates that contention is the primary counter for performance, and utilization is the

primary metric for capacity.

show thatcontentionmetricsgive valuable input to capacitgetricsby

showing how much additional capacity is required. For example, the numt
of queussin the CPU should be used to determine the amount of CPU to ¢

show that @ntention in underlying layerdirectly impact performance the

layer above. For example, if a Guest OS experiences disk latency, the
application will feel the impaciThat can result in a ripple effect to the top

Greenlines
Bluelines
layer.
Redlines I NE y20G azf

ARZ | &

i K S & RoddentierA=a, kKnenk =

utilization at 100% is in fact maximum performanceoffitention is not
measurablethen add buffetto utilization as queue tends to develop at high
utilization.

On the other hand, you can have poor performance at low utilization. Many things can cause ttése
are many possible configuration errors
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Optimized Performance

Optimized erformance is difficult because the best performance is achieved when

utilization/throughput is at 100%r his is when the most work is being done by the system overall.
Running at that level requiresperfectlevel of mastery due to many dimensions of intlapendencies

In addition, majority of loadeave peaks so on average you could be well below 100% during idle periods.

Type of Dependency Description
Vertical There are layers in the stack, and a problem in a lower layer can impact ¢
upper layer.
Horizontal Thefour elements of laaS are not standalone. When CPU is paused, RAN

Disk will experience latency as time shétsfar as the Guest OS is concetne

Flow A problem in your NSX Edge VM on the NSX Edge Cluster can impact a
business VM sitting on another cluster, because of the traffic flow. If you
R2y Qi dzy RSNARGFYR (GKS Fit2g3> &2dz Ol
place

Version There are valid reasons behidd/hat Works With What L G Qa |
problem that not all versions of all components work well together. Driver
Firmware, etc. can cause interoperability problem, which can manifest its
as performance.

NCY FCriornitfialicc nHuvicaluli

In this book, my definition for KPI is strictly parformance because thevord performancehas a specific
meaning in enterprise IT. To me, KPI as a term does not apply to availability management and complianc
management. We should call the key indicators that determine availabilityAasnd the key indicators

that determine compliance asC1°. This prevents confusion as implementatiewel solution requires us

to be nonrambiguous with terminology. For a general overview of KiRignan Deéhas written a series

of blog post startindpere.

2 SQ0@S 02 o SIFhRThdy pré cbmpleyto operationalize, especially the performance SLA.
GoogleVMwarederformance SI\X 'y R &2dz gAff FTAYR 2y tperformangeS ¢
SLAYdzad 0SS @A UKAY derfolindrzdl SEFLR Za Baiiziihabce ploai  6Sasx LQY
web pages with the words Performance SLA together. You will get many irrelevant results if you simply
google VMware Performance SLA without the quotes.

10 2dz &S Sallerdic@ jargofigsid long they are actualigededA y f A @S 2LISNI GA2yad LF
no need to label it with jargon, else we have to create jargon for every single type of goals.
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Viware "Performance SLA" X L W Q
oogle

Al Shopping Images  Videos  News Maps  Wak £ More Tools
I checked the first few dozen results. Other than my own articles, Google returned only a handful of
relevant articles. The rest were not in fact relevant once you read them carefully. The relevant articles did
mention Performance SLA, bdid not define and quantify what a Performance SLA is. If something is not
jdzt yGAFASRET Al A& &adzoeSOGABSe® LIQA KIFENR (2 NBI OK
when the line is not clearly drawn. If you have a disagreement with ymiomers, especially paying
customers, guess who wins

KPIlsas a Stepping Stone

As an SLA is hard to vrealize, what can you do today?

You walk from where you stand. Adopt &Rkt & @ 2dz R2y Qi KI @S G2 .#2NNE |
you have different expectations set for Production and Newoduction VMs, then create a group for

each. Create a super metric that averages the performance of each group. You should expect production
VMs to have a better KPIs overall.

KP$ complement SLAs by providing the steppstigne in your operations transformation.it a
necessary step towards operations wftirmal business SLsA
A SLA

SLA is part of business
contract.

. WS P:zrfnrmance I SLA = 1 month average of
Compialnt quantified 8 measured. SLI.

Insight based, with SOP. Pricing & QoS are used to

Reaie. Self-service portal. differentiate each class.
: RCA is closed when alert
Blamestorming.
set up.
Alerts-driven.
Complaint Metrics based on useromplaints
Blamestorming amontgeams Politics come into play.
Alertsdriven, not insight driven. Reactive and firefighting.
KPI Using both P-second averagand Sminute average.
Performancdor both Consumer and Provider objects gugantified &
measured.

KPI includes Guest OS, if IT owns VM sizing.
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1 common policy for all. No formal class of service defined. Performance
based on production environment.

Insight based, with SOP.
RCA is closed with alerts set.up
Customers can track the SLA via-selivice portal.

SLA SLA is measured @iminute average
SLA = 1 month average of 8Lihat specific month.
SLA is part of business contract.
1 policy for each Class of Service.
Pricing & QoS are used to differentiate each class.

KPI | SLA

KP$and SLAwork hand in hand.

Layer Owner SLA (%) KPI (%)
Business metrics, such as transaction volume and
: LOB concurrent customers.
Business
(nen-IT) : .
App SLA: IT metrics, such as page response time & error rate
Availability
Performance
Compliance 2 types: custom codes and packaged 15V products.
Application IT Developers Examples: Web Server KPI, App Server KP|
laas SLA: [ratabase KPI,
Availability
Performiance
IT Compliance Consumer Layer Vi KPI {30}, KB Pod KPI (36)
Infrastructure i3 .
Administrators vSphere Cluster KP1 (%)

Prauidee Luyer VSAN KPI, NSX Edge KPI
KPls are also better suited for when the infrastructure team takes ownership (and responsibility) for
AATAy3 (G4KS xad {AyOS airiiay3a (4KS xa ol arorftte Y
for metrics at Windows and Linux level.

Regardless of SLAs, the main reasons for creating a KPI metric is ease of monitoring. A KPI is color code
Metrics can be color coded like traffic lights (eygeen yeliow, orangs red), so you can understand their
indications and react faster. The goal is in fact to enable proactive remediation, before the situation
degrades too far.
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Differences
KPI SLA
A single metric that quantifies theue A set of metrics written intte business contract
performance of a logical entity. between the service provider and service consume

Typically, this is between the laaS provider (the
infrastructure team) and the laaS consumer (the
application team or business unit).

VM and Guest OS are 2 separate objects, b1 What happens insidthe Guest OS is nhot even
they are 1 logical entity due to 1:1 permaner relevant to the VM SLA
relationship, hence they are combined in 1 K

number.

Comprehensive coverage. Limited.

Covers the SLA metricglus relevant Only important metrics are included. Having too
additional metrics that provide early warning many metrics in SLA makes it harder to comply.
before the SLA metrics are breached Guest O$netricsshouldnotbeA y Of dzZRSR |

There are many KPI for a given SLAbecaus LJF NIi 2 F &G LI A OF G A 8MA Yt
not all metrics should be in the contract, whil They impact the VM performance, but nothing the
almost all performance metrics need to be laaS can daneaning the remediation is at the Gues
monitored. OS layer.

Tend to be lower in value. Tend to be near 100%. A typical SLA is > 99%
A value of 75% is acceptable.

Simple to operationalize. Complex to operationalize.

It needsOperations Transformationmuch more
than technical changes. You need to look at contra
price (not just cost), process, people, class of servi

etc.
L GSyRa G2 oS | 64&2f Itisalways relative, compared to an agreed
metrics threshold.
Leading Indicator. Lagging Indicator.
5-minute window. They are used as the 30 days backward looking, to be precise. You
starting point to troubleshoot, before user  complement it with SLI, afinute tracking indicator.
complaint LT &2dz 6NBI OKZ &2d2QNB
AdQa | ONBRAU F2NJ UKS vy

actual refund.

20-second accuracy. 5-minute accuracy.

It tracks at higher intensity, and it covers mo
metrics and events.

Based on day (e.g. last 1 hour), which is Based on date (e.g. June 1972), which is a fixed
moving as time passes. period.
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KPIs in laaS

Within the context of VM as a Servidere are the KPIs and SLA.

Service
(Process)
Guest OS
Guest DS KPI SR AT 1RS]S L RN
Guest OS SLA
ViV
VM KPI .
VM SLA |
| ESXi | vSphere Cluster KPI (%), ESXi
KPI (%), vSAN KPI (%), NSX KPI
| VSAN | (%) metrics are directly
| NSX | measuring their purpose
Why are theremore KPIghan SLAs?
Thereis only 1 SLA peervice.
VM KPI It excludes the application or serviognning inside Guest OS as infrastructure
team stops at Windows or Linux.
Business There are actually vels of KPI. The highest and most important tracks the
Application KPI business transaction (e.g. user login). If the number is below expectation, y:

check for application software KPI (e.g. Apache web seanerjnfrastructure
KPI (which is basically the VM KPI)

vSphere ClusteKPI It includes only the contentiometricsof the running VMs. The utilization
metricsare excluded as that has no direct correlation to the cluster
performance.
If the cluster is running vSAN, then the KPI should include metrics measurir
vSAN performance.

vSAN KPI I do not add in the diagram to keep the diagram simple. vSAN KPI includes
disk latency of all VM accessing the vSAN datastore (from the same vSphe
cluster or from other cluster).

NSX KPI | do not add in the diagram as it has a many to many relationship to vSpher
cluster.
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environment if the application team is unhappy with your servieele

a0SYy Il NRX 2 & & onk is e Mokt N@minonHespedialy inO 2 NI SNJ O
large environment with many application teams.

[8GQa t221 I

Happy

If your application team is
happy, then the profiling is a
proactive exercise to ensure
performance is maintained as
your environment grow or
change.

This prevents infrastructure
from being blamed for
applicatiorlevel changes. For
example, if your database size
grow, it can slow down the
application

It helps you establish the SLA
while everyone is still happy

Unhappy

If your application team is not
happy, then the profiling
guantifies the complaints so
they can be measuredt reveals
the full picture as ianalyze the
entire VMware environment,
not just the complaints

It might prove the blame on
infrastructure is not right, if the
metricsare good.

It shows how bad the situation
is, and how much improvement
is needed. This can help in
justifying additional capacity

Mixed

Likely, some are happy and
while others are not.

Inalarge environment with
YIyeg +a hgySNa
to see different owners have
different threshold. A 10% CPU
Ready may be fine for Owner A
yet a 2.5% CPU Ready causes
Owner B to be upset, even
though both VMs are in the
same class of service

Profiling brings up these facts t
facilitate discussion to get
everyone agree on the same
{[!'Z 0SOlFdzasS A
platform

This is why education is importai{s you have promised to serve everyone well, you need to have a

threshold that works with 99% of your customers, and not 98%. V@Bi{@:

far more expensive
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Methodology

Now that we know the value and pposeZ £ S (i Q aw tdirhple@elztitarheKollowing flowchart
showsthe overall process

Class of
Service

e Relative Performance S

—@  Architecture Review +=———

Sacialize (Change Management)

—————P Abuolute Performance $————7 Result, [44] ——— SLA

Performance Improvement

B Technalogy Refresh
‘With industry best practice and
product vendar official guidance

Do you have a performance Simdplemented?

LT &Saz
1 Do you get complain from your customers? If yes, go back and follow the no performance SLA

flow.

GKFGdQa 3INBIGH

1 If there is no complaintiow is your actual SLA compared with yoantractualSLA7he first
one is what was actually deliverédyour DCwhile the contract is just a promiseitten on a
piece of paper

1 How is your promised SLA compared with industry best practideb@re is a room for

improvement that both your customers want and your management suportsi KSy A i Q&
looking at the system and process to improve it. This may result in a technology refresh, reducing

your cost while increasing both capabiligwéilability,performance capacity and compliance).

If no, thenhow do you se? There are 3 factors to consider

Complaint

Actual

Best Practice

PART 10F 4

This gives the relative number, as complaint is subject to the person giving the
complaint. Different people have different tolerantaelswhen it comes to how
slow a system is.

This is the modime-consuming as most of the time there is neither data nor
analyzis You might have to interview the actual users one by tmsome political
cases, you will need to get the business users, the application developers and t
infrastructure team in a room or zoom.

Compile the list of actual complaint&nalyzeeach complaint to ensure the problen
is indeed with the infrastructure (and not applicatitevel issue). If it is due to
infrastructure, write dowrthe actualmetric or event that prove the problem.

CKAAd 3IA@Sa GKS l0az2fdziS ydzroSNE | &
This number should be based on the&f-ond peakas the Sminute average is not
sufficient.

This comes from the makers of the product. For example, Microsoft has a guide
for disk latency for its SQL Server database

Chapter: Performance Management Page95



Private CloudManagement

2-level Profiling

t NEFAES

020K

for each level.

Vi

Storage
Virtualization

Business Application

Service

Guest 05

VM

Compute Virtualization

Supporting Layers

Physical Resource

Time Factor

GAYAARS

Network
Virtualization

[N

\

AAN

KS +at¢é

Metric -|'}'|Jt~s

Business metrics
App Contention

App Utilization

Guest 05 Contention

Guest 05 Utilization
Vvl Contention

WiV Utilization

ESKi Contention
ESXi Utilization
Contention metrics

Utilization metrics

N

YR a2dziaARS

c
QX

App Team

laaSTeam

You definitely need enough data points per VM. | recommen@® Inonths so you get at least the month
end business cycle.

Period

1 hour

1 day

1 week

1 month

3 months

Data Points
12
288
2016
8765
26298

99

These are too

" percentile

short a timeline as ther

A & gnough data points, or it will not
capture monthly peak.

What | recommend so habit it formed.

Too infrequent. You may forget.

Taking theworst value oB765data pointscan result in outlier.

| recommend taking the 99percentile. Thigliminatesthe worst &.65data points per VMf you takel
Y2y iKQ ¢ 2. NiakmeandignBringithe worst 7.3 hours of the month. As this can be significant,
that means the data cannot be ignored.

How aboutmaintenance, upgradend otherexceptional activitie®

They should not take up 7+ hours per month.
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Outcome

What are the possible outcomes of thealyzi® There are X 4 action items you can do. The action
Galign with best practie Ay Of dzZRS O2y FA3IdzNI GA2Yy OKIy3aSaz RSa&j

Relative Data Absolute Data Recommendation

valid Complaint  Bad Adopt industry best practice. Review gaps between
Performance actual performance and industry best practice. Align
design & configuration with performance best Align with Best
practice. Practice

If hardware is old, tech refresh to increase capacity
and performance, while reducing cost.

Valid Complaint Good If the performance issue is short fived, analyse
Perfarmance further with 20-sec peak. If this is the cause, improve
performance further.

Discuss and quantify the required perfarmance with
application team. Use tech refresh but focus on
performance, not capacity

No Complaint Bad Assess if there is a risk for future complaint. If yes,
Perfarmance this is your window to improve. Ideally, align design &
configuration with industry best practice. Tech Refresh

If hardware is old, tech refresh to increase capacity
and performance, while reducing cost.

What if you have no complaint and the profiling proves the performance is good?
9 ¢KIFiQa OSNIFAyfte | 3I22R ySgad LG Aa GKS ARS
However, make sure you set expectation at the right lelvalancing price/performande
1 Proactively, check if present both performance & capacity are enough for future demand.

Complaint Analysis

Why do we start with complaint?
Because this is what the business experience.

End users normally complaint on 2 types of problems:
1 The system idown. This is easier to confirm as the proof is clear. You typically have log files too.
1 Thesystemislomd ¢ KA & A& YdzOK KIFNRSNJ Fa A0Qa &dzaS(
¢tKSe R2yQl y2N¥XIffte O2YLXFAY Foz2dzi (GKS aeaasSy .

The problems above can be major or minor. Major problems are easier to analyze, and they tend to be
reproducible. You have many users, or many applications, or many VMs affected over long period of
time. In this case, the problem is likely something compasmd you can see the metrics.

Minor problem is hard to analyze. You likely need to interview the actual user. When you do, gather the
following

Time This is not the timéhe complaintwas lodgedbut the time theproblem actually
happened. For example, tlaeveloper may complaiat 12:34 pm that her
application was slowed at (8t am, and it lasted 14 minutes.
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VM

Analyzis

Proof

The VM affectedldeally, this was analyzed by developer as the VM causing the
problem, not the VM receiving the problem.

What is the root causel? the actual cause is ndiirectly relatedto the symptom it
needs to be explained as it becomes less convincing.

2 K I { Qraetriéid &ent that prove that the root cause wiasleedcorrect? The
acid test is alertThe expectation from senior managemenifighe same problem
happens again, you know right away. How can you know it right away? The aler
set up an alert to trap the root cause.

If your rootcause alert does not detect the problem, you have not found the root
cause.

Consideration

What things must you consider when doing the profiling?

Resolution

Scope

Focus

PART 10F 4

Profile based o®-minute average, nothe 20-second metricsThis matches your
SLA

Profile Compute and Storage.

Why is network not included?

Network needs to banalyzel separately due to its nature as interconnect and nc
nodes.

Profile all the VMs, not just the VMs you care. This gives you the complete pict
¢tKS 2yfteé GAYS @&2dz SEOf dzRS *aad Aa 6K
performance of the VMs that matter to you. Typically, this means the environm
is physicalt isolated, including separate physical network and storage. For exan
AT GKSNB Aa | LKeaAaAolOlrt RIFGIE OSydGSNI
In large environment, split by Class of Servidee higher one should be performin
better than the cheaper tier.

,2dz LINPFAES GKS +azx y2i GKS Of daAadGSN
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NOISYy Neighboui

L dz&S GKS 62NR b2Aa&ae@ bSAIKOo2dzNI AYyaGdSIR 2F GaNBaA:
KFI®S Sy2daAK 2@0SNIftft OFLI OAdes odzi a2YS O2yadzyS
have imbalance in the shared environment. One megait cause of imbalance is noisy neighbour.

In a shared environment where thereggacticallyno limit or control placed on consumer (e.g. VM,
Container), you caget into Victim Villain problem. This is where a small percentage of consumer cause
performance problem to others. It could be as simple as 1 constant consumer causing the problem to the
same few victims, so you know who the villain and who the victineeulid be as complex as transient
problems, where you can not even see a pattern. Both the villains and victims are random, and they may
even trade position over timesometimes the victim is the villain, causseifharm.

The real villain may not be the \\vheaning the real request of the load is coming from outside the VM.
Windows or Linux was simply executing what a central command center asked.

The cause of the problem may not even be related to the symptom.

A story | remember well is the Head of IT Operations asked @ ddhe b@$t@rd that did this to nge ®

He believed there is a villain VM in this environment that randomly attacked other VMs. The symptom is
the victims became unresponsive, sometimes to a simple ping, but the problem always disappeared
within 15 minutes. The victims were spread across iplgtclusters, multiple datastores and multiple
datacenters. There is no pattern on the victim. They varied in size, and both Windows and Linux were
affected. There is no pattern on the time, so he did not know when the next attack would be.

We did a lot ofanalyzisworking with both storage team (they were on EMC high end array) and network
team (they have synchronous replication for mission critical datastores over Cisco switches and.routers

At the end, we found out it was the anti virus signature update. It was not randoroizadong period
When hundreds of VMs were updated, the combined IOPS saturated the WAN link, reducing the
synchronous replication. That basically paused 10 commands, so the VMs were frozen.

What are the 3 knobs you have to control noisy neighbour?

1 Share
1 Reservation
T Limit

We cover them in Configuration Management chapter. Go to the Resource Management section.
What knob is missing from the above?

Do you think Priority is missing? | think priority is too strong a knob. It gives 0% to the lower priority ask,
which is not what you want. You still want each consumer to get something, which is basically what share
does.

[ SGQa y2¢ FLIWJXe& (GKS 020S (y20a Ayid2 (GKS T2 dzNJ
they have different functionalities.

Just like there are manyuances on metricghere are also nuances in addressing noisy neighbours.

You will see that the settings are complex. Adding Resource Pools complicates further as you have
another management layer.
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Control

Limit

Reservation

PART 10F 4

0S3IAY SAGK /t! & GKAAa A& GeLAOrtte HKSN

Reserdation (MHZ) | Limiit (MHZ) I'ype Shares Shares Value % Shares

Unlimited Flxed Mormal 2000 13:33

Unlimited Fixed Moarmal 2000 13.33

Unlimited Flxec MNormal 1000 BET

Unlimited Fixed MNormal 1000 6B&T7
Analyzis

There is a default limit, which is the configured CPU size of the VM or contain
¢KS LINRBOotSY ¢gAUK GKAEA fAYAG A& Y2al
pricing. A VM that only needs 8 vCPU has a 32 vCPU configuration. Why? Be
the buyer can Hord it.

[ SG6Qa GF1S 'y SEIFYLXSY

Cluster size: 10 ESXi hosts
ESXi specification: 40 cores, HT enabled, 2.5 GHz each. Total 100 G}
counting HT.
Total cluster capacity: 1000 GHz (not counting HT benefit)
Overcommit ratio is 4:1. So 1 core is assigned to 4 vCPU. The core ce
2 vCPU at the same time, but at 37.5% performance penalty.

1 No of running VMs: 400

1 Average size: 4 vCPU. Total is 1600 vCPU on 400 physical cores.

In the above example, all you need is a few 32 vCPU VM to create the proble
you have 10 of them, there is a chance each fills up 1 ESXi host. This is why |
overcommit ratio and maximum VM size are both in ypticing policy

While you can set a limit on the VM, it can result in unpredictable performance
Windows or Linux does not know that it can only really use a portion of the
resources allocated. The limit is also applied in GHz, not vCPU. So the impac
vary each seaud as the frequency fluctuates.

Can you solve the above problem by reserving CPU to all the VMs?

The answer is no. You can only reserve 25% of the configured capacity of eac
because the overcommitment ratio is 4:1. That means a 2 vCPU VM is only g
1.25 GHz. This loosely translates into 0.5 vCPU only, not enough to run anytt
useful.

One adjustment you might think of is to guarantee the first vCPU. So each VN
2.5 GHz, regardless of size. Since there are 400 VM, you reserve 1000 GHz.

Your total capacity is only 1000 GHz, so the cluster is filled up. This actually
exceedsy/our usable capacity, as you need to account for HA.

On the other hand, you have 25% boost due to HT.

Reservationbecomeless effective as you increase the overcommit ratio. At 8:.
overcommit, you cannot guarantee more than 0.5 CPU worth of resource acrc
the environment, on average.
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Share Share is per vCPU, not per VM.

While a larger VM has more overall CPU shares, the share is not shareable a
its vCPUIn the following example, the vCPU 1 of VM 2 does not get 2x the sh
as it does not benefit from idleness of vCPU 2 of VM 2.

VM 1 VM 2

wCPU 1 running hot
wCPU 2 is idle

IO cost the associated VM. A VM doing excessive network packet and disk
commands may experience CPU ready if it runs out of siiiereason is the
share is measured against CPU Used, and not CPU Run.

CPU Used includes CPU System, which account for the work performed by
hypervisor on the vCPU behalf.

%USED = ( %RUN + %SYS- %OVRLP* Frequency Factor * HT Scaling Factor

Hence a high CPU System will eat the share of the vCPU.

Memory

Memory isbasically an extremely fast digychthat you care about space more than speed. As a result,
the memory utilization metric tends to be flat over time, both at the VM level and ESXi level. The
exception here is transient VMs or containers. ESXi clears its consumed metrics when the assbhtiated V
is powered off. So in environments running Horizon Instant Clones, you get higher fluctuation.

Because of this flat utilization, the overcommit ratio is lower. This results in relatively less contention, and
therefore problems. The problem with this solution is cost. You are basically paying for a lot of cache.

Name Reservation (ME) . Limit (MB] Type Shares Shares Value % Shares
J;;. Windowsy 4088 Lintimited Fixed MNormal 40960 129
'_'; witnchowesT 4095 Uniimited Fixed MNormal 405960 129
:T._' wTORSCPPM L, Unfimited Flxmd Mermal B1930 4581
-‘_'-TI LimuxThick 0 Lintimited Fixed Morma 10340 K x|
Control Analyzis
Limit The memory utilization at both Guest OS level and VM level consist of mostly

cache, pages that are not used. Since there is no limit within Guest OS, shoul
apply at VM level then?

This carries the risk of memory contention, as the 2 layers are independent of
other. You need to track the memory contention closely if you are doing this.
Considering the lack of redlA YS NBYSRALF GA2y a2f dziA
away from thisand focus on righsizing at the Guest OS level instead.

~ Az LA

Reservation PYEALS /7t 2 YSYZRdNE ONBYORIDLKE2YaAiaz
permanently reserved regardless of subsequent usage. The problem is the
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Share

Disk

+a|lSNySt R2Sa yz2a4 1y2¢ AF GKFG LI 3
recommending you use this.

Unlike CPU, where you frequently go beyond 2 : 1 overcommit, you typically ¢
not overcommit beyond 2 : 1. If you overcommit, tracks the VM memory
ballooning counter for an early warning of memory contention.

For your highest class of service, where you guarantee memory performance.
there is no overcommit. Pe/YM reservation becomes irrelevant when the entire
cluster does not overcommit.

See CPU, as the behaviour is the same (although the default share values
themselves are slightly different).

There are actually two types of metrics, as disk has both space (GB) and speed (IO and throughput). The
speed dimension is more problematic as the limit is much higher and the spike is unpredictable. You can
have either IOPS or throughput giving you protde

Unlike compute, there is no defined upper limit by default. A VM can generate unlimited IOPS or

throughput. This creates risk, as it can take just a single developer running IO Meter to saturate your

shared storage.

Compared with compute, storage typically has more layers, as the actual storage provider is often outside
the hypervisor. Even with hyperconverged storage like vSAN, the vSAN kernel module is a separate stack

and you need to deal with the vSAN networktHa case of central storage array, you likely need to deal

with a storage fabric.

Because of the separate layers, there are multiple points of control:

1 Non vSANVM, datastore storage array. If the fabric has control, you can set it there also to
throttle IO going into the central array.

1 VvSANVM and vSAN.

¢KS O2yGNRf TFT2NJ taa OFly 068 a8Sy 0S5t 26 Had Kk @K

higher share value.

Mame Disk

The problem is: should you set it? If yes, what numbers?

Control

Limit

PART 10F 4

Analyzis

There is a limit for IOP®hich is per virtual disk. Can you see thallenge in
settingthis number?

There are different variations (block size, read/write ratio, random or sequenti.
That means the resulting performance of 1000 IOPS can vary. The problem is
application team typically do not know this level of details. Guess who loses w
you argue with your customer?
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Reservation

Share

If you settoo low, the VM latency may go up.

If you set too high, it defeats the purpose. Your central physical array may be
saturated. For examplef, your storage is supporting000 VM,if the limit of VM
1% of what your array can delivehen it only take$% of the VM populatiordQ
VM in this case) to saturate your storage. And this is assuming their IOPS are
perfectly distributed across your disks. In reality, you have hot spots.

For VMs, you can consider limit for the OS disk, if applications do not use it. T
least prevents rogue agents or systéawvel service for running amok.

What about the control at datastore level (non vSAN)? SIOC provides 2 choic
congestion threshold. As you expect, both have their own pros and cons, else
just need the best and no need a choice.

What about the control at a vSAN level? We certainly need to dive a lot deep
this area, before applying limits to each virtual disk.

What about disk space? How do you prevent your datastore running out of sp
when you overcommit? For thin provisiored & 2 dz OF y QG 02y (|
space will be used. The only thing you can monitor is snapshot age. Remove
within a few days to minimize the risk of huge snapshot.

There is no reservation for VM Diskee earlier screenshot listing 5 VMs in a tab
None of the column show reservation.

Shares come into play only when latency hits some threshold.

Unlike CPU, the share does not care aboutdisk spacesize. Ideallythe control
you want is IOPS per GBowhen you buy more capacity, get faster diske
reason is when you sellsk spacgit shouldcomewith a certain amount of IOPS
and throughput at certain latency threshol@his is how you justify gold storage
higher price per GB.

Storage 1/0 Control

The control athe datastore level is for a different purpose. Storage /O Control (SIOC) is a dataglere

throttling. There is share arlinit, but notreservation.

Configure Storage |/O Control

ﬁa Sattivg improper congestan threshald values could be detrimental to the

o oo e B
Lhe gatastors

| MEnarm 5
o g

8 Inciude /O statistics

5 fior SORS

Disable Storage VO Control but enable siamsors ComesTTTT

VMFS6 DS

Recommended 30

b i oo

You can enable SIOC on each datastore, including local datastore.
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Take note because vVSAN has its own mechanism, SIOC does not apply to it.

Network

Network is the hardest to solve, due to its unique nature as interconnect. | @¢anedepth invSphere

Metricbookd wSI R F G f S/hydétwdikk/Snita&i@GlUAIRIgE &

Done?

DNBIFIGX y26 fS0iQa RA&AOdzaE K2g (G(KS y2Aaeé ySAIKO2dzNIJ LIN
We start with a single ESXit distributed switch} & G KIF 1§ Qa4 6KSNB GKS @Attt Ay +a
ESXi has 2x 25 Gb/s physical Ntal is 50 Gb although you typically count this as 40 Gb, giving you 20%
headroom.In these 2 cards, you rdioth the VMK traffic (8AN vMotion, vSphere Replication, etc.) and

VM. SGQa atre &2dz K9S Hp NizyyAy3a xa 2y I @SNIISd ! aad:
leaves 20 Gb for 25 VM.

Now, a single villain VM can hit 10 .Glor example, Hadoop worker node receives large amount of data

over the network, sustaining 5 Gb over 300 secquetsod. That leaves 10 Gb to be shared among the

remaining 24 VM. Each only gets 400 Mb/s on average. If they are not network intensive, they may not
feel the impact.

But the above calculation is done on 2 x 25 Gb network. If you only have 2 x y@uGhcrease your risk
significantly. In a sense, it goes back to fundamental of capacity management, which is your overcommit
ratio.

Review the following diagram, which shows a vSphere Cluster. Why is nehigsikg orkesource
Allocatiorf?

i DC 01 Cluster O1 ACTIONS

IIArYy Monitor Configure Permissian Hosts e Datastore
Issues and Alarms > Storage Reservation Details
Performance »
Tasks and Events > I
Total Capacity
Sph HA 3 Used Reservation 2968
b ol e Available Capacity
Resource Allocation W
.:_'_'| =[]
Memory MName Y Diisk T Diatasiore Y Lirmit = N
Claraae f’|'| wropsCPPM Hard disk 1 vsanDatastore Unlimited
[ vropsCPPM Hard disk 2 vsanDatastore Unlimited

Utilization

The reason is you configureaih the distributed switch.

Just like compute, you can set on each VM network adapter the shares, reservation and limit.
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Metwork adapter 1 WM LAN O1
Status ~onnect At Power On
Part ID 7

Adapter Type

Shares High
Reservation 10 Mbit/s
Limnit 100 Mbit/s
Control Analyzis
Limit Wdzad fA1S O02YLMziS IyR adG2NF3ISs AF
for the VM, yet low enough for the ESXi physical NIC card. So what number d
set?

L GKAY]l Al aKz2dzZ R 0S whileDigingSome Bufer &3Xi
assuming it sports 2 x 25 Gb/s physical NT®sre is also management challeng:
as the settings are buried deep and set in multiple places. So at the end of the
it might not be practical.

Reservation If you have plenty of bandwidtfconsider setting 100 Mb/s per VM. Use the
metric profiling technigueo arrive at number specific to your environment.

Share The main thing you need to check is actually between VM and norffivshare
should belarger forproduction VM network and development VM network.

Regarding/MkernelA (i Q&  iMdRoQrhoe dnpdrtint than vSphere
Replicationz K & AT @2dzQNBE NBLX AOF GAYy 3 |
development VM?

Solution

So what can you do to avoid it altogetharstead of just minimizing it?

“

Well, if you overcommit, the answeritdsy 2 & L2 aaAof Se® LiQa tA1S (GKS K
so during peak hour there will be some congestidau can minimize the impacyhaving the right

capacity planning.

Start with the right pricing policy.

T It should be a function of your overcommit ratio. In a nutshell, your message to your customer is
af youall want topay half price, there will be 2x as many of you as | need to brealé e®en

1 Have progressive pricing tier, so a 64 vCPU VM is not simply 64x the price of 1 vCPU VM.

If you do not charge, then use Class of Service as the policy. The size of the VM or Container is less in tt
lower class of service, as the class has higher overcommit ratios.

Educate your customers, and communicate clearly the different quality of seRacexample, the
following shows the SLA for memory.

PART 10F 4 Chapter: Performance Management Pagel05



Private CloudManagement

Class of Service Overcommit Performance Threshold
Gold 1:1 VM contention is 0% for100% of the time in thentire
month
Silver 15:1 VM contention is <1% for 99.99% of the time in the

entire month

Bronze 2:1

Maximum VM Size

The following table provide guidance on the maximum VM size.

Overcommit Maximum VM Size

1:1 Maximum size = ESXi logical CPU.
Logical means HT enabled. An ESXi with 48 cores 96 threads means
logical CPUs. However, take note of CPU throughput degradation an
CPU NUMA effect.

2:1 Maximum 0.5 of ESXi logical CPU

As there can be 2 large VMs running, they will feel the 37.5% penalty
each of them actually want the entire physical core. To avoid that, rec
from 0.5x to say 0.4x, giving 20% headroom.

4:1 0.25x

Same as above. You can have 4 medium size VM, each of them taki
1 entire socket in a 2 sockets ESXi host. So a pair of VMs compete fc
physical socket.

8:1 0.125x.
This level of overcommit is generally only suitable for lab, dev or simy
+5L O0gKSNB G(GKS RSa({d2L) Aa w @I/t
VMs are 25% of entire cores. For example, if your ESXi has 48 cores
then avoid doing 12 vCPU VM. K¢bem at 4¢ 6 vCPU instead, so they
can be slotted more easily in the cluster
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Other Reference

By the way, the noisy neighbour problem happensintoa g I NBE Sy @ANRYYSyd G223
overcommitment on shared resources. Here is an article about noisy neighbddisrosoft Azure

=- | Learn Documentation -

Azure Products ~  Architecture -

L Find by title

= Perlormance anbpatlams
Charvsew
Busy Database
Busy Front End
Cha.'ll"- o
Extraneous Fetching
Improper Instantiation
Monolithe: Persistence
Mo Caching
Moisy Medghbor
Betry Starm

Synchronous 1O

PART 10F 4

Traindng & Labs ~  Qf8A& -~  Topics «

Migration Develop ~ Leamn Azure ~ Troubleshooting  Resources -

Learn Apiare Erghitecture Cenler n Ask Leamn

Noisy Neighbor antipattern

Multitenant systems share resources between two or more tenants. Because tenants use the
same shared resources, the activity of one tenant can negatively affect another tenant's use of

the system.

Context and problem

When you build a service that multiple customers or tenants share, you can build it to be
muiltitenanted. & benefit of multitenant systems is that resources can be pooled and shared
among tenants. This resource sharing often results in lower costs and improved efficiency.
However, if a single tenant uses a disproportionate amount of the resources available in the
systern, the overall performance of the system can degrade. The nowsy neighbor problem

accurs when one tenant’s performance is degraded because of the activities of another tenant,
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Capacity Management

Part 1 Chapter 3

At the heart of capacity management is balancing demand and supply. It is about meeting demand with
the lowest possible cost while remaining compliant to security and availability best practice.
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WVVCIVICW

N G o oAtlvce

[ SG§Qa 0S3IAY 6AGK (KA daskdenvironmestfhebcdpd @ the/advicd isabduya +
VMware vSphere Cluster, but the principle applies to others such as Kubernetes,AIDI or

Can you figure out why the following statements are wrong? They are alingalhing advice on the
G2LIAO 2F /LI OAdGe alyl3aSySyiliod 2SQNB &adz2NB @2dz K|

RegardingySphereCluster RAM:

il

il

We recommend 1:2 overcommit ratio between physical RAM and virtual RAM. Going above this
is risky.

Memory Usage on most of your clusters is high, around 90%. You should &0%as you need

to consider HA.

Memory Active should not exceed B0%. You need a buffer between Active Memory and
Consumed Memory.

Memory should be running at high state on each host.

RegardingySphereCluster CPU:

]

It whkidAz 2y OfdzaliSNJ &, %é Aa KAIK +d mYpX
¢KS NBadG 27F Ffft @2dNJ Of dZAGSNARQ 2@FSND2YYAG N
some buffer for spikes and HA.

Keep the overcommit ratio to 1:4 for Tier 3 workloaglthey are not mission critical.

/t! dzal 3S A& | NRdzyR 712 2y OfdzZaGSNI 4! ./ é€ad ({
get worried only when they reach 85%.

¢KS NBaild 2F e2dzNJ OfdzadSNRa /t! dziAf ATl GAZY
left.

Can you figure out where the mistakes are?

The mistake is they are simplifieQapacity may appear simple:

1

Can you architect a cluster where the performance matches physical?

9 &aeszs 2dzad R2y Qi 2@0SND2YYAGXIZ 2N Llzi wmnmx: NB
Can you architect a cluster that can handle monster VMs?

Easy, just get lots of cores per socket.

Easy, just get lots of coie the box.

Can you architect with very high availability?

Easy, just have more HA hosts, more vSAN FTT with failure domains spread across different racl
more NSX Edges.

Can you architect a cluster that can run lots of VMs?

Easy, just get lots of big hosts.

Can you optimize the performance?

Sure, follow performance best practices and configure for performaies.be prepared to pay.
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! Can you squeeze the cost?
Sure, minimize the hardware and software cost, and choose the best bang for the buck. You
know all the vendors and their technology. You know the pro and cons of each.

But how to put all the above together that optimize cost, performance, security and availabiity?

Concept

Balancing demand and suppbquireyou to look at these 6 components below. Steps 1 and 2 are done
together, and the remaining 4 steps can be done in parallel.

i Control Demand by correct Pricing Model
3 Optimize Demand by Reclamation
Demand

4 Account for Latent Demand, Potential Demand and Unmet Demand

5 Monitor Demand by tracking Excessive Usage

1 Plan Supply by using Class of Service

Supply

71 Monitor using Demand | Performance + Allocation., Together

The above itessharder to do if you do it right from the start, which is why we need to begin at the
planning phase.

If you start from Step 6 and ignore Step 1 and 2, you will play the lead roMigsen Impossiblenovie,
because you can end up with many oyeovisioned VM issue. These VMs are typically the larger ones,
and more important to the business. It is hard to solve this in production environment as it will involve
downtime and the burden is on you to pm@it will not have performance impact. Politically, it may make
the team who sized the VM and justified the cost look bad.

Your best bet is to prevent the problem from happening in the first place.
VM impacts capacity in 2 ways:

1 Rightsizing

! Reclamation.

Private Cloud Capacity

Your laaS consists of 3 large components

1 Compute
1 Storage
 Network
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Compute It covers ESXi, cluster, resource pool, and physical server.
It gets the most attention as the consumer (VM or Pod) runs in a cluster of E¢
Kzaldod LGIQAa  3F22R &adFNIAYy3a LRAYIGZ

compute and storage.

Storage It covers datastore, datastore cluster, vSAN, RDM, physical array, back up
infrastructure, etc.

It needs to be managed equally well, if you have many to many relationships
between cluster and datastore. If you use vSAN HCI Mesh, then you also net
manage the storage portion carefully.

Storage Capacity differs to Compute Capacity and presents a challenge on it
Unlike compute capacity, which is basically vSphere cluster, storage varies ir
shape. The two major ones are datastore and vSAN, as local datastore and F
are rarely usednl addition, storage has thin provisioning at both virtualization
layer and physical layer. We will discuss vSAN capacity separately as it has i
unique factors such as FTT, plus it needs to consider compute too.

Network It covers virtual and physical. It also includes switch, router, firewall, load
balancer, etc.
LG Aa GeLAOrtte tSaa 2F |y AaadsS 7
bSGe2N] ! NOKAGSOG® LY FRRAGAZ2YZ A
So unless you run high bandwidth applications, such as networking VMs and
servers, raning on the same ESXi hosts, you may not hit the limit.

Stages

Capacity Management requires an etadend plan typically spanning multiple yeansot months Why?

There are 2 reasons:
1 At the provider, the physical layers form a constraint. A rack, top of rack switch, cabling, cooling
all have limits.
1 Atthe consumer level, production workload tends to live for several years, and they change along
the way.

Such a long plan requires adjustment along the ve@gause at the end of the day it is about comparing
the reality you face with the plan you s&ood or bad is relative to your plan. If you plan for no
2POSNO2YYAG 0SOFdzaS LISNF2NXIYyOS A& loaz2tdziS IyR
capacity. In other cases, that could be considered bad as you could end up with a lot of wastage.

There ared phases otapacitymanagement:

Plan Within this phase, yoperform sizing and estimate how long the infrastructure will la
Depending on the projeciyou may even size a mujtear capacity up fronfThe longer
the plan, the bigger the margin you need to allocate. Higher margin or buffer certai
increases the risk of excess capacity.

As not all plans are confirmed, you may run multiple What If scenarios.
This is the phase where you buy hardware
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Monitor This phase starts after deploymeivtou begin tracking and compare the reality again

plan.

For example, you expect tlwmpacity for your new DaaS project to last for 1 year. 3
months intodeployment you have 25% of your users consuming the Dela®/ever,

your overall utilization is already at 70%. Thisiisdawvarning, indicating your plan is o

by significant margin.

Optimize You optimize both the supply and the demand.

To optimize supply, you typically perform a tech refresh. Newer hardware can brin

the capacity at the same cost.
To optimize demand, you perform reclamation and rightsizing.

Upgrade As the hardware reaches end of life, you either upgrade or migidte.workload likely
need vMotion somewhere else.

This typicallynvolvestechnology version refresand design changes.

Capacity Managemeritecomeseasier if you begiat the planning stage. This is where you define your
offering, setting the price and performance expectation. Without expectation bepiragptified as metrics
your customers will demand high performariced

8 2dz2Q0S

LaN:Rc¥pleréorgnBncell K S Y

e first place, by using progressive pricing. This is covered i@adkeand Price Management chapter

lan Feb Mar Apr

Demand
Management

Gather & Estimate

Supply
Management

Technology
Refrash?

Discipline in capacity optimizationngcessarylue to excess wastage. Establish a weekly cadence that is

May Jun

Jul Aug Sep Oct

Reclamation and Right size. Weekly cadence throughout the year

Lead
Time
Procurement

Check Point

On-boarding

Adjustment

Technology
Rufrash?

executed regularly (depending on the size of the environment)
Ly fIFNBS SYy@ANRYYSyi(usx asSi

1 You have 1200 ESXi hosts. Hardware depreciation and warranty is 5 years, so you replace after 5
years. That means you replace 240 hosts per year. If you do a monthly cadence, you replace ~20

servers per month.

dzLJ dzLJANI RS OF RSy OS o

Lead
Time
Procurement

Mow Dec

Check Point

On-boarding

[ SiQa

1 To balance between keeping variations low and harnessing new technology, you set the standard

per year.Technology Refresh is an integral part, as new technology delivers both lower cost and

higher capacity, not to mention faster performance and tighter security.

PART 10F 4

Chapter: Capacity Management

Pagell2



Private CloudManagement

The Planning Stage

Capacity management begins long before hardware is deployed. It begins with a business plan, which
decides on what class of service will be provitiederve which locationlass of Serviegas covered

earlier inSLAYou should also read the Performance SLApottiene> | & A (G Qa NBIj dzAi NBR
overcommit the capacity.

Input Consideration

Location The physical location, which could be data sovereignty or network latency
requirements.

Cost It impacts the architecture and location.

ClassofService LGQ&a NBfFIGISR (2 GKS (GeaL)ls 2F aSNBAO
as a Service, K8 as a service, etc.

Security It might require traditional physical or air gap separation.
Availability This includes HA and DR.
Depending on the business policy, you may have to complyBvitiiness

Continuity Policyr security policy. Examples:

1 Define the blast radius to contain major outage. This may translate thi
you do not design a large cluster containing large amount of VMs, as
cluster may unintentionally go down.

1 Define the concentration risk. The number of mission critical VMs in tt
same datastore is capped below 250 VMs.

Contain the security risk. Internéacing VM and internafiacing VM do not share
the same network.

Environment Other than production, you may need to provide test, development, staging
environments.

What if an application needs to do a scalability testevenuegenerating
application going live may need to simulate their full le@eé@nsure it can meet
thesalesdemartt ¢ KAa aoOlftloAfAde GdSad OFy
environment. Onesolution is to triple purpose the DdtusteP L G Q& 5w
where test includes scalability testhis means the cluster size needs to be larg
Ifthisisy 2 0 LJl2aaArAofSs (GKSy odz2NEG (2 Of 2

Group your operations by clusters or group of clustéekenote thatthe vCenter @ta Center object for
example. It can contain clusters of different purpadéwill not make sense to combine the metrics into
a singledata centercapacityremaining(%) metricjf the member clusters are not interchangeable.

Cluster A Cluster B Cluster C Average of All Clusters
CPU Remaining Very High Low Low ?
a [wastage}
Memory Remaining Low Very Hlﬁ_h L ow 7
[wastags)
Disk Space Remaining Low Low VE_"-'"' HIgh 7
(wastage)
Capacity Remaining Low Lovw Walt ?
Time Remaining Low Law Lo s
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Architecture Plan

la &2dz Oy aS8Sz AGQa O2YLX SE G2 olftlyOS ff GKS |62
may not work next year as many factors change. Regardless, make an overall plan that lists all the input

you need. In a large environment, list all tim@uit considerations for vSphere Clusters.

From a capacity monitoring point of view, vSphere cluster issthallest logical building blogcdue to HA
+ DRS + DPM. So it is correct to assume that we do capacity planning at Cluster level, and not at Host level
or Data Center level.

05 License Windows, RHEL
Environment Production, Test/Dev
MNetwork _ MNSX Edge, DMZ, Internal
Location Singapore, New York, etc.
Software (%) Oracle, SQL Server, etc.
Service Tier Tier 1, Tier 2, Tier 3
Function Management, NSX Edge

DR solution such as Site Recovery Manager impacts capacity as you need to consider both the DR test and
actual DR.
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Example

The following shows a VCF Singapore New York

environment with just 2 physical a -
locations but 18 unique clusters. Tier1 Production i) Tier 1 Production id i

It has 7 clusters for business
workloads and 2 clusters for nen
business loads (overhead).

£

Tier2  Production ,‘F Tier 2  Production

-
-

Tier 1 Froduction Tier 1 Production

Tier 2 Production Tier 2 Production
Tier 1 SOL Server Tier 1 SOL Server
Tier 1 Ciracie Tier 1 Cracle

Tier 3 Test & Dev Tier 3 Test & Dev

2222
2232

n/a Manapgement "IF n/a Panapgement ,?

nfa MWetwork Edge nfa Network Edge

Optimized Capacity
Optimized Capacity means yaully consume what you boughtvithout wastage or compromising
performance

There are two areas where you can optimize:
1 CGonsumer
1 Provider

Consumer

In the @nsumerlayer (pocess guest OSontainer, VM), optimize the following:

CPU Use CPU Run Queue as primary counter, as utilization should be 100% to minimiz
pong and NUMA.

Make sure all the CPU is used visglcheckingthe CPU Usage Disparity metric, as sol
applicationgend to gravitate towards the first 8 vCPU.

Memory Utilization should be near 100% as it contains cache (majority of pages not active)
Check page fault to see if there are excessive page fault.

Disk Rightsize the filesystenNote this requires Windows or Linux partition modification.

PART 10F 4 Chapter: Capacity Management Pagell5



Private CloudManagement

Reduce the usage of RDM. If you do, and you use thin provisioning at array level,
for wastage using unmap.

VM Imbalanceclusterwith low ESXi utilizationan be caused by monster Vi@an the
applications scale horizontally instead?

Container Do you use 1 container per VM imultiple containers per VM?
LT AGQa PBHmI K2g R2 @&2dz Syadz2NB 2yS R2!
capped.
If you use 1:1, how do you prevent container sprawl?

Provider

In the poviderlayer ESXiduster, datastore &datastore tuster, distributed svitch andport group,
hardwaré), you can optimize the following:

Compute Reduce pockets aésourcesby using larger cluster, removing Host/\VM Affinity and
setting DRS to be fully automated.

Avoid usage of Resource Pool.
Increase supply while keeping cost the same by doing a technology refresh.
Avoid usage o€PU pinning
Storage Use larger datastore to minimize island of buffers.
Use local datastores for agent VM or applications that do not need HA.
Reduce islands of datastores by consolidating datastores that are lowly utilized.

Network Use larger physical pipe. For example 2x 100 Gb instead of 4x 10 Gb.
Use loadbased teaming.

Remove unused network. While network is good for segregation, VXLAN or VLAN
sprawl make both management and security harder.

“adpdalily Iivivuct

Proactive apacitymanagementis only possible if we can model That means defining thdifferent
types of capacity dimension. For each dimension, we need to defindattmeula for total capacity, usable
capacity and consumption metrics.

The model depends on what your goal. The following flow charts show that you apply different models
based on the need.
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Planning Stage. Troawy, nol aoue soidoad yel. Estmation

Operating Stage. Acual L)
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i
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You pvarcemmit mixed werklosd and ghes fhem ler fres

Mixed class is unfortunately common due to budget & physical environmental constraints.

If you operate a mulicluster load balancing, ensure all member clusters have consistent settings.

Workload Level

The first consideration is the level of load. There are 2 types:

Not Overcommit This happens in mission critical where the business value of the workload
exceeds the cost of infrastructure

The ratio between consumer and producer is 1:1.

Utilization, reservationand contention become irrelevant as each VM can g
what it wants.

Allocation is the only useful input.

Overcommit Once you overcommit, you run the risk of contention. The model becomes
more complex.

Workload Type
[6(G0a 683AYy HAGK 6KIG 82dz NHzy 2y G(KS Of dzad SN
There are two main variants:

Mono Thismeans the cluster only runs a single class of service. It does not
differentiate among VMs. They are all gold, or all silver, or all bronze.

CKAA YI1Sa 2LISNIGAZ2Yy A S| airdNHarea dz
they are all equal.
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Howhigh can you push utilization?

That depends ogour expectation on when the combined workload hit the
highest. You plan for concurrent peak instead of individual VM peak.

Mix . 2dzQNB YA E A (ifereatzacé 1vel. TiielgaldkVMs have to be
given higher share when there is contentiofou want to avoid absolute
reservation.

Mixed workload is far more complex. You need to apply different technique
during planning phase and in actual live running phase.

Plan During planningsince there is no actual workloaghu need a
calculatorto simulate the different combinations.

Obviously, gu need to put les¥M if the cluster will be running
mostly gold VMs.
Since your goal is to maximize consumptjog, you put as many
until you hit 100%, 2 dzZQNBX Il 0SR 0€ o0 RA
1 Utilization
1 Allocation
1 Reservation.
Contention cannot be used during planning stage.
Actual In actual run DRS and ES¥edsettings thatdifferentiate Gold
VMversus SilveYM versus Bronz&M.
Use Share.
Reservations absolute and has side effects.
lff20FdGA2y Ol yy2ineoS dzaSR I a
Utilization cannot be used agdtnot a setting.

VM Price

Even for internal customers, where no actual money leaves the company, setting a price makes inter
departmental collaboration much easidfioney is the best solution to value something, including your
private cloud service.

LT za A& FTNBS: GKSy @&2dz aAyYL}X e Lidzi & Ylyeé +*a Ia LR
want to be reactive and deal with escalation, implement the Performance SLA.

LF &2dz2OQNBE OKINBAYy3 b F2Nl +ax GKSYy |ft20FGA2Yy Y2RSt
than Bronze vCPU since they run on the same models of hardWamesimply explain to your customers

GKIFIG @2dz OKINHS nE fSaa ¥2NJ . NRyIl S 0SOId&AaS @2dz 2@SN
fair.

4 Dimensions ofCapacity

There are 4 sides that determines capacity.
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Utilization This is the primary metric.
Against usable, which includes both availability and buffer.
Performance This is the override. Only used to stop provisioning.
¢CKS LINARYINB AyLdzi G2 &/ ftdzaGSN Aa Of 2
Allocation This is the leading indicator.
Reservation This is a guarantee. Used in planning.

In actual environmentuseit sparingly. Use shares instead.

tKSe KI#S GKSANI 26y O2yaARSNIGA2YS a2 fS3Qa RA

Utilization
It reflects the actual, live usage of the resources. If utilization is high, it does not matter if the overcommit
ratio or reservation are bottbelow your target, the cluster is full.

The ideal scenario is the cluster is running at
1 100% utilization
1 0% contention
1 0% risk.

Thismeand i Qa ¢2NJ Ay 3 I a LINRRED IHEHEEyaur ifvastmed? el usédf S

Ifutilizationislowt YR g2y Qi 3I2 KA 3K thadt B hat afgaodBiagSyet 4 & & @ azN
provisioned object that is yet to grow to its full usage, or disaster recovery protection, that indicates
wastage resources.

How should we fit wastage in the utilization model?

The following is my recommendation. | divide the capacity into 10 equal chunks. That means the usable
capacity isgyreeng K Sy A (i Q & 80%N&dzyiR idealtarget of 80%

Utilization against Usable Capacity

e 100%
Wastage zone, as it's not using the capacity that's | Green rone, as it's consuming the capacity but
already given {and likely paid) there is enough bufter. No need to take actian to
by more capacity,

Accounting complication:
1 ltis relative utilization, measured againsts usable capacity. You need to exclude the HA host.
1 The hypervisor overhead on the other hosts should not be excluded as they are part of the load.

Performance

If the cluster is unable to serve existing worklotek remainingcapacity becomepracticallyO because
provisioning has to stop.
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This means you need 2 metrics:
1 Performance (%).
It quantifies the actual performance.

1 Stop Provisioning (Yes/No).
It decides if the cluster is closed for new VM/Pod based on performance (%), capacity remaining
(%) and risk (%).

Ideally, you have predictive metric, a leading indicator showing that the risk is getting higher. This
enables you to still provision those VMs in the queue, or better still give 1 week worth of heabseup.
problem is the nature of performance and risk do not lend themselves well for projection. You can get
wrong result.

Reservation | Share

They need to be reviewed as complimentary.

Reservation Share
Nature Absolute Relative.
b2 2@SNO2YYAG | a . Overcommitis not even applicable.
Focus Throughput. Runtime.
What is reserved isthe CPUcycles. ¢ KS &KFNB Aa NBf I
¢KIFIiQa ¢Keé (KS dzy. timesliced for CPU run time, and
millisecondsDue to Turbo Boost, there apportioned for memory consumed.
is spare capacity at ESXi level.
Drawback If set directly at VM level, it impacts HA No guarantee
and DRS. Lower provider utilization an
higher consumer contention due to
imbalance.
aS A0X XO2yaSNDI GA@Sted XFIAINBarAgStieo
Avoid applying the full reservation Apply a higher ratio between gold and
silver to give higher priority to gold.
Used in the: Planning stage Running stage
I LJLJE & X X AYRANBOUGf&O® directly.

Set it at Resource Pool. Take note that Set it at VM.

gold VM may not get what it wants
100% timelyDRS scheduler lags ESXi
scheduler.

Both introduceoperational complexity. Over time, you can lose tracks what VM or resource pool has
what reservation or share and when.

There isno deterministic correlation between VM reservation or share, and its performance. A VM CPU
Ready does not improve 2x because you increase its CPU reservation or CPU share by 2x.

Reservation

Reservation complicates operations becausthekereasons:
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T It has 2 partsdlocated and used.
1 Resource Pool and its children VMs can have independent settings.

Where to set reservation?

Frank Dennemarecommends irthisdo £ 2 3 | NJi A ¢befat® a réskurcé poél andzsetia reservation
at the RP level. If a reservation is set at the VM oH@et! it has an impact on admission control and HA
restart operations (Are there enough unreserved host resources left after one or multiple hostdaiure
the clusterz

Demand
Wdza i 0SOFdzaS e2dz aSG | NBaSNBFrGAz2y R2Sa y2aG YS|
Reservation that is not yet consumed impacts capacity but not performance.

For example, a VM that uses 4 GHz but reserve 5 GHz should be considered as having 5 GHz, as that e
1 GHz is guaranteed for that VM.

Demand = Max (Utilization, Reservation)
For VM, this needs to be calculated at individual VM, before being summed up at the ESXi level. Only
powered on VMs are includetlvhile the VM that is already provisioned can be turned on anytime,
including them will result in overly conservative capacity.
A restaurant analogy will make the above clearer.
f Your restaurant has 2 floors. Equal capacity.
1 First floor is full of diners eating.
9 {SO2yR Ff22NJ Aa SyLliezs o6dzi AG KFra oSSy NBas
1 Capacity: Is your restaurant full?
A 2SStttz Al RSLISYRa 2y K2 A& SYiGSNAy3Id LT Al
answer is yes.
A That means for each guest, you need to ask if he has reservation or not.
1 Performance: can you serve the diners well?
A Yes. The second floor is empty so your staff can serve the first floor easily.

Applying the above to vSphere, how do you know who are the reservation holders that are yet to
consume what they are entitled to?

1 For compute, those are VMs already powered on but have not consumed CPU and memory at
their reserved threshold.

1 For storage, there is actually reservation. It is just not called as such. The thin provisioned VMDK
files that are yet to grow to their full size implies that it has reservation.

Allocation

Allocation is the metric you use when selling the capacity to your consumers. If you charge half price
relative to full price, then your overcommit should not exceed 2:1.

The total @mandcould bemore than thevisible demandyhich isthe active bad that is consuming your
capacity.Thereisdemand thatis not yet visible, because it has no utilization at present.
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Use Allocation when you want to protect the shared infrastructure from sudden spike. It acts as a leading
indicator.

Allocation is not idine. ESXi and vCenter do not use allocation for actual resource scheduling. As a result,
you can overcommit in allocation.

Allocation model also has usable capacity concept. Deduct the hypervisor overhead. This means
VMkerne| vSANNSXandvSphere Replicatiomust be deducted from total capacity.

Allocation is only counted when the VM is powered on.

The CPU is based on thread, not core. So take note the performance degradabahpromising the
specific speed in GHz.

Take note the number for memory includes memory tiering, a new feature in vSphere 8. The overcommit
is based on the physical RAM, meaning it does not count the NVMe device.

Invisible Demand

RareDemand This can wreak havoc in a shared environment. A group of highly demandi
VMs can collectively impact overall performance of the cluster or datastore
example of this is annual sales. In this case, the capacity sbanoidset an
appropriate overcommit rati@nd drive by allocation as the demand is low
most of the time.

Arare part of suddendemandi RA &l a0 SNE fA1S &adz
predicted.Whether your CIO wants to pay in advance for such rare thing is
business decision, not within the call of Capacity Planner.

Unexpected Many critical VMs are protected with Disaster Recovery. During a DR drill «
Demand F Ol dzk £ RA&Ll ad8N O KARa Ofaa/sudtikyddrbidér thed
Site Recovery Manag®ecovery Rnsinto your capacity.
Be careful with the complexity as 1 Recovery Plan can imavg Protection
Grougs, yet 1 Protection Group can be included in many Recoverg.Plan

Potential Demand Many newly provisioned VMs take time to reach their full expected demanu
takes time for the database to reach the full size, the user base to reach th
target, and the functionalities to be complete.

Newly provisioned VNEndsto be idle (which can be months) and may
suddenly growlf you have many of them, plan for their eventual size.
Unmet Demand There are 2 parts to it:
1 inside the VM
1 outside the VM.

If the VM is undersized, the unmet demand wibk be visible to the underlying
infrastructure. Unless that is intentional, it is wise to include undersized VN
the cluster capacity monitoring.

The visible part of unmet demand becomes part of laaS KPI and SLA, cov
Performance Management chapter.
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I.imitation
The allocation model hake followinglimitations.

VM Size VM size is not considered in the overcommit ratio. It assumes that schedul
two monster VMs is as easy as scheduling many small VMs. The ESXi sct
can jugglehigher number osmall VMs than a few large ones, especially if th
peak at different times.

Utilization is completely ignored. The consumer part is simply based on the
configured amount. In cases where there is additional workload, the alloca
model can report lower capacity consumed than actual.

Overhead Any form of utilization is not considered, including consumption because of
virtualization. For example, softwaigefined storage such as vSAN actually
puts the availability protection data in the same datastore with the actual di
So you end up with ddale the consumptiorinside the datastore.

laaS Workload Agent VM is includeds part of demanas it takes the shape of a VM, althou
it tends to use local datastore.

Overcommit

Overcommit is the main technique to reduce cost of shared infrastructure or shared service. So long the
contention(real and risk)s acceptable, it reduces the cost to everyone. In daily life, queueing or waiting
for service is common.

As a cloud providerf you do not overcommit, you may not be able to compete on déshlic cloud
players (e.g. AWS) us&d overcommit for CPUut they count the thread (not just the corefhey do
not overcommit memory.

Mixed Workload

How do we put together the utilization, reservation, allocation and contention into awedd example?

Can this example include 3 class of services (gold, silver, bronze) for a more realistic implementation?
¢2 adrNIz S ySSR (G2 ljdzr yGAFTe GKS NBtlFGAGBS Ot
tenants to understand the business values of each.

Irecommenda2xgap. 0 Q&8 SIF&ASNI (G2 SELIX I AYy (2 RISYNM2INI Z\8H R
easier to manage at scale than 1.5x gap or 3x gap.

2x gapmeans gold class is 2x better than silver class, and silver is 2x better than bronze. To achieve this

promise, you put in place techniques such as reservation and allocation. You also guard the performance
and keep the headroom accordingly.
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Gold Silver Bronze
Relative Contention (slowness) ix 2x dx
VM Size (configured, not utilized) 4x 2% 1x
VM Reservation Rights dx 2x 1x
VM:ESKi Overcommit Ratio 1x 2x Ax
Likely Cluster "headroom” dx 2 1x

You get what you pay for, which is fair and simple.
Gold Price ($) = 2x Silver Price and 4x Bronze Price

Separatevhatyou promise (or sell) andow you deliver that promise.

1 To the tenant, the gold class is 2x better than silver class. The chance of encountering contention
is 0.5x silver. This is what you sell.

1 You prove to the tenant that you assign 2x reservation, have half the overcommit ratio, and has
HE GKS KSIFIRNR2Y® ¢KSasS o INB GKS G(SOKyAldzSa
How do you implement the above technique?

The following table shows an example of. Notice the consistent 2x gap.

Gold Silver Bronze
Reservation 50% CPU 25% CPU 12.5% CPU
Relative to VM configured size, 100% RAM 50% RAM 25% RAM
Set at Resource Pool level, not WM,
Allocation CPU1:1 CPU2:1 CPU4:1
Thread, not Core, Usable, not Total Capacity RAM1:1 RAM 15:1 RAM 2:1
Memory Tiering is used beyond 1:1 overcommit
Contention

=099.5% 2 99% > 98%

Minimum Performance (%) threshold,
KPI (%), not SLA (%),

Utilization
Expected, not ceiling. It is what will happen due to above. CPU = 50% CPU <70% CPU < 90%
Against ESXi physical thread, not care. RAM = 80% RAM < 90% RAM < 85%

Against usable capacity, not total (physical).

If the VMs are mostly Gold, there is a high chance that the utilization is well below 60%.

For Bronze, since you overcommit, the utilization becomes the upper limit. Do not go beyond this
threshold as you run a risk of contention.
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Template

LO@®S ONBIFGSR F air = °
spreadsheet to help you plan capacity
based on the above model.

Download fromisvara.io >y

Once you open the spreadsheet, the first thing you need to confirm is the size of your ESXi host.

The spreadsheet comes with default values that | think provides a good balance between cost and size.

ncuiaiiialivii

It is only applicable when VMs are free. When Vihésmain source of budget for IT departmeiite
responsibility to reduce VM cost will naturally shift to #eplication teans as infrastructure team will
not want their budget reduced.

Reclamation delivers many benefits, and some of them are listed below

Area Benefit
Unused VM CPU ¢tKAd RSEAQOSNE GKS KAIKSad oS
Memory VMs may not be idle nor undersized. They appear like an active
Storage VM.

Improve on the underlying laa@pacity and performance.
Savings on storagenly happen wheryou delete the VM.
Oversized VM Memory VM Performance. Especially if Guest OS does a lot of CPU cor
Storage switch and VM size exceeds whole box total core counts.

The restof benefit is thesame with Idle VM as the portiorouQ NE
reducing is idle.

CPU The oversized part is idle. So it only benefits allocation model.
Idle VM Memory Cluster Capacity, especially if you use allocation model.
Storage Cluster RAM as idle RAM pagesd to occupyESXi memoryOne

quick way to free up isotreboot the VM.
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Negligible savings on CPU demand as idle loop hardly occupie
CPU cycles.

Savings on storage only happen when you delete the VM.

CPU Idle VM only saves you from allocation model.
Powered off VM Storage Datastore Capacity
Orphaned VMDK Storage Datastore Capacity. Does not impact cluster capacity
Snapshot Storage Datastore Capacity.
Unmapped Storage Datastore Capacity

There areb areas of reclamationfrom the easiest to the hardesiNaturally, the logic differs for each.
*Non VM" Powered Off Idle Oversized Unused?
7 Unmapped — 7 Power w7 Power v Power
Blocks Disk off first off first off first
(oi=| 150
£ CPU ﬁ CPU D cPU

afiocation only allocabion only

LUN Memory @ Memory @ Memory
| el

Non VM files are the easiest, because they are not owned by someone else. They are yours! Non VM

objects, such as templates and ISOs should be kept in 1 Datastore per physical location. Naturally, you
can only reclaim Disk, and not CPU & RAM.

Anorphaned file is a file in the datastore that is no longer associated with anyOvidhaned VMs and
orphanedVMDKQa | NB y 20 S@Sy NBIAZGSNBR Ay @/ SyiuSN®» LT GK
something wrong. They may not have owners too.

For orphaned RDM, look from the storage array if there is any ESXi mountpg iteed an adapter for
the specific storaggou want to monitor.

Snapshots are not backups, and they do cause performance problems to the VM if kept for extended
periods of time. Keep them only for the purpose of protection during change. Once the change is
validated as successful, keeping the snapshot does a disstnthoe VM. ASnapshot is easier to reclaim,
henceVCF Operationssts them separately.

Reclamation Approach

Active VMis politically the hardest, as they serve business workl&adus on large VMs first. Take on
CPU and RAM separately as they are easier to tackle when you split them. Divide and dbgquer.
reduce both, and application team claim performance impact, you need to restore Gtatiming CPU
and RAM fronmsmall VMs can be futile, regardless of ss An idle VM wittone vCPU cannot be
further reduced.Focus on the large VMs, for the reason covdretk.
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Focus on Monster VMs

When reducingversizedVMor powering offidle VM F2 Odza 2y I NAS +*aad [ S
comparison

1 Reduce 20 large VM. Average reduction is 10 vCPU.
1 Reduce 100 small VM. Average reduction is 2 vCPU.
In both scenarios, you reclaim 200 vCPU. But the large VM option delivers more benefits and is easier to
realize. Here is why:
1T 9OSNE R2é6yairil S Aa I oliGitS o0&Slisddad der tazh NEA
requires downtime, which requires approval and change request process.
Downsizing from 4 vCPU to 2 does not buy much nowadays with >20 core Xeon.

No one likes to give up what they are given, especially if they are given little. By focusing on the
large ones, you spend 20% effort to get 80% result.

1 Large VMs are also bad for other VMs, not just for themselves. They can impact other VMs, large
or small. ESXiMkernelscheduler has to find available cores for all the vCPUs, even though they
are idle. Other VMs may be migrated from core to core, or socket to socket, as a result. There is ¢
counter inesxtopthat tracks this migration.

1 Large VMs tend to have slower performance. ESXi may not have all the available vCPU for them.
Large VMs are slower as all their vCPU have to be scheduled. The counteo€lBhiracks
this.

1 Large VMs reduce consolidation ratio. You can pack more vCPU with smaller VMs than with big
VMs.

Powered Off VM

Compared with orphaned VMDRopwered Off VMs are hardés remove as there is now an owner of

the VM. You need to deal with the VM Owner before you delete them. This is where tagging them with
the owner email or Business unit would have been us#fld.discussed proposed tagging in Chapter 1,
specificallyhere.

There are different technigusto define power off:

1 Non Stop In this technique, you want the VM to be continuously powered off. A quick power on
to check something in the VM will remove the VM from powered off list.

1 Percentile. In this technique, you can turn on the VM for a short period of time.

Each technigue has their own pro and covi€F Operationgse the nomrstop as it is safer.
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Powered Off as Brake

Powered

Idle » Off » Delete

Reclaim CPU & RAM.
Reduce MNetwork usage. Reclaim Disk
Can power on easily

Why do cars havbrake®

Sothey can go faster!

Take advantage of Powered Off as tirakesfor your Idle VMs. If you treat Idle and Powered off as 1

continuum, you can power off the Idle VMs earlier. You get the benefit of CPU and RAM reclatiafian.
a safer procedur¢oo, as yu can simply power it back on if you find that the VM is actually being used.

One majorcaveatif you do this, is the average utilization of the remaining VMs in the cluster becomes

higher. As a result, you may not be able to achieve the overcommit ratio needed to break even.

2 Sides ofa Running VM

There are two reclamatioformulafor running VM (idle or not)The formulas complex as it has 2

different stages

Before

After

Determineif the VM falls under the category. For example, does the VM qualidyn s
Idle VM? Thishouldf 221 AYy&ARS (GKS zxax | a 0KIG
Measuring athe ESXi levalouldyield incorrectresultsbecause:

1 Some metricénclude loads not generated by the it are charged to the
VM, such as vSphere replication and vMotion

T Some CPU metrics affectbgt power management.

Determinewhat can be reclaimed. Since what is being reclaimed is ESXi resourc
the usage inside the Guest OS is irrelevant. The queue inside the Guest does nt
impact the hypervisor, so there is nothing to reclaintret ESXi layer. Athetricsare
from ESXi. Guest @®tricsarey 2 i I LJLJX AOF 6t S & 6 SQNJ
the Guest.

So you need to apply 2 differetypes oflogic.
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Idle VM

. @& RSTAYAGA2YyZ AREfS YSIya AGQa y2i RaonpuSinesgd ST dz
workload (e.g. AV scan, Windows regular update) should be considered agidleorbusiness

workload is hard to detect vianless you have procespecific whitelistingThis is also not fool proof as
somenon-business software uses Windows or Linux system services as proxy.

Idle VM is a great target, as you can now claim CPU and RAM when you power them off. You cannot
claim disk yet as you are not deleting them yet. Take note that you are not reclaiming real CPU cycle as
AGQa ARf SidiaeM dbes Hok attuadlyicdnsutre any ESXi CPU cycles. So reclaiming a 10 vCPU
VM running only 1 vCPU does not give you 9 vCPU. You are reclaiming bRokragmory, you will

reclaim real ESXi memory as idle VMs tend to have its consumed memory reroaiE&Xi.

Idle VM has alefaultthreshold of 100 Mhz. This means 5% utilization in a single vCPU VM running on a 2
GHz ESXi. This also means 0.25% on a 20 vCPU on the samecE8Xs0n for static is idle by definition
is absolute, not relative to the VM size. Oversized VM is relative.

While a VM uses CPU, RAM, Disk and Network, we only use CPU as a definition for Idle. There is no nee
to consider all 4, and require alltd be idle, because they are inteelated. It takes CPUtlclesto process
network packets and perforndlisk activity. Data fronthe network cardanddisk must be copied to RAM
before processingand the copying effort requires CRycles

Take note of a corner case limitation of VM with runaway CPU, where CPU is high but no meaningful
YSY2NE | O0Saasx ySGeg2N] GNIryavyiraairzy o¢-0 FyR R,
caseKSyO0S L G(KAyl AdQa y2i ¢2NIK GKS O02YLX SEAGeE®
which likely a single threaded. Use the CPU Usage Disparity (%) metrics to detect that.

LRftS KI& (2 0SS RSTAYSR a2 A0Qa YSIadaN}IoftS [yR
up arguing with your customers.

VM that is rarely used can appear idle, if you measure idleness over a long period of time. For example, |
a VM is only productive (from business viewpoint) for 2 hours a week, that means the remaining 166
K2dz2NBR aK2dzZ R 0S Of  @@AFASR 4 ARfS® ¢KIGQa gy P

To counter the above, you want to evaluate idleness on a daily basis. A VM has to be idle every single d:
for W tndmber of daysThis daily calculation is stored in the countéieness Indicatorlt is a rolling

counter. That means is calculated every minutes,but each value takes the last 24 hours of dathis

is better than calculating only once a da&ythat VM does not have to wait before it gets declared as idle

or not.

As you can see in the following example, its value is only stored if there is a chhisgaakes it easier
to see when and if it changes.

arehai_CF_uprgade_from_nmoy_smoer

b2¢ GKIFIG @2dz KI @S ralitg uitd thefwlale pdridQ@default vaNig 7 daySWdset T
the value to just 7 dayso you can see the calculation result within a wete that we set to 100% and
we ignore newly provisioned VM.
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idle VMs @
It has been |dke for at least days

Within each day it consumes <= 100 MHz CPU for 100 % of the time

Exclude YM provisioned in the last 30 days
Think of thevarioussituationbefore extending from 1 week. For examplé/ld has been in production
for a few years. A new version of the application has been developed, and thisbéMds
decommissionedThe VM goes idle. As the application team does not inform infrastructure team, the VM
gAfft GF1S +tG €SFrad v Rreéea oSTF2NB A0Qa YIFINJSR | a ARf
On the other handa month-end VM that processes payroll can be idle for 29 days.
The counter that covers the whole period is calieetlaimable Idle
Itis a daily countet (i K| (1Qt@ie) & tBelVM inBet the idle criteria.

rOr a0 _ieom_Dry _iives

To list the idle VM, you need bothetricsto be true.

2 Ke OF yQi Re®mzab@di® (G dza S

.S0ldzaS AdGQa | RIFEAf&@ O2dzy i SNPGSY dii IO dFAR ART DR F SNB @Sy ia
aK2ga AldQa y2i ARtS lyeaY2NBo

In some environment, it can take time before a newly provisioned VM is used. Check the creation date of

the VM before powering it off.

Have we got all cases covered?

Nope. There ia corner case, whergoutighten the definition (say from 100 MHz to 50 MHz). What was

Idle may no longer qualified for idle. We can recalculate the daily metric, but this consumes performance.
So to be safe, we will restart again from Day 1. So if the Idle Window is 2 weekspershave to wait 2
weeks.

This WM was actually idle, but
since we don't know unless
we recalculate, we assume it's
not to be safe.

100 MHz

50 MHz

PART 10F 4 Chapter: Capacity Management Pagel30



Private CloudManagement

Oversized VM

Oversized VM haadifferent logicthanidle VM since thddle VM definition does not depend on the size
of the VM. Thddle VMdefinition simplymeasuredf the VM is generating enough workload or niatle is
about GHz, while Oversizaesd about%.

Oversized VM depends on the size of the VM. A 64 vCPU VM running 7 vCPU is oversized, while an 8 v
running 7 vCPU is not.

VM Is undersized Calculated based on CPU & RAM total capacity and recommended siz
values.

If for at least one ofhe containers (CPU or RAM) the recommended siz:
total

The lowest value for increasing the CPU is 1 vCPU and for memory is

VM is oversized The VM is oversized if it is possible to reclaim a CPU or Memory.
Calculated based on CPU & RAM total capacity and recommended siz
values.

VM Reclaimable CPU Calculated based on socket counts and core counts of VM

= Minimum (( reclaimable Sockets * cores Per Socket + reclaimable

Cores In Remaining Sockets), CPU Core Count - 2)
Will not suggest the reclamation if the CPU Reclaimable value < MHz |
Core value

VM Reclaimable = total Capacity d recommended Size

Memory adzZad 0SS x M D. IyR GKS NBYIAYAY
GB

Limitatiort the implementation inVCF Operationis based omrojection, not a mere #ninute or 1 day
data. So if you power off an oversized VM, it remains considered as oversized until it passed the
definition.

Cost of Oversized

More CPU, memory and disk do not translate into faster performance. In fact, it carries additional
overhead.
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Higher
Longer Longer vMotion Risk of
: co-stop and read
boot time time NUMA effect ':,frn '
e
Longer time taken Higher chance of

Process ping-pong

to snapshot CPU overlap

TRIM and Unmap

When Guest OS delefides or parts of it, it does not replace the value with 0 and just leave the block.
This is more efficient and also enable recovery. But this cause the underlying VMDK to grow. The same
thing happensat the array level. This is whefeim and Unmagome in.

VCF Operationgacks the unmap operations via 2 metrics at ESXi Host. The first one is Unmap 10, which
tracks the number of unmap SCSI instructions. For example, if the value is 100, that means ESXi has sent
100 requests of unmap to its datastore. So think of it IBRES$, except the 10 is not writing/reading actual
block, but more of a request to delete (unmap) the block in the backaeray. The value is the sum of 20
seconds since vSphere reports per 20 seconds, then averaged over 5 minutes. In the example below, you
can see the host sends unmap commands frequently in the last 30 days.

=l E ECSUETTE T ~orm

Datastore;Aggregate of all InstancesiUnmay

The second metric is Unmap Size, which tracks the total unmapped space from the operations above. The
value is shown in MB.
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,2dz Oy (NX Ol 020K 2LISNIGA2ya 2y SIFOK RFGF&G2N]

For further reading on TRIM and Unmap in vSAN, tieigdietail article by Patrick Kremer

The problem only happens on thin provisioned disk. So if you want to check how much space you can
reclaim, create a view that compare the value inside the Guest vs the value shown at VMDK level.

Unused VM

Unused VM is not idle, but they do not providesiness valuanymore. The application team may have
stopped usingt, but left the application running just in case they need in the future. The Vidtislle as
it still generates CPU activity. The activity can be business workload, IT workload, or both.

This makes unused VM much harder to findwaat works for VM 00001 may not apply to VM 10000.

The IT workloads take many forms. Guest OS upgfadest OPatches andapplication patchesan be

3 different workloads with different patterns. VMware Tools patchesj-virusscan, intrusion detection
scanandagent based back up are other common examples. In an environment with high security, there
can be many security related agents runni@g.worse, they can be agentless, executed via network.

Business workloads can be batch jobs, reports or monitoring. No one is using the apphocgtivore,
but the application continues running.could be generating report and send email to someone julso
ignore that emailsThis is harder to identifihan the one running pure IT worklohddd A (0 Q& Y2 NB

Unused VM is hard to detees theinfrastructureteam lack the business context, and the patterns vary
widelyp ¢ KS 246y SNI OGSNATFTAOFGA2Y Aad NBIldZANSBR 0ST¥2NB
ability to relate a VM to a department or owner. We discussednibeessityof businesscentric

infrastructure in Part Thapter 1.

There are some checks you can do to find the unusedwidés their CPU usaggnot low. Find VMs
that exhibitmultiple of these behaviows. Take note that each of these can be false positive, so you need
multiple of themfor more accurateconclusion

Configuration

Configuration is easier to interpret than utilization, as they tend to have clear cut rules. The following list
some configuration itemgou can consider.
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Isolated

Guest OS

Application

Owner

Report

Location

Relationship

Alert

Utilization

CPU

Memory

Disk

Network

PART 10F 4

LGQa y2 f2y3SN) OZyds8O0afRaly2K OrM
machines.

LGQa NYzyyAy3a 2f RSNJ O SENEX 12feftindicated e O )
applicationteam may have writter replacemengapplicationsrunning
somewhere else.

Running old version of Windows, Linux and/or Kubernetes.

Expired license.

Temporary license.

LGQa N¥zyyAy3a 2f RSNJI OSNEA2Y>X SalLlS
LGQa NY¥zyyAy3d FLIWLXAOFGAZ2Y (KIFG &2
to power it off.

LGQa NMzyyAy3d gAGK2dzi fAO0SyasSsz 2NJ
It has no business application installed. Just base OS + IT sapplitations

O

]
z

o

It belongs to a folder in vCenter that is no longer owned.

Unable to figure out the tagging for the VM.

Request to contact the owner has gone unanswered.

Owner has changed organization.

Theapplicationis no longer listed in any of the reports to the department

owning it. This could be performance report, capacity report, compliance rej
chargeback report, etc.

It runs on a cluster that is due for decommission. It is stémexldatastore that
sits on an array that is due for decommission.

ts¥2f RSNJ KIa ylIyYySa tA1S a2t RéX 4GRS
The VM is talking to cher VMs. Yqu can gheclf whicr] services, is talking at \
L2NI® / KSOl 6KIUd aSNBWAOSa AuQa dza)
the cloud, which uses cloud services from AWS, Azure, etc.

As these neighbors could also be unused, using this alone is not reliable.

Alerts associated with VM have disabled.

2 KAfS dzal 3S Aa y2G ARESI 2N S@Sy K
context switch, indicating the same processes are running. IEfhe Usage
Disparity (%imetric is stable, that indicates constant run.

2 KAfTS GKS Ly 1aS YSGONARO Aa KAIKI A
out.

While IOPS and throughpate not low, its filesystem is stable, rarethhangingn
both size and activities.

The I0PS and throughput also eventually form a pattern over the long run.
The network it belongs to is no longer reachable, or has been isolated. That
means access to it is naxistent or highly restricted.

The VM sends very little packets out, indicating it is not talking much on the
ySig2N]l® 'd GKS alFyS GAYSZ AidQa 2y
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servers. Take note that secure applications that store data typically are
restricted.

It belongs to a VLAN that is due for decommissioning.

Log The amounbf logs or Windows Event is much lower relative to its peers. The
pattern is also predictable over time.

Other Signs

No login No one has ever logged into the Guest OS, be it from Ul or the console (e.g
into Linux)for a long time.

LT dzaSNJ 23 Ay>X Ad0Qa F2NJ I @SNE
Process LiQa GKS &alYS aSi 2F LINE OSéeSsaslsa K |

remains steady and predictable.

¢KS LINPOSaa GKIG dF1Sa dzLd GKS Yz2ai

process or IT application.

(@]

Availability It never gets rebooted, or it gets rebooted often. Essentially, it seems like nc
one cares about its state.

Reboot happened during business hours and no one complained.
Performance { SOSNBE LISNF2NXI YOS A&aadzS yR &2dz |
you will get a formal ticket if the performance is terrible for a long toilneing

business hours. At night, a VM can experience slowness for 1 hour and no
may notice.

Bottom line, what can you do if you aresure?

, 2dz2Q@S | yy 2 dzy thdbtRe Viiavoulsl BeSdmidter] if 1B one claims it repeatedly, yet no one
replied. Anything safer you can ¢lean powering off the VMas powering off disrupts the running
process and close opened fikeRowering off does not guarantee that it can be brought online
successfully.

You have 2 choices:
1 Disconnect it from the networkThis makes the VM isolated, without shutting down the
FLILJX AOFGA2y® LT AlkebwitdzaSRY (GKS *a hgy SN gAf
1 Apply CPUimit to it. This slows down the VM. The VM Owner will feel the impact and complain
AGQa atz2p00
When you do that, ensure you tag the \VNJ Y2 @S (1 KiS¥d Wy GR2 RSN L F (K

spans multiple vCenter servers, WEF Operationsustom property. If there are many of them, create a
dedicated dashboard so you can see them at a glance.

Annual Stocktake

~ A 4 ooaA = 4

' ydzaSR +*a Aa KFENR (G2 RSGSOG® LF¥ &2dz R2y Qi KI @S
VMs.

Stocktake is applicable if your IT business is not profit oriented. This means it applies to internal IT
department even though you have chargeback as you aim to be a good corporate citizen.
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Thestocktakeactually starts from Day 0, where VM is being requested. Make expiry date mandatory, to
catch those temporary VMs. For permanent VM, set it to 1 year. If you set beyond 1 year, you increase
the risk of change of owners and you lose the contacts. Reoagamiscan result in the department or

team owning the VM no longer exist/hat was meant to be permanent VM suddenly becomes unused
VM.

You need to have a process to keep unused VM in check. Have a simple process so that you can get an
agreement from all your customers. As business owners may not know the VM name, include the
following information

Hostname. Take the one from inside the Guest OS, not from vCenter.
Application name
IP Address. They may login with IP address and it rings a bell to them.

vCenter Folder name. This should be the business unit it belongs to. See Part 1 Chapter 1.
95" percentile utilization in the last 3 months.

l

l

l

 Guest OS name and version.

il

!

T 'yeé 20KSNIAYF2NXIGA2Y YR O2yUGSEG @&2dz GKAY]

NISHILILTHIES

What do you rightsize? Not all objects are relevant for rightsiZiiadge for example, an ESXi host. Once
you buy it, you rarely change the size over the lifetime of the seBame with datastore and vSAN.

Typically, wat you rightsize is VM and Kubernetes.

[ S6Q4 RAGS Ayili2 +*ad 2Keé a2 Yrye 20SNEAI SR +aak
Over Provisioning is a common malpractice in real life SDOBese reasons:
Legacy Physical machine was P2V, bringing its configuration as it is.
Cost The price is low for the business paying for the VM. The private cloud is eith:
free or much cheaper than public cloud.
No progressive pricing. An 10 vCPU VM costs exactly 10x of 1 vCPU VM
Education The mindset that bigger capacity means better performance is hard to chanc
Vendor Some sizing is dictated by the vendor owning the commercial software. The
not support if you deviate from it.
Micro Burst This is the hard part. Some applications have sharp but short CPU bursts. T

only last a few seconds, so a 20 second averaging fails to show them.
Highly volatile burst typically does not apply to memory.

Solution:

Collaborate with VM owners since they have business transaction level
monitoring.

Use the 2 second metric in VCF 9.1.

PART 10F 4 Chapter: Capacity Management Pagel36

gAtt


https://en.wikipedia.org/wiki/Stock-taking

Private CloudManagement

Challenges

Taking away resourcesofn VM owner is notoriously difficulT’he political science part is harder than the
rocket science part.

Fear Will it be slow after the VM downsized?

You need to prove, using metrics, that there is no performance degradation.
What if the slowness is caused by other factors? It is possible that other fact
other than CPU or memory were tlaetual culprit How do you prove it?
Solution:

Establish a formal and transparent process where VM owners can see their
performance and usage pattern before and after. The comparison sispaiaflL
month just in case there is month end peak.

Paid For If the VM was already paid fdnpw do you position it, so the original size did n
f221 tA1S I YAadlr1S o0& 20KSNJ LIS2LX
across correcting other departments.

Solution:

Project them as the real hero that saves the company,taednfrastructure
teamas just the facilitator.
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Micro Burst

In the following screenshot of Windows Performance Manager, the 2 CPU shot up to >80% far3ust 1
seconds.

201

10+

5:38:37 AM  9:38:47 AM  9:38:57 AM  9:39:07 AM 3217 AM 9:39:27 AM 333:37 AM 913547 A

Last | 3,509,452,800 Average | 3,509,437,118 Minimum | 3,505,221,632 Maximu

Show | Color | Scale | Counter | Instance | Parent | Object
v — 1.0 % Processor Time 0 - Processor
v 1.0 % Processor Time 1 — Processor

The data point above is per second. If you average the number over 20 seconds, it will show 50%. If you
downsize to 75%, you will likely have higher CPU run queue.

There are 2 main approaches to identify the applications:

T . & RSk ozt G @
The onus is on the application team to inform the infrastructure team that their application has
short and sharp CPU burst.

T .8 RSWE@®@ (0 a
The infrastructure team conducts a company wide scan. Since agent cannot be used, your choice
is esxtop, VCF Operations 9.1, or byiddr own adapter Since 2 seconds results in high amount
of data generated, limit the number to 1000 data points to avoid impacting the system being
monitored.

Best Practices

Hardware Map to the underlying hardware (CPU, RAM) architecture.
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Performance

Collaborative

Show big picture

Encourage small

Application-aware

Open

The Big Picture

If you have thousands of large VMs, how do you communicate easily to your senior management that

AMD EPYC and Intel Xeon use3aore block.

Rightsizing is not about capacity. The capacity is there to ensure
performance, especially during peak times.
Solution:

Include contention metrics in the formul&or timesensitive business
transactions measure at this level and Guest OS level.

Track contention before and after downsize change to prove that there i
impact.Have a dashboard that any application owner can use.

Agree upfront on the metrics antdethodsto quantify performance. Ideally
do this before relationship turns defensive.

Agree on the date of the change. Make it a joint execution.

Solution:

Make a dashboard where everyone can 8gdore vs Aftefor each VM that
was rightsizedThecomparisoris theproof that performance is not
affected and capacity remains sufficient

While a few VMs may not attract the attention of thdevel leaders, the
total may be financially significant.

Solution:

Show a company wide number showing the excess. Report regularly ar
send itto all stakeholders.

Small VMs are immediately provisioned, available via self service.
Larger VMs require more justificatiamd management approvalheyare
alsosubjected to regular review of their consumption.

Solution:

Progressive pricing. Discount for small MU§subsidized by premium pricin
of large VMs.

Certain applicationsuch as Java VM and databases manage their own
memory.

Kubernetes Node does not run applications directly. They run container
which in turn run the processes and threads.

Solution:
Exclude them from the standard formula. Work with the DBA or K8 SRE

¢NI yaLl NByOeé odzAtR GNMzaG a AGQa

many of the large VMs do not use the CPU given to them in the last few months?

You need to present a convincing chart, that shows the utilization of hundreds of large VMs (which you
defined as having > 16 vCPU) every 5 minutes, so a short peak is not excluded in your presentation.

The first thing you need is to create a dynamic group that captures all the large VMs. Create 1 group for

CPU, and one for RAM. You then plot their utilization, every 5 minutes, in the last 3 months.
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In a perfect world, if all the large VMs are right sized, which scenario will yoses=ario 1 or 27

Both scenarios show the average CPU utilization of the large VMs.

Scenario 1 Scenario 2
e Max among all Vivis 100
Average among all VMs an
20 20
70 Max among all Vs

15 &0 Average among all Vs
50
10 40
30
5 20
10

0 > o >

O:00 9:056 9:10 9:15 920 9:25 5:30 9:35 9:00 9:05 9:10 9:15 920 %25 9:30 9:35

CKIGQa NAIKGD® { OSYINR2 HO

Because the group has hundreds of members, there is a good chance that one of the large VMs is using
the CPU given to it. On average, they should be hovering around@®, as at any givenrbinute
interval, some may be idle while others may be busy.

¢tKS (GSOKyYyAljdzS 6S dzaS F2NJ 624K /t! IyR wl!a FNB GKS
Once you create a group, the next step is to create supermetrics

Maximum() Maximum CPU Workload among these large VMs.

You expect this number to be hovering around 80%, as it only takes 1 VM an
all the large VMs for the line chart to spike.

If you have many large VMs, one of them tends to have high utilization at any
given time.

If your Maximum line is constantly ~100% flat, you may have a runaway proc
To find out which VM, list the VMs and set the"&ercentile of the time period
@ 2 dzZONB ATyieirdAda Sl be at the top showing 100%.

If this number is low, that means a severe wastage.

Averagd) Average CPU Workload among these large VMs.

You expect this number to hover around 40%, indicating sizing was done
correctly.

If this chart is below <20% all the time for the entire month, then all the large
VMs are oversized.

Why is it notneededto create the Minimun?

There is bound to be a VM who is idle at any given time.

The2line chars show us the degree of over provisioning. Can you tell a limitation?

It lies in the counter itself.

We cannot distinguish if the CPU usage is due to real demand or not. Real demand comes from the
application Nonreal demands come from the inB&ucture, such as:
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Guest OS reboot.
AV full scan.

Processunaway This campotentiallyresult in 100% CPU Demaifithe application is muki
threaded How to distinguish a runaway procdsam legitimate high workload is the challenge.

Progressive Pricing

How do you prevent oversized VM to begin with?

Il AydY K& R2SayQi Of 2dzR LINPGARSNA tA1S !'2{ KI @
¢tKSe KIS y2 AaadzsS +ta AdQa 3I22R F2NJ GKSANJI 6dza A
One effective solution is progressive pricing. We cover this in Part 1 Chaptet& PriceManagement

LT &2dz R2 y20G OKIFNHBS FT2NJ +taz (GKSy &2dz2QNB t STaG |
bigger the VM, the higher the approval chain. You can also make the form more complex, needing more
justification for monster VM.

Regardless of the pricing, make sure each VM has life span. While they can live forever, they are
subjected to annual confirmation that they are still required by the business.

Start Small?

Considering the above problem, how do you prevent the problem to begin with?

One idea is to give every VM a minimal size regardless of their requirements. As this standard is small,
majority of VMs will end up needing an upsize over time. So you need to be prepared for CPU Hot Add
and memory Hot Add.

There are a few things to consider before taking this approach:

1 It goes against the service provider business model. This is classic System Builder, where IT acts
the infrastructure architect, getting involved on VM sizing discussion. Ideally, you use price as
your primary lever for sizing, as you may not be familidh the load of their applications.

1 Upsizing logic is more complex than downsizing. You need to consider NUMA impact on
performance. The maximum size also depends on the ESXi hosting the VM.

9 It can be abused. A synthethic load can be added in the ¢@aenter this by having a continuous
andlongterm monitoring.

1 Upsizing needs to be more responsive. While application team can tolerate weeks before you
downsize their VMs, they probably want their VM to be upsized within the same day. And if
performance is affected, they may even ask for it to be done within an tioso.
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Before vs After

{AYyOS &2dzONB NBRdzOAYy3 /t! FTYRKk2NI YSY2NES AdQa SaasSy

changes.

CPU

The overall utilization should remain the same. If the CPU cgladggin GHz), increase the share instead
of adding back the vCPU.

If the usage was spread across all CR&/rémaining CPU will likely show higher utilization.

If the usage was uneven, the remaining CPU will show similar utilization. In the following Windows
machine, the CPU basically took turn to run.

CPU1 100%

T -
The CPU run queue should not go up. It should remain the same. If italmek the thread states
metric.

The CPU context switahould go up, if the application runs many threads. Ensure the increase is
negligible.

Memorv

When memory is reduced, you will likely see less free memory, and more active swapping.

If the VM is large and suffers from NUMA, the Local NUMA metric should go up. This should improve
performance, especially on memory intensive applications.

Using Microsoft Windows as an example, you will likely the Available (MB) metric drops. This is fine as the
memory is not used. It is not deleted as deleting it serves no purpose as there is no demand.

P |

ol Hardware ‘-‘E In Lse B Modified . Standby ol Free
Rt ryed 14560 ME 225 MB Q560 MB 8074 MB
329 MB

Svailable 17654 ME
Cached 4B05 MB
Tt 32439 MB
Instafled  32TGA MB
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Other Chanoes

/ KFyasSa Ay /t! YR YSY2NER dziAtATlFGA2y OFy o6S Ol
comparing apple to apple by plotting disk IOPS, disk throughput, network throughput and network
packets/second.

Sizing Logic

Rule Description

LiQa y2{0 2c ltneedstoconsidennmetdemand. CPU wants to run, but it cannot.
Memory has lots of pagiaultsin Guest OS memory.

LGQa y2{4 2c Sizebase onwhatthe Guest OS needs to perform well, not just base ol
gKIG A4 RSYlFyYyRa G LINBaSyido ! LIL3X
operate optimally without buffer.

In capacity, we size not just for demand, but also for performance. While
can satisfy the demand for memory with just the In Use, it might come a
the expense of performance. The only thing faster than memory is CPU
make sure CPU is not waiting fitata. This is done by caching as much as
possible, as it's hard to predict what pieces of data is required by the
program.

Includes peak /| 2Y&AARSNI GKS o0dzae 2N LISF] LISNAXZ2F
work the most

Consider big picture A single Eminute burst is too short a timeframe to determine the entire
next 3 months. Consider long term pattern. This alone makes sizing an
as you need to know the nature of the workload.

Excludes IT load Exclude the time when the Guest OS is not doing business workload. T!
are a few IT workloads that cause high utilization. Common ones are Gl
OS reboot, Guest OS updates, aitus full scanning, agetttasedfull back
dzLJd {2 f2y3 Fa GKS&AS GFrajla R2yQi
work, you can exclude them. The exception is when your VM needs to r
at these nonrbusiness hours too. So it depends on the VM.

This is the hard part, as it requires awareness of the footprint (read: pro
name)
Sizing upwards and downwards should have identicakideration

1 The only difference is they have different boundaries. The lower boundary applies to downsizing,
and the upper boundary applies to upsizing.

For downsizing, Guest OS needs a minimum amount of RAM to operate.

For upsizing, consider the NUMA boundary. Also, a VM should not be larger than the total
YydzYoSNJ 2F t23A0It LINRPOS&daaz2NBR 2y (GKS 9{- -A 1|2
smaller as you want to account for the VMkernel overhead.

As you can see from above, sizing is complicated. And the above is just Guest OS. We have not conside
other things that need sizing such as Containers and Business Applications.

The art of sizing has 2 parts: time and metric.
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1 First, we calculate the value for a given point in tifilke correctness of the input value matters,
else you hav&IGCOeffect.

f Second, we plot thousands of these values over time, and project it over time. The projection has
to consider the peak cycle, meaning it has to be geared towards conservative sizing. It also has to
consider the business cycle. If you have annual sales,abesider annual data.

viigl alivii

The arrival of the cloud makes migration more common than before. While the destination differs, the
sizing methodology does nofhere are many examples of migration. Popular ones are:

9 From old DC to new DC.

1 From onpremisesto cloud.This is typicallyMwarebased clouds you can simply move without
changing VMExamples ardmazon VMC and Microsoft AVS

1 From Cloudo on-premises¢ KA & A& (GeLAOFfte& RdzS (2 KAIK Ozado
if you apply &b-yearTCO. Cloud used to give newer hardware, which is no longer the case.

In the above, you typically change all infrastructure. New server, new network, new storag&Dia@
You may virtualize networ& securityby adding NSX. You may also virtualize storage by going vSAN.

Migration ranges from a simple 1:1 to complex M:N migration. It also ranges from a single cut over done
over the weekend to multiple migrations lasting years. Destination can fgem (e.g. clusteupgrade
2NJ Of 2dzZR® LQ@S 4SSy 020K RANBOGAZ2Yya®

Challenges

Regardless of the migratidgipe and scopgthere aresome common changes abdsicrequirements.
Thesecouldcreate challenge in the migration project.

Faster Destination

You areusingfaster & biggehardware You havéligher CPU speedjore CPU cores, faster RAM, faster
storage, bigger network, less network hops, étdi Qa4 FlF &G0SNJ 6& |G €SI ad nE O2 YL
environment it replaces

lyR GKFGQa SEIFOGfest@kKSNE G(KS LINRP6ESY YAIKI

A VM that takes 8 hours to complete its batch job may now take 2 hours, all else being equal. So it
completes the same amount of work, doing as many disk, network, CPU, memory operations in 4x
shorter duration.

So what happens to the VM IOPS? Yes, it went up by 400%, all else being equal.
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What happens to VM CPU Usage? It also went up by 4@9%thas to complete the same amount of
logic. Suddenly, a VM that runs relatively idle at 20% becomes highly utilizet\8@¥owas an oversized
VM has become an undersized VM.

| call the above aBerformance Multiplie®d ' Yy F2 Nlidzy 6 St e AdQa KIFINR &2
are better off testing with a few well known VM first, such as infrastructure VMs or applications that are
owned by IT. Examples are email servers, file servers and your Active Directargsservi

Because of the above, my recommendation is to keep the VM size. Do not rightsize and migrate at the
same time. If you change the size, you will be in the defensive position if there is performance issue.

Different Architecture

The destination could be usisgftware-definedstorage andnetwork. BothvSAN & NSX consume ESXi
CRJ and memory, not to mention storage and network. You must also be aware that certain vSphere disk
space counters got affected by vSAN FTT policy.

LF¥ @2dz2OQNB YAINI GAy3 (rRanagemsnt |Qathid &ROT loadudh &s vZehtérdindi K |
NSX Edge appliancase also residing on the same clust€he unique nature of Viare-based cloud

migration creates situations that you need to address. For examplenged to watch Elastic DRS if you

do not want it to get triggered.

Cost Pressure
| 2¢ R2 @&2dz GéeLAOrfte 2daAadiArATe (KS 0dzRISG F2N (K.

Yes, you promise higher consolidation. You have more CPU cores, more RAM, so logically you use high
overcommit ratio. AsMark Achtemichulsaid inthis article use it carefully.

Since you have to increase overcommit ratio, how do you then prove that performance will not be
affected as you drive utilization highefhat calls for a Before vs After performance comparison.

Enterprise IT (readnfrastructure Team) is also using the opportunity to riggize VM, but VM Owners
are against downsizinglow to downsize VM without impacting performance?

Long Migration Project

The problem with project that lasts months is things change. The application may change due to busines
or technology requirements. The people (application team, infrastructure team, management team) may
change and politically this can complicate mattarldrge scale project, the intddC pipe can be a choked
point if large number of VMs on both sides are communicating at the same time. For example, if you only
have 10 Gb/s bandwidth for intddC, it may not be enough when you have 500 VM on Site A ¥00

on Site B using the pipe. You essentially only have 10 Megabit/sec per VM. You can try to group the
applicationsp dzii @ 2dz Ol yQi O2y(iNRf AT (KSe& OKIFIy3So
CKA& A& K& LQR NI GKSN)I OK22aS AydSyarde 2@0SNI 4.
slowly.

The following shows an example where the migration takes 6 months.
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| drew 1 source cluster and 1 destination cluster. In reality, there can be many to many relationships.

The source cluster has both less capacity (hence smaller area) and slower performance (hence darker
color). This is &ypicallyscenario as the new hardware typically delivers faster speed and more space for
the same cost.

€& months elapsed Time

1 VM l%igrahﬂi Last WM ;11lgrdled

Worst
; Performance

Source Cluster = Best
(old HW) S .

" Performance !
Worst |
" Performance ;

Destination Cluster
Best = (new HW)
Performance i

o

H 1

What potential problem did you spot?

This long migration period created an undesirable situation where the first few VMs enjoyed the whole
cluster. They could run with O contention as there was enough resource for everyone.

Application team felt the responsiveness. Everyone was happy. They might start new features or load the
systems even more. Overall utilization went up. So far so good as there was enough capacity.

As more and more VMs get added, the new infrastructure hit the pointvefcommit At this point, the
VMs would begin experience contention.

On the other hand, the remaining VMs in the old clusters began to experience less contention. So their
performance actually improved. The application team felt good, staded taking advantage of the

newly found performance. They begin changing the application or increasintathesize® ¢ KS dzia SNA Q
expectation also went up as they can do more work. Everyone is feeling more productive.

¢KS flrad +£a G2 0S YAINIGSR YAIAKEG 3ASH I aKz201® ¢KS L
viewpoint.

The above could result in mismatch expectation. This is why SLA matters. You also need to have the SLA
agreedpriori 2 G KS YAIANI GA2y® 52 y24 SKHSTe YSyi NGZDENR @ OXY LUQI:
control.
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Best Practices

e W

it 7

Migrate Si ign Off Re-distribute Right-size
P L )

Complete in 1 After sign-off, move After 1+ month or

migration window. VMs to the final when the new

This reduces round destination cluster workload pattern

trip over the inter has emerged, right-

oC link. size for both

Do it cluster by p&rfur.mance and
capacity.

cluster, 1:1 mapping

Migration is best done as soon as possible, ideally in one migration window. This minimiZ2Gnter

traffic. For example, if VM 1 talks to VM 2 and VM 2 talks to VM 3, if you somehow forgot to migrate VM
2, you have a ping pong traffithe latency and bandwidth could cause application performance. So pick
the longest window you can get, such as major public holiday or company shutdown.

Migrate 1:1. This means 1 source cluster and 1 destination cluster. Obviously, you exclude the powered
off VMs  This makes migration management, and VM troubleshooting easier.

Within a week, get a sign off. Before sigfifi do not allow changes as that can make comparison invalid.
Changes include application, business functions and infrastructure.

Do not rightsize using the utilization data of the old Data Center. Wait until the new pattern establish
itself. | recommend resetting the capacity engine starting date.

Infrastructure Sizing

You areplanning a tech refresh for Cluster X. It has 24 ESXi and 1000 VM. You are hoping to reduce
infrastructure to 12 ESXi, hence youy newer CPUncrease theclock peed and add cores per socket.
With such major changespd/ou consider individual Vieghe by one or you do see how they behave as a
group?

The answer is the latter, as 1000 VM will not peak at the same time.

Do you consider what happens inside Windows or Linux, or do you see their footprint on your ESXi? The
correct answer is the latter, as what happens inside is irrelevant.

Simple Migration
Aim to do a 1:1 migration. 1 cluster to 1 cluster. After you migrate successful and got the sign off, you
then move the VMs into their final destination cluster.

If you do this 1:1, your sizing becomes much simpler. You simplyestitoom for the next 3 years or so
at the cluster levellf your new cluster sports vSAN and NSX, you need to consider their overhead.
Speaking of overhead, you also need the VMkernel overhead, which varies.
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The issue of you have with the single VM gets amplified here. Instead of dealing with just 1 faster VM,
you now deal with many. Even if the workload is identical, since they complete the job in much less time,
your workload pattern turns to spiky. What thd minute now take 20 second§your monitoring is 5
minutes, your observability is 300 second average.Caminave microbursts that you cannot seghis is

why using the 2&econd peak metrics recessary

Be aware of heavy hitters VNLonsider 2 VMs. Bottave 16vCPU. Both are running hot, but one of

them is heavy on IO. It sends a lot of network packets and doing lots of disk IGR2S Ik has a
RATFSNBY (G F2204LINARY G 2y (GKS 9{-Ad LGQa YdzOK Y2NB
by other physical core¢. K| 1 Q& ¢Ké& &2dzNJ aAl Ay3 &aKz2dzZ R Ay Of dzRS
throughput.

A ¢
ax

Generic Formula

New Sizing= (Sum of VMs Usage x Future Growth x Performance Multiplier) + Overhead

Where:
Sum of VM It is the chosen number to represent all the data in the assessment period. Ide
Usage 82dz OF LIidzNB mb @8SINJ a2 @&2dz R2 y2i )

as there are that many-hinutes in a year.
So what numbers do you pick?

If the chart is trendingespeciallyjupwards,you need to account that the workloac
Ad AYONBIFaAyaod {2 LQR t#eSaythe IBPeRBO (
The percentile also treats recent data as more relevant.

For such large data setdhere carbe outlier. Both projection and percentile
handle this.

Future Growth ~ The headroom you need before you top up hardware. So if you buy every yea
then you need at least 1 year of buffer

Performance An additional buffer you put to account that faster performance.
Multiplier
Overhead Virtualization layer, which is vSAN + NSX + VMkernel load

CKAA Ad GKS NBLazy sKé &2dz OFyQi Gt
2PSNKSFR Aa RATTS NBhaiwarelisbigogr, ahdiypuSriaye
have vSAN and NSX.

Notice something missing?
,8as AiQa NBaSNBIFGAz2yd L SEOfdZRS Al | &4 inégmiaf ySSR 2
Usage or Reservation.

Snecific Formula

The generic formula we have needs to be applied to each of the 4 elements of infrastructure. CPU,
memory, disk and network need to be treated differently.

2S taz2z ySSR (G2 FLWXe (2 &aLISOANTA A KAolXZO Gl § Srieaal adi2l
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CPU Yaur main number is in GHz.

You support that with another number, in vCPU. For vCPU, the performance
multiplier does not applyas you maintain constant. Usageéesed on allocation.
Overhead is expressed mphysical core, so you apply it on the Usable Capacity
instead.

Allocation Sizing €Sum of VMsCPWonfiguredx Future Growth)
Make sure this number is within your comfort level.

Memory . 2dz 2yte KIFE@S M ydzYoSNX» LGIQ&a Ay D. d
t SNF2NXI yOS adz GALIX ASNI R2Sa y2d I LL
New Sizing = (Sum of VMs Usage x Future Growth) + Overhead

Disk Your main number is in GB. It only covers disk sgamecePerformance Multiplier
does not apply here.

You typically do not migrate snapshdtou will also exclude non VM such as
orphaned vmdk and template.

New Sizing = (Sum of VMs Usage x Future Growth) + Overhead

Yousupport that with 2 numbers, one for IOPS and one for Throughput.
Performance Multiplier applies here.

G{!'b YAIANIGA2Y ySSRa (2 O2yaAiRSNI g{
from hardware level to VMDK level.
Network Your main number is iGigabit/second.
You support that with number of packets/second.
Make sure both numbers are within what the new hardware can deliver.

Sambple Output

You do the above exercise per cluster. You get something like this

CPU Memory Disk Network
OldCluster01 145 GHz 3.9TB 8.2 TBspace 38 Gbps
3504 vCPL 8374 10PS 83K packets/s
49 B/s
throughput

The above is only valid for a 1:1 migratiémything more completakes us to the realm of complex
migration.
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Complex Migration

From that simple migration above, you can see #aimplesizingexercisebecomes complex when the
destination is much faster. This turbocharges the VMs, changing the workload pattern.

This becomes gealissue in complex migration, defined as migration that you cannot complete in a single
shotor migration where you mix the VMs across clusters

Long Migration Project

If you need to migrate over multipigreen zonesstretching the period intononths,you need to treat

sizing asn iterative process.
High Level Petailed Destination ; ; .

Performance Multiplier
— Actual results

feedback to adjust sizing

In complex migration, iloes not begin with what you to migrate. It begins with the destination. You plan
your end state first, add what you want to migrate, and then work back and forth between the 2 sides.

The reasons why you go back and forth are:

Speed SeePerformance Multiplier

Time In a largescale migration, it can take months. During that time, the workload m:
change. The new features added by the application team may alter your sizing

New workload  Because the migration period stretches over time, you get new VMdithabt
exist in the old clusters.

Selection You typically do not migrate everything and you may use the migration as
opportunity to regroup. For example, you may move frpai departmenito per
class of servigeas your IT business changes frégstem Buildeto Service
Providet

Migration Group
What happens when your consolidation is noteto Ong but Many to Many?

For example, yoare consolidating from 4 clusters tol9, but the VMs ira singlesource clustewill end
up in multiple destination clustsr The following examples showssold clusters beingonsolidated into 3
new clusters. However, the VMs are being reclassified.
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| e ol Gold Class
— Cluster 01
| Cluster 02

Silver Class
sz, e o
| Cluster 04
— e Silver Class
T O et G

This is more challenging as each VM can potentially hsiegvn usage pattern.
Take for example, you have 500 VM in a cluster, but you only need to migrate 100 of them.

Do you take the individual utilization one by one, estimate the size for that VM, repeat for each VM, and
finally simply sum all the VMs up?

,2dz OFyQd R2 GKFG Fa dKSe& Ylé& LSKH] d RAFFSNBY

This makes the sizing process cumbersome as you must create group. 1 group for each destination
cluster.If you have 30 destination clusters, you need 30 grolipgsmigration grouis become a central

piece of your migration monitoring and sizilgK S & ¥ 2 NXBefbree LIk #iRE @ T ¢ €S I NP dzl
O2yarail 2F 2dzad zad 0SOFdzaS (GKFGQa oKI G @&2dzQNB
and adjusting later oim the project As you migrate a VM, remove it from this group.

The main limitation of the migration group is it has no historical data. The data starts from the time the
group is createdTo see the past, use super metric preview as a workaround.

Rolline Up

As partyour overall planning, you need a total number. How do you prevent this number from being
inaccurate?

The answer is you cannot.

Take for example, 2 clusterBhey have highly cyclical worklgaghich goes up to 90% and down to 10%.
Their workloadpattern happens to beomplimentary. When Cluster 1 is highly utilized, Cluster 2 is lowly
utilization. If you combine them, you get a flat line utilization.

Each cluster has 10 hosts. But because their workload do not overlap, when you combine, the total
utilization is only 11 hostsot 20 hosts.

So what is your sizing requirement at vCenter level?
11 hosts or 20 hosts?

The answedepends orwhether youplan to combinghem2 NJ y 2 Ay (GKS RSaAGAYIl
you need to begin with the end in minld.you plan to combine, the answer is 11. If not, the answer is 20.
Big difference.

What if you do not know yet?
That means you have 2 numbers, servingoagih estimate of the minimum and maximum.

Use these numbers as the guide. As you migrate, you agljustsizing.
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Reporting

When you are migrating your customers workload to another infrastructure, the onus is on you to prove
thatyouarey 2 0 OF dzaAy 3 LINRPof Sya G2 GKS +aa 2N ! LILI AOFGAz2Y
migrate, andyou arenot giving them a choice.

To you as infrastructure team, the migration is a capacity exercise. To your customer the application
team, they care more about their VM availability, performance and security. This means you need to
quantify thedBeforee I AftRE a2 | @2 A R Yat thedeydI Re@eNJ yiot hivik A00@EVM, you
need to do 1000 comparissn

Thiscomparison cannot be done immediately after a VM is migrdteaeeds to consider a longer
timeline, such as 1 week, for a more complete comparison.

On the other hand, you do not and cannot make the pagjration comparison too long. Compare 3
months of before against 1 week of after.

ik before migratic weak after migra
mm-m m wecd mmm
|
WM 007 Average Performance (%) = 73N Wi D07 Average Performance [6) TN,

Migration Group ABC Average Performance (%) = B1% Migration Group ABC Average Performance (%) = 85%

How do you report that the migration does not result in availability, performance and security
degradation? If you promise improvement, how do you quantify that?

Consumption First, you prove that the VM is not doing less work. That means CPU utiliza
Disk IOPS and Network Throughput.

Expect the numbersot to drop.
2SS Olyy2id 02Y0AyS (KSasS 02dzy i %NB%.I
2 Ke A& YSY2NE y20 AyOfdzZRSRK aSY2NI
cache. The memory counter at VM level is irrelevant, and the memory coun
at Guest OS level is not within your control.

Contention Second, you prove that your laaS is serving the VM well. That means CPU
Memory Contention, Disk Latency and Network Dropped Transmitted Packe
Plot the contention number using the Z@&cond peak counter.
Expect the numbers to drop. If it increases, it remains below the promised ¢

If you are responsible for the Guest OS, then you need to show that queues
not higher post migrationThis is why | recommend to keep the VM size. Let"
oversized VM be migrated as it is, and rigtge it after migration is signed off.

hyOS @&2dz K9S (GKS 062@S ydzYoSNRX Ad0Qa | YIFIGGSNI 2F L
The above solves it for 1 VM. How to measurenfianyVMs?

As usual, gu createa groupto help manage at scal€or each migration batch, you create 1 group. So if
you plan to migrate over 35 windows, you have to create 35 groups.

1 migration window should be kept within the day. This makes Yetwre vsAfter comparison easier. If
82dzOQNB YAINI GAYy3 oE 2y CNARFI& yAIKGZT {FddNRIFIe yA3aIKI
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Configuration Management

Part 1 Chapter 4

ConfigurationManagements aboutpreventing issues caused by incorrect settirgggsuringthe actual
configurationsettings matches the intended or desired value. The configuration of hardware and
software products must be identical with the documented systems architecture.

We should be able to quantify configuration manage. This makes it easier to track over time. We can
assign 100% where there is no configuration issue, and 0% where none of your desired configuration
rules are being followed
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Approacn

Configuration management starts withpéan, where you decide what settings are suitable for what
objects. So have your plan documented as corporate standards.

The actual configurations you have in production should reflect your current architecture standard and
security policy. Your architecture or standard may change over the years, but it should be documented.
You then use the configuration dashboards to coreghe reality versus intended standard. If they

differ, one of them is wrong and needs to be addressed.

Standards make operations simpler and are often required for compliance. For example, you have a
standard for VMware Tools versions, and you choose one version as your standard, but allow 2 other
Versions across your environment as it takes time to upgr@el can create a pie chart showing the
distribution of VMware Tools version. Each slice in the pie chart counts the occurrence of a particular
value. You should expect to see only three slices. If you are seeing more than three, then the reality
differsto your standard.

The plan should cover beyond Vdife to dependencyFor example, ethernet jumbo frame needs to be
configured end to end, including all the physical switches in betw8etiingsmust alsabe checked
across the entire stack, especially the lowsgreras problem in dayerwill impact thelayerabove it.

The challenge is balancing conflicting requirements, while meeting constraints such as cost and capacity.
For example, you may have to mix different classes of service in a single cluster. Compromise like this
makes configuration management essential.

It is a nevetrending job as you need to keep up with the versions and product end of life.

Wrong configuration can be costlihere are6 areas ofoperations that could bémpactked, so choose
your trade off carefully.

1 Availability

1 Performance
1 Capacity

1 Cost

1 Security

1 Compliance

In addition, there ar&/CHoroduct specifisettingsthat need review such as:

f License.
Make sure you have the correct amount for each type of license.

1 Certificate.
Many parts of VCF have different expiry dates.
1 Configuration Maximum.
This is especially relevant in a very large deployment where you hit the limit of VCF scalability.

f Users and roles.
This includes the service accowmd locallydefined account.
This includes password management.

7 Log.
ESXi, vCenter, NSX, etc. are configured to send the correct type of logs.

1 Compatibility
As you need to eventually patch and upgrade, this becomes a cycle.
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Purposedriven Architecture

How do you reflect the businessyour private cloudarchitecture? How does the architecture enable an
applicationcentric operationswhere everyone can see the business divisions and their applications

My answer is a tojulown tagging.

Label or Tag

Label is type of property. i¢ always externaWe attach isto an object. 1 Q&4 F RRSR 2y (2
of its creation or during its lifecycle.
[ S4doa GF1S Ly 9{ - A Kz2ad +a Iy SEIYLXSY

1 The serial number is not a label.

9 ¢KS t20FG4A2y A& | tl10Std LGQa I RRSR o0& az2yYs
Taggives context to various persona running your operations. The contarpi@rtant. Many customers

struggle with tag management as it spans many parts, across software and hardware from all the vendor
that you have in your environment.

Label needs to be designed top down so tags are complete and correct.

[ GSA2NRT S 22dNJ G133 a2 AdGQa -&tingfagNhdirgernafgsy | 38

Business Taos

These are the tags that application team or your customers care. Have an agreement with them. Note
that different department will have different requirements, but you only have 1 set of tagsawe a
company wide proposdiefore meetingeach group.
Example tags

1 Cost Center. This enables chargeback and reporting

1 Class of Service

1 Department. Map this to vCenter folder

1 Owner email.
At the very least, you need the email so system can automatically notify them and ask for
approval. In large organization, evenull hame may not be unique

1 Owner phone.
For mission critical VM where you need to contact urgently or after office hours.

Balance your tag. Too many tags and it becomes a challenge to update them. For example, if you have
10K VM and each VM is tagged with the direct, actual owner, you can end up with hundreds of names.
¢tKSAaS LIS2LX S YI & OKLIy3S easoridedtdbhsiSabiishesNRyeednEnt \@hbik f
you have 1 contact person per department
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IT Taos

These are the internal tags for your infrastructure team.

Example tags:
1 Refresh Date.
The date or month or quarter where the hardware is due for a tech refresh. Use the end of
warranty as a consideration, and establish a policy on when to upgrade.
1 Class of Service
For VM, this isnherited from the cluster where the VM isrunnidg L G Q& F dzi2Yl GA O £ € &
new VMs or relocated VMs

1 Location.
For hardware, it helps to know the physical location within a DC floor.

1 Importance.
| prefer this terminology over criticality as criticality mixes urgency and importance.
Give a clear but short name such as high, medium, low.

1 Environment.
Example values: Production, QA, Test, Development.

Imnlementation

Use the VCF Operations custom property as opposed to vSphwerand annotation These two features
were designed much earlier and have limitations, all of which were addressed by VCF Operations. For
example:

T [AYAGSR G2 @{ LKBoKBNAMSMcbsoftblisiiedsiappiicatioriid]

9 1A&G2NAOFE RIFEGE y20 1SLIWN® ,2dz R2y Qi dndwhd o KI 0 GK
changed it

9 b2 Reyl YAO YSYodaidalldssign to bbjegtihat mMeetzerRcted criteréand
membership do not automatically update.

9 2 fdzSa FINB Fff A0GNARYy3Iad , 2dz OFy Qi R2 YdzYSNAROIf C
numbers.

1 The values inSphere annotatiosare freestyle string, meaningd/dz OF y Qi O2y G N2t (KS
consistency of the content. On the other hanéiphere tagKk I @S NA IAR @l f dzS® |, 2dz O
value; it has to be chosen from predetermined list. It is not practical with information such as
LIK2yS ydzYoSNBRZ a4 GKS@QNB fA{1Ste& dzyildzsSo

1 Tags are pevCenter, so you need to maintain copies across all vCenter servers.

The following screenshot shows how to dynamically tag all VMs that are in Gold Clusters as Gold VMs.
Gold Clusters are in turn a custom group whose members are clusters that provide the gold class of
service.
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Edit group

o
(8]
Dafine membsrship criterla

Salpct the Object Type that matches all of the followi= critena

1shi escanant of

Add ancthar crfana s

Naming Convention

Have you ever heard of stories of changes being made by accident to the wrong VM or ESXi host or LUN
because their names are similar and hard to read?

Yup. We all have been there

Is the VM naming convention easy to understand yet hard to make human étow?about the Guest
OS naming convention?

Does the VM name and Guest OS name map? Is it easy to figure one from the other?

Guidelines for naming convention:

1 Make it easy to understandthe business context (especially useful for new staff).

1 Reduce thehance of making human errée.g. typo).

1 Reflect the criticality of the VM (class of service)

1 Provide some context (e.g. name of department owning it).
Thereis®@ Yy SSR (2 LINRPGARS (GKS 26YySNIAYF2NNIGAZ2Y AY
property and vSphere folders.

Design a naming convention for the following:

Category Object

Consumer Guest OS Ideally there is a way to map it to the VM, so keep ther
fairly similar For example, WIN for Windows family, an
LNX for Linux family. Avoid LIN as that is too close to \
both in spelling and in pronunciation.

VM Typically this would be the same as the OS hostname
manageability reasons
It should have the owner ID, such as the department
code.

RDM Design them as one set.

vwWOL Make sure the name is unique across multiple physical
arrays
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Provider

vSphere

VSAN

NSX

Kubernetes

Fxambple

Resource Pool
ESXi

Cluster

Datastore

Datastore Cluster

Distributed Port Group
Distributed Switch

Folder

Data Center
vCenter

Fault Domain
File Services
NSX Edge
NSX Manager
Logical Switch
Group

K8 Container
K8 Pod

K8 Workload

It should have the parent cluster it belongs to

it should have reference to the physical location (rack,
row, floor) of the box.

Class of service

Designed them as one sdthe port name should tell
which switch it belongs to.

Make sure the 4 types of folders have unique and easy
naming convention. It has to be unique across vCenter
servers.

It should

Avoid including the size as it may change.

Designed them as one set.
Make sure the names are unique across K8 clusters.
It should have the business owner ID.

The name should reflect the object. This is less important in the Ul as have you the context. But in code

GLINEINI YYAYIOS Al

| SNB Aa

Part

Value

Class of Service GLD | SLV |

Location

PART 10F 4

BRZ

SGP | SFO

Meaning
Gold, Silver, or L

Bronze

The physical
location of the

Chapter: Configuration Management

KStLla G2 (1y26 o6KIFIi 2062801
YEYAYy3 02y @SyiGAz2y LQR dzaS F2NJ Ot dzadSNJ FyR R
Reason
dza§ GKA& & GKS ¥,

the most important one.

| avoid Tier 1, Tier 2, Tier 3 as it could be
unclear if Tier 1 is higher than Tier 3. Also,
they also differ by 1 character, which is prot
to human error.

¢tKAa&a R2Sa y2i4 OKIy3:
For stretched clusters clusters spanning twc

cities or availability zones within a regign
suggestions for the location code include:
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1 Combining both city codes, e.g.
SGPSFO.

1 Using a code for the country/region
the stretched cluster is in, e.g. APJ,
ANZ, AUS.

9 Using a generic descriptor like STR
MAZ (MulttAZ).
Different options are suitable for different

scenarios depending on your business and
where you operate IT infrastructure.

Environment PRD | DEV Production, Different treatment or context.
Development
Serial No 1 No meaning Just in case you need to have more than 1.

Note if you have 3 digit it increases the
chance of making a mistake. Think of a way
to group them.

Using the above, you get names like VMBNSGLDSGPDEVL1 for the first vSphere gold cluster in
Singapore serving development workload, and VIM@WWSSLVYSFGPRDEO for production silver cluster no

9 in San Francisco. | added VMW as you may havw&/hware patforms (such as AWS or mainframe) in
your environment.

L Q R LG CRoRlocal datastore)/SANor vSANVYMFSor networked VMFS andFSfor NFS type. Raw
Device Mapping LUN should have RDM or VMW, whichever easier for your storage team

52yQi 06S KSaAadlyd G2 dzaS RIFaK 2NJ dzyRSNIAYS | & |
delimiter to use in code when managing environments through automation.

Review Approach

There are literally thousands of settings that you need to mankge: do you know you cover them all?

Focus on the impact to dato-day operations a product has, rather than tleature of the product itself.
Take the view from Day 2, not DayProducts under monitoring, such as vSphere and vSAN, can have
features that are related, but have different impact to operations.

VCF Operationimkes the principle that there are different impacts to operations, and applies a
methodology for looking at configuration. It does not group the settings by features or objects. Rather, it
begins with the impact in mind, and prioritize what can be done.

There are 3 dimensions to consider, resulting in 3 ways to redise.all 3 to ensure completeness.
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Tima Correct it? Update it? simplify it? Optimize it?

Consumer Objects: Guest 05, VM, K8 Pod, K8 Namespace

Provider Objects: ESXi, Resource Pool, Datastare, vSAN, NSX

Server Storage Network

Dperatior Availability Performance Security Capacity Cost

Thefirst one is based on time. You assessmiust pressing issues first. You also check them more
frequently.Use a 4step check, starting from the most urgent.
The seconane is based on the SDDC architecture. There are 2 types of objects, consumer and provider.
1 Both are equally important.
9 / 2y&adzYSNJ Ada AYLERNIFIYyGd a AGQa ¢KFG @2dz2NJ Odzad2 YSN
1 Provider is important as it can impact many consumers.
As VCF is a type of SDDC, you can review from the 3 types of infrastructure:
1 Server or Compute. This covers CPU, GPU, and memory.

1 Storage. The staclstart with Guest OS patrtitiod, VM virtual disk. From here it covers
technology such as ESXi storage subsystem, datastore, RDM, vVOL, and vSAN.

1 Network.

The last one is based on the pillar of operations.
9 ¢KS FTANRG (G2 OKSOl Aa l@FrAflroAftAGes a AGQa
becomeirrelevant.
For hardware, higher availability is achieved via redundant component.
For software, higher availability is achieved via clustering technpleigly 2 load balancers
fronting the nodes of the cluster or farm.

[atN
~
w»

T Just because something is up, does not mean it is fast. This is why performance is ¥eoond.
check for configuration that impacts performance.

9 Wdzad 0SOl dzaS &a2YSUKAYy3 Aa Flradax R2Sa y20 YSFy Al
into play.
1 Other areas of pillar operations worth checkisgapacity, cost and sustainability.

Time-based Approach

Step 1 Address settings that are incorrect, insecure, not following your corporate standard
against best practice. You should correct them as appropriate.

This is typically the most urgent step.

Step 2 The settings areorrect, but on older versior. 1 Q& KIF NR (2 {1SSLJ
releases, so you should prioritize those oldest versions, especially those no longer
supported.

As part of operations best practices, keep the infrastructure up to date. Running
outdated components that are too far behind the latest version, can cause support
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Step 3

Step 4

problems or upgrade problems. It is common that the fix for the problem is only
available in the later versions. Outdated hardware can also result in higher operatir
costs. Outdated hardware might cost more data center footprint, such as rack spac
cooling, and UPS. Refreshing your technology and consolidation are two common
techniques to optimize cost.

A typical SDDC or EUC architecture spans many components. While each can run
latest version, they may not be compatible or supported.

The settings areorrectandup to date but theycomplicate your laaS operatiorfsince
you are unlikely to eliminate them all, establish policy thaimizethem as part of
simplifying your operations.

Complexity can come from many things, lack of standard being one of them. Think
the standards in your SDDC architecture or EUC architeetndegcustomize the
configurationdashboard to shine light on the issue.

| think having flexible VM vCPU and memory size do not create complexitiye
permutation is not something you manage

The last step is about cost and capacity, as there is nothing wrong already. You we
YFEAYAT S GKS dzal 3S 2F @2dz2NJ NBazdaNDSa

The 4Types of Check

Checks are performed to ensure you comply with best practices.

You can categorizes check into 4:

1 Value @eck, where you compare a single item agaadesired valueThe desired value can be
static or universal, or relative depending on the context.

1 daViulti Object' check, where you compare multiple items against one another. You can check
them for consistency, for compatibility, and for contrast (read: variance)

Value Check

You compare its value against the desired valle desired value depends the type of check:

Against Standard Naming convention. Compare the name against your corporate naming

standard.
Logging standard. This applies to syswmh as Windows, Linux, ESXi, VCF
Appliances, NSX Edge.

For critical VMs, consider logging to capture errors that do not surface as
metrics. These errors typicalyppearas events in the log files, or Event
database it the case of Microsoft Windows.

Use Log Insight to parse Windows events into log entries that candigzel.

Against Version It needs to be minimally supported by the vendor.

PART 10F 4

Compare the product version against your corporate standaimh. to have N
and N1 only.
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Against Date Expiry date, which should cover:
1 end ofwarranty
1 end of support
1 certificateexpiration

Against Threshold  Absolute threshold. Example is thenfiguration maximum. Note thiscan vary
depending on the combination

wStFiAPS &aAT ST 6KAOK RSLISYyRa 2y
relatively large Linux container in a Kubernetes Node can cause performar
issue to other containers and itself.

Consistency Check

Against Peer This is about consistency among members of a group. For example, all the
hostsin a cluster should have identical coniigtion.

Against Partner This is about consistency with adjacent connection. For example, ESXi MT
setting should match DVS MTU setting

Compatibility Check

While consistency is about identical value, compatibility is not. Most of the time, the values are not the
same.
¢ K A y vhat2vérks @vith what when and whege ®
9 ., 2dzOQNB NMzyyAy3d KINRGINS IyR a2F06FNBE FNRY YdzZf GAL
every possible permutation. Pay attention to the detail, minor version number too.
Upgrading one component often requires upgrading adjacent products.

Whatis right for development environment may not be appropriate for production. In the same
production environment, what was suitable last year may not be suitable this year.

Variance Check

Toomanyvariantshappens wiken you want to achieve flexibilityfhere is a cost of complexity as the
number of variants increasehe complexity can manifest in security, capacity, compliance,
performance, or just day to day operations as your team have to be aware of myriads of things.

1 Guest OS

VM

ESXi

Server BIOS
vSphere Cluster
Storage

=A =4 =4 4 A =4

Network
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Take note that some variants do not create operational complexity. VM sizing is one such example.
Having ashirt sizing costs wastage with little benefit of operational overhead.

NCVICW Liol

LGQa RAFFAOdA G G2 t23A0rtte tAad a I aSdaAay3
security setting under Storage, Datastore, or Security?

In this section, | group them based on the object. In the case of NFS, it will appear in both ESXi and
datastore objects.

Before you review the settings, review the name fiEstsure they follow the naming conventions. There
Ad I OKIyOS AdQa y26( FRKSNBR G20

ConsumerObjects

Guest OS and VM are separate as they have their own set of requirerirelagye organisation, there
could be 2 separate team responsible for each.

Guest OS
Type The actual Guest OS may not match the type specified during VM creati
This could be due to Guest OS upgrade, or reformat. Update the value i
vCenter to avoid confusion. Do this by comparing these 2 properties:
1 Guest OS from vCenter
1 Guest OS from Tools
Version Are there outdated Windows or Linux version?
Too many versions of Linux distrdgithin the same versions, minimize the
build numbers and patch level.
Too many versions of Microsoft Windows. Within each edition, too many
editions
Driver Is PVSCSI used appropriately?
VMXNET®r PVRDMAr SRIOVused appropriatelyBeethis for networking
driver best practices.
Agents Are they too many agents? Back up agent, security agent, monitoring ag

2 KFGQa GKSANI G2GFE F220LINRY G 6&A
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If you use agents, such as Telegraf agent and Log Insight agent, ensure
are installed only in the correct VMs, are up to date and collecting prope

Windows Drive Consistent purpose of each letter. For exampladcive should always be fo
OS only.

Consistent usage of temp drive.

Consistent usage of data drive. Since you do not know how many each
will have, you can start with Zand go backwards.

Application You want to avoid flying blindfter all you have some responsibility for
everything that runs on your platfornjust because the VM name or
K2adylryYS ale $S0aSNIBSNJ R2Sa ywals
such asTelegraf or Service Discovery, find out what application (key proc
are running and who is it talking to.

Since your workloads are sharing resources and areaamitted, your
operations are easier if you know what is running inside. This helps with
monitoring and troubleshootingdt is also required by some ISV for softwa
licensing.

Java Wftual Machineor Databaseavith memoryallocationtoo large relative
toGuestO® | yf Sda @2dz2QNB NizyyAy3a 20K
not accessible by the application.

Settings Too many configuration setting options in your corporate standard.
5AalofS aONBSy al @dSNJFa AdQ& ANN

Tools

L aAy3ItS 2dzi ¢22fa +Fa AdQa y SaaSydaialt LASOS:E NEBJd

Using VMware Tools has multiple benefisich as driver and observabilifyor the list of benefits, refer
to KB 340

For more information about VMware Tools, see ¥idware Tools documentation

Existance Are Tools installed on all VMs?

The lack of support frormdependent Software Vend@tSV)owning the
applicationis the most common reason that VMware Tools is not instaliec
the Guest OSThe ISV vendor may claim that no additional software is
installed in their appliance unless they have certified it.

Availability If yes, are they running?

If VMware Tools is installed, there might be reasons why the application
team disables it. Thimfrastructureteam should inform and educate their
application team, and document the technical recommendations on why
VMware Tools iseededto run at all times.

Version If yes, are they up to date? Compatible with the VM hardware version?

If you are running older version of Tools, you may not have the following
Guest OS performance metricdPU Run Queue, CPU Context Switch, anc
Disk Queue LengttMemory Used

Too many versions of TooNMewer versions tend to have better observabil

PART 10F 4 Chapter: Configuration Management Pagel64


https://kb.vmware.com/s/article/340
https://techdocs.broadcom.com/us/en/vmware-cis/vsphere/tools/12-5-0.html
https://en.wikipedia.org/wiki/Independent_software_vendor

Private CloudManagement

VM

Version

Advanced Setting

Multi Network

Driver

Combpute-related

Relatve size

NUMA

Large VM

Hot Add

Are there outdated VMX hardware versions?
Too many versions of VM hardware

Minimize the usage of advanced parameter setting.
Ensure modificatiomomplieswith your standard.

Are there nonnetworking VM spanning >1 network?

A VM that has multiple network interfaces can bridge the network, causi
security risks or network issues.

Take note that &M that is part of multiple networks can do so with just a
single NIC card. A single NIC can be configured to access multiple netw
with each interface having their own IP configuration

Is it correct? Up to date?

Ensure that the VM size does not exceed the size of the underlying ESX
If your ESXi host has CPU hytheeading, do not count the logical
processos. Instead, count the physical carenly

If the number of configured vCPUs on a VM is higher than number of co
per socket on the ESXi, the VM can experience NUMA effect. If the ESX
more than one physical CPU (socket), ciidsBMA access negatively impac
performance For best performance, keep it withthe CPU socket.

Modern CPU die consists of multiple chiplets. For example, a 64 core Cl
made of 8 x &ore chiplets. Each chiplet has its own cache. In this case,
VM greater than 8 vCPU will spread over multiple NUMA nodes.

vSocket and vCore configuration. Does it match vNUMA best practices?

The larger the VM, the longer time is required to vMotion, Storage vMoti
and backup.

Are there monster VM?

Large VMsghat are running hotan impact the performance of other VMs,
especiallysince they argiven higher sharesy default Only when the large
VM is undetutilized, can the ESXi run other VMs.

CPU Hot Add and Memory Hot Add. Are those applied at the correct VNV

CPU Hot Add results in NUMA optimization disabled. So memory is beir
interleaved between the nodes. Hence, only use Hot Add if the benefit
outweighs the cost.

Storaoce-related Conficuration

Virtual Disk

PART 10F 4

For disk space, if the disk is tiprovisioned and undeutilized, you can
deploy other VMs in the same datastore. Ensure that the snapshot is tra
closely, as the risk of capacity running out is higher for a large virtual dis

What is the unmapped reclamation opportunity?
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Snapshot

Disaster Recovery

Fault Tolerant

vVOL
Shared Disk
Guest : VM mapping

VM : Datastore
mapping

RDM

Monitor at virtual disk, not VMEach virtual disk must be monitored in tern
of IOPS, throughput, and latency. Having multiple virtual disks increases
monitoring and troubleshooting need.

If the reason for having many virtual disks is performance, identify which
counter serves agroof that multiple virtual disks are required. It is possibl
that the performance required is met by a single virtual disk

Ensure thathe snapshot is removed within one day after the change
request. If not, it mighbe forgotten,resultingin a large snapshot and
impactngthe performance of the VM.

IncorrectvSpherereplication settingOne reason ithe VM Owner never
informsinfrastructure teamon the changes.

Are all the VMs protected by SRM meant to be protected? Some VMs c(
be no longer use but are still protected. Review the Recovery Plan. How
frequent was it run and when was the last run?

Any feature, especially something as powerful as this one, comes with it
own set of complexity. So make sure the VMs with FT are the correct VI

Is the usage following design best practice?
Are there VMs sharing VMDK or RDM disk?

It is simpler to have a 1:1 mapping between Guest OS partitions and the
underlying virtual disk (VMDK or RDMjhile you can run logical volume ai
Windows or Linux level, it creates complexity.

Minimize VM that spans multiple datastores. This can make performanc
troubleshooting and capacity planning difficult as you create a M:N
relationship between VM and datastore.

Keep the usage minimal as they result in LUN sprawl and unused RDM
in the physical array

Are they excessive usage, where RDM is used when there is no need tc
Are they unused or hardly used RDM?
Are they oversized RDM?

Resource Management

I highlighted this separately as its flexibility need to be managed cardfullyQa KI NR { 2
fully consistenin a large environmemver the years.

vSphere provides powerful control over infrastructure resources. You can stpgigs reservationand
limit. As feature, they are closely related, appear in the same dialognba@enter client Uand should
be mastered as one. However, they impact operations differently. The following table describes that in

more details.
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m i Impact the = Shpo uld.r'u:rt be used, Rightsize instead anrTecF
Wi » Result in unpredictable performance of Guest 05 Configuration
* Keep the total amount low, relative to the cluster total capacity.
v Impact the Suboptimal

*  Absolute value. A 2 GHz reservation is a 2 GHz reservation. . :
Reservation  infrastructure Configuration

* Result in suboptimal infra capacity, as overcommit is not possible

* Keep the number of variations to below 3. 1 far each class of service,

* Relative value, & 2000 worth of reservation depends on the value of

o eeSiedisibotokiiaiiital i el
* Resultin complex operations. Harder to troubleshoot peformance
when each VM dynamic entitlerments fluctuates more.
Control Analyzis

Limit ¢KS Y2ali o6FaA0 F2N¥Y 27F O2yGNRt® LI
exceed. It is a hard limit.
It is more relevant in container as by default it has no upper limit.
With limit, if the underlying shared resource is available, it will go wasted inste
of being used. On the other than, this guarantees that consumer will not exce:
what they pay for. You can also contain the damage of defisérvice attack.
From the above, you can see it cuts both ways. You need to balance cost anc
performance.

Reservation Complement limit by setting the floor. This is also another form of guarantee, :
your total reservation cannot exceed your total capacity.
Take note Disk has no reservation for IOPS and throughput.

Share Share is only effective if there is enough resources left to share. If you have 8
reservation, then you only have 20% left to share.
The 20% is only effective if the demand is larger.
Share is relative to the configured size. A VM that is 10x bigger is given 10x s
by default.
Imagine a host with a fixed capacity of 10 GHz.
Two VMs are running on that host, one with a single vCPU, and one with two
vCPUs. The singkPU VM will have 1000 shares. The two vCPU VM will ha
2000 shares. Both VMs want to consume 10 GHz.
Ignoring overhead, you could expect the VM with a single vCPU to get 3.33 G
a physical CPU, and the VM with 2 vCPUs to get 6.66 GHz of the physical CF
On the other hand, imaging both VMs only need 5 GHz. In this case, VM 1 ge
GHz and VM 1 gets 5 GHz.

Share

Sharessalues areelative, meaning the value depends on the value of sibling objects such as, resource
pool or VM.

Here are the default valudsr VM:
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vCPU Memory
Low 500 5 per GB
Normal 1000 10 per GB
High 2000 20 per GB
Here arethe default values for Resource Pool:
CPU Memory
Low 2000 81,920
Normal 4000 163,840
High 8000 327,680
LQY dzyadz2NB sKé | NBazdNODS Lk2f /t! A& nE +a odzi YSY

potentially get 4x for CPU and 16x for memory, relative to VM outside the resource pool.

A VM 2x larger should have 2x share, all else being equal. If you right size VM manually via vSphere Client
Ul, it auto adjusts the share. If you do via API, it does not. Check those VMs whose share you manually
change, to ensure the number is still valid.

Clusterwith many VM Sharesqi¢rmalized per CPUand per GB RAMnakes performance
troubleshooting harderEach share should map to exactly one class of service, such as one for Gold and
one for silveras the shares defines the class of service

If you move VM across clustersiseire that the valuesf sharesare consistent across clusters to avoid
unintended consequences while moving the VM to another cluster

Check for VMs whose size are not aligned with their share. On a regular basis, ensure the share value per
VM vCPU = 1000 and per VM GB of RAM = 10240. | downloaded a list of VMs into a spreadsheet. For a
sample size of just 1500 VMs, | see incorrect vaduel as below.

CPU Share vCPU Memory Share Memory Shares pervCPU Shares per GE RAM

4,000 1 163840 1 4000 1e0
4,000 1 163840 2 4000 80
4,000 1 163840 2 4000 an
4,000 1 163840 2 4000 80
4,000 1 163840 2 4000 an
4,000 1 153840 2 ADOD an
4,000 1 163840 2 4000 an
8,000 2 163840 3 4000 53
8,000 2 163840 4 4000 40
16,000 4 327680 21 4000 15
8,000 2 163840 14 4000 11
4,000 2 81920 2 2000 40
4,000 2 81920 2 2000 40
4,000 2 81520 2 2000 40
4,000 2 163840 4 2000 40

| plotted the values over a scatter chart and see there are both too big and too small.
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Reservation

It limits your ability to overcommijtesulting in less optimal usagdigh total reservation, especially both
CPU and memonrglsocomplicates the cluster operations as it impacts the HA slot calculation and limits
the DRS choice of placement

Any relatively high amount of VM reservation? If yes, this will impact the HA Slot&ige.amount of
CPU and memory reservation impact the cluster capacity, so use it only for important VMs.

Do you specify it at each VM, or at the parent resource pool?
There are pros and cons.

For VMs that belong to the same applicatispecifying the reservation at the resource pool is easier.

Limit

Are there VMs with limit? CPU limit and memory limit can result in unpredictable performance. You
should downsize the VM instead.

CPU, Memory and Disk IOPS Limit. There is no network limit.

Avoid usindimit as it can result in unpredictable performance. The Guest OS is not aware of this
restriction as it is at the hypervisor level. It is recommended that you shrink the VM instead.

Limit has a valid use case in Resource Pool. If the tenants onlyl Gil/ef RAM, and the contract does
not include burstable capacity, set a limit. This will prevent consumption beyond the sold capacity.
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Resource Pool

Use resource pool sparingly stiould only be used when selling Resource Pool as a Service.

Shares and reservation settings in resource pool and VM need to be looked together, especially in
scalable setting.

Children Resource Poskharesdo not match the number of VMg The resource pool
value is divided and shared among the VMs. The more the VM gker
the resources allotted to each VM. This can be solved by turning on sca
share.

Ensure theRPsettingis not causing the shares or limit issoechildren VMs
This can be tricky ilargecluster with many hosts as the RP metric is at
cluster level, whila VM is running o hostat a time

Sibling Resource Pool with VM as sibling is a common mistake. Once you creal
first resource pool, you must create at least another resource pool. A sir
NBaz2dNOS L2t gAGK y2 LISSNB YIS
Since no VM should be peterit, you need at least 2 resource pools.

Compare the relative values across sibling resource pools. If Gold resot
pool should have 2x the share of Silver resource pool, then its value has
be 2x.

Cascading lyed OFaoOlRAY3I NBaz2da2NOS LR2tK LT
pool is often mistaken as folders?

Avoid further splitting into sub resource pools. Each layer increases the
complexity of performance management.

Compute
ESXi
Hardware Are there toomany variations of server hardware vendors, models, and
generatior? Even within the same model and generation, minimize the
specification difference
Are they outdated hardware? Which model is entering end of support?
Version Are there outdated ESXi versions?
Too many ESXi software versions?
For each version, are the update and patch levels consistent?
CPU Older generations.

Too many variants.

CPU architecture. Impact NUMA size and type of workload (Intetéand
E-core)

HT exists but not enabled
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Advanced Setting
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Low frequency. This impacts performance of CPU intensive application.
Are there too many size variants?

Is the CPU: Memory ratio supporting the workload? The general rule of
thumb is 1 vCPU gets 4 GB of RAM. So a machine with 64 cores 128 tr
get 512 GB of RAM.

If performance is more important than cost, then do not disable large pa
Are there outdated BIOS versions?
Are the settings consistent, especially within a cluster?

Unless the workload requires it, BIOS level should be set to OS manage
Pass the control to ESXi, and then set ESXi to balance.

ESXi is in one of these situations:
1 quarantined
1 disconnected from vCenter or Cluster
1 unreachable or unresponsive
1 Powered off

Standalone ESXi

vMotion disabled

Direct Console Ul is enabled
SSH is enabled

Shell is enabled

Encryption not enabled

A small host faces scalability limits in running a larger VM. Whisozlet,
32-cores, 128 GB memory ESXi can run 30 vCPU, 100 GB memory VM
VM experiences a neaniform memory access (NUMA) effect.

ESXi wittHyperThreadingDisabled. While it provides a more predictable
performance to the VM, it comes at a high price.

Low CPU core counts. Aim for 48 to maximise software license.
This limits the ability to run larger VM.

Low total memory. Include vSAN ESA and NSX in the sizing.
Insufficient network capacity. Include vSAN ESA and NSX in the sizing.
Too many variants of the above

Minimize the usage of advanced parameter setting.
Ensure modification comply with your standard

Avoid CPU Affinity
Unused device such as DYROM, USB are disabled

Is it used correctly?
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Use VCF Operations Logs as it has VCF specific log analyzis with extra
fields. The fields are used in out of the box dashboard and alert.

Is lights out management configured?

If yes, are they secure?

Any 39 party agent installed?

Ensure botiNetwork Time Protocadnd DNS are configured.

Incorrect time can turn logs from useful to potentially misleading. Logs &
necessargomponent of operations, and are the main source of informat
in troubleshooting. While troubleshooting performance across objects, tl
sequence of logs determines which event is the likely root cause as the
oldest event started the chain of events.

Is the HBA configured for high availability?
Incorrect multipathing setting.

Too many storage path$Vhile redundancy is good, having too many may
not bring the result you expect. Compare this with airplane with 2 engine
versus 4 engines.

Single path
FC or iSCSI LUN zones follow best practice, such as single initiator zoni

Is the HBA configured for high availability?

Actual network speed is lower than configured. This happens due te aul
negotiation, which could happen due to high dropped packets.

Older generations, such as 10 Gb and 1 Gb ethernet
Any ESXi using dynamic IP address?

Is the network address following easy to understand pattern? Since you
ESXi hostname will have some sequential number, make sure this num
matches the IP address. This will minimize human error.

Consistency across network, on the same ESXi
Consistency across ESXi hosts, on the same network

Is the actual throughput the same with the configured speed?
Auto-negotiatecan result in reduction of speed in order to preserve
connectivity.

Any network on 1 Gbps or 10 Gbps?

Other than management network, all other networks should be on 25 Gl

Is there enough capacity for the purpose?
2 KFGiQa @2dzNJ aATAy3 F2NJ b{- 9R3S
of all NSX Edge VMs on the host + vMotion + vSAN.
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Kernel Network

Cluster

Are the following kernel traffic separated:

Management

vMotion

IP storage

vSAN

vSphere Replication

Ensure these networks are indepdvate, and not used by other purpose.

€ € &g ¢ ¢

A cluster is the smallest logical building block for compute. Consider it as a single computer with
physically independent componenfisr high availabilityEnsure that it has enough CPU cores, CPU GHz,
and Memory. For ESXi in 202 is typical to havd TBmemory. This results in 12 TB of memory for a 12
node cluster, which is enough for DRS to place many VMs as it balances them.

HA

DRS

DPM

ESXi Consistencyv

HA disabled.
Without high availability provided by the infrastructure, each application
must protect itself from infrastructure failure.

Clusters with Admission Control disabled. Reservation is respected only
when Admission Control is enabled

Cluster HA Failover.%lake sure this number matches your design.

Is there any VM with exception?
Overriding the cluster default complicates operations.

DRS disabled.

DRS focuses on performance and capacity, while HA focuses on availal
Without DRS, you must build a buffer on every ESXi host to cope with p
demand.

DRS set to manual.

This means that DRS initiated vMotion does not take place unless it is
manually approved by administrator. Since DRS calculates every five
minutes, your quick approval is required to prevent a change of conditio

Clustewith EVCMod&r S ya AGQa y2G FotS (2
capabilities.

Automation LevelEnsure this meets the requirements of that cluster

Is there any VM with exception?
Overriding the cluster default complicates operations.

Are the settings matching your expectation?

Gonsistency mattersCheck at least the following settings are identical:

1 CPU model, generation and frequency.

1 Memory size and speed
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1 BIlOSrersion and ESXi versions.

1 BIOS Power Managemeamnd ESXi Power Management.

1 ESXi Storage Path. Ensure that the number of paths and the path policies are identical.
1 All the hardware drivers and firmware

Putting host devices in a consistent bus or slot for a particular type (vendor/model) facilitates automated
installation and configuration, and makes administration and troubleshooting easier.

vSnhere Cluster Variation
There are sizable differences in the variants.

Subcluster Subcluster technique, such agWwto Host affinitycreatesoperational
complexity. It can result in performance problem despite sufficient capac

Small Cluster A small cluster has a higher HA overhead when compared to a large one
example, a threenode cluster has 33% overhead while anti@le cluster has
10%. For vSAN, a low number of hosts limits the availability option. Youi
choice of FTT is relatively mdmmited.

High number osmall clusters result in silos of resources.

Large Cluster They can have higher redundancy. Instead of 3 clusters with 6+1 each, \
can have 1 large cluster with 18+2. You have 1 ESXi host while providin
higher redundancy.

Cluster with32 nodes or moreLarge clusters are harder to operate
VvSAN It imposes addiitonal consideration, such as a VM will have both comput
host and storage host.

You can combile or integrate multiple clusters. There are 3 possible variants:

Multi-Cluster A group of clusters operating as one large cluster. Each member still has
their own capacity remaining calculation, but they can balance between
members.

Stretched Cluster StretchedCluster is more complex than traditional cluster. They provide

Disaster Avoidance (DA), not Disaster Recovery (DR). Having a DA doe
remove the requirements for DR.

SRM Cluster Cluster integrated with Site Recovery Manager introduces complexity in
capacity management as the protected VMs need to be accounted for.

Storage

This coves all storagecomponens of VCEsuch as dtastore datastorecluster, RDM, vWOL, vSAN,
physical storage array, and general storage settings you need to check.

They are put together here to facilitate discussion with storage team.

Too many variants of storage architecture: VMFS, NFS, FC VMFS, iSCSI VMFS, vSAN, vVOL, physical RDM,
virtual RDM.
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While each architecture has their unigue fit for purpose, take note that each requires expertise on
performance, security, availability, upgrade. There is a cost as you need to keep up with the technology,
and risk that you overlook

Datastore

Version

Local datastore

Unuseddatastore

Hardlyuseddatastore

Small datastore

Variance

Availability

Datastore : Cluster
mapping
Datastore Cluster

Others

LUN

NFS

vVOL

Physical Array
Queue depth

VAAI
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Are there outdated VMFS or NFS version?

Are they any VM running on local datastores? These should be limited t
agent VM or VM that do not need vMotion and backup. Backing up from
slow storage can cause performance problentht® VM as the local disk
may not be able to serve both.

LGiQa y24 | LXFOS ol Ol dzL

Datastorewith no ESXDatastorewith no pathmeans there is no ESXi
accessing it

@ 2 dz LJdz

Datastorewith no VM.

Datastorewith low VM count If you have many of them, it results in
datastore sprawls and pockets of unused space.

Datastore with low activities. That means the VMs are idle or unused.
Datastore with low usage.

Snalldatastores run a relatively higher risk of being full from snapshot ol
over-provisioning.

Too many variants in the datastore size
Datastores with too rany pathscreates complexity
Datastore withsingle pathcarries risk as there is no redundancy.

Datastores that aretsred by >1 clustesre more complex from both
capacity monitoring and performance troubleshooting

Inconsistencyamong the member datastores can result apacityor
performanceissue.

Unused LUN. That means there is no VMFS or vVOL on top of it.

Inconsistent priority. For example, it gets gold priority at the physical arre
level but silver at vSphere level.

Does the NFS share use up to date security for authentication?
Are the inventory matching your expectation?
Array firmware version need to be compatible with ESXi.

Mismatch of queue depths along the various storage stack. Need to calil
all the way to physical array

Is it following best practices?
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VSAN Max Are you running VMs in the cluster?

While technically this is possible, this is akin to running VM on your phys
array. It complicates operations as it adds a server dimension. vSAN Mg
should be seen as a physical array, with benefits such as simplicity and
node service controllers.

Network

This covesall component of VCF. They are put together here to facilitate discussion with network team.

This cover distributed switch, distributed port group, NSX, physical switch, and general network settings
you need to check.

Distributed Switch & Port Group

Version Are there outdated versics?
NIOC Is network 10 control configured?
Port Group Unused network (distributed port group) is a potential security risk as yc

may have the tendency of not monitoring KRletwork is basically a path or
road, so it can be used by unauthorized user.

Traffic Shaping Is it used appropriately?

Shares Are the shares of various network configured correctly?

Limit LA fAYAOD O2yFAIAZNBRK /Iy aKIFINB o
for contention control?

Performance MTU mismatch

Jumbo Frame Are they configured for the right networks?

Are they configured end to end? For the configuration outside your cont
how do you know when they are changed? Use tools such as Cisco Dis
Protocol to probe.
Security Are any of the following networks not set Rejec?
1 Forged Transmits
1 Promiscuous Mode
1 MAC Address Changes

Others
TOR switch As atop of rack switch has direct connection to ESXi, ensure the firmwar
version is compatibleCheck the speed does not negotiate down.
Firewall Any ports configured correctly?
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Certain services such as syslog, NTP and vSphere High Availability reqt
ports to be opened.

NSX Versionis compatible with relevant components.

Ensure theedundancyfor both NSXControllerand Managermatch your
plan.

NSX Edgeonfiguration not following best practice.
Encryption Are networks such as vMotion encrypted?

Are you using hardware assisted encryption such as InteN&XES

Security

There are 2 types of potential security issues:

7 Configuration

1 Activity
/| 2y FAIdzNF GA2y Aa SIFaASNIla AdQa + aSdadAay3a GKIG
Activity is harder as it depends on the context. There3sabtypes:

T Action by human. Example is someone issueing delete commands on ESXi console.

1 Action by system. Example is excessive broadcast patkess.VMs should not be sending
excessive broadcast or multicast packets, as traffic should be unicast. While the monitoring can
0S R2yS i +a tS@Sts GKS (dNRdzot SakKz22dAy3 yS
source.

f Action by Al, acting as digital employee. The Al agent is identified by its employee ID, and reports
to a human employee.

EFxambples

This covesall component of VCF. They are put togethere to facilitate discussion with security team.
Root Isthe usage minimized? What scenarios are allowed?
This applies to both ESXi and VCF Appliances.

Are the commandtyped logged and analyzed? Create a Log Insight
dashboard that traps undesirable commands suchmasndrm.

Time Out Is the time out configured correctly? Apply it for ESXi Shell and user logi

vCenter Are the access to vCenter properly limited?
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Cost & Price Management

Part 1 Chapter 5

How cost and price work together, and how to optimize cost so you run the private cloud at half the cost
of public cloud.
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Lost versus ¥Frice

With hardware becoming commodity and infrastructure becoming invisible, price has become a common
denominator among all 1aaS providers. Applications can run spanning multiple cloud, so whichever
cheaperis likely toget the deal toservethe applications

oCluster with plenty of capacity is more expensive as the cost is only shared by few \dM
Do you agree with the above?

LT &82dz R2X &2dzQNB YAEAY3 O2 & lregargleRs ofniNduribsrof ¢ KS O
runningVM. In fact, you likely pairyearcost in advance as you get a discount far higher than bank
interest rate.For example, borrowing money costs 10% per year. The vendor salesman offers a 50%
discount if you fully paid &yearELAEnterprise Licence Agreeménthich one do you take, assuming

you plan to run for at least 5 years?

Be consistent with the terminology. 1 English word shall give 1 meaning, regardless of the perspective. If
you have different interpretation, you get confusion. Since what is price to you is cost to your customer,
avoid using the word Cost as the definition change¥Vhen you are talking about a specific VM, it has
price, not cost.

Cost and Price are often confused as enterprise IT doesharge real money. The laaS team typically
will pass on the cost to the application team. This is where the confusion comes in, as theseiéch
thing as a VMDost. Another word,nothing to pass on as VM price and VM cost are 2 independent
numbers. The concept afhallocated cosis flawed.

[ SGQa dzasS |y SEI YL So

Week 1
In this initial roll out, the laas Team starts with Just 5
WM to ensure the platforms are performing as
@ wd expected. They are proving that the actual
» performance settings, avallability settings. security
settings, are working as they should be
@ The VM Owners are in fact given a discount to be
part of this real-world test.
L™

The cluster total size s 20 ESXi servers, 1000 AMD
cores, 16 TB RAM, 40 NVIDIA GPW, and BO 55D, 5
years support fully paid as part of ELA

VCF Workload Cluster

Cost = $12 millions over 5 years Licenced of M5 Windows DC Edition and Broadeom
VCF fully paid for 5 years as part of ELA

The total cost for 5 years, including data center facilities, is $12 million.
CAYlLYyOALttear AGQ&a FLIWINRBEAYIFGSt® Punn Y LISNI Y2V

The VM are not large VMs. They are just 4 vCPU, 16 GB RAM. Together, they cannot even saturate 1 E:
let alone 20. Guest how much the totaistto run those 5 VMs for a month?

LT &82dzNJ F ya6SNI A& PHnn YI 82dz2QNBE NRARIKG D
Now, will the owner of those VMs be willing to pay that much?

Obviously not. She will compare you with AWS or Google.
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She will say public cloud charges $100 per month for such VM. Spiyoushould be just $500 total per
month.

Now, the VMs cost is $200 K per month, but you can only price $500 per month. You suffer a big loss,
which is common during the early days.

7

Chad TFT2NBI NRX

Manth 3

YWCF Waoarkload Cluster

Cost = $12 millions over 5 years

o Y2yiKa KIF@S LI aaSRXo
There is a lot of more VMs running, including much larger ores.make higher profit on these monster
VM as you apply a progressive pricing.

The cost of running all these VMs remain at $200 K per month. However, the total priearydwas now
increased drastically, in line with the additional VMs.

As you keep adding VMs, you eventually reach yweakevenpoint.

Break-Even

When planning your pricing, think of the time required to reach the breakeven point. That period should
leave enough time for you recoup your expenses as you likely will make a loss in the early period. It
should be way before theepreciationends.

In the following simplified example, the plan fails to balance cost and price. It assumes a break even that
Aa (22 Oftz2asS (2 GKS SyR 2F (GKS RSLINBOFIGAZ2Y® 2KATS A
cover the loss in the early years.
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“
Revenue

(3)

Loss period

Break Even level

r

80% sold 5 years

Thebreakeven pointdepends on the breakven level. You may not be able to fully sell all the resources
at the end. So if your plan is based on 80% sold, then the total VM price of this 80% has to be able to
cover the cost of everything.

In the following example, the financial plan corrediblancesost and price. They reach breaken
point early enough to recoup the loss.

A&
Revenue

(S)

Profitable
period

Loss period

Break Even time

80% sold 5 years
While there is unsold capacity, and hence less revenue, there is no such thingllasated cost.

The preceding examples are simple as they assume linear revenue. Your revenue may follow a slanted ¢
curve, where first few months are low income, follow up rapid sales, but taper off after a few years.
Regardless of how fast you make the sales, alwaysreis2 dzQNX y 2 YIF 1 Ay3 | 243
depreciation period

VM Cost vs VM Price

There is no such thing as a VM Cost. So no point trying to figure out the cost per VM or the cost of VM
007.

To prove the point, assume you power off and delete every single VM today.
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1 How much money do yosave? The answer is $0. You already have nyaér ELA contracts with
various IT vendors, you have to pay regardless of how many VMs are running.

f How much money do yosar? Well, the payment from tenants will drop to $0. They will stop
paying. Either real money to your company, or funny money to your cost center.
LT GKIFIGQa GKS OFraS: K2g R2 &2dz tAy]l] 0SisSSy 02ai |y
The answer is the Unit Cost is based on provider object while the Unit Price is based consumer object. In

the case of CPU, the cost is per 1 GHz of ESXi physical core, while the price is per vCPU of VM. The price
also depends on the overcommit ratio, sw#ries despite the cost being constant.

Unit Cost and Unit Price are not mathematically relafBoe UnitCostdoes notdepend onhow much
you plan you plan to charge. It also does not depend on planhedcommit Rati® [ SG Qa A f £ dza 4 NI
an example:

1 You bought 2 identical clusters from the same vendor at the same time. The total cost of both is
the same.

As a result, the unit cost is the same.

You plan to use Cluster 1 for mission critical, and Cluster 2 for development. Cluster 1 will have
no overcommit, while Cluster 2 will have 2x overcommit. As a result, you need to charge 2x for
cluster 1 else you will not be able to break even as yourpeistore is the same.

Unit Costisassociated witiESXinot VM. VM is about price, not cost.

COSt | Lapacity

Cost can go down while capacity goes up.
Is dd hardware more expensi®dt depends on the maintenance cost and cost avoidance.

Cost covergxpenses that is beyondpacity. It coverpeople,processand achitecture You can reduce
thesecost by improving

1 process effectiveness, typically achieved by business process reengineering exercise.
f process efficiency by automation. E.g. deletion of powered off VM with approval workflow

GCUoL

Cost Savings CKA&E A& Yy 2E@Y2NRY® ,2dz Ol yQi al g
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CKA& | faz2z AyOfdRSa SELISyasSa &2dzQNB
committed the amount in the accounting book.
Cost Avoidance  You avoid or defer a purchase or spending. You do save cost in the present :
82dzQNB y2 f2y3aISN) AaLISYRAYy3I GKS Y2yS
CostOptimization ., 2 dz NB R dzO & 2] dFiHEZNID 2 A i ybd
For example, instead of $1 billion a year on total IT infrastructure, you will rec
G2 bPynn YAfttA2y aAGFNIAy3a ySEG &SI N
department will register in the book.
L dzasS | TFlyoOoe ¢2NR AyauSIR 2F aAvYL
department but reduce in other departments as you automate and replace
human with Al.

Total Cost

There are 3 main components that make up the entire 5 years cost.

9 Product
1 Service
1 People

Product and Service are always external, meaning you pay a vendor. People can be internal cost or
external.

Products are infrastructure hardware and software that you pay vendors. You typically pay a vendor a
bundle, as hardware typically comes with support service and management software. To get the cost,
simply look at all the sales contract from them.

There are many types of Service for private cloud. The most common ones are:

1 Data Center facilities. The unit varies depending on the vendors. For example, you may pay per
rack for a data center service, and it comes with certain amount of power and cooling capacity.

f Managed services. Examples are VCF operations management. You typically pay that the vendol
dzLNl SSLla GKS +/ C SYy@ANRYYSyYyd dGdAYStes FyR YI |

People mean time provided by a human. You pay for his time, not business outcome. The scope of servi
provided is generally more flexible as you pay for effort and skills, not outcome. It does not matter if the
employment contact is part time or full timé&'ou pay monthly salary or daily mandays rate.

People cost is the full loaded cost of the infrastructure team. This includes everyone needed to design,
build and manage the private cloud. Yes, this includes portion of CIO salary, reflecting the portion of time
he spends on infrastructure.

Cost Categorization

When you add any cost to the total cost, think of how you will allocate back. Since vSphere VM runs on
an ESXi, you want to associate the cost to ESXi. From here, you can always include the HA host and
aggregate the cost to the cluster level.
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Since you will always have cost component that is not sold per ESXi, how do you associate to all the ESXi?
For example, how do you associate the cost of network?

This is tricky as you may pay a lump sum amount to Cisco or Arista as part ofyyganERA Some of

these gears may not be used by ESXi hosts only. Some of the network license may not be used in all your
ESXi hosts. In this case, the only way is a rough allocation. You simply get the total cost and divide into
the number of ESXi.

[ SGQa t221 G Y2NB SEI YLX Savy

Area Unit Apportion Reasoning

Salary People  Yes If the person has other responsibilities, then apportion by
estimating the relevant time spent.

Example: 10 senior IT managers with averagiy Loaded
Costof $ 1 million and 25% time spent on the private cloud

A rough guide for Fully Loaded Cost for management layel
1.5x¢ 2x of annual salary, to account for stocks and perks
(e.g. secretary, business trips).

DC Facilities Rack Yes Only include the racks used by the private cloud. Within thi
racks, estimate the portion of the private cloud gears.

Example: $100 million for a @ar lease contract for 100
dedicated racks in a docation. 70% house the private clouc
Within these 70 racks, the share of private cloud equipmer
is 80%.

Software X  Guest OS Yes Assuming the ELA covers both private and public clouds, ¢
includes the Guest OS running in the private cloud.
2 KSGKSNJ 22dzQNB 2dzali Ay GKS
or in the operating stage (most VMSs are running),
$10 million for 10 thousand OS images inyear ELA. You
want to minimizeTrueUpas your Finance department does
not like it, so your plan includes 10% buffer as experience
you there is always a surprise project, and the new CEO h.
announced aggressive revenue growth internally.
Since the PlaA is based on 9100 VM, do you allocate base
on 9.1K VM or 10K VM? Regardless, the $10 million is the
YAYAYdzYy O2YYAOGYSyid &2dzQ@S
accounted for.
Planning stage: the cost

You need to do a rough translation
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Unit Cost

To calculate unit cost, get all the components so the Total Cost is complete. This must match the
depreciation period. Do 5 years instead of 3 years as public cloud has gone-dp/aats.

The total cost includes everything. Any expense needed to provide the complete private cloud

SYGANRYYSY(l 6AGK 2LISNIridAzyad ¢KS g2NJf2FR Nizyy.
infrastructure layer.

Hyper-Converged Hardware ™

Server
Hardware
Storage

Metwork
Product
Broadcom WCF

Windows, Linux CPU Share a0 %
Software
Security Software

Infrastructure Software emory. Share 40

> Total Cost
Cooling )
Disk Space Share 30 %
- Power
Services Datacenter Facility e
LS s Others Share 0 %

Itermnet

Metwork Team

Infrastructure Team  SETVEr Storage Team

People g ; -
[nsourced or outsourced)  Crther Infrastructure Team

IT Management
.. -

Infrastructure software includes softwares such as security and back up.

Peopleincludingfull time, part time and outsourced contractotthe salary of fultime employee and IT
leadership

Dividing the total cost into CPU, memory and disk is not easy. For examples:
1 VMware Cloud Foundation contains storage components.
1 Network hardware is also used by storage if the storage array is Ethernet based.

Why is the total cost only split into 3 components? The share of others is 0%.

The reason is this is not cost, not price. The Unit Cost has to be based on provider layer. The Unit Cost ¢
not be allocated to consumer (VM or K8 Pod) as we do not know how many they are.

Unit Cost

Unit Cost depends on hardware and softwdkew cluster should cost less due to bigger hardware

For the CPU portion, it is expresseghysical corenot vCPU noGHz Notice how software vendors also
charge their product by core. How much you price that core depends on the overcommit ratio and SLA.
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Complication with CPU

The above works well with memory and disk space. Both have only 1 unit.

CPU has 2 units. One for speed, one for space.

4 @2dzOQNB RSIfAYy3a 6AGK OIF LI OAles OK224aS GKS 2yS T2N
An ESXi with 10 cores, 20 threads, always have 20 threads of capacity, regardless of the power

management settings. Unit Cost is derived by dividing against 20 threads. There is no Class of Service in
cost, as the overcommit ratio is always set to 1:1.

Cost Allocation

What if you need to pass the cost back to your internal consumers? Your IT departmeira igrofit
center, so you just need to show other departments the cost you spend and then divide among the
consumers.

¢ KS Iy dhg @qNdshsinvalé o
1 The reason is your cost is actually price to them.
T [A1Stféx 82dz R2y Qi Sy2daAK RSYIYR Ay (G4KS FANBRG &St
tenants?, 2 dz O I héywiillhot pagi higher than what AWS or Azure discloses publicly.

1 Inthe last year, where you have full demand, do you intend to pass on the savings? If yes, how
will you recover the loss of the initial years?

. FASR 2y GKS I 02 @®tallosafe 0okt to@&cKurdingdv#dz & K 2 dzf R

[ SGQa dza8 |y SEIFYLX S TNRBY aSNWAOS AyRdzaiNE 6KSNB (K
An airline plane carries 300 passengers and fly 500 times a year on multiple routes. There are potentially

150 K seats passengers can buy. The airline has a price for every one of those seats, and they will manage

and adjust the price dynamically. There alays they make a loss on a flight, there are days they make a
profit.

Do they have 150 K costs for each seat? No. There is no need to calculate the profitability of every single
seat.

All they need is the standard or general unit cost.

Same thing with VM as a Service. If you insist on allocating cost to every running VM, you likely end up
with incorrect calculation. Show the price instead.

Cost Avoidance

Sincethe savingss always inthe future, you should not use historical or past valuetlaes value of money
changeover time.

[ SGdQa GF1S I &aAYLXS SEI YLXS
f You spenh$3 million ona hyperconverged infrastructure (HCI) solutibryears ago.
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71 It has been used well, and capacity remaining is now 0%, so you need to buyHChdivis will
cost you only $ million as the cost ofiCl solutiorhas gone down bg/3 in the last5 years.

T Viaa diligent and arduouseclamationprocess you manage to free upapacity As a result, you
do not need to spend theXmillion. You can defer this purchase to the next fiscal year.

1 2 KI GdQa & 2 dzftdnOdsietlanatibnZBR rfilbas or $1 millior?

I 002 dzy (i A Yy Amiliohan@lza AdKQIAG ®a G KS | Y 2\WhildithatHE Icast o8 F S NI
millions 5 years agoa brand new set with equivalent capacggsts a lot lesdn accountindundamenta)
you should not mix numbers from different date, let alone from different fiscals/ear

BTW, @preciation is not relevant here &2 dzZQNX G F f Ay 3 | o02dzi yS¢ aeadi:
Depreciation applies to the old storage.

The & millioncost avoidancés certainly arestimation The actual cosio be avoided or to be spent
depends on vendor quotatigrand your negotiation skills. Take note that the actugt typicallyis more
than theHClcost. Additional costs can exceed the hardware césti need to include the full loaded
cost such aglata centerfacility, implementatiorservice back upstorage administrationservice
software licence, managemersic.

Reclamation alone doe®ot save cost. How much do you save when you delete files in your notebook?
Right. Zero

Only when it helps you defer buying a new drive that the reclamation becomes real dzicosthA (G Qa |
avoidance, not cost saving.

How about service? We like to cite productivity improvement as a cost saving. While this delivers
business value, is not ahardcost savingsit is a soft benefitvith no accounting valuelhe hard avings

only happen when the need to buy additional resource/headcount is deferred, or reduction in Managed
Services contract value.

Cost Avoidance

Area Action Calculation
Storage Delete orphaned files and powereadf GB of disk deletetiles * Cost per GB o
VMs. new capacity
Delete unused files from Guest OS E.g. 10 TB files * $10 per TB = $100
future expense avoided.
Compute Power off idle VMs Total GB of Consumed RAM saved.
Reduce oversized VM Total vCPU saved.

Express the above terms ofNo of
ESXimultiply by the average cost of
new ESXi.

Network Consolidate and power off hardware Total physical network ports saved.

Facility Power off equipment
Change DC Provider to cheaper one.
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Service Move from cloud to on premises for long Get the actual monthly bill from your
term workload. Cloud gets expensive witl cloud provider. Use 1 year of cost anc
long term contract. exclude the highest 20% bill as that is

Optimize cost so it does not grow as fast likely a momentary spike.
business demand.

IT needs to be ahead of business. When calculatinggheavoidance, includes committed projects and

FdzidzNE INRgGKD LGQa O2YY2y F2NJ LINR2SOGa G2 yz2d KI @S
assets can go along way.

You should also take into account undersized VMs, as the application team may demand that they are

upsized.

[ 1fO0dzA FGS /t! X w!a YR 5Aa1® LT LIRaaArotSsI AyOfdRS vy
just interconnect. For each of these three laaS resources, calculate both the demand and the

NBOf I YIiA2yd C2NI (KS R SYul gof.IVhdha YNrieed¥ BONEBSititranslgtesA y O f dzR
into a lot more as you factor is DR, cyber recovery, back up, snapshot, etc.

The following table provides an example.

Calculate the required infrastructure Calculate the savings

Undersized VI 018 20 T Fant SO0 VCI Snapshot 106 TR

Committed Project 107TE 10 TH FAM 500 VCFL Crphaned YMDK 10 TE
=g % project)

Future Growth 1078 10 TH AR 500 WP Pawered O VI 10T

|stay ahoad of Business|

gs: s AL, e AL S Idle Wi 14 TH RAM 1K WP
RAID, Stack Space, implementation fee, DC,
5W license, headcount, ete. Add all cost Oversized Vi 20 TH RAM 5K vCPLE

You need to prepare the above table per physical location. Just because you have 10 TB RAM in
Singapore does not mean the VMs in Armenia can use it.

Cost Optimization

For organizations with a large infrastructure footprint, tech refresh is a great way to reduce cost. Going
down from 100 racks to 50 racks will reduce both capital and operatingfoasi can reduce software
licensing cost. Nowadays the software, especially business application software and not infrastructure
software, costsnore than the hardware.
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Area

Vendor

Hardware

Software

People

Facility

Action

Vendor consolidation.
Some vendors prefer you commit long term and will give you lower unit cost.

Tecmologyrefresh Moving from FC SAN + Array to ethernet based HCI shoulc
deliver lower cost.

Virtualize. While server virtualization is widely practiced, there is much more w

to be done for storage and network virtualizatigna S @{ ! b | & A
VCF.

Technology refresh that standardizes or reduces license count.
Removal of overlapping software

Do away with lesemployeesIn general, many organisations are both top heaw
and laden with overlapping departments. A classic example is a centralized Pi
Management Officand the middle management layers.

Be careful with accounting engineering where headcount is saved but the wor
outsourced

Power off equipmenaind reduce rack footprint

Change DC Provider éocheapeone.

Optimized Cost

The above exercise will help in optimizing cdstere are certainly other avenues to optimize cost, as cost

covers more thaljust @pacity It covers People, Process, Architecture.

Consumer

Provider

PART 10F 4

Datastore & DS Cluster
Switch and Port Group
Hardware

Level What
Process Remove wastagesuch a®©rphaned VMDKSnapshots
Guest OS Powered off VMandlIdle VM
Container Reclaim by shrinking oversized VM. Only useful for
VM allocation based from cost viewpoint

Automate, with approval workflow & audit trail

ESXi Hardware tech refresiNewer hardware have more
Cluster capacity and faster performance, at the same price. Yi

can also save expensive software license (e.g. databa
middleware).

Virtualize storage and network, not just compute.

ConsolidateSmall clusters have highklAoverhead,
smaller datastore have higher overhead. Optimize cos
by consolidating them.

Increase utilization of clusters and datastgresthout
compromising performance.

Reduce overheadReview if the applications truly justify
active/passive, resulting in 50% overhead.

Standardizehe architecture This reduces complexity,
not cost.
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Complexity

Complexity has cost.
9 ! Lzt AO Of2dzR 2dzil 3S>X RS&ALAGS y20 0SAy3a &2dzNJ Fli
company reputation, business and regulatory fine.
Some cost such as company reputation is priceless.
Complexity iard to quantity Human error can be costhut you need to resort into probability
theory to quantify that.

f Reduction of complexity typically increases c&smplifyng operations such asiot mixng VMs
with different class of servicas the same cluster, will reduce complexiBut it also comes at a
cost of larger infrastructure.

1 Standardization will reduce chance of human error. But this also means less flexible
configuration, which tends to increase cost. One way to reduce is automation as that reduces the
human cost.

FriILC

t NAOS Aa oKIFIG @2dz2NJ Odzad2YSNAR OFNB a GKIFIGQa e¢KIFG GK
LINAROS A& fINBSfe aSio ,Sazx AdQa | O2YY2RAG& YIFN)YSi
VM Price ishot a function ofVM st adjusted with margin, discount and penaByice is determined by

the value perceived by the paying customer. The cost is actually irrelevant as customers do not and
should not have to care about how you manage your profit and loss.

ﬁ-‘
Competitors -
Public Cloud, Local Providers PrﬂErESS-iUE
Unit Cost ,,  Unit ’ Pricing . Current
What you actually spend Price . Price
Discount
Margin
1 |
o prevent loss 3 J

Unit Price should remain the same within the same class of setygirg the airline industry example,
the ticket price does not depend on the plane generation. Singapore Airlines has multiple generations of
business class seats across different size of planes, yet you never see them price based on that.

hdSND2YYAG wlkiAz2 Aa (GKS gl e &2dz 2dzaidiAaA¥Fe ' KAIKSNI LN
customers.

You need to develop both the Pricing Model and the Cost Model together.
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Consumer Layer

TP o Price s what yvau charge. It's applicable to WM R
You gel pald per month, ar per year Plf'll::lllg
e DU L You get paid In small units (8.g., CPU, RAM, Disk) M d I
! =1 Price. |t varies among customers, due to discount. ode
VI WM VM
Cost is Linear
Provider Layer )
Cost Is what you spend. It's applicable to laas Cust"]g
You pay per yvear, or up front for 3-2 years
You pay in bulk {e.g., core network switch, DC contract)
SODC Ik twork switch, DC contract Model
o There is only 1 Cost.
Price Is not Linear

There are 2 types of pricing model

1 Allocation
1 Utilization
lfft20FGA2Yy Aa o0Sal oKSy GKS O2yadzyLliAzy KlFa |

CPU and Memory configuration. A 64 vCPU VM is charged more than a 8 vCPU VM, regardless of
utilization. Both can be idle for days, and the bigger ViMbe charged more.

, A

PGAEATIGAR2Y A& GKS 2ytée OK2A0S 4KSy GKSNB Aa y:
amount to allocate as it does not have predefined size.

Usagebased Pricing

2 Kl G SElshékKe Aa a

The answer actually varies, depending on the service.

[ SGQa alre @2dz LNPYARS RSa{d2L) ra I aSNBAOS® L¥
in, then there is no usage. The problem here is you need to provide the desktop available 24 x 7, as you

do not when the user will login. If you r@t000 users, you need to make sure you can cater for the peak
demand, else there will be complaint from users who do not get a desktop when they ask for it.

A good comparison is NetFlix or Internet Broadband. You pay a fix fee, regardless of your usage. Whethe
you are watching 24 x 7 or just occasionally, you are paying the same rate. The same with your home
broadband.

In Kubernetes, pods are by default unlimited. It can grow the size of the node. As the pod has no fixed
aA1 Sy e2dz OFyQil OKIFNBS o6FaSR 2y [ft20FliAz2y®

In this case, here are the steps:

1. Work out the total cost.
CKA& YSEkya GKS adzy 2F SOSNEBGKAY3I GKIF G @&2dzQN.
depreciation time you use.
2. Normalize the above to hourly.
This gives you the hourly total cost.
3. Figure out your capacity.
Usable, not Total. This is your sellable capacity.
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4. For K8 or vSphere, allocate into Compute and Storage.
Since K8 uses core instead of MHz, you charge using core or milicore as the unit. Do not charge
per MHz as that complicates the formula.

5. Project your expected utilization. If you only project 40%, then your price has to be at least 2.5x
of the cost.

To translate into price, consider the peak hour. For example, you may mark up during office hours and
provide discounts for after office hourSome workloads need not be run immediately. By having "peak
hour" pricing, you spread out the demand to weekend

What about storage IOPS and throughput? One way to prevent abuse of the shared environment is using

cost. This is tricky though, as the usage comes at 2 levels (Guest OS and VM). For example, do you charge

for the IOPS caused by back up and snapshotsTiThat s K& A G Qa AYLR2NIlFyG G2 1SSLI
simple.

Progressive Pricing

As an internal cloud provider, what business problems do you want to solve with pri¢gsggprice to
drive the right behavior and encourage adoption

Oversized VM is a problem that is best solisetbrethe VM hits production. So design your pricing

model to encourage the right sizifEom the beginning. Right size, right from the start. Create a

progressive pricing anapplydiscouns for smaller VM sizes. The following diagram shows an example of
tiered pricing. Premium pricing is applied on VMs larger than 16 vCPU, while discounted pricing is applied

on VMs smaller than 8 vCPU.
Encourage right-size

Premium Pricing * 32 vCPU VM costs 18.6x of 4 vCPU
(progressive) VM, not 8x
= 4 vCPU cost is much cheaper than
public cloud,

36

= 32 vCPU cost is more expensive

vMcpu 10

* Break even size is 10-14 vCPU

Standard Pfitiﬂg *  You make aloss in small VM, profit
In large Vi

8 *  Small YMs are funded by Large
Vs

a Discount

I:IJI’UEFESSWE}I Same concept applied to RAM and Disk
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Class of Service

How do you apply the progressive pricing above into different Classes of Service? How much of a
premium should you put on the big VM? How deep should you discount the small & ultiplier

effect (the progressive tax) cannot be too high because public cloud does not have such tax. They follow
linear pricing. If you use a high multiplier, your price will be too high, omglbabsorba deep loss.

The following table provides an exampiemultiplier.

Multiplier for each WM CPU range

| Class of Service

| 1-4 5-8 | 8- 16 | 17-24 | =24
Ther 1 {Gold) 0.8 0.8 1.0 1.1 1.2
| Tier 2 (Silver) | 0.8 0.2 1.0 nfa | nfa
. Tier 3 (Bronze) . 0.8 - 0.9 . nfa . nfa I nfa

Tier 4 (Freea) Capped at 2 n/a nfa n/a nia

We apply the same principle for RAM.

Clase of iﬂlipﬁe{ ft:r_each VM RAM range

Service S s Lw = 33. 64 L55 —96 r =96

Tier 1 {Gold) 0.8 0.9 1.0 11 1.2
Tier 2 (Silver) 0.8 0.9 1.0 n/a nfa
Tier 3 (Bronze) 0.8 0.9 nfa nfa nfa .

Tier 4 {Free) Capped at 4 nfa na n'a n'a

Keep your pricing model simple. The more complex your bill, the more you have to explain. The following
table provides a suggestion of what to charge and what to bundle. Bundling means you include it in your
overall cost but not charge explicitly for ibware certainly trading off accuracy with simplicity.

What You Charge What You Don't Charge
Compute vCPL, vRAM Usage, Guest 05, Patching, etc,
Storage vDisk in GB I0PS, Smapshot, Backup, DR, etc
Metwark Nane. All Included Bandwidth, IP Address, FW, LB
Security Mane. Al Included AV, 105, IPS, Compliance, etc,
Service MNone. &l included Monitering, Troubleshooting, Management, Portal
Datacenter None. Al included Space, Power, Cooling, UPS; etc.
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h@dSNIe AAYLEAFASR LINROAY3I O2dZ R 06S dzyFlI AN G2 Odzaidz2y
airline industry, where my favourite airline is Singapore Airlinastite they have at least 4 generations

of planes. The new plane is more efficiembstsless to operateand is more enjoyable to customefn

the other hand, if you take into account depreciation, the old plane is already fully depreciatddet,

the price is the samacross all generations.

riivalc CiIUUWU | ruviik Givuu

In the cloud era, application teams are provided with more cteid¢enfrastructure. All they need is a
credit card and application development can start. No need to deal with inteeddhpe just to get a
bunch of hardware, since infrastructure is all available as ademnand service.

The public cloud providers are competitors to internatgrem cloud.These vendors are happy to
migrate all your workload to their cloud, and replace the infrastructure team with their own staff.

In reality, public cloud and private cloud are complimentary. They have their pros and cottis$me
comparison.

As an internal cloud provider, you need to turn the public cloud providersilitss That requires a shift

in your business model, from infrastructure provider to a meilbiud service broker. You broker the
request for infrastructure with the most appropriate provider. You evaluate, choose and deliver multiple
clouds if the opprem clowd does not meet the business needs. Even thgmm cloud can be a service
that you procure (meaning you do not own the hardware and software), if that fits your business
requirements better.

It is indeed possible for a small andmidl internal IT infrastructure team toomplementa much larger
cloud provider. Being small, especialigceyou are onsite and work in the same compangnables you
to offer a better service. Nobody likes dealing with theeaucrazypun intendedof alarge
corporatiorQ support organization. You can gettlas the mountain ofpolides.

You also need to do an apgie-apple comparison. Lighe entire component®f the serviceThe

following table provides an example, where you add your private cloud alongside externally hosted cloud.

,2dz aK2dzZA R O2YLX SYSyd GKAA (GFo06fS gA0K Fy20KSNJ GFroft S
sample of SLA table in tlé&apacity Managemersection.

Component AWS VMware on AWS OnPrem Cloud Remarks

Server Hardware Identical Identical Identical Comparable hardware
spec

Storage Excluded Included (VSAN) Included (vSAN) Cost under Storage

Backup & DR Excluded Excluded Excluded Cost under Storage

MS Windows Included Included Included

Hypervisor AWS vSphere vSphere

Management Tool Excluded VCF Operations VCF Operations
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Support Excluded
Sys Admin Included
Security Excluded
Network: Excluded
Bandwidth

Network: Core Add it
DC Facility Included

Included Included(on-site)
(remote)

Included Included
Included Included
Excluded Included
Included Included
Included Included

The comparison can be done in 2 ways:

Consumer

IT provide full time on
site support

AV, Firewall, IDP, IDS,
etc.

NSX + physical + Peoplt
LBaaS, FWaaS

You compare a single unit of consumption, and over a short time.

For example, you compare a VM with 4 vCPU 16 GB RAM 100 GB disk. You "
daily cost, not the3-yearcost.

Provider
long time.

You compare the whole infrastructure to support all the consumers, and over .

For example, you compare the entire private cloud over 5 years. The cloud m:
have 10K VM on it.

Sample Comparison

Ly GKA&

SEI YL S

gS G4F1S GUKS

f26Sai

Ozaid FTNRY |

that matches what you provide. Take the lowest possible cost. In this case, it is 3 years commit with full
upfront payment. Also, take Linux as opposed\tmdows.

4

C2NJ/t!'> 48§

C2NJ (iSytyoex
shared with other companies.

C2 NJ arl Sz

g S

+ a 6 S
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Compute 5avings Plans apply to EC2 Instance usage regardless of instance family, size, AZ, AWS Region, 05 or tenancy,

Select a location type and region
Location Type Region

AWS Region v IS East (Chio) -

Select terms for your Compute Savings Plans
Term length Payment options

3 years v All Upfront v

Select an operating system and tenancy to view rates

Dperating system Tenancy
Linux  J Shared -

Dedicated Instance
Dedicated Host

Viewing 792 available instances i v

] mBgx X | 1match 1
Instance name & Savings Plans rate < Savings over On-Demand « On-Demand rate < Region v
mag.xlarge $0.08261 54% $0.17952 U5 East {Ohio}

Since you commit this for 3 years regardless of usage, yoUg$y2171 in advance for a 4 vCPU 16 GB
VM on Linux.

PART 10F 4 Chapter: Cost & Price Management Pagel96



Private CloudManagement

ENDOF PART
hil &X V2 éondeftakes séri¢éSto youS (i nbie into how to apply and consume them.

PART 10F 4 Chapter: Cost & Price Management Pagel97



	PART 1
	Your Private Cloud
	Overview
	Complaint-based Operations
	The Litmus Test
	Is your IaaS cheaper than public cloud?
	Do your customers blame your IaaS?
	Does troubleshooting mean all hands-on deck?
	Does Help Desk provide a good first level defence?
	Do you struggle with many over-provisioned VMs?
	Can you justify new infrastructure when utilization is not high?

	Common Mistakes

	Maturity Model
	Multi-Cloud Management

	The Business of IaaS
	VM as a Service
	Capabilities
	Key Metrics

	The Restaurant Analogy


	Purpose-Driven Architecture
	Begin with The End in Mind
	Business Application
	Day 1 | Day 2
	Promise vs Reality
	VCDX | VCMX

	Automate | Operate
	Observability
	Input | Output
	Symptom | Alert | Insight
	Lagging Indicator | Leading Indicator

	The 2 Sides of VCF

	Service Level Agreement
	The 4 SLAs of IaaS
	VM vs Guest OS
	Availability SLA
	Formula
	Supporting Techniques

	Performance SLA
	Compliance SLA
	Service SLA

	The Metrics of SLAs
	The Time Window
	The 2 Sides of an SLA
	SLA Calculation
	Performance Quantification

	Class of Service
	Price/Performance
	Performance
	Free Tier

	The Benchmark to Rule Them All
	Recommended SLA
	Penalty Quantification

	Sample Offering
	Price & SLA
	Size Limit
	Service
	Availability


	Compute & Storage
	Mix and Match


	SP5 Framework
	Why a New Framework?
	Duplication
	Complexity

	The Pillars
	Availability
	Performance
	Capacity
	Reclamation

	Compliance and Security
	Cost and Price
	Non-Pillars

	Proactive Operations
	Day-to-day Operations
	Roles and Timelines
	Cadence


	SP5 Framework: People
	Day to Day Roles
	Other Roles
	Exit Criteria | Entry Criteria
	“It’s on my court”


	SP5 Framework: Process
	Day 0
	Day 1
	Day 2
	Monitor | Troubleshoot
	Health Check
	Frequency
	Troubleshoot
	Root Cause Analyzis

	Optimize
	Day to Day Operations
	Real Time
	Daily

	Longer Cadence
	Weekly
	Monthly
	Longer Cadence

	VM Life Cycle


	Performance vs Capacity
	Utilization vs Demand
	Contention vs Consumption
	Pattern Difference


	Performance Management
	A Day in the Life of a Cloud Admin
	The 3 Realms
	The Layers in IT Systems
	The Layers in IaaS
	IaaS Metric Types

	Optimized Performance

	Key Performance Indicator
	KPIs as a Stepping Stone
	KPI | SLA
	Differences

	KPIs in IaaS

	Baseline Profiling
	Methodology
	2-level Profiling
	Time Factor
	Outcome
	Complaint Analysis

	Consideration

	Noisy Neighbour
	CPU
	Memory
	Disk
	Storage I/O Control

	Network
	Solution
	Maximum VM Size
	Other Reference



	Capacity Management
	Overview
	“Good” Advice
	Concept
	Private Cloud Capacity

	Stages
	The Planning Stage
	Architecture Plan
	Example


	Optimized Capacity
	Consumer
	Provider


	Capacity Model
	Workload Level
	Workload Type
	VM Price
	4 Dimensions of Capacity
	Utilization
	Performance
	Reservation | Share
	Reservation
	Demand

	Allocation
	Invisible Demand
	Limitation
	Overcommit


	Mixed Workload
	Template


	Reclamation
	Reclamation Approach
	Focus on Monster VMs

	Powered Off VM
	Powered Off as Brake

	2 Sides of a Running VM
	Idle VM
	Oversized VM
	Cost of Oversized

	TRIM and Unmap
	Unused VM
	Configuration
	Utilization
	Other Signs
	Annual Stocktake


	Rightsizing
	Challenges
	Micro Burst

	Best Practices
	The Big Picture
	Progressive Pricing
	Start Small?
	Before vs After
	CPU
	Memory
	Other Changes


	Sizing Logic

	Migration
	Challenges
	Faster Destination
	Different Architecture
	Cost Pressure
	Long Migration Project
	Best Practices

	Infrastructure Sizing
	Simple Migration
	Generic Formula
	Specific Formula
	Sample Output

	Complex Migration
	Long Migration Project
	Migration Group
	Rolling Up


	Reporting


	Configuration Management
	Approach
	Purpose-driven Architecture
	Label or Tag
	Business Tags
	IT Tags
	Implementation

	Naming Convention
	Example


	Review Approach
	Time-based Approach

	The 4 Types of Check
	Value Check
	Consistency Check
	Compatibility Check
	Variance Check


	Review List
	Consumer Objects
	Guest OS
	Tools

	VM
	Compute-related
	Storage-related Configuration


	Resource Management
	Share
	Reservation
	Limit
	Resource Pool

	Compute
	ESXi
	Management
	Storage Related
	Network Related

	Cluster
	ESXi Consistency
	vSphere Cluster Variation


	Storage
	Datastore
	Others

	Network
	Distributed Switch & Port Group
	Others

	Security
	Examples



	Cost & Price Management
	Cost versus Price
	Break-Even
	VM Cost vs VM Price

	Cost | Capacity
	Cost
	Total Cost
	Cost Categorization

	Unit Cost
	Unit Cost
	Complication with CPU
	Cost Allocation

	Cost Avoidance
	Cost Avoidance
	Cost Optimization
	Optimized Cost
	Complexity

	Price
	Usage-based Pricing
	Progressive Pricing
	Class of Service

	Private Cloud | Public Cloud
	Sample Comparison




