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Introduction

VMware Cloud Foundation (VCF) is Broadcom’s software-defined data center, built upon a reference architecture
that is used at-scale by customers around the world, and wrapped with automated operations for deployment,

scaling, and life-cycling.

Broadcom’s objective with VCF 9 is to enable customers to be their own cloud provider. We want to help our
customers to build and operate a private cloud, and to do so cost-effectively on-premises in their data center, or

within a service provider or hyperscaler environment.

We don’t use terms like “private cloud” to capitalize on buzzwords. Describing something as a “Cloud” really implies
a lot about how customers can consume the services available to build and power their applications. In the context
of a private cloud, “cloud” also implies things about how the infrastructure team operates and manages
performance, capacity, and cost to facilitate consumption and to provide a contestable alternative to public cloud

offerings.

Cloud computing is not about where you do computing, it’s about how you do computing. So, providing a private
cloud to your business is about more than just having a virtualization platform to run VMs and containers. Private
Cloud depends upon frictionless, cloud-like consumption of infrastructure and services (databases, load balancers,
object storage, and so on), to simplify the way your customers design and build their applications. Underpinning a
Private Cloud is the effective and proactive management of performance, capacity, and cost of the infrastructure
and workloads, backed up by Service Level Agreements (SLAs) that explicitly define what level of service you are

providing your customers.

Included within VCF 9 is VCF Operations; an operations tool which forms the cloud management component of the
software-defined data center. It provides customers with the tools they need to effectively operate their software-
defined data center as a private cloud. However, the implementation of SLAs to cover availability and performance

is not an out-of-the-box experience, as it requires tailoring to your organization policies and procedures.

This whitepaper aims to articulate the value of implementing service-oriented operating principles for your private
cloud using SLAs. It outlines the supporting components that are required for, or support, the proactive

management of your private cloud in accordance with the SLAs you define.

For those of you who have thought about - or perhaps tried to implement — SRE-type concepts within the IT part of
your business, the principles we’re discussing in this whitepaper are foundational for that. There is little point
providing SLAs and SLOs for your applications if they are running on infrastructure that provide no guarantees at all:

it’s just hoping for the best.

This whitepaper does not attempt to provide all the technical detail required to implement these principles within
VCF Operations. This can be technically complex, and there is not a generic one-size-fits-all approach. We hope that
the content in this whitepaper will get your operational-focused technical specialists excited about the benefits of

implementing these principles and start them thinking about what such an implementation might look like for your
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specific business. For assistance with moving from concept to implementation, VMware Professional Services can be

engaged to assist your operational teams.

The intended audience for this whitepaper is IT decision-makers who want a conceptual understanding of what
service-oriented operations should look like for a private cloud on VCF, and the importance of implementing
service-oriented operating principles based on proactive and effective management of performance, capacity, and

cost, and wrapped with SLAs which explicitly define the service you are providing.

Do you need this whitepaper?

The following questions will help you gauge the maturity of your existing cloud operations approach and your
maturity in providing a private cloud infrastructure to your business. If you can answer “yes” to any of these

questions, we think you will find value in this whitepaper.

Do application team and SRE team blame you when things go wrong?

If this is the case, there is a high chance you are relying on complaints to drive your operations. If there are no

complaints, there are no problems. We call this “complaint-based operations”.

The reason some customers run their infrastructure via complaint-based operations is because the operations team
has no other means by which to measure success. They have not defined the acceptable performance of their

infrastructure and have no benchmark for “good”. Solving this challenge is one of the goals of this whitepaper.

Does troubleshooting mean all hands-on deck?

If a troubleshooting event means all hands-on deck, that indicates that you don’t have the process or data required
to triage a problem and engage specific specialists, so you engage everybody. Do you have a troubleshooting
process that is followed by all teams (including network, storage, server, OS, application, etc.)? Does that process

end with Root Cause Analysis (RCA)?

As part of RCA, do you set up alerts so the same issue can be detected faster if it happens again? Without an alert

configured, the RCA is not complete.

Do Help Desk support tickets often require escalation?

If Help Desk simply passes issues through to the next level, you need to look at why.

Help Desk is your first line of defense. They do not go as technically deep as the specialists higher in the support

framework. Equip them with simple dashboards so that they can handle complaints by proving:

e |s the problem caused by the infrastructure not serving the VM well?
o |f yes, which part of the infrastructure? Is the problem at the CPU, memory, disk, or network layers?

e |f not, how can we prove this convincingly to the application owners?
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Is proving the cost effectiveness of private cloud a challenge?

The commoditization of infrastructure means your private cloud is being compared with public cloud platforms like

Amazon AWS, Microsoft Azure, and Google Cloud.

If your private cloud is not demonstrably cheaper and better, or if you cannot measure cost on a per-workload basis
at all, the business may question the value of the private cloud. One of the primary reasons for running a private
cloud, alongside privacy, compliance, and security, is cost-effectiveness. This cost equation must also include the

cost of the staff and facilities required to operate the platform.

Do you worry about running out of capacity in the private cloud?

The expectations of your customers of frictionless consumption of IT services to build and run their applications
means that IT cannot exist as blocker to protect the capacity of the infrastructure. Public cloud, which private cloud
is often compared against, has the perception of being able to scale endlessly. Public clouds benefit from economies
of scale in this respect, so an effective capacity management process is of paramount importance for a private
cloud, particularly when considering the lead times of purchasing and provisioning new hardware. This whitepaper
will help to give you confidence around capacity by understanding the current capacity of your private cloud and

enable you to forecast future consumption against current and future capacity.

Do you struggle with over-provisioned VMs?

This is an indicator that you are operating in a ‘system builder’ function and not as a service provider. As a system
builder, you are touching and customizing individual VMs. You size them and argue with the application teams, who
are the customers/consumers of the infrastructure. As a result, you are busy as there are many applications and you

are outnumbered.

If you are operating as a service provider of private cloud to the business, you should not be “in the way” of the
business. You should be using an effective pricing model to drive the right behavior. Does a public cloud provider

block customers from buying a 40 CPU VMs when they only need 2 CPU? Of course not.

This does not mean there is no value in “right-sizing” workloads and helping to drive efficient consumption by your

internal customers. The tools described in this whitepaper can help you understand how to do that too.
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What does “good” look like?

Underpinning a private cloud is effective and proactive management of performance, capacity, and cost within the

infrastructure, backed up by SLAs that explicitly define what level of service your customers can expect.

SLAs are a sign of matured, cloud-like operations. SLAs for the service you provide, which is likely the software-

defined-data center and its associated components, must be complete, correct, and accurate

Business Contract

Clauses & Context

Consuming Entity Providing Entity
(pay for the product & All other agreements (supply the product &
service) service as per contract)

Figure 1: Overview of Service Level Agreements

Complete means you have SLAs for performance — and potentially for compliance -, not just availability (which is the
most common form of SLA in the world of IT). Performance and compliance are crucial components of the overall
service you are providing. There is limited value in ensuring a workload is available if its performance is so poor that
the application running on it is unusable, or if an environment is non-compliant leading to a security incident or a

data breech.

Correct means the SLA is measured on each paying VM, and not at the infrastructure level, because ultimately the
measure for success is not the health of the infrastructure platform, but the health of the workloads which are
running the applications. Correct also means you are using the right metrics to track the health and performance of

your service.

Accurate means the measurement must be measured/collected every 5 minutes. Longer intervals than this don’t
provide the granularity you need to catch problems. Shorter intervals for collection causes impacts at the

infrastructure layers for the collection, processing, and storage of the additional datapoints.

To support your infrastructure and operations teams in ensuring the service meets the defined SLAs, you will have
SLA Leading Indicators, which provide you a forward-looking prediction of how a service is tracking towards its SLA.
You will also have Key Performance Indicators (KPIs) which are a useful way of condensing the numerous metrics
which give valuable insight into the performance of a workload (or cluster) across the different resource types, into

a single score which makes performance health more visible and aids proactive troubleshooting.

This is a journey and maturity in these areas must be built step-by-step. This whitepaper is written looking from the
top down as this provides a better conceptual understanding of what we’re trying to achieve and provides context

for a subsequent focus on some of the lower-level details. It’s a bit like showing someone a house: you start with
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the conceptual-level information like how big the house is and what rooms and features it has. However, also like a

house, to embark upon the journey and build maturity in these areas, you need to start from the bottom up.
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Service Level Agreements

One of the key differences between a virtual infrastructure platform and a Private Cloud is the SLA. A cloud provider
can state that they have the best technology, the best staff, the most innovative processes, the most industry
certifications, etc., to prove that their product is the best, but none of that carries weight because it’s not
contractual. If you are providing a service to your business, your SLA is the definition of what that service actually is.
The SLA enables operations teams to hold themselves accountable to their customers because the SLA carries
financial penalties. Once the SLA is defined, only then will customers want to know how it will be delivered. This is

where those elements mentioned earlier, like processes, architecture, certifications etc., come into play.

Anatomy ot an SLA

So, what’s in the SLA? The SLA, being a contractual document, will contain service definitions and descriptions that
inform the customer on all sorts of details about the service. It should provide a thorough description of what the
service is that your customers are receiving from you. As an example, the SLA for a VM within a Private Cloud
service may contain description of the VM, it’s resource size and hardware capabilities, as well as details about
backups, disaster recovery, patching schedules and maintenance windows, and other features and capabilities that

your business has decided a virtual machine (VM) running within its organizational boundary must have.
Much of this content will be specific to your business and the service that you have designed.

An SLA also contains another fundamental piece: the Service Level Objective.

Service Level Objective

|ll

An SLA must contain one or more thresholds that defines the “service level” that is implied by the name. This is
called the Service Level Objective (SLO). Likely the most common SLO in the world of IT measures Availability and is
often expressed as a percentage (99.99%), or in a number of “nines”, e.g. “four nines” (99.99%) or “five nines”

(99.999%).

Whatever measurement you are providing as the SLO, it should be black and white: your service either achieves it,

or it doesn’t. There should not be room for subjectivity or interpretation.
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How many SLAs do you need?

Is it secured? Compliance SLA Unsecured time

Performance SLA

. 5 .
Is it fast: CPU | RAM | Disk | Network Slow time

Is it up? -~ Availability SLA Downtime

Figure 2: The 3 types of SLA in VM as a Service

Many service providers will only commit to the most obvious one: the Availability SLA. This may seem the simplest
SLA to track and manage because it’s binary: the service is either up, or it’s down. In reality, Availability can be
deceptively complicated depending on where and how you need to measure it, but this will be discussed more in

section later in this chapter about Availability SLAs.

But just because something is “up” doesn’t mean it’s “fast”, and a service that’s slow to the point of being unusable

may as well be down.

In a Private Cloud, there should be at least two SLAs: one for Availability, and one for Performance. The Availability

SLA measures “downtime”. The Performance SLA measures “slow time”.

You could also consider an SLA for compliance. VCF Operations helps to track compliance of an environment against
a number of predefined compliance baselines. We think the value of a compliance SLA, if one exists, should be
100%. In terms of Availability, or Performance, we know 100% is not realistic because they affected by factors like
platform cost and efficiency. With compliance, however, we don’t believe there is any cost or efficiency justification
for not keeping on top of compliance. We will not devote further time in this whitepaper to the subject of a

compliance SLA, but this is an area that may be expanded upon and refined in future.

Measuring SLAs

SLAs should be measured over a monthly period. A monthly period for SLAs is industry standard, and allows for
easier comparison against benchmarks and peers. Be aware also that a shorter (or longer) period of measurement

can have a significant effect on the duration you have to fix a problem before the SLA is breeched.
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SLLA Leading Indicators

SLA Leading Indicators SLA

Figure 3: How SLA is derived from SLI

Adjacent to the SLO is the SLA Leading Indicator (SLI). Where the SLO (and thereby, the SLA) shows the customer the
promise you are making, the SLI shows you the reality of how your platform is actually performing. It is a leading
indicator of service quality because it shows you the current, real-time view of your environment. The SLA is a

lagging indicator of service quality because it’s a counter of the average over the last month.

If the leading indicator is worse than the SLO, then your service runs the risk of violating its SLA. By providing insight
into how the service is comparing to its SLA, it will give you an indication about whether you will meet your SLA at

the end of the month.

Availability SLA

Up
............................................................................................ ’
................................................................. » Scheduled
.................................... ’ Downtime
........ »
Down

30 days time window

Figure 4: Availability and scheduled downtime

The Availability SLA measures downtime for a VM. As mentioned earlier, the Availability SLA may appear to be the
simplest to measure because it’s binary. This depends a lot upon how and where you measure it. For example, if the
only requirement in your business is that a VM is powered on, then it’s easy to measure. If you need to consider
whether the network is functional, or that the guest OS is running, then it can become more complicated. You may

also need to exclude scheduled changes for patching or reboots from the SLA measurement.

The majority of our customers manage the guest OS for their internal customers as part of their VMware service,
therefore we recommend measuring availability via ping packets, which verify that the OS is running and available

on the network.
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When setting the SLO for Availability, keep in mind that achieving high levels of availability carry architectural and
cost implications. A SLO of 99.999% uptime equates to 26 seconds of downtime per month, which is likely to require
factors such as hardware with more redundancy or specific architectural configurations that are not necessary to

support a 99.9% SLO (which equates to 43 minutes of downtime per month).

When documenting your availability SLA, make sure that your SLO and exclusions (i.e. what events are not

measured towards downtime) are clearly defined.

Performance SLA

Best

Margin for slowness

Worst
30 days time window

Figure 5: Performance SLA for a VM

The performance SLA measures the performance of a VM across its four compute resources: CPU, memory, disk,
and network. Performance problems in any one of these areas could cause the application to become unusably slow
and cause the SLA to breech, so we need an indication of performance per-workload that is more complex than

simply averaging the values of relevant performance metrics for each compute resource.

VCF Operations contains a built-in SLI metric which tracks a key metric for each of CPU, memory, Disk, and Network,

on a per workload basis.

e CPU Ready 2.5%
e Memory Latency 1.0%
e Disk Latency 10 ms
e Network Transmit Dropped Packet 0%

Figure 6: Breakdown of the Service Level Indicator metric in VCF Operations
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This metric summarizes whether each of the metrics above is under or over threshold on a per-VM basis. On each

VM, the value of the SLI metric will be between 0-4, with the number incrementing for each threshold breeched.

These values for performance are built into VCF Operations as a Service Level Indicator because we believe they are

the best metrics for providing a reliable insight into VM performance.

We recommend measuring the performance SLA off these metrics. The performance SLA is a promise about the
percentage of time per month that a VM'’s performance will be at or under these thresholds (measured over 5-

minute intervals).

One additional note: we don’t address multiple classes of service (e.g. gold, silver, bronze that have different SLAs)
in this whitepaper. If you were to pursue different classes of service, we recommend that the threshold for
performance above should be the same for each class. The differentiator between each class (from an SLA
perspective) is the percentage of time that the VM may exceed the threshold within the 30-day period. If you
instead provide class-based differentiation using different thresholds, this can result in a “better”, more expensive
class receiving a lower percentage-based score than a lower class, even though the higher class’s actual

performance might still be better. This is confusing and unclear for both users and operations teams.
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Operations Management

Operations management refers to the processes and procedures which form operational capabilities required to run

the IT infrastructure and provide service to the business.

Contention ([@==ssssszssssnssnsnaas | Consumption Reservation Allocation

v r

r 3

Capacity Cost & Price

A J

Performance <}

What you care D Input to what
& manage you care

Figure 7: Key metrics impacting the core pillars of operations.

While operations management spans multiple areas, the core is based upon three fundamental pillars: performance

management, capacity management, and cost management.

These pillars of performance, capacity, and cost are interrelated. As you develop and mature your operational
capability in one area, it will provide benefits and solve problems in the others. These pillars are also intrinsically
linked and mutually supporting: more performance requires more resources, and more resources costs more money

and consumes available capacity.

We have talked in earlier sections about availability, but availability is not something you manage directly.
Availability (or lack thereof) is an outcome of configuration and capacity which you manage, as well as architectural

decisions, and factors you don’t control such as hardware failures.

Self-service is a key part of providing a cloud-like service to your customers, and in this context these three pillars
are even more important. When we talk to Broadcom customers who are hesitant about providing self-service to
their own customers, a lot of the resistance comes down to the traditional mentality that IT are the gatekeepers of
the IT infrastructure and play an irreplaceable role in ensuring that end-customers don’t consume at a pace which
outstrips IT’s ability to manage capacity. We agree that governance around self-service is crucial, but effective cost
management solves a big part of this capacity management challenge because your internal customers will have a

new barrier to overprovisioning resources: their wallets.
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As part of building operational maturity, you’re not just developing new capabilities but also refining existing ones
and moving them from reactive and manual to proactive and automated. This maturation is important to provide

the benefits around efficiency of both infrastructure and people that you need to run an efficient Private Cloud.

Figure 8: Cloud operations maturity phases

P
Intelligent & Automated

You have developed trust for your
system and feel comfortable allowing it

. . ) to make fixes for you.
Predictive & Proactive You focus on improvement.

Your system tells you something is
going to go wrong, and you can spend
time working on expected issues. That
means less alerts, more insights.
You are manually remediating and

restoring issues that you didn’t see
coming. A lot of blamestorming.

Performance Management

Overview

When a customer complains that their application or workload is slow, what do they mean?

Without an objective definition of “good” performance, discussions about slowness are mired in subjective
language and relative expectations. We often try to solve the problem by providing more resources and hoping the

problem goes away.

Put simply, performance is about providing workloads with the necessary compute resources. In the physical world,
this is ensuring a workload has enough CPU, memory, storage, and network available to satisfy workload
requirements. In the virtual world, where physical resources are abstracted and shared between multiple
workloads, we also need to consider contention for physical resources between multiple virtual workloads: i.e., can
the workload use the resources it has been given, or are the physical resources already consumed by other

workloads running on the platform?

Performance troubleshooting is a complex topic when you consider that application performance is really a
combination of the performance of several layers: the application itself, the virtual machine’s OS, the virtualization
layer, and the physical layer (compute, storage, networking). This does not consider multi-tier applications with

Kubernetes, or issues on the end user’s side, which increase the complexity further.
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These layers can be broadly grouped into two buckets: application and infrastructure.

We assume that the application owner in your business is an expert on their application (which we know isn’t
always the case), and you are responsible for the infrastructure including the physical components of compute,
storage, and networking, and the virtualization components of the hypervisor and VMs. We also assume the OS is
not managed by the application owner/customer (as it might be in a true service provider environment) but is

managed by IT as part of the service being provided.

VCF Operations contains numerous metrics, dashboards, and troubleshooting tools to help identify and
troubleshoot performance problems. However, of the three operational pillars, this section on performance goes
the furthest from VCF Operation’s experience because performance is the most complex and subjective pillar to

manage.

We want to help you develop an objective definition of “good” performance in your environment, so you can have
conversations about performance issues with your customers without having to delve into emotive and subjective
territory. We also want you to be able to identify indicators of poor performance and take steps to address the

problem before it becomes “a problem”.

A way to think about performance management is that good performance management results in symptoms of
slowness being proactively addressed before they become an issue for the application. A proactive daily health

check asks the question “is it going to rain today?” and attempts to prevent the problems in the first place.

Performance Profiling

— Relative Performance ———
Socialize (Change Management) ’

2L #—————P Absolute Performance +————p Result &——p KPI — SLA

Service

Performance Improvement

—»  Architecture Review +—— :
P Technology Refresh

With industry best practice and

product vendor official guidance

Figure 9: Performance Profiling methodology

If you want to start developing an objective definition of “good” performance in your environment, where do you

start?
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The obvious answer might be to interview every application owner and asking them what performance their

application needs. This “obvious” approach has a few problems:

o Firstly, the effort involved scales with the number of applications you have, and it won’t take long for the
effort involved to become prohibitive.

o Secondly, there’s no guarantee that the application owner a) knows the answer, and b) can put it into
terms that are relevant to performance in a virtualization environment where overcommitment may be
a factor. This just creates another problem.

Another approach is to profile the performance of your existing applications. Performance profiling is about
assessing current performance metrics for workloads in your environment and plotting the distribution of these
metrics. This isn’t a perfect solution either — after all, current performance does not necessarily equal satisfactory
performance (although hopefully it’s not far off), but this approach does scale more easily, particularly as VCF
Operations includes out-of-the-box dashboards to help plot the distribution of relevant performance metrics for
workloads. You can also cross-compare these metrics with complaints related to performance in your environment.
If nobody is currently complaining, then you could make a reasonable assumption that current levels of

performance are acceptable.
This is not a perfect solution, but it is a good starting point to start building from.

VCF Operations comes with a dashboard called “vSphere Performance Profiling” which is particularly useful for this.
The figure below gives you an idea of how the dashboard represents the distribution of values for a disk-specific
performance metric for all VMs in a small test environment over the most recent 7-day period. The values used by

this dashboard are the 20-second peak values for the 99t percentile of workloads in your environment.

Storage Performance

100 —

75 —

50 —

Count

25 —

0 -30(ms) 30 - 50 (ms) 50 - 100 (ms) 100 - 300 (ms) 300 - 500 (ms) 1,000 - 9,999 (ms)

Peak Disk Latency

[(F) 13 Aug 2024, 4:24 pm - 20 Aug 2024, 4:24 pm

Figure 10: Performance profiling — performance distribution

The dashboard also summarizes the values of relevant metrics averaged across all VMs, and the worst value for

each metric in the environment.
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Summary of VM Performance SLA

Average of all VMs Worst of all VMs
The VM Peak Memory Contention at the 99.9th percentile of entire collection period 0.07 % 5.48 %
The VM Peak Disk Latency at the 99.9th percentile of entire collection period 1,772.91ms 26,644 ms
The VM Peak CPU Ready at the 99.9th percentile of entire collection period 0.31% 1.08 %

Figure 11: Performance profiling — Summary of VM performance SLA

This dashboard gives you great insight into how your workloads are currently performing. When compared against
complaints about performance in your environment, it should give you a reasonable starting point for a creating the

definition of “good” performance in your environment.

Once you’ve done a bit of work to understand and document this definition, you have the opportunity to begin
proactively managing performance towards what is good, rather than simply reacting to complaints to fix

performance away from what’s bad.

Key Performance Indicators

With SLAs in place, we need a way to stay on top of VM performance and availability so that we can identify and
respond to problems proactively. This an important — in fact, mandatory - part of transitioning away from
complaint-based operations. Passively waiting for an alert or complaint to trigger the troubleshooting process is not
proactive, and it means the problem has already been noticed by the owner. Having internal thresholds that are
more stringent than the external, formally agreed SLA is an effective way to drive proactivity. This is the primary
benefit of Key Performance Indicators (KPIs): providing a real-time “score” of the workload’s performance

experience derived by summarizing and consolidating several separate but equally relevant metrics.

Where SLAs are somewhat binary (regardless of the contents of the SLA, you either meet the SLA or you don’t), KPIs
can be graduated with color-coding to help prioritization. KPIs can also be tracked more frequently (we recommend

20-second intervals) and reflect real-time values rather than providing a rolling summary.

A secondary benefit of KPlIs is they effectively summarize multiple metrics, each of which provides valuable

indicators of performance, into a single number or score, which makes them simple to understand and use.

We build KPIs within VCF Operations that allow us to track performance at the workload (VM) level, and at the
cluster level. For both workload-level and cluster-level KPIs, we look at multiple metrics across the different
compute resource types (CPU, memory, storage, and network). These metrics provide a score in the form of a single
percentage for each VM and cluster that highlights as a single number the performance “health” of each object. The
score is represented via a color-coded traffic-light system. Importantly, while the score is a percentage from 0-
100%, 0% does not represent the worst possible performance. 0% indicates the worst performance that you can

tolerate, i.e. the threshold at which you breech your SLA.
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So, the aim of KPlIs is to take the numerous metrics which are key indicators of the performance experience of a
workload or cluster, to condense these metrics into a single number which considers weighting to highlight

performance problems, and to color code them to facilitate proactivity by your operations team.

When a performance problem is identified, operations teams should revert to their existing knowledgebase and
processes to perform focused troubleshooting of the problem. VCF Operations provides numerous metrics,
dashboards, and capabilities that can assist operational teams with troubleshooting performance problems,
identifying anomalous behavior, correlating behavior across multiple workloads or layers of the stack, and
performing root cause analysis and remediation. It is assumed that performance troubleshooting is already a
capability within your operations teams, and as such this is not an area of the product that this whitepaper attempts
to address. As always, VMware Professional Services can be engaged to help uplift your operations teams in these

areas.

Performance Metrics

We will however provide a quick commentary on the metrics which we feel are most relevant to performance. To

make sense of performance, it’s crucial to have a good understanding of performance metrics.

There are multiple types of metrics within the virtualization layer of VCF. There are many metrics for the raw
resources: CPU, memory, storage, and networking. You may also have other types of metrics relevant to your
environment, such as GPU-specific metrics and vmotion metrics. For each of these areas, there are metrics for
different layers of the infrastructure. As an example, for storage, there are metrics for the datastores, for the
storage controllers or HBAs in your servers, and for the virtual disks and the virtual storage controllers in your VMs.
There are also metrics within storage arrays that VCF Operations may not have access to out-of-the-box. Depending

on your hardware choices, these metrics may be collectable via management packs for VCF Operations.

These metrics, broadly speaking, resolve into two primary categories: consumption, and contention. Consumption
metrics, as the name implies, are focused on showing how much something is being utilized. For example, what is
the utilization of my physical, or virtual, CPU? CPU utilization metrics can show us values in both relative

(percentage) or discreet (MHz) values.

Contention metrics, on the other hand, are focused on illuminating the penalties or overheads incurred for sharing
(or oversharing) virtualized resources. For example, how much time do a VM’s virtual CPUs want to run, but cannot

because the physical CPUs are already used by other VMs?

The built-in performance dashboards within VCF Operations will use both kinds of metrics, but the contention
metrics are more heavily used because they are a better indicator of performance than utilization metrics. This is

why VCF Operations uses these metrics as part of its SLA Leading Indicator.
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Outcomes

Good performance management is absolutely crucial for ensuring your applications are serving the needs of the
business. It conveys numerous benefits, not just purely in the context of performance, but also across the pillars of

capacity and cost.

Performance management helps you build an objective definition of good performance. “Good” performance may
not be the best possible performance, but it is performance that is good enough to allow applications to serve the
business. Having this definition is so important for avoiding subjective arguments with application owners about

where a problem lies or what the problem is.

Performance management helps your teams to manage performance proactively rather than waiting for
complaints, aka complaint-based operations. Armed with the definition of good performance, you can track actual
performance and remediate performance degradations before they become a problem. For applications which
report problems while still within the thresholds of “good” performance, tiered performance levels can be useful to

allow customers to pay more for better performance. This needs to be approached as part of a maturity journey.

Understanding good performance, and proactively managing changes in performance, allows you to drive efficiency
within the private cloud. Efficiency is about maximizing utilization while maintaining good performance. The reality
of driving utilization is that it will have some impact on performance. We would never say that metrics for
workloads will never show reduced levels of performance as utilization increases. It just means that reduction in

performance is still within acceptable levels. Driving utilization is key for driving efficiency and cost-effectiveness.

Performance management helps with right-sizing, which crosses all three pillars. End users will often resist
initiatives by the operations/infrastructure teams to right-size workloads, partially because they don’t want
performance to be “affected” or reduced. In reality, performance metrics will almost certainly change as a result of
right-sizing. Performance management helps you to demonstrate that the change in performance is not a problem,
or, if it actually is a problem, to identify the issue and remediate rather than waste time in blame cycles. Right-sizing
is an important part of optimizing your private cloud for efficiency, and is discussed more in the next section on

Capacity Management.
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Capacity Management

2 Control Demand by correct Pricing Model
3 Optimize Demand by Reclamation
Demand

4 Account for Latent Demand, Potential Demand and Unmet Demand

5 Monitor Demand by tracking Excessive Usage

1 Plan Supply by using Class of Service

Supply

6 Monitor using Demand | Performance + Allocation. Together
Figure 12: Overview of VCF Capacity Management
Capacity management is about ensuring that the private cloud can always meet the resource demands of its
customers while minimizing cost. Capacity has a close relationship to performance, since as an environment runs
out of capacity, contention for compute resources increases and performance suffers. Capacity management is

particularly crucial when customers can consume capacity on-demand through self-service provisioning of new

workloads and applications.
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Capacity Model

Simplistically, capacity management involves determining how much of the underlying physical resources have been
consumed by workloads and subtracting that from the total amount available, the result being capacity which

remains free for consumption.

Utilization

Actual workload. It is the most popular
number as it’s the most visible. As it’s real | Max of both
consumption, it can’t exceed 100%. for each VM

CR (%)

Reservation
Reservation means guaranteed. The
resource is definitely available when it’s Lowest of both CR (%)
demanded. That’s why total reservation
can’t exceed 100%.

Allocation CR (%)

Theoretical slicing of shared resources. It
can exceed 100% as it’s not in-line
(adhered by resource scheduler) and VMs
take turn to consume.

Contention Override when bad

If you can’t handle existing demand, are you going to add more workload? By that definition you have no
more capacity. As a result, performance override the capacity remaining only when contention is high.

Figure 13: The 4 inputs to capacity model

VCF Operation’s capacity analytics engine supports two methods for calculating capacity. The first is the demand
method. The demand model calculates the demand for resources in the cluster to determine the amount of
capacity required to run the workloads. Demand is actual utilization plus unmet utilization (due to resource
contention). This means the Demand method takes into account how many resources workloads are actually using,
as well as how much they want to use but can’t due to capacity limitations. This provides an accurate picture of
capacity within the environment. Because of this, the demand method is the default capacity management method

in VCF Operations and is always enabled.

The second capacity method is the allocation method. The allocation method is a more traditional method of
capacity management where, for example, you might define a virtual CPU (vCPU) consolidation ratio of 4:1. If you
have 100 physical CPU cores in a cluster, then under this model you will be able to run up to 400 vCPUs worth of
workloads. The weakness of this model is that resource allocation has little relationship with resource consumption:
whether 4:1 will provide good performance depends on how much each workload is actually using its CPUs. A good
justification for the usage of this model is for environments where the demand is not high yet you need to declare
capacity as full. A prime example is a mission critical environment. For these reasons, the allocation method is not

enabled by default and will need to be enabled and configured if you want to use it.
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Regardless of the method used, the capacity engine in VCF Operations will calculate historical capacity utilization
and forecast a projected utilization that accounts for historical growth. The capacity engine also accounts for factors

like overheads and resource reservations when calculating utilization and growth.

VCF Operations does several things with the calculations provided by the capacity engine to help you manage

capacity in your Private Cloud.

It provides out-of-the-box dashboards for both the capacity remaining in the environment, and the time remaining
until capacity is exhausted based on the growth trends. Aggressive and conservative configurations are available to
configure whether the projection used for calculations is based on a mean or an upper bound. If both the demand

and allocation methods are enabled in VCF Operations, the capacity remaining and time remaining of your clusters

will be calculated based on which method results in capacity exhaustion first.

In terms of capacity remaining, VCF Operations will track current capacity for CPU, Memory, and Disk space, based

on demand (and allocation, if enabled).

It will trigger alerts for both capacity and time remaining and allows you to factor in a configurable lead-times for
provisioning new capacity, so that if it takes you 2 months to order provision new hardware, the capacity alert will

trigger 2 months early.

VCF Operations will also provide recommendations for how to deal with capacity situations, both in terms of adding
new capacity (broken down by compute resource type), and in terms of reclaiming unused capacity, such as
powered off or idle VMs, snapshots, and orphaned disk objects. Reclamation is covered in more detail in the section

Optimizing & Reclaiming resources below.

Capacity Planning

VCF Operations enables capacity planning through the use of what-if analysis scenarios. What-if analysis allows you
to simulate the addition and removal of hosts or workloads and project the capacity impact of that activity.

Both options support configuration of start dates for the change to be made, as the capacity engine supports
forecasting for one year from the current date. Both options also allow for configuration of end dates to forecast
changes in capacity that is temporary.

Once a scenario for what-if analysis has been completed, the scenario can be committed. Committing a scenario
allows VCF Operation’s capacity engine to factor the planned change in capacity into its long-term capacity planning
forecasts for the environment.
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Optimizing & Reclaiming Resources

e ———

Non VM Orphaned Powered Off Idle Oversized Unused?

VMDK -
ISO [~ Disk T~ T~
TRIM RM LUN e A (CS ot

E CPU * CPU * CPU
allocation only allocation only

oog) Memory  [oog) Memory  [oog) Memory

Move them here first, as fall back just in case you make a mistake

Figure 14: Reclamation Overview

VCF Operations provides recommendations on how you can save resources, and therefore increase available
capacity, through right-sizing workloads and reclaiming resources.

Right-sizing recommendations are provided for both oversized VMs, which can be downsized, and undersized VMs,
which can be upsized. These recommendations are based on metrics which give an insight into the demand for
resources that workloads are making, and are focused on adjusting the resources allocated to workloads to match
the workload requirements. The goal of right-sizing is to drive efficient use of resources within your environment,
and potentially to reduce cost (depending on whether recommendations are to downsize or upsize workloads —
with downsizing being by far the most common in customer environments we see). Right-sizing also benefits
performance, in a way that should be obvious for upsized VMs (which are resource constrained), and also for
downsized VMs because over-sized VMs increase the likelihood of resource contention across an environment and
reduces overall efficiency.

With oversized and undersized VMs, the recommended CPU or memory sizing is listed and compared to the
currently allocated CPU and memory. For oversized VMs, the capacity engine is conservative and will never
recommend a reduction larger than 50% of an allocated resource. This may mean it takes multiple rounds of down-
sizing to achieve a right-sized workload, based on the default recommendations.

Reclaimable resources are listed in terms of amounts of resources — CPU, memory, and disk — suitable for
reclamation. This reclamation comes from VMs which are powered off, detected as idle (determined by utilization
metrics) over a period of time, VMs which have old snapshots consuming storage, and orphaned disks (which are
not connected to any registered VMs).

Implementing right-sizing (or reclamation) recommendations can be acted upon at the point in time, or via a
scheduled action to align with maintenance windows. This makes it simple to action the recommendations to
optimize workloads in your environment.

If you have cost drivers configured (see the next section for more details), VCF Operations will also provide cost
savings associated with implementing the recommended optimization via right-sizing and reclamation.
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Outcomes

Capacity management is about driving efficient resource utilization and cost effectiveness within a private cloud.
Capacity has a direct relationship to performance — performance issues are often caused by a lack of capacity. And
performance and capacity are inexorably linked to cost. So, by implementing effective capacity management, you
confer benefits to both performance and cost.

Capacity management ensures that your operations teams understand how much capacity is currently consumed,
how much is still available, and when capacity will be exhausted within the private cloud. It enables them to plan for
changes in capacity caused by future workload demands, such as an upcoming application deployment or migration
project. And it gives them the ability to project changes in capacity caused by adding or removing hosts to account
for the changes in workload demand.

VCF Operations provides out-of-the-box recommendations for workload optimization which can reduce resource
consumption and contention, benefiting performance and cost.

Capacity management is crucial for ensuring performance SLAs are met. Very often, performance issues are caused
by resource contention caused by exhausted capacity. Attempting to provide performance SLAs and proactively
monitoring and managing workload performance without capacity management is setting yourself up for failure.

In environments with self-service consumption - which as discussed earlier is an important part of providing a
private cloud - good capacity management is crucial for ensuring that customers can continue to provision without
impacting the performance of their or other’s workloads. This is especially true in environments that have
historically relied on IT to server as a gatekeeper for provisioning to maintain governance around capacity.

Cost & Price Mianagement

Overview

Cost management is about measuring and managing two adjacent properties: cost, and price. VCF Operations
allows you to measure both. It provides dashboards for tracking and calculating for both scenarios but does not

actually provide a financial billing mechanism.

Cost vs Price

Cost vs price can be a confusing topic to discuss because in everyday life the terms are often synonymous and
interchangeable. The meaning of these terms can be dependent upon the persona or perspective. As a customer,
you might think of price as the cost you pay. From the perspective of a business, on the other hand, cost is what it

costs you to provide the product or service, and price is what you charge the customer. As the tool for managing the
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operations of your private cloud, VCF Operations uses the perspective of your operations teams, so these terms
should be understood from that perspective. Simply, cost is the cost of running your infrastructure, allocated across
running workloads. Price is the amount you charge customers for each workload, which may be different to the

cost.

Throughout this whitepaper, care will be taken to use these terms in the same way.

Cost

Cost refers to the capital and operational expenditure associated with running your infrastructure. Within VCF
Operations, you configure cost drivers for your infrastructure & operational components, such as your server
hardware, storage, network, OS licenses, maintenance, labor, facilities, and additional costs & overheads. These
cost drivers are used to calculate the overall costs for running your infrastructure. These costs are then broken
down per data center and per cluster. Cost drivers can also be allocated into per-workload costs which are based on

the resource sizing of the workload, and can vary depending on what infrastructure the workload is running on.

VCF Operations also allows for configuration of hardware depreciation over a term of 2-5 years using straight line or
max of double or straight models. Straight line provides linear depreciation over the term, whereas max of double

or straight front-loads the depreciation in the early years of the term.

VCF Operations also comes out-of-the-box with cost drivers based on industry reference figures. These can be used
as a starting point, but ideally your cost calculations should be as accurate as possible, so there is always value in

ensuring that cost drivers are tailored to the specifics of your business and infrastructure.

Price
. B h
Competitors
Public Cloud, Local Providers Progressive
Unit Cost . Unit » Pricing . Current
What you actually spend Price Price
Discount
Margin
To prevent loss _ J

Figure 15: Pricing methodology

“Price” is a per-workload value and should be thought of as the amount you want to charge to the workload. The

price could simply be based on the allocated cost of running a standard workload, as described above. However, the
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price might also be independent of the cost, where the delta between the two could be considered profit or loss on

a per-workload basis.

You could set price to be contestable with a competing cloud solution, regardless of profit or loss, or you could set
price be cost-neutral or to take profit. This is a decision that will differ from customer to customer based on factors

that are well outside the scope of this whitepaper.

Outcomes

Effective cost management provides significant benefits, both purely in financial terms but also across the other
operational realms of performance and capacity. These three operational capabilities are mutually supporting, and

cost management is the lynchpin that creates this synergy.

VCF Operations comes out-of-the-box with dashboards to provide insights into Total Cost of Ownership (TCO) and
Return on investment (ROI) of your infrastructure. It can identify potential savings based on factors such as
oversized, idle, or powered-off workloads, and recommend steps to act on these savings. It will track the savings

that were realized by acting upon these recommendations.

Cost and price also influence customer behavior. No doubt we can relate to this from our experience in everyday

life. From an IT service perspective, cost management helps solve several problems for us.

Pricing model enables financial comparison across environments or entire clouds, allowing customers to choose the
right place to run their workload based on price in addition to other factors - and private cloud can be very cost-
competitive. Smart workload placement can save a significant amount of money for a business. This is particularly

effective when customers can self-service workload deployment and see price at the time of provisioning.

Pricing model help with right-sizing. In environments without proper pricing policy, resistance to right-sizing from
workload owners is a common challenge we hear. Workload owners often perceive right-sizing as IT taking back
resources the customer thinks they need (and which without a billing model they effectively get for free). With the

introduction of pricing model, right-sizing helps your customers save money.

Pricing model helps with the problem of customers “overprovisioning” their workloads, either in terms of
provisioning more resources than needed, or demanding dedicated/reserved resources which come at significant
cost. Price can influence more efficient consumption by your customers, so if a customer is willing to pay the price
associated with overprovisioning their workload in a chargeback model, then it helps to fund the cost of providing
the infrastructure as well as helping to qualifying the demand. Right-sizing is still relevant in this context too:
providing recommendations to customers on how they can reduce their cost without impacting their service shifts
from being perceived negatively to being a value-add. This is exactly how public cloud providers position

themselves.
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Chargeback also help solve problems with idle workloads — workloads that are left running but are not really
needed. In an environment where customers have self-service, this is an effective way (other than applying leases to

provisioned workloads) to control workload sprawl.

Lastly, price as a general principle can be used to incentivize customers to behave in certain ways. As one example,
defining a pricing model that scale with resources at a super linear rate will incentivize users to think about what

they need and consume efficiently.
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Next Steps

We hope that this whitepaper has resonated with you: that the principles make sense, and the value of
implementing these principles in your environment is clear. As mentioned in the introduction, an implementation
will vary in technical complexity from customer-to-customer, and this is the justification for why this whitepaper

does not provide implementation-level details or step-by-step guides.

However, there are next steps you can take depending on your organizational level of maturity with VCF and the

Private Cloud concepts.

o Ifyou are largely unfamiliar with VCF: Engage your Broadcom account team to present the options to
you around VCF, and the possibility of participating in a VCF experience day to learn more about how
VCF helps you to be your own cloud provider and get hands-on experience with the components and
capabilities of VCF.

o If you are running VCF and want assistance with implementing these concepts within your
environment: Have a conversation with Professional Services at Broadcom about engaging consulting
assistance to help you with the people, process, and technology elements of implementing these service-
oriented operating principles in your environment.

o Ifyou are licensed for VCF but not currently running the full VCF stack: For customers running the VCF
suite of products but not the full VCF stack, implementation of these principles still delivers operational
benefits and serves as a great transitionary step towards implementing a Private Cloud based on VCF.
Contact your Broadcom account team for a discussion.

If you want to learn more and go deeper: for customers who have good operational and technical skills within their
teams already and want to learn more and go deeper by themselves, familiarize yourself with the Private Cloud
Management, 5™ edition, book written by Iwan Rahabok, Domain Architect for IT Operations Management at

Broadcom.
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